J Real-Time Image Proc (2018) 14:61-73
https://doi.org/10.1007/s11554-015-0540-4

=
@ CrossMark

SPECIAL ISSUE PAPER

An enhanced threshold visual secret sharing based on random

grids

Xuehu Yan' - Xin Liu >* - Ching-Nung Yang®

Received: 28 March 2015/ Accepted: 14 October 2015 /Published online: 27 October 2015

© Springer-Verlag Berlin Heidelberg 2015

Abstract Random grids (RG)-based visual secret sharing
(VSS) scheme can easily avoid the pixel expansion prob-
lem as well as requires no codebook design. However,
previous scheme still suffers from low visual quality. In
this paper, a new threshold RG-based VSS scheme aiming
at improving the visual quality of the previewed image is
presented. Compared with previous schemes, our
scheme can gain better visual quality in the reconstructed
images as well as (k, n) threshold. In addition, the factor
affecting the visual quality is analyzed and the differences
between related approaches are discussed.

Keywords Real-time - Visual cryptography - Progressive
visual secret sharing - Random grids - Threshold

1 Introduction

Naor and Shamir [13] first proposed the threshold-based
visual cryptography scheme (VCS) [2, 11, 16-18, 21, 22,
24]. In their scheme, a binary secret image is shared by
generating corresponding n noise-like shadow images. And
any k or more noise-like shadow images are stacking to
recover the secret image visually based on human visual
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system (HVS). However, less than k participants cannot
reveal any information of the secret image by inspecting
their shares. The main advantage of VCS by [13] is simple
recovery, which means the decryption of secret image is
completely based on stacking or HVS without any cryp-
tographic computation. However, the scheme suffers from
codebook (basic matrices) design and pixel expansion [18].
In order to solve the pixel expansion problem, some pre-
vious VCSs without the pixel expansion were proposed. Ito
et al. [9] proposed the probabilistic VCS by equally
selecting a column from corresponding basic matrix.
Probabilistic VCS for different thresholds was presented by
Yang [24]. Cimato et al. [2] further extended the general-
ization probabilistic VCS.

Visual secret sharing (VSS) by random grids (RG) [3, 4,
25] has gained much attention since it can avoid the pixel
expansion problem as well as requires no codebook design.
Encryption of binary secret images based on RG was first
presented by Kafri and Keren [8], each of which is gen-
erated into two noise-like RGs (also called shadow images
or share images) that have the same size as the original
secret image. The decryption operation is the same as
traditional VCS. However, the relative RG-based VSS
schemes [6, 8, 10, 15, 20, 23] are only for cases (2, 2),
(2, n) or (n, n).

For the case (k, n), Chen and Tsao [1] proposed a RG-
based (k, n) threshold VSS by applying (2, 2) RG-based
VSS repeatedly for the first k bits and generating the last
n — k bits randomly.

Then, Wu and Sun [19] improved the visual quality of
recovered secret image in [1] through changing the last
n — k bits from randomly selecting to be equal to the k th
bit. Recently, Guo et al. [5] improved the visual quality of
Chen and Tsao’s scheme [1] in another approach. They
applied Chen and Tsao’s scheme [1] for every k bits and
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Ny = |n/k| times, and set the last n — Ny X k bits ran-
domly. However, the visual quality of the revealed secret
image is still poor in their schemes [5, 19].

In this paper, a new RG-based (k, n) threshold VSS
scheme is proposed, which has better visual quality than
both Wu and Sun’s scheme [19] and Guo et al.’s scheme [5].
In our design, based on analyzing the factors that affect the
visual quality, we better utilize the random bits in the n bits
to remedy the contrast and the visual quality. The result
obtained by the proposed scheme is much better than those
obtained by [19] and [5]. In addition, the property of getting
higher contrast makes our method also suitable for more
complex images, such as gray level and color images.

The rest of the paper is organized as follows. Section 2
introduces some basic requirements and related works for
the proposed scheme. In Sect. 3, the proposed scheme is
presented in detail. Section 4 gives the performance anal-
yses of the proposed scheme. Section 5 is devoted to
experimental results. Finally, Sect. 6 concludes this paper.

2 Preliminaries

In this section, we give some preliminaries and related
works, i.e., RG-based [1, 5, 19] VSS, as the basis for the
proposed scheme. In what follows, symbols @& and ®
denote the Boolean XOR and OR operations. b is a bit-wise
complementary operation of a bit b. The binary secret
image S is shared among n shadow images, while the
recovered secret image S’ is recovered from (2 <t <n,r €
Z") shadow images by stacking.

For a certain pixel x in binary image X with size of
M x N, the probability of pixel color is transparent or
white (0), say P(x =0), and the same for pixel color
is opaque or black (1). Besides, P(S=0) =1 — M—INZf‘il
SN S3i,j), 1 <i<M1<j<N.

ASO (resp., AS1) denotes the white (resp., black) area of
original secret image S defined as ASO = {(i,/)|S(i,)) =
0,1<i<M,1<j<N} (resp., AS1 = {(i,/)|S(i,j) =1,1
<iSM,I<j<N}).

Definition 1 (Contrast) The visual quality, which will
decide how well human eyes could recognize the recovered
image, of the recovered secret image S’ corresponding to
the original secret image S is evaluated by contrast defined
as follows [1, 14]:

_ Py— P, P(S'[ASO] = 0) — P(S'[AS1] = 0)

T 1+P 1+ P(S'[AS1] = 0) (m

where o denotes contrast, Py (resp., P) is the appearance
probability of white pixels in the recovered image S in the
corresponding white (resp., black) area of original secret
image S, that is, Py is the correctly decrypted probability
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corresponding to the white area of original secret image S,
and P; is the wrongly decrypted probability corresponding
to the black area of original secret image S.

Definition 2 (Visually recognizable) [1, 13] The recov-
ered secret image S’ could be recognized as the corre-
sponding original secret image S if « > 0 when # > k.

Definition 3 (Security) [1, 13] The scheme is secure if
o = 0 when t <k, which means no information of S could
be recognized through S’

Generally speaking, a valid VC construction should
satisfy two conditions:

1. Security condition corresponding to Definition 3:
security condition means that insufficient shares give
no clue about secret, i.e., Py = Py.

2. Contrast condition corresponding to Definition 2:
contrast condition indicates that sufficient shares reveal
the secret, i.e., oo > 0.

Remark Both contrast and evenness can measure the visual
quality of the recovered secret image. The evenness is
generally represented with the variance of the darkness
levels of a block. Contrast is more significant than evenness
to evaluate visual quality. Evenness [12] can be the sup-
plementary evaluation measurement for the visual quality
when the contrast is nearly the same. Since the contrast of
the proposed scheme is different from that of the related
methods, which will be shown in Sect. 5, the visual quality
of revealed secret image is evaluated by contrast in this
paper. The contrast is expected to be as large as possible to
obtain better visual quality.

In RG-based VSS [1], shadow images covered secret
after sharing are denoted as SC,. The recovered secret
image is denoted as §’. Here O denotes white pixel, 1
denotes black pixel. The generation and recovery phases of
original (2, 2) RG-based VSS are described below.

Step 1:
Step 2:

Randomly generate 1 RG SC;.
Compute SC, as in Eq. (2).

Recovery ' = SC, ® SC; as in Eq. (3). If a certain secret
pixel s = S(i,j) of S is 1, the recovery result SC; ® SC, =
1 is always black. If a certain secret pixel is 0, the recovery
result SC; @ SC, = SC(i,j) ® SC1(i,7) has half chance to
be black or white since SC; is generated randomly.

seati) = { Sl 1 ®
§'(i,j) = SCi(i,j) ® SCa(i, )
. {Scl(la.]) ® SC(i,)) if $(i,/)) =0 (3)
TSCi)) @ SCi) =1 it S(ij) =1

In fact, Eq. (2) is equal to sc; = sc; @ s or s = sc; D scp.
Since if s=0= sc; =sc; ®0= sc, =sc;, and if
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s=1=sc; =501 ® 1= 5c; =5c;. The same equation
could be extended to s =sc; Dsc, ®--- D sc;y and the
same approach can be extended to (k, n) threshold
scheme by applying the above process repeatedly for the
first k bits and generating the last n — k bits randomly.
(k, n) RG-based VSS is described as follows:

3.1 Scheme: visual quality-enhanced threshold VSS
based on random girds

Prior to give the detail of the proposed scheme, the dia-
grammatic design concepts comparison between the pro-
posed scheme and related schemes is shown in Fig. 1.

Algorithm 1: Chen and Tsao’s (k, n) RG-based VSS

Input: A M X N binary secret image S, the threshold parameters (k,n)
Output: n shadow images SC1, SCq,---SCh,

Step 1: For each position (¢,7) € {(4,7)|1 <i < M,1 < j < N}, repeat Steps 2-6
Step 2: Select b1,ba, - bg € {0,1} randomly.

Step 3: If S(i,5) = b1 ® b2 --- D by, go to Step 5; else go to Step 4

Step 4: Randomly select p € {1,2,---,k} flip b, = b, (that is 0 — 1 or 1 — 0).
Step 5: Select bg41,bit2, - bn € {0,1} randomly.

Step 6: Randomly rearrange b1, b2, by to SC1(4,7),S5C2(%,7), - SCn(i,7)
Step 7: Output the n shadow images SC1,SC2,---SCy,

In addition, Wu and Sun’s scheme [19] improves the
contrast of the scheme [1] by change the last n — k bits to
be equal to kth bit in step 5 of Chen and Tsao’s (k, n) RG-
based VSS.

Guo et al. [5] improve the visual quality of Chen and
Tsao’s scheme [1] in another approach, that is comput-
ing every k bits by applying Chen and Tsao’s scheme for

There are some random bits, such as the middle
(N — 1) x k bits and the last n — k bits in the previous
schemes [1, 5, 19], which are applied for improving the
visual quality in the proposed scheme.

The shadow images generation architecture of the pro-
posed scheme is illustrated in Fig. 2, the algorithmic steps
are described in Algorithm 2.

Algorithm 2. The proposed scheme

Input: A M x N binary secret image S, the threshold parameters (k,n)
Output: n shadow images SC1, SCq,---SCh,

Step 1: For each position (4,7) € {(3,7)|1 <: < M,1 <j < N}, repeat Steps 2-4

Step 2: Compute by, ba, - - - by, one by one repeatedly using Eq. (2) Where b; denotes
the temporary pixels, x =1,2,...,n —1,n

Step 3: Set br+1 =b1,bgyo = b2, - -bop, = bp,bopy1 =b1,--- if (n mod k) =0,b, =
by else bp =b(n mod k)-

Step 4: Randomly rearrangement b1, ba, - - - by, to SC1(4,7),SC2(%,7), - SCn(i,J)

Step 5: Output the n shadow images SC1,SCa,---SCy,

Ny = |n/k| times, and setting the last n — Ny X k bits
randomly. The details of the schemes may refer to [5, 19].

Based on the above three RG-based VSS schemes, there
are random bits in the corresponding n bits. The random
bits are utilized in Wu and Sun’s scheme and Guo et al.’s
scheme to improve the visual quality in different methods.
In this paper, the random bits are better utilized to gain
enhanced visual quality. The differences between the pro-
posed scheme and other schemes will be compared and
analyzed in Sect. 5.3.

3 The proposed scheme

Here, we propose a novel (k, n) (generally n,k € Z*,
2 <k <n) VSS based on RG.

The secret recovery of the proposed scheme is also
based on stacking (®) or HVS.

The idea of Algorithm 2 is described precisely as
follows:

There are random bits in the n bits. The random bits
could be utilized to gain better properties, such as
threshold mechanism, and improving the visual quality.
In step 2 of Algorithm 2, the k bits are utilized to gain
threshold mechanism [1], i.e., when less than k shadow
images are collected, the secret cannot be revealed,
which are the same as Chen and Tsao’s scheme, Wu
and Sun’s scheme, and Guo et al.’s scheme. While step
3 of Algorithm 2 aims to improve the visual quality of
recovered secret image by a different way to utilize the
last n — k bits, through which the probability of cov-
ering by, by, .. .by in the recovered ¢ bits is improved. In

@ Springer



J Real-Time Image Proc (2018) 14:61-73

|
| Chen and Tsao’s scheme
|
|

64

Fig. 1 The gesign cor;lcepts i 77777 (kflg)fﬁéf\;ééi o 7‘}

comparison between the | . !

proposed scheme and related | Fbl T sz T T b T |

schemes T
(kKRG VCS |

Fig. 2 Shadow images

|

|

i bl TbZT. ° .Tbk—‘} "bk+l=bkv vbku:bkv' ¢
| ! I I L i

|
|
| Wu and Sun’s scheme
|
|

| (k,k)-RG VCS

|
thjm---@i « e+« Guoetal.’s scheme

ffffffffffffffffffff

| +** The proposed scheme

by bup=b,* ** bzk =bk

i

source binary secret

generation architecture of the SG, j) € image
proposed scheme &l S
Random
b
|
|
I
I
I
I
I
|
I
I
|
I I
N N T
1 2 k k1 = 9| 02 =9 2k k| |21 =0 " b, if (nmodk) =0
bl bz te bk ‘ ‘ bk+l bk+2 ¢ b,,
Randomly Rearrangement
SC, (0, ) SC, (G, j) v SC,(i.))
SC, SC, s SC,

step 4 of Algorithm 2, aiming to make all the shadow
images be equal to each other, the generated n bits are
randomly rearranged to corresponding n shadow images
bits.

@ Springer

3.2 Extension to grayscale/color images

The proposed scheme can be extended to share graysca-
le/color images [1, 7, 19]. To share a grayscale image,
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halftone technologies such as error diffusion [17] are
applied to convert the grayscale image into binary image,
then the proposed scheme could be used.

For sharing a color image, color decomposition, halftone
technologies and color composition are applied. A color
image can be described by color model. Here, CMY (cyan—
magenta—yellow) model will be applied, which is subtractive
color model, and displays a color by reflecting light from a
surface of an object. Based on the color model, a color image
can be processed by three grayscale images (R, G, B) with
the same extension methods for sharing grayscale images.

4 Performance analyses

This section gives the performances of the proposed
scheme by theoretically analyzing the security and the
visual quality. By Theorem 1, we prove that proposed
scheme is a valid (k,n) threshold VSS construction when
stacking decryption is applied. Before the proof of Theo-
rem 1, two Lemmas are proved.

The essences of the security and performance (visually
recognizable) are analyzed as follows:

1. Every single shadow image is secure: which means
there is no cross interference of the secret image in
every shadow image, i.e. every single shadow image
could reveal nothing of the secret image. Aiming to
realize this, every bit sc; in scy, scy, .. .sc, should be
random, no relationship with or not decided by
corresponding secret bit s.

2. Collusion attack security: which means nothing of the
secret image can be revealed with less than k shadow
images. Aiming to realize this, any ¢ bits SC;,
SCj,,...8C;,,t <k —11in scy,scy, .. .sc, cannot decide
the corresponding secret bit s.

3. Visually recognizable: which means part of the secret
image will be revealed with k or more shadow images.
Aiming to realize this, any ¢ bits SC;,,SC;,,...SC},,
t>k in scy,Sscy,...sc, can decide the corresponding
secret bit s in a certain probability.

The random rearrangement in the related schemes will lead
to different combinations for the ¢ bits in the corresponding
t collected shadow images. In addition, the contrast in
Definition 1 is based on statistics, hence there is a certain
probability. In the following Sections, we will know that
the “certain probability” is the probability of picking up
by, by, .. .by bits from the ¢ bits.

The related RG-based VSS [1, 5, 19] utilizes the random
bits to improve the “certain probability” (the visual quality),
under the secure condition, where “certain probability” is
the probability that can correctly reconstruct the secret
pixels, i.e., the probability of introducing the contrast.

Lemma 1 Assume scy,sca, ..., sc; are generated by the
) ’ s 0Ck 8 y
proposed scheme, we have s = sc; @ scy; B ... D sci.

Proof Taking the first & bits, as an example, for the proof.
Intuitively, Eq. (2) is equal to Eq. (4).

scp =sc1 s or s=sc;Dscy 4)

Since if s=0=s5¢ =51 D0 = 5cr =sc;, and if
s=1=scy =s5c1 61 = sc, =5c;. And the equations
will be used in the proposed scheme. The same approach
could be extended to

S=SC1DSC, D - D sy (5)

In the recovery phase, in a similar way, the recovered
secret bit by stacking any #(k<r<n) bits of shadow
images satisfies to:

§=5C1 RSCr R+ Q sc; (6)

Recall that “0” denotes white pixels, “1” denotes black
pixels. The first k bits before the rearrangement have the
relationship in Eq. (5) of the generation phase, stacking
t bits have the relationship in Eq. (6) of the recovery phase.

Without loss of generality, in the following proof, we
assume scy, scy, . . ., SC, are corresponding to by, by, . . ., by,. [

Lemma 2 [In the proposed scheme,
l:fS:O, P(SC]@QQ@AAAk_l@k[ASO] :0) :P(SC1®2®“.]<_1
[AS0] =0) = (1/2)*"".
ifS = 1, P(SC]@Q@..J(_1®1<[A51] = 0) =0.
Where SCigo..k—12k denotes SC; @ SCy -+ - ® SCy.

Proof Generally, the bits sci,scy,...sc,—; are random
and independent with each other and s . sc; is related with
and dependent on sc; @ sc; @ - - - scx— and s according to
Eq. (5) of Lemma 1.

Hence,

P(SCione.-4-1]ASO] = 0) = (1/2)F",

P(SCI@Z@-.J(_1 [AS]] = 0) — (1/2)k—l (7)

If s = 0, based on Eq. (5) and Eq. (6), we will prove:
P(SC1®2®4..k71®k[AS0} = O) = P(SC]®2®[(,1[ASO] = O)
= (1/2)7" (8)

If sc =0, then P(SC1®2®.44k,1®k[ASO] = O) =
P(SC]@Q@...](_[ [ASO] = O) sets up.

If sc, = 1, then scy is equal to one of scy, scy, .. .SCk—1.
If not, every one of sci,scs,...sck—1 is complementary
to scp =

sci=8c=-85_1=0=s5s=000---40p1=1
with contradiction to s = 0.

Hence sc; is equal to one of scy,scp,...scx—1, then
P(SCig09--k—12k|AS0] = 0) = P(SCig2g-4-1[ASO] = 0)
also sets up.
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Fig. 3 Experimental example
of the proposed (3, 4) scheme
a Secret imagel. b Shadow

image SC;. ¢ Shadow image
SC,. d Shadow image SCs.
e Shadow image SCjy.

f Recovered image

SC; ® SC, ® SC3. g Recovered
image SC; ® SC, ® SCy.

h Recovered image (a)
SC| ® §C3 ® SC4. i Recovered

image SC; ® SC3 ® SCy.

Jj Recovered image 1 = 4.

k Recovered image SC; ® SC.
1 Recovered image SC; ® SCs.

m Recovered image SC; ® SCy.
n Recovered image SC, ® SCs.
0 Recovered image SC, ® SCs.
p Recovered image SC; ® SCy

(e)

O C© ()

® ® )

()

o ® W

(m)

Thus, if s=0 = P(SC1®2®..4k,1®k[ASO] = 0) =
P(SCigoz.-4-1]AS0] = 0) = Eq. (8) sets up.
In a similar way, if s = 1 we have

P(SC]@Z@...k_1®k[AS1] - 0) == 0 (9)
In order to improve the contrast, based on Lemma 2, the
probability of collecting by, by, .. .b; should be as large as

possible. Hence, step 3 of the proposed scheme is designed
to improve the probability.

Theorem 1 The proposed scheme is secure and visually
recognizable, it is a valid (k, n) RG-based VSS.

@ Springer
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Proof First, every single shadow image that according
the proposed scheme is secure. There is no cross inter-
ference of the secret image in every shadow image, i.e.
every single shadow image could reveal nothing of the
secret image. Every bit sc; in scy,scs,...sc, should be
random, no relationship with or not decided by corre-
sponding secret bit s.
Second, according to Lemma 2,

P(SClonk-1[AS0|=0) = (1/2)*"" P(SC 5254 1[AS1]
=0)=(1/2)""". Hence, Py=P; when r<k. As a result, the
security condition is satisfied.
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Fig. 4 Experimental example
of the proposed (2, 5) scheme.
a Secret image2. b Shadow
image SC;. ¢ Recovered image
SC; ® SC,. d Recovered image
SC; ® SC, ® SC3. e Recovered
image SC; ® SC, ® SC3 ® SCy.
f Recovered image

SC; ® SC, ® SC3 ® SC4 ® SCs

(a)

Table 1 Average contrast of the proposed scheme

(k, n) Average contrast of proposed scheme

t=2 t=3 t=4 t=5
(2,2) 0.50058
(2,3) 0.28696 0.49996
3,3) 0.25091
2,4 0.28571 0.49999 0.49999
3, 4) 0.11029 0.24936
4, 4) 0.12414
2,5) 0.25104 0.42994 0.50167 0.50167
3,5) 0.08736 0.19075 0.25027
4,5) 0.04765 0.12571
(5,5) 0.06353

Moreover, based on Egs. (8) and (9), Py > P when t > k.
Thus, the proposed scheme satisfy the contrast condition.

Based on the above discussions, Definitions 2 and 3, the
conclusion follows immediately. The proposed scheme is a
valid (k, n) RG-based VSS.

We note that, the theoretical contrast of the proposed
scheme is not given directly by k, ¢ and n , which is left as
an open problem for further studies [5].

5 Experimental results and analyses

In this section, we conduct experiments and analyses to
evaluate the effectiveness of the proposed scheme. In the
experiments, several secret images are used: original binary
secret imagel as shown in Fig. 3a, and original binary

(b) (0 (a)

®

secret image2 as shown in Fig. 4a are used as the binary
secret images, with size of 512 x 512, to test the efficiency
of the proposed scheme.

5.1 Image illustration

In our experiments, (3, 4) (i.e. k = 3,n = 4) threshold of
scheme with secret imagel, (2, 5) threshold of
scheme with secret image2 are used to do the test of the
proposed scheme.

Figure 3b—e show the 4 shadow images SCy, SC; ,SC; and
SC4, which are noise like. Figure 3f—j show the recovered
secret image with any 3 or 4 shadow images with stacking
recovery, from which the secret image recovered from ¢ =
k = 3 shadow images could be recognized based on stacking.
Figure 3k—p show the recovered secret image with any less
than k shadow images based on stacking recovery, from
which there is no information could be recognized.

The next example, we only give the results by the first
t th shadow images for saving pages.

Figure 4b shows one of the 5 shadow images, which is
noise like. Figure 4c—f show the recovered binary secret
image with any #(2<r<5) (taking the first # shadow
images as an example) with stacking recovery, from which
better visual of the recovered secret will be gained by
stacking more shadow images.

Based on the obtained results we can conclude that:

— The shadow images are noise like, hence the proposed
scheme has no cross interference of secret image in
single shadow image.

— The progressive visual quality of the recovered secret
can be gained for the proposed.
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scheme

Chen and Tsao’s | Wu and Sun’s scheme | Guo et al. ’s scheme Proposed scheme

(D) ¢ ®2) ¢

(b3) t =2 (bd) ¢

@n ¢ =4 @) i =4 @3) { =4 @d) { =4

Fig. 5 Comparison of (2, 4) threshold between the related schemes

— When 7<k shadow images are collected, there is no
information of the secret image could be recognized,
which shows the security of the proposed scheme.

— When #(k<t<n) shadow images are recovered by
stacking, the secret image could be recognized by HVS.

5.2 Visual quality of the recovered secret images

The visual quality of the recovered secret images is eval-
uated by contrast in Definition 1. The same original binary

@ Springer

secret image as shown in Fig. 3a is used to do the exper-
iments of contrast.

Average contrast of the proposed (k, n) 2<k<n)
scheme is shown in Table 1. Where ¢ is the number of
recovered shadow images.

From Table 1, we can find that, in the proposed scheme,
o > 0 when r > k and contrast increases as ¢ increases for a
certain (k, n) with stacking recovery when 2 <n <5 . The
experimental results of the contrast verify the validity of
the performance analysis on the contrast.
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5.3 Comparisons with related schemes

Herein, we compare the proposed scheme with other
related schemes especially Chen and Tsao’s scheme [1],
Wu and Sun’s scheme [19], and Guo et al. ’s scheme [5],
since both the proposed scheme and [19] and [5] are a
continuous and extension work of the schemes [1]. In
addition, schemes in [1, 19] and [5] have good features in
VSS, such as no codebook design, no pixel expansion and
SO on.

5.3.1 Image illustration comparison

In this section, (2, 4) threshold with k <t <n is applied as
an example shown in Fig. 5. We can see that Wu and Sun’s
scheme [19] and Guo et al.’s scheme [5] both improve the
visual quality of Chen and Tsao’s scheme. The proposed
scheme has the best visual quality in comparison with the
three schemes. Guo et al.’s scheme and Chen and Tsao’s
scheme are darker, while the darkness of the proposed
scheme is acceptable, since sc| Qsc; Q-+ QSc -+ &

SCh—1 R SCp =51 ®SCH Q-+ Qs8¢ in  the proposed

scheme.
5.3.2 Contrast comparison

Tables 2 and 3 show contrast comparisons of recovered
secret images between the proposed scheme with all
(k,n)(2<n<5,2<k<n,k<t<n) and Chen and Tsao’s
scheme [1], Wu and Sun’s scheme [19], and Guo et al. ’s
scheme [5]. The results indicate the visual quality of pro-
posed scheme is similar as or overall greater than others.

1. 1If t = n for case (n, n), the contrast of the proposed
scheme is nearly the same as that of the others, since
they reduce to the same algorithm.

2. For case (n—1l,n), the contrast of the proposed
scheme is similar as that of Wu and Sun’s scheme [19],
since

SC1 R 8CHr Q-+ R sCr—1 R s¢; R sCpy
=85C1 ®SCr Q-+ Q 8Cr—1 X scx X sCk
=585C; QS Q- QSCr_1 ® SCk

Table 2 Contrast of Chen and

Tsa0’s scheme and Wu and (k, n)  Chen and Tsao’s scheme Wu and Sun’s scheme
Sun’s scheme t=2 tr=3 t=4 t=>5 r=2 tr=3 t=4 t=>5
(2,2) 0.498764 0.500775
(2,3) 0.141573  0.248554 0.284035  0.499012
3,3 0.249349 0.249555
(2,4) 0.069772 0.118199  0.125201 0.199103  0.332523  0.499348
3,4 0.057024  0.124764 0.111718  0.250875
4, 4 0.125335 0.124552
(2,5) 0.040996 0.068244 0.071745 0.061405 0.153601 0.249553  0.362915  0.498898
3,95 0.021492  0.047373  0.061994 0.062646  0.136758  0.250588
4,5) 0.02333 0.061806 0.048006  0.126651
s, 95 0.062217 0.063075
;a;l.?ssscgé);ga;tlgili:o (k, n) Guo et al. ’s scheme Proposed scheme
t=2 t=3 t=4 t=>5 t=2 t=3 t=4 t=>5
(2,2) 0.499947 0.4978
(2,3) 0.14449 0.252621 0.28494  0.49927
3,3) 0.250342 0.24965
2,4) 0.142742  0.249916  0.249916 0.28726  0.50181  0.50181
3,4 0.05811 0.126323 0.11335  0.25314
4, 4) 0.124741 0.12451
(2,5) 0.084186  0.143391  0.150169  0.124929  0.25015 0.42876  0.50023  0.50023
3,95 0.022415  0.048008  0.062215 0.0854 0.18894  0.24851
4,5) 0.023466  0.0616 0.04691  0.12536
5,95) 0.062641 0.06285
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t Chen and Tsao’s | Wu and Sun’s scheme | Guo et al. ’s scheme Proposed scheme
scheme

Fig. 6 Reconstructed secret image comparison between the related schemes for case (3, 8)
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in Wu and Sun’s scheme [19], and in the proposed
scheme, we have

SC1 R 8Cr Q-+ R scr_1 X sc, R s¢yy
=5C1 XSCr Q-+ Q scr_1 X sc, X s¢y -
=585CI QS Q- Q8Cr_1 ® SC

3. The proposed scheme is overall greater than others for
the other (k, n) cases when n — k > 2. Especially for
cases (2, 4) and (2, 5), the contrast of the proposed
scheme achieves 0.5, since the probability of correctly
reconstructing the secret pixels of the proposed
scheme is larger than that of the others.

4. The contrast of stacking t =n — 1 is the same as that
of stacking t =n for cases (2,4) and (2, 5), since
SCLRSCH Q- RQSC+-RS8Cp—1 K ¢, = 85C1 R 5Cr K
- -+ ® scy in the proposed scheme.

Remark The theoretical contrast of the proposed scheme is
not given directly by k, ¢ and n, hence the contrast com-
parisons are given by experiments. In addition, Definition 1
is a statistical result. Thus, the experimental results are
close to the theoretical contrast.

The related RG-based VSS [1, 5, 19] is utilizing the
random bits to improve the certain probability (the visual
quality), under the secure condition. In the proposed
scheme, the probability of introducing the contrast is
improved as large as possible through step 3 of the pro-
posed scheme.

5.3.3 Further analyses and discussions

The difference between related Algorithms and the pro-
posed scheme lies in step 3 of the proposed scheme.
Herein, we discuss why visual quality of the proposed
scheme is better than others.

The secret information, i.e., S(i, j), is covered by
bi,by,...b; according to the related Algorithms. Hence,
the visual quality of the revealed secret image depends on
the probability of picking up by, by, .. .b; bits from the
t bits, i.e., a larger probability of collecting by, by, . . .by will
lead to better visual quality of the reconstructed secret
image, where t is the number of stacking shares. Thus,
detail discussions about the related Algorithms are exam-
ined as follows.

1. In Chen and Tsao’s scheme, if the user wants to collect
bi,by,...by, the user has to pick up exactly
bi,by,...br_1 and by. So the probability is low.

2. The user can collect by,b,,...by and any one of
bi,bis1,...b, for obtaining by, b,,...hr in Wu and
Sun’s scheme. Thus, the probability is improved.

3. The user can reveal S(i, j) through collecting any one
of 01,0,,.. 'QL%J in Guo et al.’s scheme, where

0i(1 <i< [#]) represents the k pixels generated by the

i-th loop in Guo et al.’s scheme. Hence, the better
visual quality is introduced than Chen and Tsao’s
scheme. Meanwhile, Q; will affect Q;, and the last n —
k|2| bits generated by step 4 don’t cover any secret
information, which will restrain the visual quality,
where 1 <i,j< {%J,i;éj.

4. Based on step 3 of the proposed scheme, we can obtain

any one of bl,bk+17b2k+1,...J)wkﬂ, any one of

b2,bk+2,b2k+2, .. .’bL%Jk‘u’ oy and any one of bk;b2k7

bgk,...,ka to gain by, b;,...by. As a result, the
k

probability is significantly enhanced which will lead to
better visual quality.

According to above analyses, the following conclusions are
presented.

1. When k = n, the related Algorithms are the same.

2. The proposed scheme has the same visual quality as
Wu and Sun’s scheme if n =k+ 1 orn=t.

3. The best visual quality is achieved in the proposed
scheme when n —k>2 At # n.

The above three points are validated in Tables 2 and 3,
where few non-conformities are due to randomness. Fur-
thermore, Fig. 6 indicates additional visual quality com-
parison between the related Algorithms for case (3, 8),
where n —k =6 > 2 and corresponding contrast curves
are exhibited in Fig. 7. By all appearances, the proposed
scheme outperforms the other three methods.

0.25
021
4 0157
o
S
o
O o1}t i
—e— Chen and Tsao
) —— Wu and Sun
Guo et al.
0.05¢ —— QOurs
O r,),)f)—@fi—%— —o—o5
3 4 5 6 7 8

Fig. 7 Contrast curves of the related schemes for case (3, 8)
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6 Conclusion

This paper proposed a new RG-based VSS with improved
visual quality by specially utilizing the random bits, which
outperformed relative schemes, i.e. Chen and Tsao’s
scheme, Wu and Sun’s scheme and Guo et al.’s scheme.
The probability of reconstructing the secret pixels is
improved as large as possible. The crucial successful points
in the proposed scheme lie in: (1) (k, n) threshold, (2)
requiring no codebook design, (3) avoiding the pixel
expansion problem, (4) larger visual quality than the pre-
vious related schemes. However, the contrast of the pro-
posed scheme is not given directly by %, ¢t and n, which is
left as an open problem for further studies.
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