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Abstract  Recently, H.265/MPEG-H or high efficiency
video coding (HEVC) as it is well known, has been
established as better compression standard due to reduction
of about 50 % bit-rate for same video quality and less
bandwidth consumption, compared to its predecessor
H.264/MPEG-advanced video coding standard. Many al-
gorithms have been proposed and developed for efficient
and secure streaming of multimedia files. However, these
methods do not meet all the requirements of effective and
secure transmission over the internet. In this paper, we
present a new encryption and transmission algorithm for
efficient HEVC delivery. Experimental results demonstrate
that our proposed algorithm is more secure and effective
compared to previous algorithms used for H.264 standard
and shows better overall performance.

Keywords H.264 - HEVC - Transmission - Encryption -
AES algorithm

1 Introduction

H.265/MPEG-H or high efficiency video coding, known as
HEVC, is the latest compression standard, which was of-
ficially approved in January 2013 [1], and became the
successor of H.264/MPEG-4 or advanced video coding
(AVC) standard [2]. The HEVC standard design has the
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features to be easily adaptable to about all the current ex-
isting H.264/MPEG-AVC applications, and emphasizes
mainly on the capability of ultra-high-definition (UHD)
video view [2] without much bandwidth consumption.

The basic achieve of the HEVC compression standard is
the fact that it presents significantly better compression
performance compared to the existing standards.
Specifically, the HEVC standard causes about 50 % bit-
rate reduction for about the same video quality, compared
to H.264/MPEG-AVC standard [1, 3, 27]. In addition, it is
designed to provide high-quality streaming multimedia,
even on low-bandwidth networks, due to the fact that it
consumes about half bandwidth less than H.264/MPEG-
AVC. Therefore, the use of HEVC compression standard
brings many benefits against compared to its predecessor
H.264/MPEG-4 AVC standard [2, 4].

It is notable that HEVC standard presents specific
complexity [4, 5, 28], and implementation [5], and it is
being integrated into multimedia systems and protocols [6],
while constitutes the current codec for resolutions beyond
HDTV [7] for real-time streaming of video files [8].
Moreover, HEVC presents more effective rate—distortion
(R-D) performance, using specific algorithms [9].

Due to the above features which established HEVC as
the best compression standard, several researches focus on
the development of security methods which can contribute
to the protection of HEVC videos, while they are trans-
mitted over the internet. Specifically, special encryption
algorithms have been proposed for HEVC standard to
protect the video sequence against cryptanalysis attacks by
malicious users who use third-party tools and methods to
crack and steal the transmitted video sequence.

In this paper, we present a new encryption algorithm for
efficient secure transmission of video files compressed with
HEVC standard. Our algorithm is based on known
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algorithms proposed for previous compression standards,
which we adapt properly so as to be applicable to the new
standard.

The paper is organized as follows: In the “Related
work” section, we present the related work of other re-
searchers on video encryption area, both on HEVC stan-
dard and previous compression standards. In the “Proposed
algorithm” section, we present and analyze our proposed
algorithm for efficient encryption and transmission of
video files, compressed with HEVC standard. “Ex-
periments” section describes our methodology for the ex-
periments we made upon the proposed algorithm, while
“Experimental results” section includes the experimental
results with comparative diagrams. “Conclusions and fu-
ture work™ section concludes the paper and indicates future
research directions.

2 Related work

Multiple algorithms and schemes have been proposed for
video encryption by many researchers, both in HEVC
compression standard and in previous standards, such as
H.264 and MPEG. Their main properties and limitations
are presented in [10]. The authors make a series of com-
parisons to conclude that there is no method that can
meet all the security requirements and thus, the suitable
encryption algorithm for each video case depends on its
confidentiality requirements.

A novel selective encryption scheme for secure trans-
mission of video streams compressed with H.264/AVC
standard is proposed in [11]. Simulation results demon-
strate that its application implies PSNR degradations of
about 25-30 dB when the ciphering key is unknown and
thus, the video becomes unidentifiable. Another relative
encryption algorithm especially for H.264/AVC format is
proposed in [12] and its experimental results demonstrate
much less important data encryption, better security, and
high efficiency. Other selective encryption algorithms for
image and videos compression standards: JPEG,
JPEG2000, H.264/AVC, and H.265/HEVC are analyzed
with cryptanalysis methods in [15].

In addition, encryption method and algorithm for Intra
and Inter frames in MPEG videos are presented in [20].
According to the authors, highly private videos require
encryption of all parts of the video, because all these are
important in such cases. Thus, both Intra and Inter frames
need to be encrypted. Another security scheme for MPEG
video standard too is proposed in [21] and is based on
AES-128 encryption algorithm. The difference here is that
the authors choose and encrypt only the Intra frames of the
video, because Inter frames are useless without knowing
the corresponding Intra frames. This process saves
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30-50 % of encryption/decryption time and does not affect
the size of the encrypted stream.

A special study on the applicability and the encryption of
H.264 video format including its scalable video coding
(SVC) extension is presented in [13]. This survey is based on
the latest results on video encryption methods which have
been proposed. A scalable video encryption algorithm for
H.264/SVC too is proposed in [14], which shows adequate
performance and strength against cryptanalysis attacks, and
it seems that it can be used in real-world applications.
Moreover, possible bitstream elements, which can be used
for HEVC compatible encryption, are described in [18], and
ensure a good level of protection of the video information.

Finally, there are many encryption algorithms proposed
exclusively for HEVC standard, based on selective en-
cryption. Specifically, a new scheme based on selective
encryption for HEVC is proposed in [16] and ensures
transparent and sufficient encryption and protection against
attacks. Moreover, this scheme allows fast encryption and
decryption while preserving the format and length of the
video stream. A new scheme for format compliant visual
protection of HEVC using selective encryption too is
proposed in [17], and offers a good level of protection with
minimal use of computational requirements. Similar to this
project, an efficient SE system for CABAC entropy coding
of HEVC video standard is proposed in [19], which pre-
sents sufficient protection against cryptanalysis attacks,
while making it proper for streaming on heterogeneous
networks, due to the fact that bit-rate remains the same and
the system requirements are minimal.

Although the new algorithms, which have been pro-
posed exclusively for HEVC standard, present several ad-
vantages and are regarded to be effective solutions in
protecting the video sequence, we merge two known al-
gorithms proposed for previous standards [20, 21] and
modify them properly so as to be integrated with HEVC
standard, offering encryption and decryption time savings,
while ensuring the protection level of the sequence against
malicious users.

3 Proposed algorithm

Our proposed algorithm for efficient encryption and secure
transmission is based on advanced encryption standard
(AES), amendable to be adaptable to the new video com-
pression standard, HEVC. AES was adopted by the U.S.
government in 2002 and became the successor of the data
encryption standard (DES) algorithm which was launched
in 1977 [24]. This algorithm, known as Rijndael too, is a
symmetric-key algorithm, fact which means that the same
key is used for both encrypting and decrypting video files.
Figure 1 depicts the encryption process of a video, using a
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Fig. 1 The encryption process of a video file by using 256-AES key

256-bit key to our proposed cryptographic algorithm,
which is described below.

J. Nehete et al. proposed a real-time MPEG video en-
cryption algorithm using AES with key length of 128 bits
(AES-128) [21]. In this paper, we adopt their proposed
algorithm, making it amendable to AES-256 to ensure
maximum security, due to the fact that larger key sizes use
is more secure. Table 1 shows the required time to crack an
encryption algorithm of a specific key size using brute
force attack [25]. As it is clearly shown, the larger key sizes
ensure more security, due to the fact that it is more time
consuming to be cracked. Therefore, 256-bit key size of
AES presents the maximum security level than other al-
gorithms such as AES-128 or DES.

For some highly sensitive and important information, it is
not always the best way to have a unique person in control of
the key, and consequently, the security of the information.
This problem is addressed by the development and use of
secret sharing schemes, which allow keys to be shared
among a group of people, with a predefined number of them
needing to input their share in order to have access to the key
[30]. Therefore, we introduce additionally a form of secret
sharing scheme, Shamir’s secret sharing (SSS) scheme,
which is an encryption algorithm only for intra-frames and
described analytically by Vijayalakshmi et al. for MPEG
videos [20]. Specifically, SSS scheme is a cryptographic
algorithm in which a secret is shared into n unique parts for
equal number of participants, so as to be—some or all of
them—necessary to reconstruct the original secret [20]. In
our encryption algorithm for HEVC which is presented be-
low, the embedded SSS algorithm is marked in italics.

Thus, using these two algorithms, we ensure the en-
cryption of only I frames, because P and B frames are
useless without knowing the corresponding I frames [21].
Moreover, researches have shown that the encryption of
only I frames can save 30-50 % of encryption/decryption
time and the size of encrypted stream does not change [21].
In the case of missing the secret key, the user’s decoder
will play quite different images from the original video,
because of the fact that most of the image pixel values
would have been changed [21].

Our proposed algorithm is formed as follows:
/*Proposed Encryption Algorithm for HEVC */
begin

open I-frame HEVC video file

create output file

/*Encryption Algorithm: For Intra frame */

for Each and Every DCT block

{

Step 1: Initialize nac = number of non-zero ACs
Step 2:

if (nac < 10 and nac > 5)

{

perform (4,5) secret sharing with

DC, ACI, . . ., AC3 as input and

store the result in DC, ACI, AC2, AC3, ACnac
/

if (nac < 20)

{

perform (8,9) secret sharing with

DC, ACH, . . ., AC7 as input and

store the result in DC, ACI, AC2, . .., AC7, ACnac
}

if (nac > 20)

{

perform (12,13) secret sharing with

DC, ACl, . . ., ACI11 as input and

store the result in DC, ACI, ..., ACI1, ACnac

}

/

while (not end of I-frame HEVC file)

{

read n bytes from input I-frame HEVC file in buffer
for each byte in buffer

{

if (collected sign bits == 256)

{

/*apply AES-256 encryption algorithm */
Rijndael(state,cipher_key)

{
key_expansion(cipher_key,expanded key)
add_round key(state,expaned_key)

/* Nr: Number of rounds,

Nc: No. of columns of state matrix */
for(i=1;1<Nr;i++)
Round(state,expaned_key + Nc*i)

Final round(state,expanded key+Nc*Nr)
h

put resulting sign bits in original place

}

}

write n bytes from buffer to output file

}

close input and output file

end
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Table 1 The required time to crack an algorithm with respect to its
key size

Key size Time to crack

56-bit (DES)
128-bit (AES)
192-bit (AES)
256-bit (AES)

399 s

1.02 x 10'® years
1.872 x 10*7 years
331 x 10°° years

4 Experiments

In this section, we conducted tests upon specific video
sequences so as to indicate diagrammatically the effect of
cryptographic algorithms on them. Specifically, we calcu-
lated the size and the encryption time of the used video
sequences, after the application of the cryptographic al-
gorithms: DES, AES-128, and AES-256 respectively.
Then, we consider our recommendations for each case
relative to the protection level they provide.

Table 2 indicates the test sequences, retrieved by JCT-
VC main configuration common conditions [22], which we
used to conduct the experiments. As shown in this Table
and Table 3, the sequences differ from each other in terms
of frame count, frame rate (fps), and bit rate (Mbps), and as
a result of them, they have different sizes (MB) too.

Sequences used in the experiments are classified into
five classes based on their resolution (class A, B1, B2, C,

D). Class A sequences correspond to ultra-high definition
(HD).

Sequences with a resolution of 2560 x 1600. Class Bl
and B2 sequences correspond to full high-definition se-
quences with a resolution of 1920 x 1080. Class C and
Class D sequences correspond to WVGA and WQVGA
resolutions of 800 x 480 and 400 x 240, respectively.

For the experiments, Class A includes the Traffic, Peo-
pleOnStreet, Nebuta, and SteamLocomotive sequences;
Class B1 includes the Kimono, ParkScene sequences; Class
B2 includes the Cactus, BQTerrace and BasketballDrive
sequences; Class C includes the RaceHorses, BQMall,
PartyScene and BasketballDrill sequences; and Class D
includes the RaceHorses, BQSquare, BlowingBubbles and
BasketballPass sequences.

For each Class (A, B1, B2, C, and D), we selected the
maximum bitrate levels for the classes [22], as they are

Table 3 test classes and bit rates for HEVC

Class Bit rate (Mbps) MB/s
A 14 1.75
Bl 6 0.75
B2 10 1.25

C 2 0.25

D 1.5 0.1875

Table 2 The sizes of each sequence of the test classes after encryption with DES, AES-128, and AES-256 algorithms for HEVC and H.264

standards
Class Sequence name Frame Frame Duration Original Size Size after Size after encryption Size after encryption
Count rate (s) HEVC— encryption with with AES-128 with AES-256
(fps) (H.264) DES HEVC— HEVC—(H.264) HEVC—(H.264)
(MB) (H.264) (MB) (MB) (MB)
A Traffic 150 30 5 8.75 (24.31)  9.45 (26.25) 9.60 (26.67) 9.60 (26.67)
A PeopleOnStreet 150 30 5 8.75 (24.31)  9.45 (26.25) 9.60 (26.67) 9.60 (26.67)
A Nebuta 300 60 5 8.75 (24.31) 10.50 (29.17) 9.60 (26.67) 9.60 (26.67)
A SteamLocomotive 300 60 5 8.75 (24.31) 10.50 (29.17) 9.60 (26.67) 9.60 (26.67)
Bi Kimono 240 24 10 7.50 (19.74)  8.40 (22.11) 7.68 (20.21) 7.68 (20.21)
BI ParkScene 240 24 10 7.50 (19.74)  8.40 (22.11) 7.68 (20.21) 7.68 (20.21)
B2 Cactus 500 50 10 12.50 (32.89) 14.00 (36.84) 16.00 (42.10) 16.00 (42.10)
B2 BQTerrace 600 60 10 12.50 (32.89) 12.60 (33.15) 19.20 (50.52) 19.20 (50.52)
B2 BasketballDrive 500 50 10 12.50 (32.89) 14.00 (36.84) 16.00 (42.10) 16.00 (42.10)
C RaceHorses 300 30 10 2.50 (5.68) 4.20 (9.54) 4.80 (10.91) 9.60 (21.81)
C BQMall 600 60 10 2.50 (5.68) 4.20 (9.54) 9.60 (21.81) 19.20 (43.62)
C PartyScene 500 50 10 2.50 (5.68) 3.50 (7.95) 8.00 (18.18) 16.00 (36.35)
C BasketballDrill 500 50 10 2.50 (5.68) 3.50 (7.95) 8.00 (18.18) 16.00 (36.35)
D RaceHorses 300 30 10 1.88 (3.91) 2.10 (4.38) 4.80 (10.01) 9.60 (20.02)
D BQSquare 600 60 10 1.88 (3.91) 4.20 (8.76) 9.60 (20.02) 19.20 (40.04)
D BlowingBubbles 500 50 10 1.88 (3.91) 3.50 (7.30) 8.00 (16.68) 16.00 (33.37)
D BasketballPass 500 50 10 1.88 (3.91) 3.50 (7.30) 8.00 (16.68) 16.00 (33.37)
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summarized in Table 3. This Table indicates also the
transmission rate in MB per second for the ease of the
following calculations.

For the calculation of the size of each video sequence,
before and after encryption, we used the following general
equation [23]:

CipherText = PlainText + Block
— (PlainText MOD Block). (1)

Thus, the above equation is modified as follows:
e For DES-56 encryption (56/8 = 7 blocks):

CipherSequence = PlainSequence + 7
— (PlainSequence MOD 7).  (2)

e For AES-128 encryption (128/8 = 16 blocks):

CipherSequence = PlainSequence + 16
— (PlainSequence MOD 16).

(3)
e For AES-256 encryption (256/8 = 32 blocks):
CipherSequence = PlainSequence + 32
— (PlainSequence MOD 32).
4)

In addition, except of the above calculations upon
HEVC standard, we present and compare the size of each

Table 4 The encryption speed of every algorithm

sequence—before and after encryption—upon H.264
standard too. Based on the previous subjective video per-
formance comparisons [26], Class A’ sequences com-
pressed in HEVC standard (4 K UHD) present an average
64 % bitrate reduction compared to H.264, Class B’
(1080p) 62 %, Class C’ (720p) 56 %, and Class D’ (480p)
52 %, respectively.

Finally, a comparative analysis of the encryption speed
of AES-128, AES-256, and DES algorithms for HEVC and
H.264 standards is discussed in the next section and is
based on Table 4, which indicates the amount of encrypted
data (MB) every second after the application of DES, AES-
128, and AES-256 algorithm, respectively [29].

5 Experimental results

The results of the calculations of the previous section are
presented in the Table 2. Figures 2, 3, 4, 5, and 6 depict
diagrammatically the changes of the size of each sequence
of each class after the encryption with DES, AES-128, and
AES-256 algorithms in H.264 and HEVC compression
standards, respectively. Specifically, Fig. 2 depicts these
changes of the size of each sequence of Class A; Fig. 3
depicts these changes of the size of each sequence of Class
B1; Fig. 4 depicts these changes of the size of each se-
quence of Class B2; Fig. 5 depicts these changes of the size
of each sequence of Class C; Fig. 6 depicts these changes
of the size of each sequence of Class D.

Based on these diagrams, we highly recommend AES-
256 for Class A, B1, and B2, while for classes C and D,
AES-128 security level could be more convenient if the

Algorithm Encryption speed (MB/s) . . o .
security factor is not the priority, because of the fact that in
AES Rijndael (128-bit key) 61.01 these classes, AES-256 increase very much the size of the
AES Rijndael (256-bit key) 48.23 relative video sequences compared to AES-128. Table 2
DES (56-bit key) 21.34 indicates clearly the accurate sizes of each sequence before
Fig. 2 The original size and the Class A
size after encryption with DES, 35
AES-128, and AES-256
algorithms for the sequences of 0+
Class A ‘ '
25 , —— Original HEVC
— - B - DES HEVC
@ 20
é ~——d— AES-128 HEVC
'E S > AES-256 HEVC

—4— Original H.264

10 u_

»--- DESH.264

+—— AES-128H.264

AES-256 H.264

Traffic

PeopleOnStreet Nebuta SteamLocomotive

Sequence name
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Fig. 3 The original size and the Class B1
size after encryption with DES, 25
AES-128, and AES-256 @ oossrrvensusrensranasusssersans Py
algorithms for the sequences of w0
Class B1 —— Original HEVC
8 15 ~ M - DES HEVC
2 —h— AES-128 HEVC
8 ===+ AES-256 HEVC
w 10
’. ________ -! —~— Original H.264
s @ DESH.264
~—+— AES-128 H.264
----- AES-256 H.264
] T )
Kimono ParkScene
Sequence name
Fig. 4 The original size and the Class B2
size after encryption with DES, 60
AES-128, and AES-256
algorithms for the sequences of 50 e
Class B2 /
—— Original HEVC
40
s @ P ~ B - DES HEVC
£ o ¥ s * —&— AES-128 HEVC
8 - =%~ AES-256 HEVC
w
20 ——#=— Original H.264
10 ——+— AES-128H.264
————— AES-256 H.264
0 : : :
Cactus BQTerrace BasketballDrive
Sequence name
Fig. 5 The original size and the ClassC
size after encryption with DES, 50
AES-128, and AES-256 -
algorithms for the sequences of r~w
U S
Class C 40 7 ~
// e
35 7 —&— Original HEVC
/s
& 30 - B - DES HEVC
b= - s —#— AES-128 HEVC
’
8 ‘ — - AES-256 HEVC
v 20 =
PR _~:\-\.—.‘ —#— Original H.264
15 ot L L L =
/,' --®-- DESH.264
10 o ——— AES-128H.264
i ; " K me—- AES-256H.264
0 : : - s
RaceHorses samall PartyScene BasketballDrill
Sequence name

and after the application of DES, AES-128, and AES-256 maximize very much the security level. On the other hand,

algorithms for H.264 and HEVC format, respectively.

DES algorithm seems to be inconvenient and unsafe, be-

Generally, the AES-128 algorithm presents sufficient  cause it is regarded easy to be cracked (Table 1), while
security level in some cases, but it is the fact that AES-256 ~ some sequences increase their size more than the other two
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Fig. 6 The original size and the ClassD
size after encryption with DES, 45
AES-128, and AES-256 .
algorithms for the sequences of i Twg
-
Class D 35 7 = -
¢  TEmEmEmEmesses —&— Original HEVC
30 -
o 4 — Bl - DES HEVC
g 2 /£
b3 —&— AES-128 HEVC
4
8 2 “ ===+ AES-256 HEVC
w
15 +— Original H.264
10 ~-®---DESH.264
5 ——+— AES-128 H.264
L — —— A AES-256 H.264
RaceHorses BQSquare BlowingBubbles BasketballPass
Sequence name
Fig. 7 The required encryption Class A
time of DES, AES-128, and 12 " -
AES-256 algorithms for the - - - -
Class A sequences in HEVC 1
and H.264 standard
o
g os
E — M - DES HEVC
E o6 —#— AES-128 HEWC
2 === AES-
% . ............... ... ............... . ............... ® e AES-256 HEWC
§ s E===-m-==--m---.-n —— DESH.264
I} —#— AES-128H.264
@ AES-256 H.264
o2 e ol N A
0 : : : .
Traffic PeopleOnStreet Nebuta SteamLocomotive
Sequence name
Fig. 8 The required encryption ClassB1
time of DES, AES-128, and 1
AES-256 algorithms for the 09 Yo o= om om om em em e =3
Class B1 sequences in HEVC ’
and H.264 standard T 08
S 07
] —_—
g o6 DES HEVC
: 0.5 = Bl - AES-128 HEVC
g 04 Sessses eevs s P —h— AES-256 HEVC
§ 03 * > 4 — % —=DESH.264
v} 0.2 ——f—— AES-128 H.264
o1 I e b e s ) @ AES-256 H.264
0 T

algorithms, as it is shown diagramatically. Moreover,
bandwidth savings thanks to HEVC are confirmed from the
above diagrams, not only to the original video sequences,
but also to their encrypted forms after the effect of the

Kimono ParkScene

Sequence name

cryptographic mechanism of DES, AES-128, and AES-256
algorithms, compared to H.264 compression standard.

In addition, Figs. 7, 8, 9, 10, and 11 depict diagram-
matically the required time for the sequences of each class

@ Springer



480 J Real-Time Image Proc (2016) 12:473-482

Fig. 9 The required encryption ClassB2
time of DES, AES-128, and 1,8
AES-256 algorithms for the -
Class B2 sequences in HEVC ! Do o e o o o R el o o o e X
and H.264 standard ‘g 14
S 42
g # —4&— DES HEVC
- 1 — B - AES-128 HEVC
e
2 08 —A— AES-256 HEVC
@ ccceccecccnnans @ ceccrccctccanaan ®
0,6 | . 4 . 4 -=x~--DES H.264
5 : :
& o4 +— AES-128 H.264
02— I ————& = @ AES-256 H.264
o} T T |
Cactus BQTerrace Basketbal IDrive
Sequence name
Fig. 10 The required Class C
encryption time of DES, AES- 0,3
128, and AES-256 algor1thms S e B s 3
for the Class C sequences in 0.25
HEVC and H.264 standard <
1]
< g2
g . —4— DES HEVC
: 015 — B - AES-128 HEVC
K-} AES- H
PN - PY Py ~— AES-256 HEVC
E 0,1 = — N — -=¥--DES H.264
%] y y e o
& —— AES-128 H.264
0,05
F-—-—-F--—-—da---4 @ AES-256 H.264
o] T T T |
RaceHorses BaMmall PartyScene  BasketballDrill
Sequence name
Fig. 11 The required ClassD
encryption time of DES, AES- 0.2
128, and AES-256 algorithms 018 e % > a
for the Class D sequences in
HEVC and H.264 standard e
& 014
8
g 012 —&— DES HEVC
= — M - AES-128 HEVC
L2 * * 4 >4 ~—#— AES-256 HEVC
0,08 & B @ L
-=x--DES H.264
g 006 - + = +
[ —— AES-128 H.264
0,04 - <z 4r L
B - el = = = ] === =0 <@ AES-256 H.264
0,02
0 r r : .
RaceHorses BQSquare BlowingBubbles BasketballPass

Sequence name

after the application of DES, AES-128, and AES-256 al-  compression standards, respectively; Fig. 8 depicts these
gorithms in H.264 and HEVC format, respectively.  required encryption times for the sequences of Class B1 in
Specifically, Fig. 7 depicts these required encryption times ~ H.264 and HEVC compression standards, respectively;
for the sequences of Class A in H.264 and HEVC  Fig. 9 depicts these required encryption times for the
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sequences of Class B2 in H.264 and HEVC compression
standards, respectively; Fig. 10 depicts these required en-
cryption times for the sequences of Class C in H.264 and
HEVC compression standards, respectively; Fig. 11 de-
picts these required encryption times for the sequences of
Class D for H.264 and HEVC compression standards, re-
spectively. The diagrams are the result of calculations
based on Table 4.

According to these diagrams, AES-128 algorithm for
HEVC standard is the fastest, as it requires the minimum
possible time to encrypt the video sequences mentioned in
the Table 2. Specifically, AES-128 needs 0.14, 0.12, 0.20,
0.04, and 0.03 s to encrypt each sequence of Class A, Bl,
B2, C, and D, respectively.

On the other hand, despite the fact that AES-256 is
slower than AES-128 about 20.95 %, it offers a much better
security level, as is depicted in Table 1. The corresponding
encryption times for each sequence of Class A, Bl, B2, C,
and D are 0.18, 0.16, 0.26, 0.05, and 0.04 s, respectively.

Moreover, DES algorithm is presented very slow as it
can encrypt only 21.34 MB per second and thus, it is about
2,26 times slower than AES-256 and 2,86 times than AES-
128 algorithm, respectively.

Finally, the required encryption time for HEVC standard
is much less than the corresponding time for H.264, due to
the fact that HEVC presents bitrate reduction for all test
classes compared to its previous compression standard,
H.264 [26].

6 Conclusions and future work

A new encryption and transmission algorithm for efficient
HEVC-media communications was presented. This algo-
rithm merges two algorithms proposed for previous stan-
dards and it is modified so as to be amendable to the new
video compression standard. A comparative analysis be-
tween DES, AES-128, and AES-256 was conducted to
show which algorithm could be more convenient for the
video sequences of each class A, B, C, and D compressed
with HEVC. Experimental results show that despite the fact
that AES-256 is slower than AES-128, it offers a much
better security level and it is better for the classes A and B,
due to bandwidth factor, while AES-128 seems to be suf-
ficient to encrypt video of the classes C and D if the se-
curity factor is not the priority.

In addition, according to the comparative analysis of
the last two recent compression standards, HEVC com-
pression standard is shown to be better than H.264 using
the same algorithms—DES, AES-128, and AES-256—for
intra-frames encryption, because of the fact that it pre-
sents bandwidth savings and requires less time to be
encrypted with relevant algorithms compared to H.264.

Future work will include comparative analysis of the
effectiveness of our algorithm with the other proposed
algorithms for HEVC compression standard.
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