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Abstract The article proposes a new algorithm to
improve the security of image encryption based on two-
dimensional chaotic maps. Chaotic maps are often used in
encrypting images. However, the encryption has periodic-
ity, no diffusion, and at the same time, the real keys space
of encryption are fewer than the theoretical keys space,
which consequently results in potential security problems.
Thus, this article puts forward several ways to solve the
problems including adding diffusion mechanism, changing
the design of keys and developing a composite encryption
system. It designs an algorithm for the version B of the
discretized baker map, which is one of the most prevalent
chaotic maps, based on which a new image encryption is
proposed to avoid the above problems. The simulation
results show that the new encryption algorithm is valid and
the result can be applied to other two-dimensional chaotic
maps, such as the cat map.

Keywords chaotic map, baker map, image encryption

1 Introduction

Chaos has been widely used in cryptography in recent
years [1-5]. However, some actual digital chaos systems
face the problem of degradation dynamics [6,7]. The two-
dimensional chaotic maps can ‘stretch-and-fold’ images by
use of the natural features of images. Small changes in keys
for a plain image can diffuse to everywhere in an encrypted
image. At the same time, the analysis of keys is very
difficult because there are too many combinations of
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encryption. Typical chaotic maps used for image encryp-
tion include the cat map, the baker map, the standard map,
the tent map [8,9], etc. In Ref. [8], Fridrich proposes a class
of invertible encryption systems based on the baker map. It
uses a two-dimensional chaotic map to permutate the
position of pixels. The permutations induced by the baker
map behave as typical random permutations. The encryp-
tion has good diffusion properties with respect to the plain
image and the keys. However, the baker map does not have
a simple formula and the keys are limited by the size of the
image. In Refs. [10,11] new image encryption schemes are
constructed based on an extended three-dimensional
chaotic baker map and the cat map.

There are similar characteristics in two-dimensional
chaotic maps. With the two-dimensional baker map, the
article analyzed security of image encryption and obtained
factors for weakened encryption. Then the article designs a
new image encryption based on the discretized baker map
to improve security. The simulation results show that the
new encryption algorithm is valid.

2 Two-dimensional chaotic map

Image pixels can be arranged arbitrarily and any pixel can
be inserted between adjacent pixels. The process of this
arrangement can be regarded as the stretch-and-fold of
images. The encryption of the two-dimensional chaotic
map uses this feature. The cat map is a geometric
transformation process. The line map stretches all the
pixels to form a straight line, and then folds them according
to laws. After the process the pixels in plain image are
randomly distributed in the encrypted image and the
adjacent pixels are no longer relevant. The baker map is
one of the major chaotic maps. It stretches the image
horizontally, and then folds it vertically. Repeating this
process, the positions of all the pixels of the plain image
are changed.

Assume a square image consisting of N x N pixels. It can
be divided into k rectangle-shaped parts horizontally
whose size is [NV; 1, N;]x[0, 1] (here i =1, 2, ..., k) and
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N; =P+ Py+ --- + P; (here Ny =0, P; is the rectangular N, <x <N, +n;,0<S <N, we suppose
width and i< k). Thus to any (x, y) in the parts [V, |, NV;] X

[0, 1], the formula of the baker map is m= ﬂ00r<<x_ N) + (N - y) xni— 1)
N b
1
Pi N-— Sn
d, = floor| —— | + 1,
wherei=1, 2, ..., k. Ny
To encrypt the image the baker map must be discretized.

For different keys, the discretized baker map is divided Spp1=d, xn+8,-N (S, =0, 1<n<n).

into two versions: version 4 and version B. When the map
is of version 4, every part of the keys is the divisor of the
image size. The formula of version 4 is

First, we have y'= N — N;— m;— 1. Then
1) if x— N;<n;—S,,1, when x— N;<n;— S,,,,, we

have
, N N ) m
B(x,y) =4 — (x=N;) +ymod-——, X'= (= Ni= 1) Xdyy + N=y= > dy;
i i i=1
n; N
v yfymodn— +N; |, when x— N; > n;— S,,,,, we have
i

"= (n.— d —(n.— S -1
where N = 4y -+ Ny = 41y oo 41, x'=(n;— Spi2) X m+1+[xm(n, mi2) = 1]
N;<x < N; +n,. B o
Take an image with 8 x 8 for example. Ifthe Key = (2, 2, X(dyir = 1)+ N=y ; -

4), the process of encryption can be seen in Fig. 1.
2) if x— N; > n;— S,,41, when x— N;<n;— S, ,,, we

have

1]2]3[4]s5]6]7]8 13] 5 [14[ 6 [15] 7]16] 8

9 [10]11]12]13]14]15]16 29(21[30[22]31]23]32]24 x'= (1= Spi1) X dpiy + x— (1= Spyr) = 1]
17]18[19]20{21[22]23]24 45(37/46]38]47]39]48]40 m
25)26(2728]29(30|31{32 61]53[62[54]63]55|64[56 ><(dm+1+1)+N*y*de+1;
33[34(35(36]37/38/39[40 2711911 3 [28]20]12] 4 =
41(42(43|44]45]46]47(48 59[51)43(35]60/52)44|36

49]50[51]52]53]54]55] 36 25117 9] 1 |26] 18] 10] 2 when x— N; > n;— 8,42, S22 S,41, we have
571585960 61]62|63|64 57]49]41|33]58]50]42|34 ,

X = (nif Sm+2) X dm+1 + (Sm+27 Sm+1) X (dm+1 - 1)
Fig. 1 Process of encryption by version A of baker map + [xi (ni* Sm+1) - 1} > de
When part of the keys is not the divisor of the image m
size, the encryption uses version B of the discretized baker +N-y- Z dp+ 15

map. In Ref. [8], version B has no common formula. =1

Taking an image with 8 x 8 for example. If the Key= (3, when x— N; > n;— S,,.5, Spiio < S,41, We have
5), encryption can be seen in Fig. 2. )
x'= (1= Spi1) X dpi1 + (S = Swp2) X (dmr +1)

112)3]4|5]|6[7]|8 415]14| 6|15|7[16] 8 S 1 d
9 110|11]12|13]|14]|15|16 20(12|21]13|22(23(32|24 + [xi (nii m+2)7 ] X Gy
17]18[19]20(21{22(23|24 28|37(29|38|30(39|31{40 mn
25)26]27[28]29[30[31] 32 44]36]45[46]55]47[56]48 +N=y=> d,+1.
33(34|35]36]37]38(39({40 60(52|61|53|62|54|63|64 i=1
A1142]43144145146)47)48 0| L]18]10]2 |19]11) 3 The algorithm by C programming language is as
49(50|51152|53[54]55]56 33|25|17|34]26|43|35|27 follows:
57158159]60]61)|62|63|64 57(49|41(58(50(42[59|51 for(j=1'j<nk'j++)
Fig. 2 Process of encryption by version B of baker map { i, — 1<S,+ 1)
n+
The article first gives an algorithm for version B of the m=1;
baker map. If the image consists of N x N pixels, the pixel else
(x, y) in the image is mapped to (x, y) by the baker map. - m=0;
Here, Key = (ny, ny, ..., i) (N=n1+nyt+---+ny, i = if(ng — 1 <8, +2)

1,2, ..., k), n; is not the divisor of N. n=1;
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else
n=0;
fori=1-m;i < d,+1—n;i++)

{
Xx=N-(@-1)-> dy
i=1
y=N-N;—m;—1;
}

In Ref. [11], there is a formula of version B of the baker
map. However, the direction of the map is different from
the map in Ref. [8].

The keys space in version 4 of the baker map can be
seen in Table 1.

Table 1 Keys space of version 4

N K N K N K®V)

4 5 10 128 16 5271
6 24 12 1627 18 45315
8 55 14 741 20 83343
9 19 15 449 21 3320

The keys space of version B is K(N)=2""". Obviously, it
is much bigger than that of version A.

3 Security analysis of encryption of two-
dimensional chaotic map

Because there are too many possible combinations of
substitution algorithms and replacement algorithms of the
two-dimensional chaotic map, analysis of the keys is very
difficult. Currently, the ways of attacking keys are very
few. However, the encryptions by the two-dimensional
chaotic map inherently have potential security problems.

1) Encrypting an image by the two-dimensional chaotic
map is only a process of permutation. Because the size of
the image is limited, the process is cyclical. Acting as the
baker map, pixels will first be divided by the keys. Then it
stretches the image horizontally and folds it vertically. The
cat map is a geometric transformation process. The line
map stretches all the pixels to form a straight line, and then
folds them according to laws. When the number of the
transformation by these two-dimensional maps is small,
the pixels of the image can be very confusing. However,
because the image is a group of pixels, the combinations of
pixels are limited. According to the feature of the system,
the encrypted image can be restored to the plain image by
mapping. Thus, if the encryption algorithm is known, an
encrypted image can be chosen arbitrarily. By mapping the
encrypted image and repeating the process, the plain image
may be restored.

2) The encryption of the two-dimensional chaotic map is
a technique without information loss. It only changes the

Security analysis of image encryption 7

position of pixels instead of the value of the pixels.
Therefore, the encryption cannot resist cipher-text-only
attack. Before encryption, it can choose a pixel (x, y) and
then change its value to (x’, '), which is a special act as
(0, 0). After encryption it can find pixels whose value is
(x, »"). Repeating the process, it can validate a group of
relationships between the pixels in the plain image and the
ones in the encrypted image. Storing those relationships
and creating a table. Using the table, the encrypted image
may be restored to the plain image without keys.

3) The actual keys space is far less than the theoretic one.
It can be seen in Fig. 3 that most of the plain image can be
restored even with error keys. This is because images have
visibility, and their part also has visibility and can be
identified. Taking the baker map for example, in encryp-
tion, the image will be a division. If the difference between
the parts of the plain image is little, the parts in the
encrypted image are also similar, and thus it can attack the
encrypted image by different keys.

(b)

(d)

Fig. 3 Decryption with error keys. (a) Plain image; (b) encrypted
image; (c) decryption with error keys; (d) decryption with error
keys

To improve the security of encryption of the two-
dimensional chaotic map, several improvements should be
made.

1) Because the combinations of encryption are limited,
the keys space can be enlarged and the number of iterations
reduced to ensure the security of encryption.

The methods of adding keys space uses the general
formula, increases the length of keys and takes a part of the
keys to encrypt the image, and designs a composite
encryption system, uses random sequence to modify the
keys before encryption.
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2) Confuse the value of pixels and change the
demographic characteristics of the encrypted image. One
simple method is using a little XOR function: (x), y) =
(x, ¥) ® (i x j)mod N. By the function, the histogram of
the encrypted image is uniformly distributed. Another
method is using XOR with a random sequence.

3) Designing a composite image encryption system can
improve the security of encryption with several chaotic
maps. Two classes of methods are presented. One is
changing the value of pixels. Use the baker map and cat
map to encrypt the image in order. The keys space of
encryption can be enlarged. The other method is changing
the pixels with some chaotic maps. The encryption might
resist the ciphered-text attack and avoid regional analysis.

4) Develop the two-dimensional map to be a higher-
dimensional map. After that, the speed of encryption is
higher and encryption is more difficult to attack. In Ref. [10],
the two-dimensional cat map is developed to a three-
dimensional map. In Ref. [11], the baker map is also
developed to be a three-dimensional one. These three-
dimensional maps are proved to have an encryption that is
faster with larger keys space.

4 Improved algorithm of encryption with
two-dimensional chaotic map

Some chaotic maps are used, including PWLCM, logistic
map and baker map, to design a composite image
encryption system. Using the logistic map,

Xn+l =a ><)(n X (lan)a (1)

here, a€ (0, 4], X,€(0, 1), n =1, 2, 3.

First, design an encryption algorithm. Suppose the
image size is m x n, with 256 levels of gray, where the
Key = (ny, ny, ..., ng, .., 0y ). Key, and Key, are parts of
the Key respectively. The initial values of the logistic map
are a, N. The whole algorithm includes two steps.

The first step: according to Key, = (ny, ny, ..., ny),

1) Calculate Xo; =n;/m(i=1,2, ..., k) (two signifi-
cant digits);

2) By Eq.(1), it can get a chaotic sequence with X;, a.
Then take a subsequence S;= (ay, ay, ..., djy,) from the
sequence from the beginning of the N whose length is n; x n;

3) Calculation:

S; = S/

Here, S; is a sequence that chooses three digits after the
decimal point from the sequence S; and mods with 256.
Thus 0<S;<256;
4) Set n; as the keys in encryption with the baker map.
Then take the value of pixels XOR with S; one by one.
The second step: encrypt the image with &k keys in
Keyy = (Mpp1s M2y woos Mops -os M)
The above algorithm is applicable to other chaotic maps.
Use the encryption algorithm to encrypt a Lena image.

Suppose the image size is 256 x 256, the process can be
seen in Fig. 4. The keys of the encryption is Key, = (7, 74,
13,9,7,19,4,31,4,3,63,5,2,11,3,1),m=1,n=10,a=
4, N=1000. To test the sensitivity of keys, error keys are
used to attack the encrypted image.

(a)
600
500
400

number
[ B ¥S ]
o o
==

100

0

0 50 100 150 200 250
range

(©) (d)

Fig. 4 Simulation of algorithm. (a) Plain image; (b) encrypted
image; (c) histogram of encrypted image; (d) decryption with error
keys

5 Conclusions

The article first analyzed the security of encryption with a
two-dimensional map. Then it proposes some methods to
improve it to avoid features that weaken security.

A new encryption algorithm is designed for a composite
encryption system. In the encryption, the values of pixels
are changed and the keys spaces are enlarged. With the
baker map, the algorithm solves the problem of adopting
two keys of little difference in encryption. The improved
algorithm is applicable to all chaotic maps.

The encryption with chaotic maps is simple and
effective and it is easy for hardware implementation.
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