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‘We present a protocol for quantum private comparison of equality (QPCE) with the help of a semi-honest third party (TP). Instead of
employing the entanglement, we use single photons to achieve the comparison in this protocol. By utilizing collective eavesdropping
detection strategy, our protocol has the advantage of higher qubit efficiency and lower cost of implementation. In addition to this

protocol, we further introduce three robust versions which can be immune to collective dephasing noise, collective-rotation noise
and all types of unitary collective noise, respectively. Finally, we show that our protocols can be secure against the attacks from
both the outside eavesdroppers and the inside participants by using the theorems on quantum operation discrimination.
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1 Introduction

Since the first quantum cryptographic protocol (BB84) was
proposed by Bennett and Brassard [1], various branches of
quantum cryptography have progressed quickly, including
quantum key distribution (QKD) [1-9], quantum secure mul-
tiparty computation (QSMC) [10-19] and quantum secure di-
rect communication (QSDC) [20-24], and others. The main
function is to provide unconditionally secure information ex-
change basing on the laws of quantum mechanics.

Secure multiparty computing (SMC), which is also termed
secure function evaluation, is to compute a function with pri-
vate input of each party so that in the end only the evaluation
result is known and the private inputs are not exposed. The
problem for private comparison of equality (PCE) or the so-
cialist millionaire problem, an important branch of SMC, in
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that two millionaires want to know whether they happen to
be equally rich, but neither millionaire wants to simply dis-
close their wealth, is an extended problem of the problem of
the millionaire, presented by Yao [25], in which two million-
aires determine who is richer without knowing the others’ ac-
tual property value. The problem for PCE was well-studied
based on classical cryptography [26,27]. However, the secu-
rity of such protocols relies on the assumption of computa-
tional complexity, which cannot withstand the strong ability
of quantum computation.

Quantum private comparison of equality (QPCE) is an at-
tractive application of quantum mechanics, whose security
does not rely on computational complexity but simply on
the laws of quantum mechanics such as Heisenberg uncer-
tainty principle and quantum no-cloning theorem. QPCE al-
lows two participants (Alice and Bob) to determine whether
their secrets are equal without leaking any information about
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their secrets. In fact, it has been noted that the equality func-
tion cannot be securely evaluated with a two-party scenario
[28,29], even by using quantum means. Therefore, some
additional assumptions (such as a semi-honest third party)
should be considered to reach the goal of private comparison.
The first QPCE protocol was designed by Yang et al. [30].
Much research focus has been given to QPCE and many cor-
relative protocols have been proposed [30-38]. Summarily,
the QPCE protocols presented previously have the following
principles.

e A third party (TP) who is at least semi-honest is required
to help the two parties (Alice and Bob) accomplish the com-
parison. A semi-honest TP is a party who always follows
the procedure of the protocol. He/she will take a record of
all intermediate computations, and will not be corrupted by
an outside eavesdropper. However, TP might try to steal the
information from the record.

o TP will know the positions of different bit value in the
compared information, but he/she will not be able to know
the actual bit value of the information.

e All outsiders and the two players should only know the
result of the comparison (that is, identical or different), but
not the different positions of the information.

Recently, Yang et al. [39] suggested that the above as-
sumption regarding semi-honest TP is unreasonable. They
advised that the first one of the above three principles should
be replaced by the implementation of a semi-honest TP. This
TP cannot be corrupted by others and cannot learn any valu-
able information about the secrets through active and passive
attacks.

Herein we present an efficient QPCE protocol with sin-
gle photons and collective detection. Collective detection
[13,24,40,42] is an efficient (eavesdropping) detection strat-
egy in which eavesdropping detection needs to be taken only
once after the whole process of the transmission of the par-
ticle. Such detection strategy not only improves the qubit
efficiency of the protocol but also reduces the expense of re-
alization as the participants (except for a center) need not to
be equipped with the expensive quantum devices, such as the
qubit generating machine or qubit measuring machine. With
the help of a semi-honest third party (TP), the two distrust-
ful participants (Alice and Bob) in our protocol can securely
compare the equivalence of their secrets (X and Y). More im-
portantly, compared with the previous QPCE protocols [30-
38], our protocol has the following advantages.

¢ In most of the previous QPCE protocols [32,35-38], the
assumption about TP is that he/she must always follow the
procedure of the protocol, he/she will take a record of all in-
termediate computations, and will not be corrupted by any
other one. This assumption seems not to be reasonable for a
semi-honest TP since he/she may want to steal the informa-
tion about the secrets of the participants. In our protocols, the
semi-honest TP is assumed to be more powerful, who may
misbehave on his/her own but will not conspire with either
of the two participants, which is more reasonable. That is to
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say, the assumption about the TP in our protocol satisfies the
principle presented by Yang et al. [39].

e By utilizing collective eavesdropping detection strategy,
the cost of realizing this protocol is reduced since the two dis-
trustful participants in this protocol need not to be equipped
with qubit generating device or quantum measuring device.

e The qubit efficiency of our protocol is higher than many
of the previous QPCE protocols [30-32,34,36-38]. That is to
say, to compare the same number of classical bits, our proto-
col need to use less qubits.

e Compared with the QPCE protocols [30,31,33] which
utilize hash function to ensure their security, the security of
our protocol is only guaranteed by the laws of quantum me-
chanics.

Currently, almost all the previous QPCE protocols [30-38]
have been designed under ideal conditions, hence they can-
not withstand channel noise. However in practice, the qubits
transmitted in quantum channel often interact with the en-
vironment uncontrollably and noises are then introduced in
the eavesdropping detection unexpectedly. At present, it is
thought that the the noise in a quantum channel is collective
[41-47], which indicates the fluctuation of noise is slow in
time. Since designing protocols in noisy channel is one of
most important elements in quantum cryptography at present,
we also present three robust versions of the proposed pro-
tocol which can be immune to collective-dephasing noise,
collective-rotation noise and all types of unitary collective
noise, respectively.

Herein we describe the suggested QPCE protocol and then
make a comparison to some of the previously suggested pro-
tocols. Testing is then given to determine the robustness of
three versions of the protocol under collective noise condi-
tions. Lastly, the security of the system is determined based
on quantum operation discrimination.

2 The QPCE protocol with single photons and
collective detection

2.1 The proposed QPCE protocol

To ensure the security of particle transmission, we take ad-
vantage of the technique of block transmission of particles
which has been proposed firstly by Long et al. [20]. The
steps of our QPCE protocol in the ideal quantum channel can
be described as follows (see also Figure 1).

1. With the help of TP, Alice and Bob generate an n-bit se-
cret key K, by executing the three-party QKD protocol with
a dishonest center presented [40]. After that, Alice and Bob
calculate the bit strings X’=X @& K and Y'=Y @ K, where X is
the secret of Alice and Y is the secret of Bob.

2. TP prepares a sequence of (n + 9) single photons which
are randomly in one of the four states {|0), [1), |s), |£)} (denoted
as sequence §') and sends the sequence to Alice. Here, |0) and
|1) are the up and down eigenstates of the o, |s)=§(|0) —i|1))
and |f)= ; (I1) = i]0)). It can be verified that {|0),]|1)} and
{Is),|r)} form two nonorthogonal unbiased bases, which
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10>,]1>,|s2,t>

Figure 1  Process of our QPCE protocol in the ideal channel, where M
represents one of the four unitary operations {7, H~!, U™, H} and G™! rep-
resents the reverse of the permutation function G. TP provides the service
for preparing and measuring the states in the sequence. For simplicity, all
classical communications are omitted.

means [(0]1)|=I(s1)I=0, [(sI0)=I(sI1)*=KA0)*= [ 1)*=).

3. Upon receiving S, Alice first generates a random qua-
ternary string of length (n+9), which is denoted as controlling
string R;. Then Alice performs a selected unitary operation in
{I, H, H?, H?} on each photon in S according to R;, which in-
dicates that Alice performs the operation I, H, H 2 H3 on the
i-th state in S if the value of i-th positionin R; is 0, 1, 2, 3, re-
spectively. After the operations, each photon in sequence S is
randomly transformed to a state in {|0), |1), |s), |f)}. After that,
Alice randomly chooses ¢ states in sequence S as decoy par-
ticles and performs encoding unitary operation / (U) on the
i-th state in the remaining n photons if the i-th bit in string X’
is 0 (1). Finally, Alice sends the new sequence (denoted as

S'1) to Bob. Here
.0 (0 1 (1 0
U—IH—(lo)’ I‘(Ol)’

1 I -
H= «/2(‘i X ) 1)
The effect of the operations U and H on the states in the two
bases can be described as

Ul0) = 1), Ull) = 10),
Uls) = 10), Uly = Is),
H0) = |s), HI1) = |0),
His) = —i|l), Hir) = -i|0). 2

4. When Bob informs that he has received the sequence S |,
Alice announces the positions of the ¢ decoy particles in S ;.
Then Bob also generates a random quaternary string of length
(n + 9), which is denoted as controlling string R,. After that,
Bob utilizes R, and his string Y’ to process S in the same
procedure as Alice does in step 3, in which the decoys parti-
cles are the same ones chosen by Alice. At last, Bob shuffles
the processed photons in the sequence with a randomly cho-
sen permutation function G and sends the processed sequence
(denoted as S ;) back to TP.

5. After the reception of S,, TP gives Alice and Bob the
notification. Then the three participants can check eavesdrop-
ping by the following procedure. (a) Bob first declares the
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correct positions of the decoy particles, then for each of the
decoy particle, Alice and Bob announce the corresponding
information of R, R, in a random sequence determined by
TP. That is to say, for each one of the decoy particles, TP
will randomly choose one from Alice and Bob to announces
the corresponding controlling bit first. (b) With the classical
information announced by Alice and Bob, TP first performs
operation I/H™'/U~'/H on each decoy particle if the sum of
its corresponding values in R} and R; is O or 4/1 or 5/2 or 6/3.
At last, TP measures each decoy particle with the same basis
as he prepares it. If there is no eavesdropping in the proce-
dure of the protocol, the decoy particle should be the same as
TP prepares it. Then TP analyzes the security of the protocol
with the measurement outcomes, if there is no error, the pro-
cedure of the protocol can proceed, otherwise they abort the
protocol.

6. After they have confirmed that the processes above is
secure, Bob publishes the function G. With the information
of G, TP recovers the remaining n photons in sequence S,
in correct order. Then Alice and Bob announce the corre-
sponding information of R;, R, for the remaining n photons.
That is to say, Alice (Bob) publishes the rest n bits of his/her
controlling strings R; (R;). With the classical information
announced by Alice and Bob, TP first performs operation
I/H™'/U"'/H on each of the remaining states if the sum of
its corresponding values in R} and R; is O or 4/1 or 5/2 or 6/3.
After that, TP measures each of the photons with the same
basis as he prepares it. If TP finds a state which is different
from its initial state, he publishes that X and Y is not equal.
Otherwise, he continues to measure the remaining particles
until he finds all the photons are the same as the initial states
he prepared and publishes that X is equal to Y.

In this protocol, with the help of a semi-honest TP, Alice
and Bob can compare the equivalence of their secrets with
single photons. In step 6, TP begins to measure states after
both Alice and Bob have announced the remaining n bits of
their controlling strings (R; and R,), hence neither of them
can know the positions of different bit value in the compared
secrets. In other words, if TP announces that X and Y is not
equal, they cannot know the positions of different bit value.
Moreover, the participants should set up the filter and the
beam splitter to prevent the Trojan horse attacks [48,49].

2.2 The comparison between our protocol and some of
the previous QPCE protocols

The qubit efficiency is defined as n= n,/n,, where n; denotes
the length of classical secrets compared in the protocol and
n, represents the total number of qubits used in the protocol.
It should be noted that the security of quantum cryptographic
protocols is based on the error rate analysis with the theories
in statistics. Hence the proportion of the detection particles in
the transmitted particles should not be small and usually the
proportion is set at 50%. As usual, we suppose the propor-
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tion of the decoy particles in the transmitted particles is 50%
in the following comparison. In our protocol, to compare two
secrets of length n, 2n photons are used to generate an n-bit
key and 2n (6=n) photons are used to comparing the secrets,
hence the qubit efficiency of our protocol is n/(2n+2n)=25%.

In the first QPCE protocol presented by Yang et al.
[30,31], to compare two secrets of length n, TP generate at
least 2n qubits in EPR pairs and 2n decoy qubits, also two
participants generate 2n decoy qubits. In addition, the two
participants generate at least 2/ qubits to execute a QKD pro-
tocol. Hence the qubit efficiency of the protocols [30,31]
is n/(6n + 2I) <17%. In the protocol presented elsewhere
[32], to compare two secrets of length 4n, TP generates 8n
qubits in 2n y-type states for comparison, 8n qubits in 2n y-
type state for eavesdropping check. Also the two participants
generates at least 4n qubits to establish two n-bit classical
keys with TP. Hence the qubit efficiency of this protocol is
4n/(8n + 8n + 4n)=20%. In the QPCE protocol presented by
Liu et al. [34], to compare two secrets of length n, TP gener-
ates 4n qubits in n y-type states and 2n decoy qubits, also the
participants generates 4n qubits to establish two n-bit classi-
cal keys. Therefore, the qubit efficiency of this protocol is
n/(4n + 4n + 2n)=10%. In the QPCE protocol proposed by
Chen et al. [36], to compare two secrets of length n, TP gen-
erates 6n qubits in 2n GHZ states. Unfortunately, Lin et al.
[37] pointed out that this protocol is not secure. In the im-
proved version [37], TP generates 3n qubits in n GHZ states
and 2n decoy qubits. Therefore, the qubit efficiency of the
protocols [36,37] is n/(3n + 2n)=20%. In the QPCE protocol
propose by Liu et al. [38], to compare two secrets of length
2n, the two participants generate 6n qubits in 2n GHZ states,
4n decoy qubit for eavesdropping check. Also they use at
least 8n qubits to establish two 2n-bit classical keys. Hence
the qubit efficiency of this protocol is 2n/(6n+4n+8n) ~11%.
From the above analysis, we can see that the qubit efficiency
of our protocol is higher than most of the previous QPCE
protocols. More details are shown in Table 1.

3 Robust versions of the proposed protocol
over collective-noise channels

At present, designing protocols in noisy channel is one of the
key areas in quantum cryptography. Hence in this section,
we will propose three robust versions of our protocol, which
can be secure against collective-dephasing noise, collective-

Table 1 Comparison among the QPCE protocols

Protocol Qubit efficiency
Protocols in refs. [30,31] < 17%
Protocols in refs. [36,37] 20%

Utilizing entanglement
yes (EPR pairs)
yes (GHZ states)

Protocol in ref. [32] 20% yes (y-type states)

Protocol in ref. [34] 10% yes (y-type states)

Protocol in ref. [38] ~11% yes (GHZ states)
Our protocol 25% no (single photons)
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rotation noise and all types of unitary collective noise, re-
spectively. For each one of the three protocols, the steps are
identical as described in sect. 2.1. For simplicity, we only
give the bases and unitary operations with which the proto-
col can be used in the corresponding collective-noise channel.
It should be noted that that in each of the three fault-tolerant
QPCE protocols, the three participants can generate the secret
classical key K, by executing the three-party QKD protocol
over corresponding collective-noise channel [42].

3.1 The version over collective-dephasing channel

The collective-dephasing noise can be described as a unitary
operation U satisfying

U0y =10y,  UJl) =e“|1), A3)

where ¢ is the noise parameter which fluctuates with time.
In general, the logical qubit encoded into two physical qubit
product states in eq. (4) can withstand this collective-depha-
sing noise as the two logical qubits acquire the same phase
factor e through the collective-dephasing channel

10y =10)1), [z =|1)I0). “)

For secure communication, at least two nonorthogonal mea-
suring bases (MBs) are needed. One of the bases can be
{l0)z,]1).}, and the other one can be chosen as {|s).,|t)r},
where

1
[s)r =

V2

It can be easily shown that {|0);, |1).} and {|s)., |£)1} form two
nonorthogonal unbiased bases. The encoding operation (Uy),)
and control operation (H,;,) for our robust QPC protocol over
collective-dephasing channel can be chosen as follows

1
10y, —il1)r), 16 = (11> —1]0)p). (5)
V2

000 1 100 0

., loot1o0o|, o100

Up=iHg, =1 o 1 0 o ['I1=]0 0 1 0 |

100 0 00 0 1
1100—1
0 1 —-i 0

Hyp = vl o - Lo | (6)
S50 0 1

The effect of the operations Uy, and Hy, on the states in
the two bases can be described as

UaplO)r = D)z, Uapll)r =10);
Uapls)L = 16)L, Uaplt)r = 1)1
Hapl0)r = |$)L, HuplD)r = |)r;

Hypls)p = =ill)r,  Hgplt)r = —i|0). @)

Thus, we can obtain our QPCE protocol over collective-
dephasing channel by substituting the bases and unitary op-
erations in the protocol proposed in sect. 2.1. Concretely, the
two bases used in the protocol presented in sect. 2.1 should
be replaced with bases {|0), |1).} and {|s)., )1}, and also the
two unitary operations, U and H, should be replaced with
Ugap and H,), respectively.
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3.2 The version over collective-rotation channel

The collective-rotation noise can be described as a unitary
operation U satisfying

U|0) = cos 8]0) + sin G|1),
U|l) = —sin 6|0) + cos 9|1). (8)

where 6 is the parameter of noise which fluctuates with time.
The two Bell states |OF)= \}2 100y +|11)) and [¥™)= \}2 101y -
|10)) can keep invariant under such type of collective noise.
Therefore, logical qubits under collective-rotation noise can
be chosen as

0, =10, 1)L =[¥7). 9)

For secure communication, at least two nonorthogonal mea-
suring bases (MBs) are required. One of the bases is
{10-)2, 1)1}, the other is {|s,), [£,).}, where

L0 -0, W= A —i000. (10)

rL —11:)L), r/L = 2L —1Up)L).

V2 V2

It can be shown that {|0,)z, |1,).} and {|s,), |t,).} form two
nonorthogonal unbiased bases. The encoding operation (U,)
and control operation (H,) for our robust QPC protocol over
collective-rotation channel can be chosen as

|sr>L =

) 1 =i 00
-i 1 0 0
EZVZ()O 1|
0 0 i 1
01 0 0
. 1 0 0 0
U=iH=| o o o -1 | (11)
00 -1 0

The effect of the two unitary operations on the states in the
two bases can be described as

Url0mr = 1)1,
UilsrL = )L,
Cl0L = Isr )L,
Crlspyr = =ill ),

Uil = 10,0,

Urltr)r = Isr)Ls

Cllpr = ltr)L,

Crltpyr = =10, (12)

Thus, we can obtain our QPCE protocol over collective-
rotation channel by substituting the bases and unitary opera-
tions in the protocol proposed in Sect. 2.1. Concretely, the
two bases used in the protocol presented in Sect. 2.1 should
be replaced with bases {|0,)r, |1,).} and {|s,)r, |t,)}, and also
the two unitary operations, U and H, should be replaced with
U, and H,, respectively.

3.3 The version over all types of unitary collective noise
channels

Thus far, we have introduced the bases and unitary operations
which are needed in our protocols over collective-dephasing
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channel and collective-rotation channel, respectively. Here
we will introduce the bases and operations which can be used
in our protocol over all types of unitary collective noise.

It is known that the singlet [y~) is one of the decoherence
free (DF) state [41,47] which can stay invariant under any n-
lateral unitary transformation. That is to say, U®"|y~) = [y ™),
where U®" = U ® ... ® U denotes the tensor product of n uni-
tary transformations U. According to the conclusion given by
Cabello [47], at least 4 qubits are needed to fully protect one
arbitrary logical qubit against all types of unitary collective
noise. Therefore, a natural choice of the orthogonal basis in
the 4-qubit DF subspace is {|0).,|1).}, where

0 = W)l )
1
= 2(|0101) +[1010) — |0110) — |1001))1234,
— 1
1y, = (2]0011) +2|1100) — |0101) —|1010)
23

—|0110) = [1001))1234. (13)

For secure communication, we choose another basis as {|s);,
|£)1}, where

- 1

)L V2
It can be easily verified that {|0),, |1).} and {|5),, ).} form
two nonorthogonal unbiased bases.

Suppose W is the 4-qubit Hilbert space whose dimen-
sion is 16, then we can easily find an orthonormal basis
[0)z, 1)z, ..., |15) for W by using the Gram-Schmidt proce-
dure. For simplicity, here we do not give the concrete form
of the states |2);,]3),...,|15) since the well-known Gram-
Schmidt method is not complicated. After getting all the
states of the orthonormal basis, we can construct the required
operations U and H for our QPC protocol over all types of
unitary collective-noise channels by utilizing the method pre-
sented in ref. [42]. The form of the operations U and H are

_ _ _ 1 - _
10y, —il1)r), 6L = (11 —1l0),).  (14)
V2

Vau
1+i°
As described elsewhere [42], we have many feasible choices
for the from of O, such as O = [2)(2|+, ..., +|15)(15] and
O = 2)(3| + [3){4|+,..., +[15)(2|. For example, when O =
[2)(3| + [3)(4[+, ..., +[15)(2], the effect of the operations U and
C on the states in the two bases can be described as

U =0X1]+[1X0|+ 0, H = (15)

Ul0y. = 1)z, UL = [0y,
Ulsy, = B Ulty, = |5)..
HI0)., = |5)z, HIly, = Dy,
HIsy = =iy, Hity, = =il0).  (16)

To protect the communication from all types of unitary col-
lective noise, the two bases used in the protocol presented
in sect. 2.1 need be replaced with bases {|0);,[1).} and
(1502, |t_) 1}, and also the two unitary operations, U and H, need
be replaced with U and H, respectively.
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Thus far, we have already introduced the required bases
and unitary operations for our QPCE protocols which
can withstand collective-dephasing noise, collective-rotation
noise and all types of unitary collective noise, respectively.
For simplicity, we do not describe the three protocols in de-
tail, since the steps of these three protocols are identical as
the steps of the protocol in the ideal channel given in sect.
2.1.

4 Security analysis

For simplicity, we analyze the security of the QPCE protocol
over collective-dephasing channel in detail. As for the secu-
rity of the other three QPCE protocols, it can be shown in
same manner as the case with collective-dephasing noise.

Suppose Eve is an evil attacker (outsider attacker or a dis-
honest participant) who wants to eavesdrop the the secret of
the participant (Alice or Bob) secret without being noted. Eve
can intercept the legal states sent to the receiver and resend
the states that she prepared instead, or she can entangle the
legal states with her additional particles [50]. In the proposed
protocol, two participants first encrypt their secrets with their
private key K by utilizing classical one-time pad. Then they
compare the ciphertext of their secrets instead of comparing
the secrets directly. Since the ciphertext are encoded in the
operations that the participants performed on the states in our
protocols, the action to eavesdrop a secret of the participant is
equivalent to discriminate the operations he/him performed.
As each of the bits in the secret of the participants (X and Y)
and controlling strings (R; and R;) will be used only once in
the execution of our protocol, here we introduce some useful
conclusions on quantum operation discrimination [51,52] as
follow.

Theorem 4.1 Under the condition that the device can be
accessed only once, the minimum error probability to dis-
criminate the two operations U; and U, is given as [40,51]

1 2
Pr=, [1 -~ \/1 —4pipar(Ui )" |. (17)

-1 o 1

e

Figure 2 (a) Definition of the function r(U)=r, where A, A3, A3 and A4 are
eigenvalues of the matrix U and r is the distance between polygon A; 24344
and the origin of the complex plane o and(r = 0 when o is in/on the polygon).
(b) shows an example, i.e., r(U:;pHdp).
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Here, r(U I U,) represents the distance between the origin of
the complex plane and the polygon (line segment if the op-
erations are single qubit operations) whose vertices are the
eigenvalues of the unitary operator U I U, (Figure 2(a)), and
UT denotes the adjoint matrix of U. For example, the eigen-

’ " s i
values of the operation U dedp are \/21, 1‘/2‘, ‘/21, ‘/21, hence
r( Uz,pHdp)z 1/v2 (Figure 2(b)) and the minimum error prob-
ability to discriminate Uy, and H is 1- V2.

Corollary 4.2 Under the condition that the device can be
accessed only once, two unitary operations U; and U, can be
discriminate precisely if and only if r(UT U)=0.

Theorem 4.3 The quantum operations §y, - - - , §,, can be
unambiguously discriminated by a single use if and only if
foranyi = 1,---,n, supp(d;) € supp(S;), where supp(9) de-
notes the support of a quantum operation ¢ and S;={0;:j # i}
[52].

4.1 Outside attack

In the QPCE protocol over collective-dephasing channel, the
unitary operations performed by both Alice and Bob can
be regarded as four unitary operations as a whole (actually
there should be eight combinations, but some are equal to
each other when the global phase factors are ignored, e.g.,
HZ,pUdpz—iI), ie., I, Uap, Hap, HqpUqp. According to The-
orem 1, we can show that these four operations cannot be
precisely discriminated. Take the operations Uy, and Hy,
as an example, the eigenvalues of the operation Uz,pHdp are

1\/_;, 1\721, “1/;, ‘\1/;, therefore, r(U;pHdp) =1/ V2 (see Figure
3(b)) and the minimum error probability to discriminate Uy,

and Hyg, is given as

Pezé[l— \/1—(1/\/2)2}z0.15. (18)

Also with this theorem, we can find that the minimum er-
ror probability to discriminate / and Hg, (I and Hg,Ugp, U
and Hy,Uy)p) is also P.(~ 0.15), which indicates that these
operations cannot be discriminated precisely. Moreover, we
can also obtain the same conclusion according to Theorem
3. It is readily apparent that Hy, = \}2(1 I =i-Ug+0-
HyyUgp)= \1/2(1 —iUqp), which indicates supp{H,,} € supp{l,
Uap, HipUgp}. Therefore, these four operations cannot be
discriminated precisely.

As the secrets of the participants secrets are encoded in
the unitary operations they performed, if an outside attacker
wants to obtain a secret of the participant (Alice of Bob)
without arousing any errors in the eavesdropping check, he
should be capable of discriminating the four operations, that
is, I, Ugp, Hyp, HapUgp, precisely with a single use. How-
ever, from the above analysis, such four operations cannot be
unambiguously discriminated in this condition. Therefore,
no matter what attack strategies (such as intercept-resend at-
tack, measurement-resend attack, entanglement-measure at-
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tack and dense-coding attack) an eavesdropper takes, his ac-
tion will inevitably be found in the eavesdropping check.

In order to protect the proposed protocol from the Trojan
horse attacks, such as the delay-photon Trojan horse attack
and the invisible photon eavesdropping (IPE) Trojan horse
attack, the filter and beam splitter which can eliminate the
spy states, are utilized in our scheme [48,49]. Therefore, the
eavesdropper can obtain none of the useful information by
utilizing these attacks.

In addition, we consider another type of special attack for
two-way communication, that is, denial of service (DOS) at-
tack. In such attack strategy, an outside eavesdropper tries to
make the comparison result inconsistent with the the actual
situation, by randomly performing the encoding operation
Uy or the identity operation / in the process of the scheme,
without being noticed. However, it can never succeed in our
protocol since she/he cannot determine the positions of the
decoy particles used in the final eavesdropping detection, and
hence his/her disturbing operations will introduce errors in
the measurement outcomes of some checking states. Next,
we will consider the inside participant attack, including the
attack by Alice, Bob and TP.

4.2 Participant attack

It is known that not all of the participants in a quantum cryp-
tographic protocol are credible. A dishonest participant has
more power to attack the scheme than an outside eavesdrop-
per. First, he can know partial information legally. Second,
he can tell a lie in the process of eavesdropping detection in
order to avoid introducing errors. Hence we now concentrate
our attention on the participant attacks in what follows. We
consider the following three kinds of participant attacks. The
first one is that Bob tries to eavesdrop on the secret of Al-
ice, and the second is that Alice want to know the secret from
Bob. Finally we consider that TP wants to obtains the secrets
of the two participants.

4.2.1 Bob attempts to obtain the secret of Alice

We first consider the attacks by Bob in which he wants to
get the secret of Alice without being noted. In this protocol,
the four operations that Alice performed on the states cannot
be discriminated precisely, hence the attack strategies such as
entanglement-measure attack, dense-coding attack [50] and
measurement-resend attack cannot be utilized to obtain the
secret of Alice without introducing any errors, since he may
mistake other operations for the correct one with certain prob-
ability.

In step 4, if Bob replaces the states (in S), on which Al-
ice has encode her secret, with some states prepared by him-
self and processes the remaining decoy particles following
the protocol, he will introduces no error in the eavesdrop-
ping check in step 5. However, by utilizing this strategy,
he can obtain no information on the secret of Alice with the
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stolen states in his hand even after Alice reveals R;. The rea-
son is that Bob does not know the initial state of each the
particle in S, which are randomly in one of the four states
{l0>., 1)1, |s)r,|t)r}. Hence for each one of the stolen states,
he does not know which basis he can use to measure it. Even
if he uses the correct basis, he still cannot judge weather Al-
ice has performed operation Uy, on the state with the mea-
surement outcome, since he does not know its initial state.
In addition, if Bob intercepts S and sends Alice a sequence
of states prepared by himself instead. When Alice sends the
sequence to him after performing her operations, Bob pre-
serves the processed sequence and sends S back to TP. In
eavesdropping check, when Alice is required to publish the
corresponding bit in R; for a decoy particle first, Bob can
publish a fake value as the corresponding bit in R, to disguise
his eavesdropping action. However, when TP requires him
to publish first, his attack will be found with certain proba-
bility. In step 5, for each of the decoy particles, which one
of Alice and Bob should be first to announce the correspond-
ing controlling bit is randomly determined by TP, hence the
intercept-resend attack is considered noneffective.

4.2.2 Alice attempts to obtain the secret of Bob

Now let us consider that Alice is a dishonest participant who
wants to steal the secret from Bob. In this situation, also
the four operations that Bob performed on the states can-
not be discriminated precisely, hence the attack strategies
such as entanglement-measure, dense-coding attack [50] and
measurement-resend attack cannot be effective.

Then we consider the intercept-resend attack from Alice.
In the proposed protocol, Alice is more powerful than Bob
since the positions of the decoy states are chosen by herself.
If Bob does not shuffles the states in the sequence after his
operations in step 4, Alice can learn the information about
the secret of Bob without being noted. That is, after she re-
ceives the sequence S, she replaces the states in S with the
states prepared by herself except for the ones chosen as de-
coy states and sends the new sequence to Bob. After Bob
performs his operations on the states in the sequence and
sends them out, Alice intercepts the travelling sequence and
replaces the states which are encoded with the secret from
Bob also except for the decoys states. This means that the
eavesdropping done by Alice does not disturb any one of the
decoy states, hence she can obtain the secret from Bob with
the information of R, announced by Bob and his action will
not be noted in the eavesdropping check. However in this pro-
tocol, in order to prevent Alice from eavesdropping his secret
in this way, Bob shuffles the states in the sequence with a
permutation function G after his unitary operations. As Al-
ice has no idea of the function G, he cannot know the correct
positions of the decoy states, hence he will probably send TP
the incorrect decoy states. In the procedure of eavesdropping
check, if TP asks Alice to publish the corresponding bit in
R, first, her eavesdropping action will be found by TP with
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certain probability.

4.2.3 TP attempts to deduce the the secrets of the partici-
pants.

Different from most of the previous QPCE protocols [32,35—
38], the TP in our protocol is assumed to be a semi-honest
party, who may misbehave on its own but will not conspire
with either of the two participants. That is to say, the TP
in our protocols is more powerful since his/her is allowed to
do anything to steal the information about the secrets of the
participants by his/her own. However, TP cannot obtain any
information about X and Y except for the comparison result
in our protocol. First, the two participants in our protocol en-
coded their secrets with their shared key K by utilizing the
classical one-time pad. Second, the encrypted secrets (X’ and
Y’) are encoded in the operations performed by the partici-
pants (Alice and Bob). Since these operations cannot be pre-
cisely discriminated and K is private to Alice and Bob, TP
can obtain none of the useful information about the secrets of
the two participants (except for the comparison result for each
bit) unless he/she cooperates with one of the two participants
(Alice or Bob).

Thus, we have shown that the proposed protocol, which
can resist collective-dephasing noise, is secure against both
the outside attack and participant attack. As for the protocol
over the ideal channel (collective-rotation channel, all types
of unitary collective-noise channels), we can also show the
security of it just in the same way, since the operations {/, H,
U,HU}{l, H,, U,, HU,}, {I, H, U, HU}) cannot be dis-
criminated precisely according to the theorems given above
[42,51,52]. For simplicity, here we do not describe detailed
proofs.

5 Conclusions

Herein, we proposed a new QPCE protocol with single pho-
tons by utilizing collective detection. Our protocols have the
following merits. Firstly, the assumption about TP in our
protocols is more reasonable compared with the protocols
presented elsewhere [32,35-38]. Secondly, by utilizing the
collective detection, the qubit efficiency of our protocol is
higher than those of the protocols described by others [30—
32,34,36-38], also the cost of realizing this protocol is re-
duced since the two participants in this protocol need not to
be equipped with qubit generating device or quantum mea-
suring device. Thirdly, compared with the QPCE protocols
[30,31,33] which employs hash function to guarantee their
security, the security of our protocol is only guaranteed by
the laws of quantum mechanics. Moreover, the three pro-
posed versions of our protocol can combat with the errors
over collective-dephasing channel, collective-rotation chan-
nel and all types of unitary collective-noise channels, respec-
tively.
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