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We present a quantum secret sharing scheme between multiparty (m members in Group 1) and multiparty (n members in
Group 2), and analyze its security. This scheme takes EPR pairs in Bell states as quantum resources. In order to obtain the
shared key, all members only need to perform Bell measurements, rather than perform any local unitary operation. The total
efficiency in this scheme approaches 100% as the classical information exchanged is not necessary except for the eavesdrop-

ping checks.
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1 Introduction

In the last two decades, quantum cryptography has pro-
gressed quickly since the original work on quantum key
distribution by Bennett and Brassard [1]. Especially, the
first metropolitan quantum cryptography network for gov-
ernment administration has recently been field tested in
Wuhu, China by researchers of Key Laboratory of Quantum
Information [2,3]. Under the principle of quantum mechan-
ics, other cryptographic tasks can be realized, such as quan-
tum secret sharing (QSS).

The first QSS protocol was presented by Hillery, Buzek
and Berthiaume [4] by using a three-particle or a four-par-
ticle entangled Greenberger-Horne-Zeilinger (GHZ) state
for sharing a classical secret with three or four parties, and
generalized by Xiao et al. [5] into arbitrary multiparties.
Later Karlsson et al. proposed another QSS scheme [6] with
a two-photon polarization-entangled state. Afterward, QSS
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has attracted widespread attention and many studies focus
on QSS theoretically and experimentally [7-39].

QSS concentrates mainly on two kinds of research. One
only deals with the QSS of classical information [13-28], in
which a classical secret is shared among all participants
based on quantum mechanics, and the other with the QSS of
quantum information [29-39], in which the secret is an ar-
bitrary unknown quantum state. This paper mainly focuses
on the former.

Recently, a protocol for QSS between multiparty (m
members in Group 1) and multiparty (n members in Group
2) has been proposed by Yan and Gao [24]. In their protocol,
all members in Group 1 directly encode their respective
keys on the states of single photons via unitary operations,
and then the last one in Group 1 sends 1/n of the resulting
qubits to each of Group 2. After each member in Group 2
measures the photons according to all members’ measur-
ing-basis sequences in Group 1, the two groups share the
secret key. Unfortunately, Li et al. [25] and Han et al. [26]
pointed out that this protocol is insecure. Later, Yan et al.
[27] and Gao et al. [28] respectively presented two im-
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proved schemes for QSS between multiparty and multiparty.

However, these improved schemes still make it necessary to
use quantum memory and to publish much information
about the measurement basis, so the total efficiency is low.
In this paper, we will present a QSS scheme between mul-
tiparty and multiparty with Bell states and Bell measure-
ments. Compared with these known schemes, the total effi-
ciency of our scheme is higher, which approaches 100% as
the classical information exchanged is not necessary except
for the eavesdropping checks.

2 The quantum correlation property of Bell
states and Bell measurements

We first introduce the quantum correlation property of Bell
states and Bell measurements in multiparty protocols. For
simplicity, we first consider the three-party scenario. Sup-
pose there are three parties, say, Alice, Bob and Charlie, and
they share 3 EPR pairs in Bell states. Four Bell states are
defined as follows:

o)-
o)-
v)-
-

Without a loss of generalization, we assume that 3 EPR
), and ),
where Alice holds two particles 1 and 6, Bob, two particles
2 and 3, and Charlie, two particles 4 and 5, respectively, as
shown in Figure 1.

After the secure quantum channel is set up, if all partici-

pants measure their particles with Bell basis, the possible
relationships of their measurement results are shown in eq.
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Figure 1 Three-party sharing 3 EPR pairs. The two particles linked with
the bold lines are in Bell states. The panes with the dashed lines represent
the Bell-state measurements.
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Furthermore, if the participants code the state |g0+> as
‘00, |(p’> as ‘01, |1//*> as ‘10’ and |'>”7> as ‘11°, the
relationships between the possible measurement results and

the original quantum resources will satisfy the following

equation:
M OM,,®M,;; =R, DR, @Ry, (6)

where M p denotes the code of the Bell measurement re-
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sult on two particles i and j, and R, denotes the code of

the original Bell state of two particles s and ¢. For example,
in eq. (5), the possible measurement results of all partici-
pants must satisfy: M, @M ,, ® M, =00, since R, =01,
R, =10 and R, =11, that is, R,®R,, ® R, =00.
Thus, the measurement result of any one of the three par-
ticipants can be uniquely deduced by the remaining partici-
pant’s measurement results without any announcement.

For the generalization of three-party to m-party, the
quantum correlation property between the possible meas-
urement results and the original quantum resources still ex-
ists. That is,

M1(2m) @ M23 @ @ M(2m72)(2mfl)

=R, ®R, ®...OR,, .. 7
where RIZ @ R34 D..® R(2mfl)2m

is known in advance.
Especially, let R, ®R,,®..®R,,_,,, =00, then M

OM,,©..OM,, , 0, =00. If we can make use of the

quantum correlation property appropriately, we will build a
secret of classical information, which is shared among all
participants.

1(2m)

3 Quantum secret sharing between m-party
and n-party

Let Ay, Ay, ..., Ay, and By, B,, ..., B, all be members respec-
tively of Group 1 and Group 2 in our following protocol.
After executing this protocol, m members of Group 1 will
share a classical secret key with n members of Group 2,
such that all members of Group 1 or 2 can collaborate to
infer the shared secret key, but fewer members than these
cannot obtain any information about it. We assume that
there is a trusted third party, say, Trent, who generates all
quantum resources and distributes these particles to all par-
ticipants in security. The basic ideas of our QSS between
m-party and n-party can be seen in Figure 2.
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Figure 2 The rationale of our QSS between m-party and n-party. The two
particles linked with the bold lines are in Bell states. The panes with the
dashed lines represent the Bell-state measurements.
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In the following we describe the scheme in detail.
(1) Trent prepares (m+n)N EPR pairs. These EPR

pairs are divided into N groups, and each group has
(m+n) EPR pairs, which can be used to share two classi-

cal bits of the secret. Here, the EPR pairs in each group
must satisfy that the XOR result of their codes equals 00,
that is, R, ©..0R, , ©..0R,, =00 (see

b q @ aa
1111 12421
Figure 2). Moreover, he divides the particles into 2(m +n)
sequences as follows:

(B (a,), P (@), ... Py ()],

(B (ay,), Py(ay,)seees By ()], ...
(B (@), By (@), By (a,)],

(R (a,,), B (), ., Py ()],

[P (D), By (D)), . By (D)),

LR (b)), By(Byy), s By (D)) s
(B (5,1), B (B,)sees By (b)),

(B 5,2): B (b,)s s By ()],

S S

b ey b 9 b
a2 o L) by

which are denoted as S, , S

S,,» - S, and S, . respectively.

(2) Trent prepares 2(m+n) sets of decoy particles

which are sufficient for a statistical analysis of eavesdrop-
ping as the sample sets, which are denoted as R, ,

R ,...,R

9
a2 Ay A2

R R,,“, Rblz, ...,Rb"l and Rbnz’ respectively,

where every decoy particle in sample sets is prepared ran-
domly with either the Z-basis (i.e. { |0> , |1) }) or the X-basis

e {[+x)=1/2(j0)+[1)), |-x) =1/32(j0)=[1))} ).

Then Trent inserts R, , R, ,...R, . R, ., R, . R, ...,
Rb"l and Rb”z randomly into Sa“, San, ey Sam,
s ? Sb“, Sblz, ...,Sb"l and Sb,,z’ respectively. The new

s * *

%
© Saml ’ S ’ Sbn ’

A2

sequence is denoted as S:”, S

S

5y e
A
*

* * .
by e Sb”l and Sbm, respectively.

s

(3) Trent respectively sends two sequences S;I, S

G

.

to the member A; (1 <i<m ) and two sequences S;. , S,

to the member B; (1< j<n).
(4) After confirming that each member A; (1<i<m) or
B; (1< j<n) has received the two sequences (S:”, S‘:z )

or (S :” , S ;12 ), Trent announces the positions of the decoy

particles and the corresponding measurement basis. All
members measure the decoy particles according to Trent’s
announcements and tell Trent their measurement results.
Trent compares the measurement results of the members
with the initial states of the decoy particles in the sample
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sets and analyzes the security of the transmissions. If the
error rate is higher than the threshold determined by the
channel noise, Trent cancels this protocol and restarts; or
else all members of Group land Group 2 continue to the
next step.

(5) The members A; (1<i<
lth

m)and B; (1<
(P[(a,-l),P(an ) and

F(b;,)) respectively in the two sequences (Sa»l’

<n ) meas-
ure their
(B(by),
Sa,z) and (Sb“, Sbﬂ) with Bell basis for [ =1, 2, ... N

two-particle pair

Each measured result with Bell basis defines the two bits of

classical information: “00” if the result is go*>, “01” if it

is |¢*>, “10” if it is |y/> and “117 if it is |w> And
then each member can transform her (his) measured result
sequences into the classical bit strings &,

or k,, where
]

k, is the shared sub-key of the member A; (1<i<
k; is the shared sub-key of the member B; (1< j <

k=k, ®k, ©..0k,

m ) and
n). Let
. Then k is the secret key shared

between m members in Group 1 and n members of Group 2,

since all k, and k, satisfy the relationship:
k, ®k, ©.. 0k, Ok, Dk, ..k, =00..00,

k, ®k, ®..®k, =k, Ok, ©.. Ok, .

that is,
Thus, all mem-

bers of Group 1 (or Group 2) can infer the secret key k&
when they collaborate.

Please note that here we utilize the state coding and
multi-step transmission and block transmission methods,
which are first presented by Long et al. in ref. [40]. That is,
four Bell states are defined as two classical bits of the secret
respectively, and these EPR pairs are divided into two or-
dered sequences and then they are transmitted respectively.

4 Security analysis

Now we will prove that the present scheme is secure. A
dishonest member generally has more power to attack than
an outside eavesdropper, because he knows partial informa-
tion legally and can tell a lie at the stage of eavesdropping
detection to try to avoid introducing errors. Therefore, the
main goal for the security of QSS is to prevent dishonest
members from deception. In the following, we will mainly
consider the cases, in which some dishonest members try to
find the secret key by themselves without collaborating with
other members.

4.1 The security of the scheme against the inter-
cept-resend attack

Suppose that there is a dishonest member who can intercept
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the particle sequences transmitted from Trent to other
members, and resend the fake sequences prepared by herself
(himself) to other members (i.e. the intercept-resend attack).
In our QSS scheme between multiparty and multiparty, the
sender Trent and all members accomplish an honesty check
before they found the shared secret. That is, Trent inserts
randomly some decoy particles in the transmitted sequences,
requires the members to measure them later, and checks
their measurement results. In fact, if the dishonest member
starts an intercept-resend attack, he does not know which
are the decoy particles in the transmitted sequences and
which state the decoy particle is in. Since each decoy parti-

cle is random in one of the four states {|0>, |1>, |+x>,

|—x>}, the probability of not being detected is (1/4)7,

where ¢ is the number of the decoy particles in the se-

quences transmitted to other members.

4.2 The security of the scheme against the dishonest
member’s eavesdropping

Here we discuss a more complicated eavesdropping attack
by a dishonest member who can prepare an ancilla and en-
tangle the ancilla with the particles transmitted from Trent
to other members by a unitary operation. At a later time, he
can measure the ancilla to gain information about the secret.
For simplicity, we mainly analyze the security of the special
case, which involves one member in Group 1 and two
members in Group 2. For example, Alice shares a classical
secret with two members Bob and Charlie, as shown in Fig-
ure 1. Suppose Bob is the dishonest member, and Charlie is
the honest member. We first analyze the effect of Bob’s
eavesdropping on the decoy particles in this scheme using
the following equations [19,20]:

0)le), =[0)ea), +[1)]1), ®
0B|1>|8>B =[0)es), +[Dler), - ©)

~

UB

03|-x>|s>3=%<|o>|eo>3+|l>|a>3
1)), - 19)<0),)
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L YA VR EV R V| (1

where |g>B is the initial state of Bob’s ancilla and

{|80>,|81>,|gé>,|gl'>} are the pure ancilla’s states deter-
mined uniquely by the unitary operation U »- Therefore,
|50>,|51>,|5(’)>,|51’> must satisfy the relationship I}B(};

=1, ie.

(e0|e0)+ (e |e) =1 (el et)+(ellel) =1,
<51 |£0>+<51'|5(')> =0, <50 |51>+<5(; |51'> =0.
Given eqgs. (8)—(11), we can see that the action of Bob’s

eavesdropping will introduce an error rate for every decoy
particle at the stage of the honest check.

12)

B =(a &) =1-(5|5), (13)
Py =(e)|e0) =1-(el]e)), (14)

B =5 (ale) e e~ {eale)~{ale). 09
PB_:§<1_<50|55>_<51|‘91,>_<‘90|‘91,>_<gl|85>)‘ (16)

If Bob tries to achieve the eavesdropping without being
detected in the stage of the honest check, the error rates

P),P,,P;,P; have to equal O in the ideal environment.

Then, the states of the ancilla must satisfy the following
equation.

a7)

Therefore, in this three-party case, the whole quantum sys-
tems shown in eq. (5) should be rewritten with the effect of

Bob’s eavesdropping below.

AL 1

|¢ > >34 EB®U3|W >56|6>B:$(|OO>_|11>)12
1

® (I 0),Us[1).]2), +[1), U4 0}, |2),)
<l}3 |0>5 |g>3 |1>s _l}B |1>5 |g>B |0>6>
(|01>16 |OO>23 |10>45 |gl,‘90 >BB

- | 00>l6 |00>23 | 1 1>45 |gl,gl’>33 + | Ol>l6 | 01>23 |OO>45 | ) >BB
_|OO>16 |01>23 |01> |‘90 '> _|11>16 |10>23 |1O>45 |gl,80>33
+|10>16 |10>23 |11> |g]gl> _|11>16 |11>23 |00>45 |8080>BB

®

ool
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Given eq. (18), if Bob can distinguish between {|5050>BB

r .’ !
|6181>BB} and {|6061>BB’

Alice’s measurement result is |¢i> or |1//*> with his

|51’50>BB}, he can deduce that

measurement result. That is, he can secretly get the partial
information about the secret (i.e. it is {00, 01} or {10, 11}).

However, according to eq. (17), the elements in {|gogo >BB

’ ’ r ! . .
|gog, >33 s |8180>BB s |g, & >BB} are pairwise non-orthogonal.

19)

<‘9151 |51‘90> = <51
So, it is impossible for Bob to distinguish the elements in

{|8080>BB, |gog,'>BB, |81'80>BB, |81€]> } and thus he

can’t obtain any information about the shared secret.

4.3 The security of the scheme against the collusion
attack

In real life there may be two or more dishonest members,
and they can collude to perform an attack (i.e. the collusion
attack). Obviously, the two members B, and B, in Group 2
are most likely to perform the collusion attack, as shown in
Figure 3. For simplicity, we only consider the special case
of N =1. Their attack works as follows: in step (5), B,
and B, do not perform the Bell-state measurements on their
two-particle pair (b,,,b,) and (b,,b,,) respectively as
they should. In reverse, they respectively measure the other
two-particle pair (b,,,b,,) and (b,,,b,) with Bell basis

after exchanging two particles b, and b,,.



SHI RunHua, et al.
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Figure 3 The collusion attack of two dishonest members B, and B,. The
two particles linked with the bold lines are in Bell states. The panes with
the dashed lines represent the Bell-state measurements.

Here, k, and k, respectively denote the codes of

measured results of (b,,,b,) and (b,,b,). Then there

nl

exist the following equations by eq. (7):

k, ®k, ©..0k, ®k, =R, . ®R _ ®.OR _, , (20)
k®k, =R, , ®R, ®..®R,
1 1111 12921 m2%n2 (21)
(ask=k, ®k, ©..9k, ),
(ky, ®k, ©..k, )®k, =R, , ®_.®R,, . (22)

(k@ k; VO ((ky, Oky ©..ky IO k;” )

= (Rbu”n @ R”lz”ﬂ @ @ Ramlbml ) @ (Rbnlbm—nz @ @ Rbnblz )’
(23)
K@k, Sk, ®k, ®..k, Sk, =00, (24)
k=(k, ®k, )®(k, Ok, ®.k, ). (25)

Since k, @k, ®..k, is not known to two members B,

and B,, they do not obtain any information about the secret
key k from eq. (25). That is, our scheme is secure against
the collusion attack of two dishonest members B; and B,,. In
fact, it is still secure even if more dishonest members per-
form the collusion attack (as long as there is an honest
member in Group 1 and Group 2, respectively), because the
original states of the quantum resources in our system are
not public.

5 Conclusion

We have presented a way for quantum secret sharing be-
tween m-party and n-party with Bell states and Bell meas-
urements and analyzed its security. In this scheme, the effi-
ciency for qubits 7, =q,/q, approaches the maximal
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value 100% as almost all the EPR pairs are useful for car-
rying the message in principle, and here ¢, is the useful

qubits and g, is the total qubits transmitted. The total effi-
ciency 7, in this scheme also approaches 100% as the

classical information exchanged is not necessary except for
the eavesdropping checks.

Compared with the previous schemes, our scheme has
the following advantages.

1) Since all Bell states are generated by the trusted third
party, the members are not required to prepare entangled
states or perform any local unitary operation.

2) By using only Bell measurements, all members can
found and recover the shared secret key when they collabo-
rate.

3) No classical bit needs to be exchanged except for the
eavesdropping checks, i.e., the total efficiency of the
scheme approaches 100%.

The implementation of this scheme only needs exploiting
EPR pairs and Bell state measurements. With the present
techniques, the EPR pairs may be one of the optimal entan-
gled quantum resources for quantum secret sharing. We can
deduce that this scheme is feasible.
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