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Deterministic secure quantum communication

over a collective-noise channel
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We present two deterministic secure quantum communication schemes over a collective-noise. One
is used to complete the secure quantum communication against a collective-rotation noise and the
other is used against a collective-dephasing noise. The two parties of quantum communication can
exploit the correlation of their subsystems to check eavesdropping efficiently. Although the sender
should prepare a sequence of three-photon entangled states for accomplishing secure communication
against a collective noise, the two parties need only single-photon measurements, rather than Bell-state
measurements, which will make our schemes convenient in practical application.
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The principles in quantum mechanics provide some
novel ways for secure quantum communication.
For example, quantum cryptography supplies a se-
cure way for two legitimate users to generate a pri-
vate key. Since Bennett and Brassard published
the first protocol[1] in 1984, quantum cryptography
has attracted a lot of attention and has become one
of the most mature applications of quantum infor-
mation techniques[2−7]. With a private key, the
two parties can communicate their classical secret
message securely. Another important branch of
quantum communication is quantum secret sharing
(QSS). It is a quantum version of classical secret
sharing in which the sender Alice splits her private
key KA into two pieces KB and KC and sends them
to her two agents Bob and Charlie, respectively.
When and only when Bob and Charlie cooperate,

they can obtain the private key KA = KB ⊕ KC .
QSS provides a novel way for sharing a private key
among three parties[8−14]. Now, QSS is generalized
to sharing an unknown quantum state[15−21].

Recent years have seen the concept of quan-
tum secure direct communication (QSDC) pro-
posed and widely followed[22−47]. Different from
quantum cryptography whose task is to generate a
private key, QSDC is to transmit a secret message
directly, without private keys. From the point of
security, QSDC has more demands than quantum
cryptography as the secret message cannot be dis-
carded. As pointed out by Deng and Long[23−25,47],
for QSDC, the quantum states should be trans-
mitted block by block, similar to quantum cryp-
tography protocol proposed by Long and Liu[48].
In 2006, Li et al. divided secure quantum commu-
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nication into two classes[42]. One is QSDC and the
other is deterministic secure quantum communica-
tion (DSQC)[47]. They both can be used to trans-
mit secret message securely although there are
some differences between these two classes of secure
quantum communication. In a practical channel,
DSQC has some advantages[42] over QSDC. The
major advantage is that the qubits carrying the se-
cret message are not transmitted again after the
eavesdropping check[42] in DSQC, which will make
DSQC more secure than QSDC over a noisy chan-
nel and make DSQC more convenient for quantum
error correction.

In spite of the many schemes for DSQC[33−42,47],
none of them discuss the efficient application over
a noisy channel. In fact, the inevitable interac-
tion between qubits transmitted and the environ-
ment decreases the fidelity of the qubits trans-
mitted and even makes a quantum communica-
tion infeasible. For overcoming the decoherence of
quantum states by the channel noise, some good
methods have been proposed for quantum com-
munication, such as entanglement purification[49],
single-photon error rejection[50], decoherence-free
subspace (DFS)[51], and so on. Entanglement pu-
rification can in principle distill some maximally
entangled states from a mixed ensemble by con-
suming infinite quantum resource. Single-photon
error rejection requires less quantum resource, but
it can succeed probabilistically. DFS, composed
of several qubits, suffering from the same noise
in quantum channel will compensate the effect of
noise and keeps the invariability against the noise.
This good feature can be used to encode messages
in quantum communication over a collective-noise
channel[52,53]. Recently, Li et al. proposed an inter-
esting quantum dense coding protocol for quantum
cryptography over a collective-noise channel with
DFS[54].

In this paper, we will propose two DSQC proto-
cols over a collective-noise channel with DFS, fol-
lowing some ideas in ref. [54]. One is used against a
collective-rotation noise with three-photon entan-
gled states in which the state of the two photons
transmitted is immune to this noise. The other
is used against a collective-dephasing noise. The
two legitimate users can analyze the error rate for

eavesdropping check by using the correlation of
their subsystems. Although the sender should pre-
pare three-photon entangled states to complete the
task of DSQC over a collective-noise channel, the
two legitimate users need only single-photon mea-
surements on their photons, not Bell-state mea-
surements, which will make our schemes convenient
in a practical application.

1 DSQC against a collective-rotation
noise

A collective-rotation noise in a fiber can be written
as[54]

Ur|H〉 = cosθ|H〉 + sinθ|V 〉,
Ur|V 〉 = −sinθ|H〉 + cosθ|V 〉, (1)

where θ is the parameter of a collective-rotation
noise which fluctuates with time t. H and V

represent the horizontal and the vertical polar-
izations of photons, respectively. The two Bell
states |φ+〉B1B2 = 1√

2
(|H〉B1 |H〉B2 + |V 〉B1 |V 〉B2)

and |ψ−〉B1B2 = 1√
2
(|H〉B1 |V 〉B2−|V 〉B1 |H〉B2) both

are immune to a collective-rotation noise. This
good feature provides a novel way for secure quan-
tum communication against a collective-rotation
noise in a deterministic way, different from that
with the single-photon error-rejection scheme[50].

The principle of our DSQC scheme against a
collective-rotation noise can be described as fol-
lows.

(1) The sender Alice prepares a sequence of
quantum systems which are in the three-photon
entangled state |Φ+〉AB1B2 = 1√

2
(|H〉A|φ+〉B1B2 +

|V 〉A|ψ−〉B1B2). She divides the quantum systems
into two sequences SA and SB

[83,84]. That is, the
sequence SA is composed of the qubits A in all
quantum systems in turn and the sequence SB is
composed of the qubits B1B2 in each quantum sys-
tem.

(2) Alice sends the sequence SB to Bob and keeps
the sequence SA.

(3) After receiving the sequence SB, Bob picks
up some samples for eavesdropping check. That
is, he measures the samples in Bell states |φ+〉B1B2

and |ψ−〉B1B2 with one of the three measuring bases
ZB1 ⊗ ZB2 , ZB1 ⊗ XB2 and XB1 ⊗ ZB2 randomly.
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The state |Φ+〉AB1B2 can be written as follows:

|Φ+〉AB1B2

=
1√
2
(|H〉A|φ+〉B1B2 + |V 〉A|ψ−〉B1B2)

=
1
2
[|+〉A(|H〉B1 |+〉B2 − |V 〉B1 |−〉B2)

+ |−〉A(|H〉B1 |−〉B2 + |V 〉B1 |+〉B2)]

=
1
2
[|+〉A(|−〉B1 |H〉B2 + |+〉B1 |V 〉B2)

+ |−〉A(|+〉B1 |H〉B2 − |−〉B1 |V 〉B2)], (2)

where |+〉 = 1√
2
(|H〉 + |V 〉) and |−〉 = 1√

2
(|H〉 −

|V 〉) are the two eigenvectors of the measuring ba-
sis X.

(4) Bob tells Alice which qubits are chosen for
eavesdropping check and the outcomes of the mea-
surements on the samples.

(5) If Bob chooses the measuring basis ZB1⊗ZB2 ,
Alice chooses basis ZA to measure the photon A

corresponding to the sampling qubits B1B2; other-
wise, Alice chooses basis XA to measure the photon
A.

(6) Alice and Bob use the correlation between
their samples to analyze the error rate for eaves-
dropping check. If the transmission of the sequence
SB is secure, they measure the other quantum sys-
tems with the bases ZA and ZB1 ⊗ ZB2 for trans-
mitting their secret message, respectively. They
code the outcomes |H〉A, |H〉B1 |H〉B2 , |V 〉B1 |V 〉B2 ,
|+〉A, |H〉B1 |+〉B2 , |V 〉B1 |−〉B2 , |−〉B1 |H〉B2 and
|+〉B1 |V 〉B2 as the classical bit 0. They code
the outcomes |V 〉A, |H〉B1 |V 〉B2 , |V 〉B1 |H〉B2 ,
|−〉A, |H〉B1 |−〉B2 , |V 〉B1 |+〉B2 , |+〉B1 |H〉B2 and
|−〉B1 |V 〉B2 as the classical bit 1. If the error rate
is higher than the threshold, Alice and Bob repeat
the quantum communication from the beginning.

(7) Alice tells Bob the outcome CA = OA ⊕MA.
Here OA is the outcome of the measurement on
photon A in each quantum system for transmitting
secret message and MA is just the secret message
that Alice wants to tell Bob privately.

(8) Bob reads out the secret message directly
with her outcome OB , i.e. MA = CA ⊕ OB . Here
OB is the outcome of the single-photon measure-
ments on the photons B1 and B2.

From our scheme, one can see that a collective-
rotation noise does not affect the fidelity of the

quantum states transmitted. That is, this DSQC
scheme is immune to a collective-rotation noise.
On the other hand, although Alice should pre-
pare a sequence of three-photon entangled states
for DSQC over a collective-rotation noise channel,
the two legitimate users need only single-photon
measurements, not Bell-state measurements. This
feature will make our scheme convenient in a prac-
tical application.

2 DSQC against a collective-dephasing
noise

A collective-dephasing noise in a fiber can be writ-
ten as[54]

Up|H〉 = |H〉, Up|V 〉 = eiφ|V 〉, (3)

where φ is the parameter of a collective-dephasing
noise which fluctuates with time t. A logical qubit
composed of two physical qubits with an antiparal-
lel parity is immune to a collective-dephasing noise,
i.e.,

|0〉B ≡ |H〉B1 |V 〉B2 , |1〉B ≡ |V 〉B1 |H〉B2 . (4)

The principle of our DSQC scheme against a
collective-dephasing noise can be described as fol-
lows, similar to the case with a collective-rotation
noise.

(1) The sender Alice prepares a sequence of
quantum systems which are in the three-photon
entangled state |Ψ+〉AB1B2 = 1√

2
(|H〉A|HV 〉B1B2 +

|V 〉A|V H〉B1B2). Although the subsystem com-
posed of the two photons B1 and B2 is entangled
with the subsystem composed of the photon A,
it is immune to a collective-dephasing noise. For
DSQC, Alice divides the quantum systems into two
sequences SA and SB. That is, the sequence SA is
composed of the qubits A in all quantum systems
in turn and the sequence SB is composed of the
qubits B1B2 in each quantum system. Alice sends
the sequence SB to Bob and keeps the sequence SA.

(2) Bob picks up some samples for eavesdropping
check after he receives the sequence SB. That is, he
measures the two photons B1 and B2 in each sam-
ple with one of the two measuring bases ZB1 ⊗ZB2

and XB1⊗XB2 randomly. The state |Φ+〉AB1B2 can
be written as follows

|Ψ+〉AB1B2
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=
1
2
[|+〉A(|+〉B1 |+〉B2 − |−〉B1 |−〉B2)

− |−〉A(|+〉B1 |−〉B2 − |−〉B1 |+〉B2)]. (5)

That is to say, the outcomes obtained by Alice and
Bob are correlated if they choose two correspond-
ing measuring bases.

(3) Bob tells Alice which qubits are chosen for
eavesdropping check and the states obtained for
the samples.

(4) If Bob chooses the measuring basis ZB1⊗ZB2 ,
Alice chooses basis ZA to measure the photon A

corresponding to the sampling qubits B1B2; other-
wise, Alice chooses basis XA to measure the photon
A.

(5) Alice and Bob use the correlation between
their samples to analyze the error rate for eaves-
dropping check. If the transmission of the sequence
SB is secure, they measure the other quantum sys-
tems with the bases ZA and ZB1⊗ZB2 , respectively.
They code the outcomes |H〉A, |+〉A, |H〉B1 |V 〉B2 ,
|+〉B1 |+〉B2 and |−〉B1 |−〉B2 as the classical bit 0.
They code the outcomes |V 〉A, |−〉A, |V 〉B1 |H〉B2 ,
|+〉B1 |−〉B2 and |−〉B1 |+〉B2 as the classical bit 1.
If the error rate is higher than the threshold, Alice
and Bob repeat the quantum communication from
the beginning.

(6) Alice tells Bob the outcome CA = OA ⊕MA.
Here OA is the outcome of the measurement on the
photon A in each quantum system for transmitting
secret message and MA is just the secret message
that Alice wants to tell Bob privately.

(7) Bob reads out the secret message directly
with her outcome OB , i.e. MA = CA ⊕OB.

Same as the case with a collective-rotation noise,
a collective-dephasing noise does not affect the fi-
delity of the quantum states transmitted in this
DSQC scheme. Although Alice should prepare
a sequence of three-photon entangled states for
DSQC over a collective-rotation noise channel, the
two legitimate users need only single-photon mea-
surements, not Bell-state measurements.

3 Discussion and conclusion

In our two DSQC schemes, Bob first picks up the
samples for eavesdropping check and then tells Al-
ice their positions and their outcomes, by which all

the samples can be used for checking eavesdrop-
ping, similar to ref. [23]. Of course, this pro-
cess requires the two parties to be able to store
quantum states. As the present techniques are not
good enough to store an unknown quantum states,
we can modify our DSQC schemes, following some
ideas in ref. [42]. Now, Alice and Bob should first
pick up the samples for checking eavesdropping in-
dependently and then measure the other quantum
subsystems with ZA and ZB1 ⊗ ZB2 , respectively.
Suppose the probabilities that Alice and Bob sam-
ple the subsystems for eavesdropping check are PA

and PB , and the probabilities that Alice and Bob
choose the measuring bases ZA and ZB1 ⊗ZB2 are
PA/2 and PB/2 respectively, the probability for
them to obtain the correlated outcomes for eaves-
dropping check is PAPB/2. In addition, they have
the probability PS = (1 − PA)(1 − PB) to obtain
the outcomes for transmitting the secret message
in a deterministic way. When the number of the
bits of the secret message is large, the probability
approaches 100%, without resorting to quantum
storage technique.

Although the two parties of quantum commu-
nication exploit two photons transmitted to over-
come the decoherence by a collective noise, the
security of these two DSQC schemes is the same
as that in two-step QSDC scheme for the first
transmission of the checking sequence[23]. The two
legitimate users exploit the correlation between
two subsystems in a maximally entangled state
to check eavesdropping. In our DSQC scheme
against a collective-rotation noise, the two Bell
states |φ+〉B1B2 = 1√

2
(|H〉B1 |H〉B2 + |V 〉B1 |V 〉B2)

and |ψ−〉B1B2 = 1√
2
(|H〉B1 |V 〉B2 − |V 〉B1 |H〉B2) act

as the logical states |0〉B and |1〉B , respectively,
similar to two-step QSDC scheme[23]. In our DSQC
scheme against a collective-dephasing noise, the
two product states |H〉B1 |V 〉B2 and |V 〉B1 |H〉B2 act
as the logical states |0〉B and |1〉B , respectively.
That is, in our two DSQC schemes against a col-
lective noise, Alice and Bob exploit the correlation
of the Bell state 1√

2
(|0〉A|0〉B + |1〉A|1〉B) to ensure

the security of the sequence SB, same as two-step
QSDC scheme. In a word, our two DSQC schemes
against a collective noise are secure in principle.
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In conclusion, we have presented two DSQC
schemes over a collective-noise. One is used to
counteract a collective-rotation noise and the other
is used to counteract a collective-dephasing noise.
The two legitimate parties of quantum communica-
tion exploit the correlation of their subsystems in a
maximally entangled state to check eavesdropping

efficiently. Although the sender should prepare a
sequence of three-photon quantum systems for ac-
complishing secure communication against a collec-
tive noise, the two parties need only single-photon
measurements on their subsystems, instead of Bell-
state measurements, which will make our schemes
practically convenient.
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