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Spatial chaos-based image encryption design  

LIU ShuTang & SUN FuYan† 
College of Control Science and Engineering, Shandong University, Ji’nan 250061, China 

In recent years, the chaos based cryptographic algorithms have suggested some new and efficient 
ways to develop secure image encryption techniques, but the drawbacks of small key space and weak 
security in one-dimensional chaotic cryptosystems are obvious. In this paper, permutation and sub-
stitution methods are incorporated to present a stronger image encryption algorithm. Spatial chaotic 
maps are used to realize the position permutation, and to confuse the relationship between the ci-
pher-image and the plain-image. The experimental results demonstrate that the suggested encryption 
scheme of image has the advantages of large key space and high security; moreover, the distribution of 
grey values of the encrypted image has a random-like behavior.  

spatial chaos, two-dimensional logistic map, spatial bifurcation, image encryption 

During the last decades, the use of chaos in cryptogra-
phy has been of great interest in many areas, including a 
database, internet transaction banking, multimedia sys-
tems, and medical imaging, because chaotic systems 
have several significant advantages favorable to secure 
communications[1－3], such as aperiodicity (useful for 
one time pad cipher), sensitive dependence on initial 
conditions and system parameters (useful for confusion 
and diffusion processes), and ergodicity and random-like 
behaviors (useful for producing output with satisfactory 
statistics). Chaotic communication schemes are based on 
either discrete or continuous systems. Many cryptosys-
tems based on continuous systems utilize the idea of 
synchronization of chaos[4－6]. However, recent studies 
show that the performance of these communication 
schemes is very poor and most models of chaos com-
munications are insecure[7]. Recently, much attention has 
been given to chaotic communication schemes based on 
discrete systems, and many encryption schemes have 
been proposed based on different principles[8－16]. The 
basic ideas may be classified into the following major 
types: value transformation[8], position permutation[10], 
and their combining form[11]. Moreover, multiple chaotic 
systems[12], high-dimensional chaotic systems[13], multi-
ple iterations of chaotic systems[14] and other tech-

niques[15,16] have been proposed. But some of them have 
been known to be insecure, and various cryptanalyses 
have exposed some inherent drawbacks of chaotic 
cryptosystems[17－19]. To improve the degree of the pri-
vacy, spatiotemporal chaotic systems are widely used in 
chaotic cryptography for the excellent chaotic dynamical 
properties[16]. A spatiotemporal chaotic system is a spa-
tially extended system that exhibits spatiotemporal 
chaos, i.e., nonlinear dynamics in both space and time. 
Coupled map lattices (CMLs) are often adopted as the 
basic model of a spatiotemporal chaos system. Wang et 
al.[17] have shown that the communication with the 
CMLs is more secure than the communication with a 
single map. 

In this paper, a new design of a class of chaotic 
cryptosystems is suggested to overcome the aforemen-
tioned drawbacks by using high dimensional chaotic 
map and some conventional cryptography techniques for 
obtaining the high level security. A spatial chaotic map 
is a high-dimensional dynamical system based on the 
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nonlinear duality function[20], and a lot of research re-
sults of spatial chaos system, such as spatial periodic 
orbits, spatial lyapunov exponents and spatial chaos 
synchronization have been given[20－29]. Here we use 
high-dimensional chaos as the basic structure of the 
cryptography, which leads to the following significant 
advantages: Due to the high-dimensionality and chaotic-
ity, the output cipher-text has high complexity, long 
periodicity of computer realization of chaos, and 
effective byte confusion and diffusion in many 
directions in the variable space. All these properties are 
favorable to achieve high practical security. In this paper, 
we propose that the image encryption/decryption 
method belongs to the combining form of value 
transformation and position permutation. Spatial chaotic 
map is used to generate random sequence to shuffle the 
positions of pixels in the image. Meanwhile, another two 
different parameters spatial chaotic maps are used to 
confuse the relationship between cipher-image and 
plain-image. 
1  Spatial chaotic system 

The spatial generalized two-dimensional (2D) system 
difference form goes as follows[22,23,26－28]: 
 1, , 1 ,( , (1 ) ),m n m n m nx x f xω μ ω+ ++ = +  (1) 

where ,( , (1 ) )m nf xμ ω+  is nonlinear function, m, n 

and xm,n are three dimensional space geometric coordi-
nates, μ is a real parameter, and ω is a constant. In fact, 
System (1) can be regarded as a discrete analog of the 
following functional partial differential system: 

 ( , (1 ) ).v v f v
x y

ω μ ω∂ ∂
+ = +

∂ ∂
 (2) 

System (2) is a convection equation with a forced term, 
quite classical in physics. Therefore, qualitative proper-
ties of System (1) may lead to some useful information 
for analyzing this companion partial differential system. 

Noting that when n = n0, ω = 0, the system may be re-
duced to one-dimensional model: 
 

0 01, ,( , ).m n m nx f xμ+ =  (3) 

Because n0 is a constant, the above equation can be writ-
ten as 
 1 ( , ).m mx f xμ+ =  (4) 
This is a familiar one-dimensional model. Specially, 
when ( , ) (1 ),m m mf x x xμ μ= −  the equation is de-
scribed as 

 1 (1 ),m m mx x xμ+ = −  (5) 

which is a well-known classical one-dimensional 

Logistic system. When the parameter 3.7 4,μ< <  

the system is chaotic. 

Particularly, when ,( , (1 ) ) 1 [ (1 )m nf xμ ω μ ω+ = − +  
2

, ] ,m nx×  the 2D discrete dynamic system is described 

as 
 2

1, , 1 ,1 [ (1 ) ] .m n m n m nx x xω μ ω+ ++ = − +  (6) 

Research shows that when 2 1.55,  ( 1,1),μ ω> ∈ −≥  
the system is in a chaotic state. Since there are two itera-
tions variables, it can be called the spatial 2D Logistic 
map. 

The spatial chaotic system is a generalization of 
one-dimension chaotic map[22－29]. Since there are m and 
n two variables in spatial chaotic map, the encrypting 
sequence produced by this system is more complex and 
random-like than the one-dimensional chaotic system 
(only one variable m). It is more difficult to forecast 
such chaotic sequences. Therefore, spatial chaotic sys-
tem is more advantageous than the low-dimensional 
chaotic system. Compared with the one-dimensional 
logistic chaotic system, there are two control parameters 
μ and ω in the spatial chaotic system, and what’s more, 
simulation shows that the generalized spatial dynamic 
system orbit is extremely sensitive to the parameters[22－29]. 
The above spatial chaotic system generates chaotic be-
haviors for a wide parameter range, so the parameters μ, 
ω and initial values may all be used as secret keys. Spe-
cially when the parameters μ = 1.75, ω = −0.05, the cha-
otic and 2D bifurcation behavior of System (6) are 
shown in Figures 1－3. 
 

 
 

Figure 1   Chaotic behavior of spatial chaotic system when       μ = 1.75, 

and ω = −0.05. 
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Figure 2  Bifurcation behavior of System (6) in space. 
 

 
 

Figure 3  A section of spatial bifurcation phenomena of System (6). 
 
In the proposed method, three different parameter 

values spatial chaotic maps are employed to achieve the 
goal of image encryption. The first is when 1 1.6,μ =  

1 0.05,ω = −  the second is when 2 1.75,μ =  2 0.05,ω = −  

and the third is when 3 1.78,μ =  05.03 −=ω . The cor-
responding equations are as follows: 

 2
1, , 1 ,0.05 1 1.6[(1 0.05) ] ,m n m n m nx x x+ +− = − −  (7) 

 2
1, , 1 ,0.05 1 1.75[(1 0.05) ] ,m n m n m ny y y+ +− = − −  (8) 

 2
1, , 1 ,0.05 1 1.78[(1 0.05) ] .m n m n m nz z z+ +− = − −  (9) 

2  The proposed method 

2.1  Permutation 

According to Golomb’s three postulates for pseudo- 
random sequence, idea chaotic sequences should have 
such statistical characteristics as follows. 

Its average value is zero, the autocorrelation is delta 
function, and the mutual correlation is zero. 

A demonstration of autocorrelation and cross-corre-          
lation properties of the achieved sequence ,{ }i jx  by eq. 

(7) is given in Figure 4. Figure 4(a) shows the autocor-
relation characteristics, and Figure 4(b) shows the 
cross-correlation characteristics of two sequences only 
with a low change (<10−10) of initial value, which indi-
cates that ,{ }i jx  is sensitive to the secret key. One may 

know that ,{ }i jy  and ,{ }i jz  are also sensitive to the 

secret key in the same way. 
Image data have strong correlations among adjacent 

pixels, and in order to disturb the high correlation 
among pixels, a higher-dimensional spatial chaotic map 
is used to shuffle the position of the plain-image. With-
out loss of generality, we assume that the dimension of 
the plain-image is ;M N×  the position matrix of pixels 
is ,i jQ ( 0,1, , 1,i M= −… 0,1, , 1).j N= −…  The pro-

cedure for shuffling the position of pixels is described as 
follows: 

Step 1: For System (7) and a given 0,0 ,x  after doing 

 

 
 

Figure 4  Autocorrelation and cross-correlation characteristics. 
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some iterations, ,m nx  is derived as a new 0,0 ,x  and 

then let 
 14

0,0mod( 10 , ),h x M= ×  (10) 

[0, 1].h M∈ −  Continue to do the iteration of spatial 
chaotic map and do eq. (10) until one gets M different 
data which are all between 0 and 1,M −  and these data 
may be recorder in the form of ,ih 1,2, , ,i M= …  where 

,i jh h≠  if .i j≠  Then rearrange the row of matrix 

,i jQ  according to ih , 1,2, , ,i M= …  that is, move the 

1h  row to the first row and 2h  row to the second row, 

and thus a new position matrix ,
h
i jQ  is generated based 

on the transformation. For the new matrix , ,h
i jQ  we will 

produce column shuffling matrix column by column. 
The process is presented in the following. 

Step 2: Using the present 0,0x to do the iteration of eq. 

(7), then let 
 14

0,0mod( 10 , ).c x N= ×  (11) 

It is easy to see that [0, 1].c N∈ −  Continue to do 
the iteration of spatial chaotic map and do eq. (11) until 
we get N different data, all between 0 and 1,N −  and 
these data can be expressed ,ic  1,2, , ,i N= …  where 

,i jc c≠  if .i j≠  Then rearrange the data of every 

column for matrix ,
h
i jQ  according to ,ic  that is, move 

the first column to the 1c  column and the second col-

umn to 2c  column, and thus a new column transforma-

tion of matrix ,
h
i jQ  is generated. 

In order to further enhance the security, the column 
transformation can be done line by line, that is, from the 
first row of matrix till the last row of matrix , ,h

i jQ  the 

column transformation in the same way as the second 
step can be done under different 0,0x . 

2.2  Substitution 

The encryption process consists of three steps of opera-
tion. 

Step 1: Each element of the pixels of the shuffled 
image is the decimal grey value. Convert decimal pixel 
values to binary numbers and get a new M N×  matrix 

( , ).B i j  

Step 2: Choose two arbitrary initial conditions 0,0 ,y′  

0,0 ,z′  and quantize 0,0 ,y′  0,0z′  to binary values 0,0 ,y  

0,0.z  The two binary chaotic sequences ,{ }i jy  and 

,{ }i jz  are generated corresponding to eqs. (8) and (9). 

Respectively, intercept finite sequences from ,{ }i jy  

and ,{ }i jz  to construct two M N×  matrixes Y and Z. 

Step 3: The substitution of ( , )C i j  is defined by 
( , ) ((( ( , ) ( , )) mod 2) ( , ),C i j B i j Y i j Z i j= + ⊗  

where 0 1,  0 1.i M j N− −≤ ≤ ≤ ≤  This operation is 
implemented until all the elements in the image are en-
crypted. The decryption process is evident. Conversely, 
the encryption process is executed and the decrypted 
image will be obtained. 

3  Experimental results and security 
analysis 

3.1  Key sensitivity test 

In this paper, experimental analysis of the proposed en-
cryption scheme has been done with several images. 
Figure 5 is the 256 grey-scale plain-image and encrypted 
image of size 256256×  with the key: 0,0 0,0(K x y= =  

0,0 1 2 3 1 20.98;  0.05;  1.6,  1.75,z ω ω ω μ μ= = = = = − = =

3 1.78)μ = . The histograms of the plain-image and the 
corresponding encrypted image are shown in Figure 6. 
As is seen, the encrypted histogram is fairly uniform. 
Figure 7(a) is the decrypted image by using the right 
keys. It can be seen that the decrypted image is clear and 
correct without any distortion. But if we use the wrong 
keys: 0,0 0,0 0,0 1 2 3( 0.98; 0.05;K x y z ω ω ω= = = = = = = −  

1 2 31.6,  1.75,  1.78000000000001)μ μ μ= = = or K =  

0,0 0,0 0,0( 0.98000000000001;x y z= = = 1 2 3ω ω ω= = =

1 2 30.05;  1.6,  1.75,  1.78)μ μ μ− = = = , two the unex-
pected images will be gotten. Figure 7(b) shows the de-
crypted image by using the incorrectly key. So it may be 
concluded that the spatial chaotic encryption algorithm 
is sensitive to the key, a small change of the key will 
generate a completely different encryption result and 
cannot get the correct plain-image. As a result, differen-
tial attack would become very inefficient and practically 
useless. 

3.2  Correlation analysis of two adjacent pixels 

To test the correlation between two vertically adjacent 
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Figure 5  The experimental r  esults of (a) plain image  and  (b) encrypted image  . 

 

 
 

Figure 6   Histograms of  (a) the plain -image and  (b) encrypted image . 

 

 
 

Figure 7   Decrypted image . (a)  Decrypted image by correct key    ; (b) decrypted image by wrong key      , 

0,0 0,0 0,0 1 2( 0.98;  0.05;  1.6,  K x y z ω μ μ= = = = = − =  31.75,  1.78000000000001).μ= =  

 
pixels, two horizontally adjacent pixels, and two diago-
nally adjacent pixels, respectively, in a cipher-image, the 
following procedure was carried out. 1000 pairs of two 
adjacent (in vertical, horizontal, and diagonal direction) 
pixels from plain-image and cipher-image were ran-
domly selected and the correlation coefficients were 

calculated by the following formulas: 

 
1

1( ) ,
N

i
i

E x x
N =

= ∑  (12) 

 2

1

1( ) ( ( )) ,
N

i
i

D x x E x
N =

= −∑  (13) 
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Figure 8  Correlations of two horizontally adjacent pixels for (a) the plain-image and (b) cipher-image. 
 

 
1

1cov( , ) ( ( ))( ( ),
N

i i
i

x y x E x y E y
N =

= − −∑  (14) 

where x and y are grey-scale values of two adjacent 
pixels in the image. Figures 8(a) and (b) show the corre-
lation distribution of two horizontally adjacent pixels in 
the plain-image and that in the cipher-image. The corre-
lation coefficients are shown in Table 1. These correla-
tion analyses prove that the chaotic encryption algorithm 
satisfies zero co-correlation. 
 
Table 1  Correlation coefficient of two adjacent pixels in plain-image 
and cipher-image 

 Plain-image Cipher-image 
Horizontal 0.994948 2.44573×10−7 
Vertical 0.961046 −9.1226×10−8 
Diagonal 0.956190 9.2465×10−8 

 

3.3  Key space analysis 

A good encryption scheme should be sensitive to the 
secret keys, and the key space should be large enough to 
make brute-force attacks infeasible. In this algorithm, 
the initial conditions and parameters of three equations 
may be used as keys. If the precision is 10−14, the key 
space may reach 10126. One may see the key space is 
large enough to resist the attacks. 

3.4  Differential attack 

As a general requirement for all the image encryption 
schemes, the encrypted image should be greatly differ-
ent from its original form. To satisfy this requirement, 
two common measures, including the number of pixel 
change rate (NPCR) and unified average changing in-
tensity (UACI), can be adopted. NPCR stands for the 
number of pixels change rate while one-pixel of plain 
image is changed. UACI measures the average intensity 

of differences between the plain-image and cipher-  
image. For calculation of NPCR and UACI, assume two 
cipher-images C1 and C2 whose corresponding plain- 
images have only one-pixel difference. The grey-scale 
values of the pixels of the cipher-image C1 and C2 at 
grid ( , )i j  are labeled as 1( , )C i j  and 2 ( , ),C i j  respec-
tively. Take an array ( , )D i j  with the same size as im-

age C1 and C2. Then, ( , )D i j  is determined by 1( , )C i j  

and 2 ( , ).C i j  So, if 1 2( , ) ( , ),C i j C i j=  then ( , )D i j =  
1; otherwise, ( , ) 0.D i j =  NPCR and UACI are defined 
through the following formulas: 

 
( , )

NPCR 100%,ij D i j

W H
= ×

×
∑

 (16) 

1 2| ( , ) ( , ) |1UACI 100%,
255ij

C i j C i j
W H

−⎡ ⎤= ×⎢ ⎥× ⎣ ⎦
∑  (17) 

where W and H are the width and height of C1 or C2. 
Tests have been performed on the proposed scheme, 
about the one-pixel change influence on a 256 grey- 
scale image of size 256256× . We obtained NPCR = 
0.3870% and UCAI = 0.3042%. The results show that a 
small change in the original image will result in a sig-
nificant shift in the cipher-image, so the algorithm pro-
posed has a good ability to anti differential attack. 

3.5  Other attacks 

As for known-plaintext and chosen-plaintext attacks, the 
illegal users are assumed to have obtained several 
plain-image and cipher-image pairs, and both pairs share 
a common key K. In these cases, the outlaws can ana-
lyze these pairs to obtain the common key K, and cor-
rectly decrypt the next cipher-image if the sender still 
encrypts his next original image by K. To prevent these 
attacks, we define that our private key is disposable, i.e., 
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it is requested to change the secret key frequently be-
tween each section of communication. Since no com-
mon key exists in our cryptosystem, no one may break 
our cryptosystem with the known-plaintext or the cho-
sen-plaintext attack. 

4  Conclusions 

This paper presents a new encryption algorithm, which 
is to use spatial chaotic map to finish the encryption 

 process. The proposed algorithm overcomes the draw-
backs of small key space and weak security in the 
widely used 1D chaotic system. The statistical analysis, 
key sensitivity analysis, and key space analysis demon-
strate that the encryption algorithm is effective and 
highly secure. Although the spatial chaotic system pre-
sented in this paper aims at 2D image encryption, it is 
not just limited to this area and may be widely applied in 
other fields such as 3D image encryption. 
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