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An efficient quantum secret sharing protocol with orthogonal product states in the
3®3 Hilbert space is presented. The particles in the orthogonal product states
form two particle sequences. One sequence is sent to Bob and the other is sent to
Charlie after rearranging the particle orders. With the help of Alice, Bob and Charlie
make the corresponding local measurement to obtain the information of the or-
thogonal product states prepared. This protocol has many distinct features such as
great capacity and high efficiency.
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Quantum secret sharing (QSS) is a quantum counterpart of classical secret sharing[l]. Now, there
are many theoretical and experimental studies on QSS, for instance in refs. [2—16]. QSS provides
a secure way for sharing not only classical information®'” but also a quantum secret!'' "% Most
existing QSS protocols use entangled states and the participants choose randomly one of two sets
of measuring bases (MBs), for example the protocols proposed in refs. [2—7, 11, 12]. The intrinsic
efficiency of some protocols is nearly 50%, for example the protocols in refs. [2,3]. Some tech-
niques from quantum key distribution (QKD) for improving the intrinsic efficiency!®'”'® can be
used for improving their efficiency in some QSS protocols. For example, the favored-measuring-
basis technique!'” and the measuring-basis-encrypted technique!" are extended to the multiparty
QSS schemes in ref. [7]. In the measuring-basis-encrypted QSS scheme, a three-party control key
is generated first among the three parties, and it is used repeatedly to control the use of the alter-
native MBs. In ref. [19], Deng et al. proposed an efficient quantum secret sharing scheme with
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Einstein-Podolsky-Rosen pairs which employs dense coding™ and an order-rearrangement
idea®"). The basic idea of order-rearrangement is that the sender, Alice, mixes up the correct cor-
relation of the particles in the EPR pairs so that Eve does not know which two particles are the
particles in an EPR pair and he cannot perform Bell-basis measurement to steal the secret infor-
mation. Later Alice restores the correct correspondence of particles and obtains the result with
Bell-basis measurement. The idea of order-rearrangement has been introduced into quantum secure
direct communication, for example the protocols in refs. [22, 23].

Entanglement is not necessary in quantum secret sharing. In ref. [8], Guo et al. proposed a QSS
protocol without entanglement based on a modified BB84 QKD protocol and the efficiency is
improved to approach 100%, with the use of quantum data storage. In ref. [9], based on a quantum
secure direct communication (QSDC) protocol ™, Zhang et al. proposed a (n, n)-threshold scheme
of multiparty quantum secret sharing of classical messages (QSSCM) using only single photons. In
ref. [25], Deng et al. presented quantum secret sharing and secret splitting protocols with single
photons running forth and back between the participating parties. In ref. [26], Hsu et al. proposed
three quantum secret sharing protocols using product states. The first two protocols adopt the
quantum key distribution protocol using product states”””. In the third proposed protocol,
three-level Bell states are exploited for qutrit preparation via nonlocality swapping. However,
about half of the outcomes have to be dropped.

In this paper, we present an efficient quantum secret sharing protocol with orthogonal product
states in the 3®3 Hilbert space. Our protocol employs the order-rearrangement idea®. The
particles in the orthogonal product states form two particle sequences. One sequence is sent to Bob
and the other is sent to Charlie after rearranging the particle orders. Bob and Charlie make the
corresponding local orthogonal measurement to obtain the information of the state sent by Alice.
The information that Alice wants to send exists in the correlation of particles in the orthogonal
product states. This protocol has many distinct features such as great capacity and high efficiency.

The proposed QSS scheme has three advantages. Firstly, there is no need to prepare any entan-
glement. Secondly, the intrinsic efficiency is nearly 100%, and all the particles in the orthogonal
product states except those used for eavesdropping check are retained for secret sharing. Lastly, each
orthogonal product state carries 3 bits of information because one state in a complete set is not used.

1 Quantum secret sharing scheme

For 3®3 system, one of the two-qutrit bases in a complete set {| ¥, >} is as follows:
1
2
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where the subscripts B, C denote the particles of Bob and Charlie, respectively.

For 3®3 system, we just write out one of the various complete base forms, and still 17 com-
plete sets of product states possess nonlocality without entanglement[26].

An ordered N orthogonal product state sequence is denoted by [P1(B); P;(C); P2(B); P2(C);...;
Pi(B); PAC);...;PNy(B); PM(C)]. We denote P(B) for one particle for Bob in the ith orthogonal
product state, and P,(C) for Charlie, i = 1, 2,..., N. We can take one particle P,(B) from each or-
thogonal product state (P,(B); P,(C)) to form the first particle sequence [P1(B), P»(B), P3(B),...,
Pa(B)]. The remaining particles form the second particle sequence [P;(C), P,(C), P3(C),..., Px(C)].

Because the information is encoded in the orthogonal product states, to guard the secret infor-
mation from eavesdropping, Alice cannot allow Eve to acquire simultaneously both particles in the
orthogonal product states. If the correct correspondences of particles in the orthogonal product
states are mixed up, Eve cannot know which two particles are in the same orthogonal product state.
For example, the order of the first particle sequence [P(B), P2(B), P3(B), ..., PA(B)] is maintained
throughout the transmission process. And the order of the second one [P;(C), P,(C), P5(C), ...,
PAp(C)] is rearranged according to the order-rearrangement operations performed by Alice. What he
can do is just to guess this correspondence. Inevitably, he will cause significant errors in the data if
he tries to eavesdrop. Depicted in Figure 1! is an example of four such rearrangement operations.
Operation EQ =1 is the identity operation and no change is made to the second particle sequence. If
the rearrangement operation is E1, Alice exchanges the order of particles 1 and 2, and particles 3
and 4 in the second particle sequence. Without knowing the correct particle correspondence, Eve’s
joint orthogonal measurement will obtain no useful information and cause errors. This leaves his
trace in the results, and the participants can find Eve by checking a subset of results of their
measurement.

v <
<

EO El E2 E3

Figure 1 Order-rearrangement operation'?'),
Now we first give the details of the QSS scheme. For simplicity, we fix the number of the or-

thogonal product states in each group to four, and the number of rearrangement operations is also
restricted to four. There are two phases in this QSS scheme: preparation phase and revealing phase.
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In this scheme, we do not use the state |1>5|0>. because the nonlocality in the complete set in

eq. (1) is preserved even if the |1>5|0 > state is excluded®®. So each product state can carry

three-bit information.

Preparation phase:

(1) Alice, Bob and Charlie agree that ¥,, ¥,, ¥,, ¥,, ¥s, ¥4, ¥,, ¥ represent classical
information 000, 001, 010, 011, 100, 101, 110, 111, respectively.

(2) Alice prepares a sequence of particles [P;(B); P1(C); P2(B); Po(C);...; P(B); P(C);...; PMB);
Pn(C)] randomly in one of the nine orthogonal product states except |1>5|0>.. Alice makes a
record of the orthogonal product states. These particles are divided into groups, and each group has
four orthogonal product states.

(3) Alice takes a particle from each orthogonal product state in a group and sends these four
particles in its original order through the AB channel to Bob. Alice makes an order rearrangement
operation to the remaining four particles using randomly one of four operations shown in Figure 1,
and then sends them through the AC channel to Charlie.

(4) After Bob and Charlie receive the particles, Alice publishes the order rearrangement opera-
tion for each group. With this information, Bob and Charlie get the correct correspondences of their
particles.

(5) According to her record of the orthogonal product states, Alice chooses the positions of
particles randomly and firstly requires Bob(Charlie) to make a local orthogonal measurement on
the basis of {|0>,|]1>,/2 >} and publish his outcomes. According to the outcomes of measure-

ment of Bob(Charlie), Charlie(Bob) makes the conditioned local orthogonal measurement and
publishes his outcomes. For example, if the outcome obtained by Bob(Charlie) is |2 >, Char-

1

V2

lie(Bob) makes a conditioned local orthogonal measurement on the basis of { (0>+|1>),

%(|O>—|l>),|2>} [{|0>,%(|1>+|2>),%(|1>—|2>)H.

(6) According to their outcomes, Alice makes the error rate analysis. If the error rate is lower
than the threshold &,, Bob and Charlie retain the remaining particles for use in the revealing

phase. Otherwise, Alice abandons this QSS scheme.

Revealing phase:

(7) To recover the full secret, Bob and Charlie have to need Alice’s help. According to her record
of the orthogonal product states, Alice firstly requires Bob(Charlie) to make a local orthogonal
measurement on the basis of {|0>,/1>,/2>}. After Bob(Charlie) makes an orthogonal meas-

urement, he tells his outcomes to the other receiver secretly.

(8) The other receiver, Charlie(Bob), performs the conditioned local measurement and keeps his
outcomes secretly.

(9) To check if the possible dishonest receiver exists, Alice divides their outcomes into two
subsets: one subset, Bob performs the first local measurement; and the other subset, Charlie per-
forms the first local measurement. Alice chooses some outcomes from each subset randomly, re-
spectively and requires them to publish their outcomes. If the error rates are tolerable, Alice con-
siders that no dishonest receiver exists. Otherwise, she abandons this QSS scheme.
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Now we will describe this scheme in detail. Steps (1) and (2) are obvious. Let us explain step (3).
The goal of step (3) is to mix up the correct correspondences of particles in the orthogonal product
states so that Eve cannot know which two particles are in the same orthogonal product state.
Suppose Eve intercepts the qutrits P(B) and P;(C), then Eve can perform some joint measurement
on the qutrits P{B) and P,(C) on the basis of eq. (1). However, possibly the qutrits P(B) and P,(C)
are not an orthogonal product state in eq. (1) and his measurement will cause errors. Eve still takes
another strategy to obtain the information of single particle P,(B) (P,(C)) by performing the local
measurement on P(B) (P{C)). However, because the qutrit P,(B) (P(C)) is chosen from the
S 1250, 12005 +1>),

2
1 1 1
%(|1>B —|2>B)} [{E(|O>c +12>c), [2>¢, E(|O>c +1>c), 1>, $(|O>C =[1>¢),

nonorthogonal set {| 0>g, (10>5 —[1>p),

1
V2
Eve’s local measurement will obtain no useful information and cause errors. In step (4), Bob and
Charlie get the correct correspondences of their particles. That is, Bob and Charlie’s ith qutrits are
Pi(B) and P,(C), respectively. Step (5) is used to detect possible eavesdropping attack. Suppose
Alice announces the state information for the ith qutrit pair. For the present discussion, we suppose
Bob is honest. In the error-free case, Alice expects that Bob and Charlie can find some P,(B) and
P/(C). However, deception can be detected if receivers announce wrong outcomes on the appro-

(10> -2 >C)}J, according to the Heisenberg uncertainty principle of quantum mechanics,

priate measurement basis. For example, if the state prepared is ¥,, then Alice firstly requires
Charlie to make a local measurement on the basis of {|0>,]1>,/2 >} and publish his outcome. In
the error-free case, Charlie obtains the |2 >. If Charlie obtains the |0 > or |1>, Alice considers
that either Eve exists or Charlie is dishonest. This QSS scheme fails. If Charlie obtains the |2 >,
according to the outcome of measurement of Charlie, Bob makes the conditioned local orthogonal
1 1
V2 2

. 1 . . . . .
If Bob obtains the —=(]1>—|2>) or |0>, then Alice considers that either Eve exists or Charlie

2

is dishonest. In the cases for the other states prepared by Alice, the analysis is similar. In step (6),
Alice makes the error rate analysis. In the revealing phase, we can suppose that no eavesdropper,
Eve, but a dishonest agent possibly exists. Here, we still suppose Bob is honest. Steps (7) and (8)
are used to recover the secret by Bob and Charlie with the help of Alice. In step (9), Alice checks if
the possible dishonest agent exists. Similar to the above example, Bob knows Charlie’s meas-

measurement on the basis of { (1>+]2>),—=(1>-]2>),|0 >} and publishes his outcome.

urement outcome is |2>. If his outcome is | 0>, then Bob immediately knows that Charlie is

dishonest. For the case with the outcome L(| 1>-|2>) of Bob, Alice can check dishonest

NG

agent’s existence by further comparing some outcomes. If Charlie himself wants to obtain the state
information prepared only by guessing after he performs the first local measurement without the
help or authorization of Bob, he obtains either three-bit full information or zero-bit information.

For example, if Charlie’s measurement outcome is |2 >, he guesses the state prepared is ¥, or
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W,. These two states ¥, and ‘¥, represent 001, 110, respectively. The encoding of the states

prepared different from that in ref. [26] reduces the eavesdropper’s mutual information.

2 Security analysis

Now, we consider the security of the present scheme. Recall that four possible states H| 0>,

[1>, (10>—-1]1>), L(| 0>+|1 >)}J are exploited in the BB84 protocol. This scheme can

1
N J2
be regarded as the hybrid of three BB84 protocols based on three different sets of four states
{| i> |j>, %q i>—|j>), %Q i>+]|J >)}, where (i, j) are (0,1), (1,2), (2,0), respectively.
The permutation of particles and the eavesdropping check in steps (5) and (9) can find the possible
eavesdropping with higher probability than the BB84 protocol.
Now we just consider some possible attacks.

2.1 Misstate strategy

Since Bob and Charlie have to discuss Alice’s preparation, the intuitive cheating is to lie to the
honest receiver. If the eavesdropper is Charlie, the simplest method of cheating is to misstate local
measurement outcomes to the other receiver. However, such deception can be detected in steps (9)
(Note that Charlie can only take this strategy in the revealing phase) because Alice can choose a
portion of such outcomes to compare.

2.2 Intercept-resend strategy

In the present scheme, the eavesdropper can perform any joint measurement. However, only when
the eavesdropper performs a correct collective or local measurement on these two intercepted
qutrits can the eavesdropper access full secret information. Otherwise, the eavesdropper will fail to
know the secret. For example, the eavesdropper intercepts the qutrits P,(B) and P,(C) with the state
|0>®]|2>. Ifthe eavesdropper performs the measurement on the basis of eq. (1), then he will get

|0 > %Q 0>=£]|2>) with equal probability % and his measurement will cause error.

Moreover, the no-cloning theorem guarantees that a perfect clone of possible nonorthogonal
states is impossible.

2.3 Coherent measurement attack strategy

For the eavesdropper, the possible states after Alice’s order-rearrangement operation are
non-orthogonal and he never distinguishes them deterministically. So this scheme indeed has the
same essence as BB84-type protocols. Next we consider the case of coherent measurement attack.
Coherent measurement attack for BB84-type protocols has been discussed in refs. [29, 30] where
they are proved to be secure. So this scheme is also secure.

In addition, under practical conditions, the detection efficiency is not equal to 1, and the quan-
tum channel is noisy. These details of security analysis are important and merit detailed analysis,
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and will not be studied in this paper.

3

Conclusion

An efficient quantum secret sharing protocol with orthogonal product states in the 3® 3 Hilbert

space is presented. The particles in the orthogonal product states form two particle sequences. One

sequence is sent to Bob and the other is sent to Charlie after rearranging the particle orders. Bob
and Charlie make local measurement and cooperate to obtain the full information of the orthogonal
product states sent by Alice. This protocol has many distinct features such as great capacity and
high efficiency.

In addition, using the idea of order-rearrangement!*"), the orthogonal product states can be re-

placed with other states such as EPR entangled states.
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