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Abstract This paper proposes DNA-PKC, an asymmetric encryption and signature cryptosystem by combin-

ing the technologies of genetic engineering and cryptology. It is an exploratory research of biological cryptology.

Similar to conventional public-key cryptology, DNA-PKC uses two pairs of keys for encryption and signature,

respectively. Using the public encryption key, everyone can send encrypted message to a specified user, only the

owner of the private decryption key can decrypt the ciphertext and recover the message; in the signature scheme,

the owner of the private signing key can generate a signature that can be verified by other users with the public

verification key, but no else can forge the signature. DNA-PKC differs from the conventional cryptology in that

the keys and the ciphertexts are all biological molecules. The security of DNA-PKC relies on difficult biological

problems instead of computational problems; thus DNA-PKC is immune from known attacks, especially the

quantum computing based attacks.
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1 Introduction

Cryptography is a branch of science which studies the encoding of information for the purpose of hiding
messages. The development of cryptography is strongly related to human’s information-processing capa-
bilities and computing capacities. When the electronic computer technology is approaching the physical
limit, people turn themselves to the study of new computation technologies which might profoundly
influence the development of cryptology in the future. Biological computing (e.g. DNA computing)
and quantum computing are two most promising technologies under development. However, new crypto
technology does not always follow the development in novel computation technology. Since Wisner [1]
first proposed the premature idea of quantum cryptology in the 1970s, the quantum cryptology has been
studied for nearly 40 years. Today, quantum cryptology is still far from changing the domination of the
conventional cryptology, while significant progresses have been achieved in the field of quantum commu-
nication [2–5]. Although quantum computing is also a potential threat to current cryptology, there is still
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a long way to go before we can implement its potential power [6, 7]. On the other hand, since Adleman [8]
demonstrated the first DNA computing model, 15 DNA computing conferences have been held annually,
different algorithms have been proposed and the computational power in laboratory environment was
expanded extensively [9–15]. DNA computing experiments were also used to attack NP-C problems and
conventional cryptosystem [16–20]. But comparing to DNA computing, the research of biological cryp-
tology attracted less attention [21–25]. As a preliminary study of the biological cryptology, this paper
proposes the DNA-PKC—an asymmetric encryption and signature cryptosystem based on the nature of
DNA molecules.

2 Elements of DNA-PKC

DNA is the abbreviation of deoxyribonucleic acid which is the germplasm of all life forms. A typical
DNA molecule has two anti-parallel strands consisting four types of nucleotides (or bases), which are
adenine (A), thymine (T), cytosine (C) and guanine (G). Complementary DNA strands are held together
by forming hydrogen bonds between bases (base pairing) from each strand specifically with A bonding
only to T and G only bonding to C. In that the double helix structure DNA was discovered by Watson
and Crick, the complementary structure is called Watson-Crick complementarity [26]. Their discovery
of DNA helix structure is one of the greatest scientific discoveries in the 20th century, which reduced
genetics to chemistry and laid the foundations for current biology research [27].

Complementary base pairing is also the basis of DNA chip technology, called gene chip, microarray,
oligo-chips or biochips. DNA chip is fabricated with in situ synthesized oligo nucleic acids or spotted
cDNA probes. Tens of thousand DNA probes are arranged on glass or silicon matrix and numerous
labeled complementary probes are annealed on the chip to get various hybridization spectrums, revealing
the genetic information. As a result, the use of DNA chip can increase the hybridization efficiency
thousands of times [28–31], improving people’s ability in understanding genetic information dramatically.

Although many kinds of biological molecules can be used in biological computing and biological cryp-
tology, DNA is so far the most popular one. Thus, biological computing and biological cryptology are
also called DNA computing and DNA cryptology. Like conventional cryptography, a biological cryptosys-
tem also consists of the sender Alice, the receiver Bob, and the challenger Eve. Biological cryptosystem
differentiates it from conventional cryptosystem as follows:

1) Instead of a copy of data, keys in biological cryptosystem are biological molecules and some other
secret information, such as hybridization condition, rules of reading the information, etc.

2) The ciphertext is in the form of biological molecules, in a mixture or on a chip.
3) One obtains the ciphertext and the key physically, or in other possible way in the future, not over

electronic communication.
Just like conventional public-key cryptosystem, encryption key and decryption key in a biological

cryptosystem are different. There are several shares of the public encryption key ek and only one share
of the private decryption key dk. It is easy to encrypt the plaintext into the ciphertext with ek, but it
is difficult to decrypt the ciphertext without dk. On the other hand, with dk one can easily decrypt the
ciphertext to the plaintext. In DNA-PKC, one set of DNA probes is designated as the encryption key
ek, and another set is used as the decryption key dk. Hybridization condition can also be regarded as a
part of the decryption key. Any sender can use a share of ek to generate a ciphertext. The hybridization
result of ek and dk will be treated with certain standard to translate the hybridization signals back to
the encrypted message. Similarly, in the DNA-PKC signature scheme, the owner of the private signing
key uses the key to generate a signature, others can verify the signature using the share of the public
verification key without the ability to forge the signature. Unlike conventional schemes, keys in DNA-PKC
are DNA probes instead of a copy of data; and one gets his key physically, not electronically.

3 Key generation

Stable molecules such as DNA, PNA [32] and protein can be used as the key in our cryptosystem. In this
work, we choose DNA as the material to establish our system.
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Step 1. Prepare encryption/decryption keys. One probe set is the encryption keys, and the other one
is probes mixture as decryption keys. The encryption key set consists of purified probes, i.e. synthesized
DNA or probes selected from homologous DNA. These probes are kept in tubes or micro-tubes separately.
The decryption probes are in forms of solution, which have certain relationship with the encryption probes.
The solution can be extracted from former experiment materials or be formulated freshly, which contain
probes complementary and hybridize to the encryption key.

Step 2. Encryption keys and decryption keys are chosen for the cryptosystem respectively. We use
the probes in encryption probes set to fabricate DNA chips (each type of probes forms a spot and for
the purpose of quality control, several replications can be generated for each spot). We hybridize the
encrypted chip with decryption probes candidate under certain hybridization condition. The condition
of the hybridization can be defined due to previous experiment data. If the result of the hybridization is
ideal; that is, there are a certain quantity of (over 20%–30%) probes on the chips showing signal with high
intensity, probes used in the cryptosystem can be selected. Or else, hybridization condition or decryption
probes candidate will be changed and more hybridization experiments will be executed till certain result
can be met. With determined standards, probes (encryption and decryption) with signal intensity higher
than a certain value are collected into a set representing binary digit “1” and the probes with signal
intensity lower than a certain value are collected as binary digit “0” correspondently. Other probes are
discarded. The set of probes 0 and probes 1 will be used as the encryption key. An alternative method is
only selecting probes 1 according to a certain standard and selecting probes randomly as probes 0. Using
this method, errors might happen sometimes. However, the errors will affect the decryption with very
low probability.

The process of key generation is a process of biological experiment. The study of DNA cryptology is
still in the exploratory stage currently; other key generation schemes might be investigated in further
studies.

4 Encryption and decryption

1) Key distribution. If Bob wants to participate in DNA-PKC cryptosystem, he randomly chooses his
key pair (ek, dk), and keeps dk secret as the decryption key. The public encryption key ek can be divided
and stored into multi share and distributed to intended receivers.

2) Encryption process. If anyone such as Alice wants to send messages to Bob, she acquires a share
of Bob’s encryption key, and uses the key and plaintext to fabricate DNA chips as the corresponding
ciphertext. DNA probes representing 0 and 1 are arranged as the binary representation of the plaintext
on these chips. Then she can send these chips to Bob through an insecure way.

3) Decryption process. Bob uses his decryption key dk to hybridize with Alice’s DNA chips and
analyzes the hybridization signals to retrieve the plaintext.

If another one such as Tom also wants to send message to Bob, he can just do what Alice has done.
Only Bob can decrypt all these ciphertexts. The details of encryption and decryption are similar to what
is described in [25].

5 Signing and verification

1) Key distribution. If Bob wants to participate in DNA-PKC cryptosystem, he randomly chooses his
key pair (vk, sk), and keeps the sk secret as the signing key. The public verification key vk is copied as
several shares and distributed to the verifiers.

2) Signature process. Bob can use the signing key sk to fabricate DNA chips for a given message.
DNA probes representing 0 and 1 are arranged as the binary representation of the message in chips. The
chips can be sent to intended receiver through an insecure way.

3) Signature verification. After an intended receiver such as Alice has received the DNA chips from
Bob, she can use a share of Bob’s verification key to hybridize with the DNA chips to verify Bob’s
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signature. If another one such as Tom also wants to verify Bob’s signature, he can just do what Alice has
done. Their shares of the verification key can be different. Although they all can verify Bob’s signature,
neither of them can forge the signature.

6 Security

6.1 Two levels of security

The security of DNA-PKC = biological security + computational security. To make a vivid metaphor, this
is just similar to a coffer with two layers. The first security level is the biological security. The carriers
of DNA-PKC are biological molecules: while getting the ciphertext, biological information cannot be
transformed to digital data without breaking the biological security. The condition here is similar to that
of quantum communication in which an adversary intercepts quantum. As a result, any mathematical
attack is unavailable. The second security level is computational difficulties. Because of the inherent
massive parallelisms of DNA, the attack of DNA-PKC leads to much greater computational complexity
than that of AES-128. The adversary can break DNA-PKC only by firstly breaking the biological security,
then the computational security. DNA-PKC has one more security level than conventional cryptosystem.
Even if the vision of the quantum computer becomes true, the biological security of DNA-PKC will
become valuable for its capability of resisting quantum computing attack.

6.2 One aspect of the security: decryption is unavailable without decryption key

In order to attack DNA-PKC, the adversary should break the first level of security, i.e., the biological
security. The biological security is based on the difficulty of sequencing. This difficult problem is discussed
in [25] and it will remain difficult for many years. Besides, not only ordinary DNA probes can be used as
keys, special DNA, PNA probes or protein probes can also be used in DNA-PKC. It is extremely difficult
to obtain all molecular information of special DNA or PNA probes spotted on a DNA chip (microarray)
precisely currently. It is even untested how to sequence probes on protein chips. The development of
genetic engineering technology will also lead to more advanced secure technology of DNA-PKC. Thus,
the biological security of DNA-PKC still has substantial potential for developing.

There is a second security level, i.e., computational difficulty. Suppose the adversary is able to break
the first security level in the future, it does not mean that DNA-PKC itself is broken: DNA-PKC still
possesses high security level while considering the computation difficulties. Here is a simple example.
Suppose the encryption key is composed of 128 probes for example with 64 probes representing “1” and
64 probes denoting “0”. In an exhaustive attack, the amount of the possible key combinations will be

C64
128 =

128!
64!× 64!

= 2.4 × 1037.

If the exhaustive attack is performed on AES-128, the amount of possible keys is

2128 = 3.4 × 1038.

We can see that the cost of the exhaustive key search of DNA-PKC is very close to that of AES-
128. Generally it is very easy to enlarge the amount of probes in favor of massive parallelisms of DNA
hybridization. As a result, even if the unique biological security was broken, DNA-PKC would still
surpass AES in the aspect of resisting brute force exhaustive attack.

6.3 Another aspect of security: private-key cannot be retrieved from public-key

One cannot retrieve private-key from known public keys in an asymmetric cryptosystem. As for DNA-
PKC, one can retrieve neither the decryption key nor other share of the encryption key from a share of
the public-key; thus one cannot decrypt ciphertexts encrypted by others. It can be proved through two
evident biological properties. In practical, only satisfying one of them can make sense. Characteristic 1
can meet the requirement of unconditional security.
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Property 1: DNA is characterized by its tiny size. A large quantity of probes is contained in the
hybridization solution; we regard the hybridization solution as a set of many decryption key probes.
Thus several encryption keys can be mapped to the same decryption solution, i.e., different encryption
key sets can share the same set of decryption keys.

This property is different from conventional cryptosystem and it does make sense in DNA cryptosys-
tem. In the encryption key distribution stage, there is little difference between distributing two different
encryption keys and distributing two identical encryption keys. The reason for this is that the encryption
key in DNA cryptosystem is biological material instead of digital data. While in the decryption stage,
for the ciphertexts encrypted by different encryption keys, we use only one decryption key to decrypt
them, which is similar to conventional public-key cryptosystem. The decryption key and the encryption
key will be paired according to different probes during decryption, which takes place in microstructure,
and the users do not need to care about it, just like the users of RSA who do not need to know how the
CPU registers work.

The encryption key and the decryption key are both accurate in conventional public-key cryptosystem.
While in DNA-PKC system, though the encryption key probes are accurately known, it is not clear for
the decryption key probes. We only know the source and the approximate constitution (types, quantities)
of the decryption key solution.

Property 2: For the same encryption key, there can be several different decryption keys which can
react with it, and vice versa. Hybridizing two probes which are not complementary to each other com-
pletely may also result in good hybridizing signal under certain conditions. Actually there are many
unknown characteristics in DNA hybridization dynamics. These unknown features can also contribute to
an asymmetric cryptosystem. Unlike what we are talking about under property 1, hybridization dynamics
may enable additional flexibility in selecting the complementary probes pairs, but restricted to currently
limited knowledge on this topic.

7 Differences between DNA-PKC and conventional public-key cryptology

Differences between DNA-PKC and conventional public-key cryptology are discussed in the following
aspects:

1) Clumsiness and delicacy. The research of genetic engineering is still in its early stages, only limited
measures can be used for computing. From a mathematical cryptology standpoint, its data processing is
much less delicate than that of the mathematical cryptology. Actually, the computing model of biological
computers is very different from that of electronic computers. DNA cryptology is based on DNA’s massive
parallelisms. It is not easy to realize the computing process of DNA cryptology in electronic computers
which work serially. What is more, it even seems clumsy to do this. However, while the computation is
carried out in biological computers, it is delicate and easy to realize.

2) The key of DNA-PKC is DNA probes and the ciphertext is a DNA chip. The key and ciphertext
are digital data in conventional public-key cryptology. It is easy to copy digital data. Therefore it is
easy to copy RSA keys and ciphertexts without being discovered. In DNA-PKC, it is hard to reproduce
unknown key probes and ciphertext chips.

3) The security of conventional public-key cryptosystem is based on computational security. However,
the security of DNA-PKC is mainly based on the security of biology, and computational security can also
be utilized if necessary.

4) The encryption key and decryption key in a conventional public-key cryptosystem are one-to-one
while that of DNA-PKC can be many-to-many.

5) Many times of computation can be conducted to the ciphertexts of conventional public-key cryp-
tosystem. Yet ciphertexts of DNA-PKC are chips which cannot endure many times of hybridization.
After hybridization, if the attacker wants to hybridize them again, the chips have to be cleaned, which
will damage the DNA probes on chips. Repeated hybridization also decreases the yield of signals, which
enhances the difficulty of breaking the ciphertexts. On the other hand, the experiment is also relatively
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complicated. If it is required to execute hybridization repeatedly under certain circumstances, different
ciphertexts may be spotted on one chip.

6) In a conventional public-key cryptosystem, getting the encryption key means getting all of the
information. If the attacker is able to factorize large integers, he will break the system. However, in
DNA-PKC, as the DNA sequence contains lots of information and there are many unknown factors in
biology, getting chips or keys does not surely mean getting all of the secrets.

7) Asymmetry of encryption and signature. Signature and encryption requires different security of
system. In DNA-PKC, the encryption or signature process is to make chips, while the decryption or
verification process is to execute hybridization, which itself is an interesting asymmetric phenomenon.
In the application of encryption, the hybridization condition is kept as a secret by the owner of the
decryption key. In the application of signature, the hybridization condition is informed to the verifier.
Hybridization conditions (e.g. temperature, DNA probes concentration, etc.) can affect the result of the
hybridization. If the hybridization condition is unknown, even if the adversary possesses the encryption
probes and decryption probes, his hybridization result will be very different from that of the authenticate
owner of the decryption key, and thus he is unable to retrieve the plaintext certainly. From this point of
view, as to DNA-PKC, the encryption system has more advanced security than the signature system.

8) The basic differences above make DNA-PKC differ from the conventional public-key cryptosystem
in its security requirement and the application aspects.

8 A simple example

In this study, a simple experiment of DNA-PKC was conducted with helps from the National Engineering
Center for BioChip at Shanghai in 2009. The processes of selecting probes, fabricating chips, hybridization
and reading accords are described in [25].

1) Key generation. We first select the encryption key from the existing probes of the National Engi-
neering Center for BioChip at Shanghai. The source of the genes are kept as secret. From 12 standard
values of the hybridization signals (Cy5 FM, Cy5 BM, Cy5 BSD, Cy5 Signal, Cy5 SN, Cy3 FM, Cy3 BM,
Cy3 BSD, Cy3 Signal, Cy3 SN, Sat, flag), Cy3 Signal was used to select probes. Referring to the existing
experiment data, the probes with hybridization results showing intensity >8000 are collected as probe 1,
and those with intensity <2000 are collected as probe 0. Probes 1 we collected are conservative sequence
with relatively high expression levels in the original species. We select two groups of different encryption
keys PKA and PKB from the samples and distribute the key to two intended users A and B. Each
encryption key set consists of 32 different probes 0 and 32 probes 1. We also select the corresponding
hybridization solution as the decryption key SK.

2) Encryption. We use the encryption keys PKA and PKB to encrypt a sentence in the experiment.
Here we choose the famous “June 6 invasion: Normandy” as a plaintext to encrypt. Firstly we convert
this sentence into binary sequence according to the ASCII code.

0100101001110101 0110111001100101 0010000000110110

0010000001101001 0110111001110110 0110000101110011

0110100101101111 0110111000111010 0010000001001110

0110111101110010 0110110101100001 0110111001100100

0111100100000000

These data are arranged on a 13×16 matrix. The digital matrix is then written into a ciphertext chip:
for 0 in the matrix, probes 0 are selected from the encryption key and spotted on the corresponding
position of the chip; for 1 in the matrix, probes 1 are selected from the encryption key and spotted
on the corresponding position of the chip. Finally the chip fabricated just forms the ciphertext. In
this experiment, there are two encryption keys PKA and PKB. Therefore, while the same sentence
is encrypted, two different chips of ciphertext matrixes are generated. We present the two ciphertext
matrixes on the same chip and each matrix is replicated for 3 times.
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3) Decryption. The intended receiver hybridizes the ciphertext encrypted by encryption keys PKA

and PKB with the decryption key SK. The hybridization result is shown in Figure 1. The light spots
here indicate higher intensity of hybridization signals representing digit 1, and the dark spots denote digit
0. Two encryption keys are used in this experiment. For each encryption key 3 replicated ciphertext
matrixes are spotted and there are 6 matrixes in all. Thus there are 6 probe matrixes in Figure 1. Three
upper matrixes of ciphertext probes are generated by PKA and the other three are generated by PKB.
According to the hybridization patterns, we select Cy3 Signal as the standard during the decryption
process. Because there is a large amount of data, as an example, we only present the data of the first 16
spots (the first line of the first matrix) on the top left of Figure 1: (4187, 65285, 915, 1056, 65268, 1403,
65264, 1831, 1395, 65228, 65209, 65222, 2507, 65183, 2151, 65174). The values under 5000 were denoted
by 0 and the values higher than 10000 are identified as 1, and the spots value between 5000 and 10000
are discarded. Thus the hybridization signal can be transformed into binary sequence, and the plaintext
can be retrieved according to ASCII code. As seen from Figure 1, hybridization patterns from key sets
PKA and PKB are basically the same.

4) Attack. It is very hard for an adversary such as Eve to break the ciphertext without the corre-
sponding decryption key solution. In an attack effort, Eve made a guess that human genes are used in
the experiment, so she hybridized a sample of human genes with the ciphertext chips and tried to break
the ciphertext according to the hybridization result shown in Figure 2. Again Cy3 Signals were used in
data analysis.

We can see that most of the spots in the image of the chip are dark-colored and a small portion of them
are light-colored. It is because that the encryption probes in our experiment are selected conservatively.
If we select the encryption key more randomly, there will be fewer light-colored spots in our experiment.
Listed are data of the 16 spots in the first line of the first probe matrix in Figure 2: (238, 168, 2175, 428,
9671, 301, 4009, 527, 200, 422, 318, 11096, 827, 3554, 283, 423). Besides, for two different encryption
key sets PKA and PKB, different patterns resulted from this human genes attack, comparing to the
nearly identical patterns observed in Figure 1. In our study, we also tested PCR attack, but no useful
information was obtained for breaking the ciphertext (data not shown).

Mathematical analysis attack is not conducted, for we did not get any valuable data from the biological
attack.

Errors in the hybridization signals represent the limit of biological hybridization process in yielded
chemical signals. The reason of data errors may come from multi-aspect, such as immature human
genetic engineering technologies, limited precision of experiment equipment, etc. To cop with these
imperfection, the standard used in decryption should not be as strict as that of selecting encryption key.
With further study of DNA cipher and specially designed facilities, experiment errors can be controlled
to minimum level. On the other hand, the method of error correcting code can also be considered.

Figure 1 The result of decryption. Figure 2 The result of attack.
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9 Conclusions

In this study, we proposed a novel method of implementation of asymmetric encryption and signature
with DNA technology. In current scheme, the procedure of encryption/signature is to fabricate chips
and the procedure of decryption/verification is to execute hybridization. As a preliminary attempt to
implement biological cryptosystem, many open questions are left to be answered with further studies.

In the conventional system of asymmetric cryptology, both keys and messages are transmitted elec-
tronically. However, in DNA-PKC, DNA probes are used as keys and chips are used as ciphertexts and
they are transmitted physically. Because of its biological nature, DNA-PKC is fitter for secure data
storage of huge capacity, identity recognition, payment system and bioinformatics, etc. Particularly, the
ciphertext in DNA-PKC are hard to replicate, which makes it possible to prevent data from being cloned
and monitored.

The security of the current public-key cryptosystem is based on some computationally difficult prob-
lems. These problems have long been assumed to be secure without strict proofs; therefore these cryp-
tosystems might be threatened with super computational power in future. In contrast, the security of
DNA-PKC is based on the research of genetic engineering, which provides some other possibility for
security.

One might say that DNA-PKC is a cryptosystem based on biological materials or hardware; similar
functions can also be implemented by electronic chips which may be even cheaper. Looking back at
the history of computer, many difficulties have occurred during the decades of development since the
birth of the first generation electronic computer; even personal computers had once been considered to
be impossible. Nowadays, the electronic computer is very popular all over the world with decreased
energy consumption and increased performance. In the aspect of practicality, DNA computing and
DNA cryptography still cannot compete with the electronic computing technology and the mathematical
cryptography. However, the DNA molecule has the potential to be used in the fields of information science.
As put by Adleman, for thousands of years, humans have tried to enhance their inherent computational
abilities using manufactured devices. But it was only with the advent of electronic devices and, in
particular, the electronic computer some 60 years ago that a qualitative threshold seems to have been
passed and the problems of considerable difficulty could be solved. It appears that a molecular device has
now been used to pass this qualitative threshold for a second time [19]. The study of DNA computing
and the DNA cryptography are still at its early stages; thus it is too early to judge its future. However,
with the development of the biotechnology, the exploration of the biological cryptography, such as DNA-
PKC, will go much further, and it may have particular advantages over the conventional mathematical
cryptology and the future quantum cryptology.
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