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Complexity of software trustworthiness and

its dynamical statistical analysis methods
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Developing trusted softwares has become an important trend and a natural choice in the development
of software technology and applications. At present, the method of measurement and assessment of
software trustworthiness cannot guarantee safe and reliable operations of software systems completely
and effectively. Based on the dynamical system study, this paper interprets the characteristics of be-
haviors of software systems and the basic scientific problems of software trustworthiness complexity,
analyzes the characteristics of complexity of software trustworthiness, and proposes to study the soft-
ware trustworthiness measurement in terms of the complexity of software trustworthiness. Using the
dynamical statistical analysis methods, the paper advances an invariant-measure based assessment
method of software trustworthiness by statistical indices, and hereby provides a dynamical criterion for
the untrustworthiness of software systems. By an example, the feasibility of the proposed dynamical
statistical analysis method in software trustworthiness measurement is demonstrated using numerical
simulations and theoretical analysis.
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1 Introduction

As demands on software functions increase contin-
uously, software systems have become increasingly
huge and very hard to manage. It is difficult to
avoid software bugs and system loopholes. The
systems do not work in an expected way very of-
ten, and faults and failures arise frequently, which
directly or indirectly cause the losses for users.
Therefore, software systems are not always trust-
able[1]. Thus, how to guarantee the software trust-

worthiness in design, development, operation and
maintenance of software systems has become one of
the great challenges in software technology study.

The software trustworthiness, as a new concept,
integrates related concepts such as correctness, re-
liability, safety and security, timeliness, complete-
ness, availability, predictability, survivability and
controllability, comprehensively reflecting various
attributes of objective entities in reality[2−6]. Ac-
cording to the difference in applications, software
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trustworthiness can be characterized using a set of
related trustworthiness attributes. In case some
attributes are exceptional in running, then some
problems may arise with software trustworthiness.
These attributes for software trustworthiness are
used for judging whether or not the computing be-
haviors and the computing results in running of
software systems can meet the expectations in dy-
namical and open environments, and whether the
systems can survive, provide functions and guar-
antee the QoS even under external interferences.

Currently, the scale and complexity of software
systems, and the scale and complexity of compo-
nents composing the systems are increasing. Take
embedded software systems as an example. In the
software for 2005 Audi A8 the length of the code
is over 90 MB, and, in the software for AirBus
A380 with 400 MB code length, about 100 func-
tions are provided[7]. The scale and complexity of
software systems for Internet are even greater. In
the meantime, with the development of computing
mode towards network environments and service-
oriented architecture, the running environments of
software systems, including network environments
and physical environments, are more open and are
dynamically changing constantly. The wide ap-
plications of wireless technology and open source
softwares are two examples[8]. They, together with
the constant evolution of software systems[9], have
brought much more complexity. Under the effect
of multiple factors of internal risks, e.g., errors and
bugs, and external risks, e.g., viruses and malicious
codes, the software systems survive and evolve in
dynamical complex environments, and their trust-
worthiness exhibits procedural, structural and non-
linear complexity, bringing huge challenges to soft-
ware trustworthiness study. Currently, because the
behaviors of softwares are highly complex and dif-
ficult to predict quantitatively, trustworthiness is
verified by collecting data which are used for find-
ing the evidence in most of trustworthiness mea-
surement methods. However, the data collection
depends on human interactions and relative and
comprehensive considerations for multiple trust-
worthiness attributes are lacking[2]. Meanwhile,
the current research methods are more technical[10],

and they neglect the fact that there may exist laws
governing behaviors of software systems that are
not governed by human wills.

Software trustworthiness is for the purposes of
overall characterizing and measuring the behav-
iors of software systems, and comprehensively con-
sidering the characteristic attributes of reliability,
safety and security, fault-tolerance and so on. In
this sense, quantitative indices, measurement and
assessment mechanisms for software trustworthi-
ness complexity based on the software trustwor-
thiness dynamical models[11] are the key research
topics. The approach to software trustworthiness
complexity based on dynamics is trying to explore
the statistical laws governing ultimate evolution-
ary behaviors of software systems using theory and
methods in dynamical statistical analysis.

In ref. [11], the authors establish dynamical
models for software trustworthiness, and demon-
strate the relationships between characteristics of
software behaviors and dynamical systems. Based
on it, by using the theory and methods in dy-
namical statistical analysis, this paper studies the
statistical laws governing ultimate evolutionary
behaviors of software systems by multiple trust-
worthiness attributes, and studies the software
trustworthiness complexity with invariant-measure
method. For trustworthiness of softwares com-
posed of components, this paper proposes a mea-
surement method with multi-scale trustworthiness
indices.

2 Dynamical evolution models for soft-
ware trustworthiness

Generally, the software system trustworthiness in-
cludes identity trustworthiness, function trustwor-
thiness and behavior trustworthiness, in which the
behavior trustworthiness, the central problem in
software trustworthiness study, involves with the
behavior evolutions of software systems. The be-
havior trustworthiness relates to networks, OS’s,
middlewares, human-computer interactions and so
on. Thus, the behavior trustworthiness of software
systems can be considered as that the behaviors
and results of software systems can be predicted,
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states can be monitored, results can be assessed,
and exceptions can be controlled.

Because software systems dynamically evolve in
their life cycle in open and complex environments,
the software trustworthiness is evolving under the
effect of both internal and external factors. Fac-
tors affecting the software trustworthiness mainly
include internal crisis, i.e., the errors, bugs, faults,
aging and failures, etc.[12], external crisis, i.e.,
virus, malicious codes, etc., and the survival evolu-
tions of software systems in complex and changing
environments. According to the factors affecting
software trustworthiness mentioned above, com-
bining with the laws of natural evolution, evolu-
tion with human interactions and survival evolu-
tion of software systems, software trustworthiness
evolutions can be modeled as F : M × N → N ,
in which M is the space of software trustworthi-
ness attributes, M ⊂ Rm, m the number of the
attributes under consideration, N the parameter
space characterizing external factors, N ⊂ Rn, and
n the number of parameters. A given set of exter-
nal parameter values determines a specific exter-
nal environment. Considering the characteristics
of internal and external factors, the evolutionary
law of the software trustworthiness can be formu-
lated as F = f ◦ g. Here F takes form of com-
position of maps, in which f reflects the internal
(natural) evolutionary law and g reflects the exter-
nal (human interaction and survival) evolutionary
law. Thus, software trustworthiness evolution can
be represented by the iterative behaviors of dynam-
ical system F .

The above software trustworthiness evolution
models give the interpretations of software trust-
worthiness in dynamics. That is, predicting the
behaviors and results of software systems corre-
sponds to a class of dynamical behaviors of dy-
namical systems, monitoring the behavioral states
corresponds to the orbit analysis of dynamical sys-
tems, assessing the behavioral results corresponds
to the behavioral analysis of the limit sets of dy-
namical systems, and controlling the behavioral ex-
ceptions corresponds to the study of structural sta-
bility and bifurcation of dynamical systems.

3 Complexity of software trustworthi-
ness and its analysis by statistical indices

For the comprehensive trustworthiness of software
systems, by studying the limit states of map F in
the dynamical model of software trustworthiness
evolution, the measurement of software trustwor-
thiness can be studied by exploring the complexity
of software trustworthiness. In the viewpoints of
the behavior characteristics in the limit states of
evolutions, we consider that whether the behaviors
and states of software trustworthiness meet the ex-
pectations, relating to complexity analysis of limit
sets[13,14], and whether the software systems can
survive under external attacks, relating to analysis
of geometric structure and its stability[15].

3.1 Characteristics of software trustworth-
iness complexity

Software systems dynamically evolve in their life
cycles in open and complex environments. The dy-
namical evolutions possess the following complex-
ity characteristics, and these complexity charac-
teristics determine the trustworthiness of software
systems comprehensively.

For a scientific understanding of the software
trustworthiness complexity, it can be considered
that there are three types of characteristics of soft-
ware trustworthiness complexity as follows.

(1) Structural complexity. Since there may be
many factors affecting the software trustworthi-
ness, and these factors even may dynamically in-
crease or decrease, and the relationships among
the factors may dynamically change, then software
trustworthiness exhibits structural complexity. In
addition, dynamical and open environments, fre-
quent and uncertain interferences, extensive in-
teractions and large-scale systems, aggravate the
structural complexity of software trustworthiness.

(2) Nonlinear complexity. The factors affecting
the software trustworthiness may interact to one
another; as a result, software trustworthiness ex-
hibits nonlinear complexity.

(3) Procedural complexity. Software trustwor-
thiness is developing and evolving constantly, and
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the behaviors and the results of software systems
are uncertain, or even unpredictable, very often,
leading to the fact that software trustworthiness
exhibits procedural complexity.

3.2 Analysis of software trustworthiness
complexity by statistical indices

According to the above discussions, the software
trustworthiness complexity can be reduced as fol-
lows. That is, structural complexity and nonlinear
complexity of software trustworthiness are reduced
to the complexity of modeling of software trust-
worthiness, and the procedural complexity is re-
duced to the complexity of iteration processes and
the limit behaviors of the dynamical systems cor-
responding to software trustworthiness models. In
the following, based on the models for software
trustworthiness given in ref. [1], this paper will
use the dynamical statistical analysis theory and
methods to establish the measurement methods for
software trustworthiness.

Generally speaking, it is very difficult to an-
alyze the dynamical behaviors quantitatively in
mathematics. Thus, the statistical analysis proper-
ties, such as, the Lyapunov exponents[16−18], fractal
dimensions[18,19] and entropy[20,21], are often used
to characterize the basic characteristics of dynam-
ical systems. According to the above characteris-
tics of software trustworthiness complexity, in this
paper, the invariant-measure theory, from the sta-
tistical analysis in dynamical systems, is used to
characterize the statistical laws governing the soft-
ware trustworthiness complexity. The basic idea
of invariant-measure theory is that, the statistics
of the average return frequency of each attribute
(index) in software systems can be done by tracing
and recording the values of the variables that are
trustworthiness attributes in software system evo-
lution processes, and hereby the probability distri-
butions of trustworthiness attributes taking certain
values in the limit states of software trustworthi-
ness evolutions can be obtained. The invariant-
measure theory can reflect the long term behavior
characteristics of software trustworthiness, which
correspond to the behavior characteristics of limit
sets, then revealing the objective overall laws gov-
erning software trustworthiness evolutions, provid-

ing effective statistical analysis methods for study-
ing the ultimate states and inherent laws for soft-
ware trustworthiness. In the following, by an ex-
ample we demonstrate how to use the above dy-
namical statistical analysis methods for trustwor-
thiness complexity.

Consider an example that the variation of mem-
ory consumption is affected by attacks of viruses in
the course of the software system running. Here the
total memory is supposed to be with whole prob-
ability. Denote by xn(� 0) the memory consump-
tion at time n. And it is assumed that the relative
amount of memory consumption (i.e., xn+1/xn) af-
fected by the virus attack is the same at differ-
ent time and this ratio is denoted by parameter
α(� 0). It is also assumed that viruses compete
for memory each other, and the reduction in the
amount of memory consumption by competition
is proportional to x2

n, and the ratio is denoted by
β(� 0). Then, the amount of memory consump-
tion can evolve as follows:

xn+1 = xn(α − βxn).

Let
yn =

β

α
xn.

Then
yn+1 = αyn(1 − yn).

That is, the evolutionary law of the system mem-
ory consumption is F (x, a) = ax(1 − x), which is
the famous Logistic map[22].

In this example, we just consider a single index,
the memory consumption x, which can measure
the capacity against the attacks of viruses of the
software system. That is, x is an attribute of soft-
ware trustworthiness measuring the amount of the
system memory consumption.

Assume that the initial memory consumption
(the memory leakage) amount is zero, that is, the
system is not attacked by viruses at the initial time.
And the vth iteration of the system is denoted by

ξv(a) = F v(0, a),

where a is an external parameter characterizing the
attacking capacity of viruses. For any given mem-
ory consumption amount x ∈ [0, 1], do statistics
for the times of ξv(a)(v = 0, 1, 2, · · · , n) taking x.
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Let δξv(a)(x) be counting functions, which are 1 for
ξv(a) = x, otherwise, 0. Then,

∑n

v=1 δξv(a)(x) is the
number of times of the value of memory consump-
tion amount taking x after n times measurements.

Let

μn(x; a) =
1
n

n∑

v=1

δξv(a)(x).

Then μn(x; a) will weakly converge to μ(x; a) when
n → ∞[23].

Here μn(x; a) is the frequency at which the mem-
ory consumption amount takes value x after mea-
suring n times. For any given x, the weak limit
μ(x; a) is the statistical distribution of probability
that the memory consumption amount takes the
value x, and reflects the objective law of software
trustworthiness complexity.

In the above example, for any given subinterval
A ⊆ [0, 1], we have

μ(A; a) =
∫

A

dμ(x; a),

which describes the probability that the memory
consumption amount values are in subinterval A.

In the following, we consider an example in
which a takes value 4. Then the density function is
dμ(x; a)/dx = 1/(π

√
x(1 − x))[24,25]. The numeri-

cal simulations with a = 4 are given in Figure 1.

Figure 1 Frequency µn(x; a) versus x with a = 4 and n =

5×104. The dotted curve is the simulation result and solid curve

is the theoretical result of µ(x; a).

Figure 1 demonstrates that ξv(4)(v = 1, 2, · · · )
is ergodic in interval [0, 1], in which the mem-
ory consumption amount takes values; that is, for
any given arbitrarily small interval A ⊆ [0, 1],

ξv(4)(v = 1, 2, · · · ) can take values in A with a posi-
tive probability. In other words, memory consump-
tion amount can certainly take almost all the values
in interval [0, 1] in the course of the software trust-
worthiness evolution, and the probability that the
memory consumption amount takes values in any
given small intervals exists, thus ensuring that the
software trustworthiness can be measurable. This
shows that the memory behaviors of software sys-
tems exhibit strong randomness under the effect of
virus, and the memory behaviors are totally unpre-
dictable after long term evolutions. Consequently,
the behaviors of the software system are untrusted
when the parameter a characterizing viruses takes
value 4.

According to the above example, for a software
system F only characterized by a single trustwor-
thiness attribute x, the weak limit μ(x; a) can be
considered as the statistical measurement of the
software trustworthiness complexity.

Consider software systems with multiple trust-
worthiness attributes. Similarly, we can define the
weak limit μF of

1
nm

[
n∑

v1=1

n∑

v2=1

· · ·
n∑

vm=1

δF (v1 ,v2,··· ,vm)(a)(x)

]

to be the statistical measurement of the software
trustworthiness complexity for the software sys-
tems. μF characterizes the comprehensive soft-
ware trustworthiness for multiple trustworthiness
attributes statistically. If μF is invariant and is ab-
solutely continuous under Lebesgue measure (L1),
then the system is ergodic, and the corresponding
dynamical behaviors are chaotic, which shows that
the behaviors of the corresponding software system
are untrusted.

Thus, based on the invariant measure theory of
dynamical systems, this paper gives a dynamical
criterion for untrustworthiness of software systems,
which, in other words, is a necessary condition
for software trustworthiness. That is, the behav-
ior characteristics, reflected by the invariant mea-
sure, of the software trustworthiness limit evolu-
tions describe the dynamical criterion for software
untrustworthiness, i.e., once the mean tendency
of the indices of trustworthiness attributes weakly
converges to an absolutely continuous invariant
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measure, then the dynamical behaviors of soft-
ware trustworthiness model will certainly evolve
to chaos, showing that the behaviors of the cor-
responding software systems are untrusted eventu-
ally.

3.3 Analysis methods of relationships
between trustworthiness attributes for
softwares composed of atomic components

In distributed computing, software systems are re-
quired to share crossing space, time, devices, and
users, leading to a great increase in scales, com-
plexity and functions of software systems, promot-
ing the development of software systems towards
heterogeneous coordination, integrations, reusabil-
ity and industry. In order to meet these demands,
the new software development paradigm should
support distributed computing, modularity, com-
ponent integrations and so on, making it possi-
ble that the software systems can be composed of
different atomic components similarly to hardware
systems. A software system S can be composed
of different atomic components connecting organ-
ically, denoted by S = S(E1, E2, . . . , En), where
Ei, i = 1, 2, . . . , n are different atomic components
composing S. Here, each atomic component Ei

possesses trustworthiness attributes. Mathemati-
cally, Ei is spanned by the scaling manifold bases
of the trustworthiness attributes. According to
this basic idea, we can define a scaling function
Ψ = (Ψij), i, j = 1, · · · , n, where Ψij : Ei → Ej is
a conversion map for scale measurements between
Ei and Ej . Then, by Ψ = Ψ(S), the measure-
ment function is given to unify the scale measure-
ment of the trustworthiness of software system S.
For multi-scale software systems with multiple di-

mensional attributes, the trustworthiness evolution
models can be denoted by F (Ψ(S)(x), α), where F

is the dynamical model of the software trustworthi-
ness of system S, and α is the influence parameter
of the external environments. Similarly, by using
the invariant-measure method to analyze the dy-
namical behaviors and the complexity of software
trustworthiness, we can get the complexity charac-
teristics and the correlation degree among the at-
tributes scaling manifolds of software components.

4 Conclusion

Software trustworthiness is assessed by compre-
hensively considering the statistical laws govern-
ing the software systems with trustworthiness at-
tributes in the course of their evolutions. Based
on the dynamical model of software trustworthi-
ness, this paper interprets the characteristics of be-
haviors of software systems and the basic scientific
problems of software trustworthiness complexity,
analyzes the characteristics of complexity of soft-
ware trustworthiness, and indicates that the soft-
ware trustworthiness measurement can be studied
by means of the complexity of software trustwor-
thiness. Using the dynamical statistical analysis
methods, the paper proposes an invariant-measure
based assessment method of software trustworthi-
ness by statistical indices, and hereby provides a
dynamical criterion for the untrustworthiness of
software systems. By an example, the feasibility of
the proposed dynamical statistical analysis method
in software trustworthiness measurement is demon-
strated using numerical simulations and theoretical
analysis.
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