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Abstract This paper first proposes an infinite class of 2k-variable Boolean functions with high non-
linearity and high algebraic degree. Then an infinite class of balanced Boolean functions are proposed
by modifying the above Boolean functions. This class of balanced Boolean functions have optimal al-
gebraic degree and high nonlinearity. Both classes have optimal algebraic immunity based on a general

combinatorial conjecture.

Keywords Algebraic degree, algebraic immunity, balancedness, Bent function, Boolean function,

nonlinearity.

1 Introduction

Boolean functions are usually used for the combiner and filter functions in stream ciphers
and for S-box designing in block ciphers. To resist known attacks, Boolean functions are gen-
erally required to have balancedness, high algebraic degree, high nonlinearity, high correlation
immunity and high algebraic immunity, and so on"). Among them, Algebraic immunity was

(2, 3]

proposed by Meier, et al. as a response to algebraic attack!® 4 5],

It is a challenge to find Boolean functions achieving all the necessary cryptographic crite-
ria. There are several constructions of Boolean functions with optimum algebraic immunity,
see [6-10]. However, the nonlinearity of most of Boolean functions proposed are not sufficient

for cryptographic applications. An infinite excellent class of balanced Boolean functions, which
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726 JIN QINGFANG, et al.

were first presented in [11], further studied by Carlet and Feng!'?l. Tt was proved this class
of Boolean functions have optimum algebraic immunity, optimal nonlinearity among all known
constructions of Boolean functions with optimal algebraic immunity. In 2009, Tu and Deng!*?]
proposed two classes of Boolean functions of even variables, which have optimal algebraic im-
munity under the assumption that a combinatorial conjecture is correct. The nonlinearity of
these functions is even better than that of the functions in [12]. But Tu-Deng functions are

(141 Boolean functions, which have 1-resiliency, optimal

vulnerable to fast algebraic attacks
algebraic degree and high nonlinearity, were proposed in [15, 16] through a modification of
Boolean functions in [13]. Based on the combinatorial conjecture Tu and Deng*3! introduced,
these functions are at least algebraic immunity suboptimal. Tang, et al.l'”) proposed two classes
of highly nonlinear Boolean functions with optimal algebraic immunity based on a new com-
binatorial conjecture which had been proved by Cohen and Floril'®! in 2011. These functions
also have a good immunity to fast algebraic attacks.

In this paper, the constructions of Boolean functions in [13, 17] are extended to the more
general case. We first propose an infinite class of 2k-variable Boolean functions, which have high
nonlinearity and high algebraic degree. Based on a general combinatorial conjecturel!™ 18! this
infinite class of 2k-variable Boolean functions have optimal algebraic immunity. By a modifica-
tion of the above Boolean functions, we also propose an infinite class of balanced Boolean func-
tions with optimal algebraic degree and high nonlinearity. And this class of balanced Boolean
functions have the same algebraic immunity as the above class. The proof techniques for the
properties of Boolean functions are analogous to those of [12] and [13] in this presentation.

The remainder of the paper is organized as follows. In Section 2, we recall the necessary
background of Boolean functions. In Section 3, we introduce the general combinatorial con-
jecture, with the aid of which we discuss the algebraic immunity of the proposed Boolean
functions. In Section 4 and Section 5, we give two constructions and discuss their algebraic
degree, nonlinearity and algebraic immunity. Section 6 concludes the paper.

2 Preliminaries

Let n be a positive integer. A Boolean function of n variables is a mapping from F3' to Fa,
where F5 denotes the finite field with two elements. Denote B,, the set of all n-variable Boolean
functions. The basic representation of an n-variable Boolean function f is by the output column

of its truth table, i.e., a binary string of length 2™,

f:[f(oaov"'7O)af(170a"'70)7f(0a17"'70)»"'7f(1»17"'71)]'

The Hamming weight of f, wt(f), is the size of the support supp(f) = {z € F5 | f(z) =1}.
We say that a Boolean function f is balanced if the number of 1s equals the number of Os in
its truth table, that is, if its Hamming weight equals 2771,

Any Boolean function has a unique representation as a multivariate polynomial over F,
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which is called the algebraic normal form (ANF):

fler,wg, - xn) = Y ar[[wn ar€Fo

IC{1,2,-,n} i€l

The algebraic degree, deg(f), is defined to be

deg(f) = | max  {l[]ar # 0}

A Boolean function is affine if it has algebraic degree at most 1. The set of all affine functions
is denoted by A,,.
We identify the field Fon with the vector space F3. An n-variable Boolean functions can

also be uniquely expressed by a univariate polynomial over Fan

2" —1

flx) = Z a;xt,
i=0

where ag, agn_1 € Fa, a; € Fan for 1 < i < 2" — 1 such that a? = @2i(mod 27 —1)- The binary
expansion of 4 is i = ig + 12 + -+ + 4, 12" 1, and we denote i = (ig,i1, - ,i,_1) € F&. The
algebraic degree of f equals max{ wt(7) | a; # 0, 0 < i < 2"}, where wt(i) = ig+i1+---+ipn_1 €
Z.

The Hamming distance dg (f, g) between two Boolean functions f and g is the Hamming
weight of their difference f + g, i.e., du(f,9) = [{z € F¥| f(x) + g(x) = 1 }|. The nonlinearity
Ny of a Boolean function f € B, is defined as

Ny = min (dn(/.9).

gEAn

Let x = (z1,x2,--- ,2,) and a = (a1,a2, -+ ,a,) both belong to 73 and a -z = aja1 +

axo + -+ ApTy.-
Wia) = 3 (~1)f@tes
TEFY
is called the Walsh spectrum of f at a. For f : Fon — Fo, the Walsh spectrum of f at a € Fon
is defined by
Wila)= Y (—1)fterseten),
TEFon

where tr is the trace function from Fon to Fo. For f : For X For — Fa, the Walsh spectrum
of f at (a,b) € For x For is defined by

Wy(a,b) = Z (_1)f(9’3vy)+tr(az+by).
(I,y)Eka ><]:2k

A Boolean function f is balanced if and only if W;(0) = 0. The nonlinearity of f can also

be expressed via its Walsh spectra as

1
Np=2""" = max [Wy(a)|
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It is well-known that the nonlinearity satisfies the following inequality
Nf S 2n—1 _ 23—1.

The upper bound can be attained when n is even, and such Boolean functions are called Bent
functions.

Definition 2.1 (see [3]) The algebraic immunity AI(f) of an n-variable Boolean function
f € B, is defined to be the lowest degree of nonzero Boolean functions g such that f-g =0 or
(f+1)-g=0.

Courtois and Meier[?l proved that AI(f) < [5]. The algebraic immunity, as well as the
nonlinearity and algebraic degree, is affine invariant.

We can refer to [19] for BCH code and [20] for finite fields used in this paper.

3 Some Combinatorial Conditions

In this section, we will introduce some combinatorial conjectures for discussing the alge-
braic immunity of some Boolean functions. Denote Z3, | = {u € Z91_4| ged(u, 2 — 1) = 1}
throughout this paper.

Tu and Deng in [13] presented two classes of Boolean functions as follows.

Construction 3.1 Let n = 2k > 4 be an integer and « be a primitive element of the
finite field For. Set A ={1=0al,al,---, a2 '~1}. Define f, F € B, as

k
glay® ~2), z#0,

fla,y) = g(ay® 72), Fla,y) =
g(y)a r = O,

where g is a Boolean function defined over Fyr with supp(g) = A.

In order to discuss the algebraic immunity of Boolean functions above, they presented the

following combinatorial conjecture on binary strings.

Conjecture 3.2 (see [13]) Let k > 2 be an integer. For any 0 < t < 2F — 1, define
Seir ={(a,0)|0<a,b< 2" —1,a+b=t(mod2" — 1), wt(a) + wt(b) <k —1}.

Then |Sk‘,,t,+| S Qk_l.

Tu and Deng!*?!

pointed out that the correctness of Conjecture 3.2 implies the optimal

algebraic immunity of Boolean functions in Construction 3.1. And they could validate this

conjecture when k < 2913 In [21, 22], the authors proved it is true for many cases of ¢.
Tang, et al.l'”l presented another combinatorial conjecture similar to Conjecture 3.2 to

investigate the algebraic immunity of Boolean functions they introduced.

Conjecture 3.3 (see [17]) Let k > 2 be an integer. For any 0 < t < 28 — 1, define
Ski— ={(a,b)|0<a,b<2F —1,a—b=t(mod2" —1),wt(a) + wt(b) <k — 1}.

Then |Sy,—| < 281
@ Springer
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(18] 5o Boolean functions Tang, et al.l'”) pro-

Fortunately, Conjecture 3.3 has been proved
posed have optimal algebraic immunity. The authors also referred to a general conjecture in
[17] as follows.

Conjecture 3.4 Let k > 2 be an integer, and u € Z5. - Forany 0 <t < 2% — 1, define
Skt =1{(a,0)]0<a,b< 2" 1, ua+b=t(mod2" — 1), wt(a) +wt(b) <k —1}.

Then |Sk | < 281
For 2 < k < 15, this general conjecture was checked in [17]. This general conjecture includes
Conjecture 3.2 and Conjecture 3.3 as special cases. A more general conjecture is as follows.
Conjecture 3.5 Let k& > 2 be an integer, and u,v € Z;, ,. For any 0 < ¢ < 2k — 1,

define

1

Sktuw =1{(a,0)]0<a,b< 2% —1,ua+vb=t(mod2" —1),wt(a) +wt(b) < k —1}.

Then | Sk tu0| < 2871

Lemma 3.6 Conjecture 3.5 is equivalent to Conjecture 3.4.

Proof 1t’s obvious Conjecture 3.5 implies Conjecture 3.4.
If Conjecture 3.4 is true, i.e., for any w € 25, |, 0 <t <28 —1,[S;,,| <2571 For any
vEZN 4,
(a,b) € Skt if and only if (a,b) € Sk vt uv,vs
80 |Sk vtuv,w| = [Sktu| < 2871
For any u,v € Z5,_,,0 <t < 2k 1, |Sk vt,uv,0] < 2k=1if and only if for any u,v €
Z5 1, 0<t< 2% — 1, |Sk.tuw| < 2871, Therefore, Conjecture 3.5 is true.
The properties of set Sy ¢, were also investigated in [18].
Lemma 3.7 (see [18]) Let Skt be defined as above. Then it satisfies the following
properties:
1) |Skiul ={a€ 2oy |wt(a) + wt(t —ua) <k —1}].
i) |Sktul = [Sk2tul
iii) [Sk,t,ul = [Sk,t,2ul-
V) [Sk,tul = 1Sku-1t,u-11]
As Lemma 3.7 and the proved Conjecture 3.3, Conjecture 3.4 is correct for v = —2!, 0 <
<k

4 Boolean Functions with Optimal Algebraic Immunity

In this section, we present an infinite class of 2k-variable Boolean functions and discuss its
algebraic immunity, algebraic degree and nonlinearity.

Construction 4.1 Let n =2k >4, u € 2, ;. Let a be a primitive element of the finite
field For. Set A, = {af, a*t1, .- a2 "+571} where 0 < s < 2F — 1 is an integer. Then we
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730 JIN QINGFANG, et al.

define a Boolean function f € B, as follows:

fla,y) = glay® 17,

where g is a Boolean function defined over For with supp(g) = As.

Remark 4.2 If we replace nyhl*“ with 2%y 2b-1- “, u, v € 23, in Construction 4.1,
the conclusions in this section can be applied to the corresponding Boolean functions. More

Qk—l_“) with the function g as above. Then

precisely, if Boolean functions f(z,y) = g(z'y
supp(f) = { (z, y) | 2°y* 717" € Ay, @,y € Fp_y}, e, supp(f) = { (2, y) | wy? ~17v 0 €
Al x,y€ Fy |}, where A = {5, (av )+ o (a2 51 For example, supp(f) =
{(@y) oy € {07 (7)o (@) a g € Fr ) foru = v = —1.
That is to say, the function f is Boolean functions defined in Construction 4.1 when ' isa
primitive element of the finite field Fy«.

It is obtained immediately that wt(f) = 28=1(2F — 1) = 22k=1 — 2*k=1 The properties of

Boolean functions in Construction 4.1 will be investigated in the following subsections.
4.1 Algebraic Immunity
Theorem 4.3 Let f be the n-variable Boolean function defined in Construction 4.1. If

Conjecture 3.4 is correct, then f has optimal algebraic immunity, i.e., AI(f) = k.

Proof 1t is sufficient to prove that both f and f 4 1 have no annihilators with algebraic
degrees less than k. Let f admit a nonzero annihilator h : For X For — Fo with deg(h) < k.

Boolean function i can be written as a bivariate polynomial on Fyx

2k_12kF_1

y)= >3 hia'y’, hij € Far.

i=0 j=0

It follows that h;; = 0 if wt(i) + wt(j) > k, which implies hor_y; = hjox_q = 0 for all
0 <i,j <2%—1. Since f-h =0 and supp(f) = {(7y*.y)ly € Fs,v € As}, then h(z,y) =0
for all (x,y) € supp(f), i.e., h(yy*,y) =0 for all y € Fy,, v € A,.

2k_29k_9 2k _22k_9
hvy"y) = D D by’ = Y iyt
i=0 j=0 i=0 j=0
can be written as
2k_2

h(vy",y) th :

where

hi(v) = Z hm”Yi
0<i,j<2* —2,uitj=t (mod 25 —1)
= hot + P t—u(mod 25 —1)Y + P t—2u(mod 2 —1)Y°
k_
o hok o4 (2k—2u(mod 261V o
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A COMBINATORIAL CONDITION AND OAI BOOLEAN FUNCTIONS 731

Note that {t — ui(mod2* —1)|0 <i < 2¥ — 1} = Zy_; due to (u,2¥ — 1) = 1.
For any v € Ag, h(vy",y) = 0 for all y € F;,, so it follows that

he(y) =0, 0 <t <2 -2 forallycA,.
From the definition of BCH code, we know that the vector

(hO,t7 hl,tfu(mod 2k—1)» h2,t72u(mod 2k—1)y """ 7h2’“72,t7(2’“72)u(m0d 2’“71))

is a codeword in some BCH code of length 2¥ — 1 over F,«, having the elements in A, as zeros
and the designed distance 2¥~! 4 1. If this codeword is nonzero, its Hamming weight should
be greater than or equal to 2¥~! + 1. But this contradicts the fact that the Hamming weight of
this codeword should be less than or equal to 2¥~1 from Conjecture 3.4. Hence, this codeword
must be zero, that is,

hO,t = hl,t—u(mod 2k—1) = hz,t—zu(mod 2k—1) = " = hzk—Q,t—(zk—z)u(mod 2k—1) = 0

for any 0 < t < 2% — 2. This proves h = 0.
Next, we prove a similar result for f 4+ 1. Let h(z,y) € Bax such that deg(h) < k and
(f+1)-h=0, then

supp(f +1) = { (z.) | ay™ ~ 7" € Fyu \ A,y € Fon}.
Similarly, for all 0 <t < 2k — 2 we have
hi(y) =0, for any v € F5i. \ As.
Then the vector

(hO,t7 hl,tfu(mod 2k—1)» h2,t72u(mod 2k—1)y " " 7h2’“72,t7(2’“72)u(m0d 2’“71))

is also a codeword in some BCH code of length 2¥ — 1 over F,«, having the elements in For \As

as zeros and designed distance 2871, If the codeword is nonzero, its Hamming weight is at least
2k,
k .

At the same time, h(0, 5) = 25262 ho, ;37 for any 8 € Fax, hence hg ; = 0 for 0 < j < 2k —2.
According to Conjecture 3.4 and hg; = 0,0 < i < 2¥ — 2, the Hamming weight of vector h; is
less than 2¢~1. A contraction follows. Thus it’s obtained that h = 0.

From the above discussion, we have AI(f) = k. That is to say, the constructed Boolean
functions have optimal algebraic immunity.

Conjecture 3.4 is correct for u = —2!, 0 < I < k, therefore Boolean function f defined by

Construction 4.1 has the optimal algebraic immunity, i.e., AI(f) = k in this case.

4.2 Polynomial Representation and Algebraic Degree

Theorem 4.4 Let f be the n-variable Boolean function defined in Construction 4.1. Then
its bivariate representation is

2k _2

Flay) =37 a "1 +a™)> Ty T
i=1
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732 JIN QINGFANG, et al.

Furthermore, the algebraic degree of f is maxj<;<or_o{Wt(i) + wt((28 — 1 — w)i)} and k <
deg(f) < 2(k —1).

k .
Proof Let g(x) = Efzgl g;x" be the univariate representation of g over Fyr. It’s obvious

go = g(0) =0, gox_; = 0 (since g has even Hamming weight). For every i € {1,2,---,2F — 2},

2k —2 2kt —14s L4 a2 .
9i = Z g(a?)a™ = Z a ' =a"" ltoi = a B (l+a L
=0 i=s

Then g(y) = 22&2 a~®(1+a~")?" "1y and deg(g) = k — 1. By the definition of f(z,y), we

i=1
obtain
2k _2

,C . S ok—1 k ;
flay)=glay® 717 =Y a7 (L+a )P THayt )
i=1

and deg(f) = max; <;<or _o{Wt(i) + wt((2¥ — 1 — w)i)}. It is obvious k < deg(f) < 2(k — 1).

Remark 4.5 1)Ifu =1, f has algebraic degree k, since wt(i)+wt(—i) = kforany 1 < i <
28 — 2, Ifu=2"1 <1 <k, deg(f) = max;<;<or _o(Wt(i) + wt(—2")) = max,<;<or_» (Wt(i) +
wt(—i)) = k.

2) If u = 2% — 2, deg(f) = max;;cor o{2wt(i)} =2k — 1) =n—2; Ifu=2"-1-2,
0 <1<k, deg(f) =max)<;<on_o (Wt(i) + Wt(2")) = max;<;<or o (Wt(i) + wt(i)) =2(k—1) =
n — 2.

In Table 1, we give the exact algebraic degree of Boolean functions in Construction 4.1 for

some cases.

Table 1 The algebraic degree of functions in Construction 4.1

n The algebraic degree of functions in Construction 4.1
U 1 3 5 7 11 15 30
10 deg 5 7 7 7 7 8 8
U 1 5 11 13 23 31 62
12 deg 6 8 9 8 9 10 10
U 1 9 19 21 27 55 126
14 deg 7 10 11 11 10 11 12
U 1 7 19 59 61 182 254
16 deg 8 12 12 12 12 12 14
U 1 3 37 57 59 239 510
18 deg 9 13 14 12 15 15 16
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4.3 Nonlinearity

Lemma 4.6 Let k > 2 be a positive integer and « be a primitive element of For. Let

A; ={a®, - ,a2k_1+5’1}, where 0 < s < 2¥ — 1 is an integer. Define
re Xy
YEA w€.7:
where u € Z3, . Then

2k+1 42k‘_1
ny<i4 2 w0
i Y

27y /—i

Proof Let ¢ =e 2*-1 be a primitive (2¥ — 1)-th root of unity in the complex field C, and
x be the multiplicative character of F, defined by x(o/) =¢7 (0 < j < 2% —2). We define the
Gauss sum

Gx*) = Y xXMa)(-1)"™, o<p<2t -2
;ce]-';k

It is well-known that G(x°) = —1 and |G(x*)| = 25 for 1 < p < 2¥ — 2. By Fourier inverse
transform,

2k -2
(—1)tr(e”) _1;:06‘ Pad), 0<j<2k—2
Let ¢ = 2%,
I, = Z Z tr(’vr +x)
YEA, me]-‘ &
3+s—lg-2

Z Z tr(oﬂ*'”) 1)tr(ozj)

1 g""s_l q—2 ,q—2
S (S (Sae)
! i=s j=0 “p=0
1 q—2q—2 3+s—14—2
_ ( _1)2 Z G(X“)G( )C ,u7,+ju) vj
q pn=0v=0 i=s j=0
1 a-24-2 a+s—1 g—2
_ ( _1)2 G(X”)G(XV)< Z CM%)( C( nu l/)j)
4 pn=0rv=0 i—s =
It is easy to deduce that
frs—1 g1 g’ Ay
THY — (THS —pi L
D=y ¢ el
i=s i=0 C L Ciu . W
and
—2
2 s {071 v =sta=1-w),
= 0, v#u(g—1—u).
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Therefore,
q—2 _ . q
. s LR q
I, = G(x u(q 1—u) (C us ) +
1u:1 ) 1—-(¢+ 2(g—1)
1 q—2 C pstl—ra (Cﬂf —C /Aq) q
G(x")G Xu(qfl u +
g—1 2 G DT e 2(g— 1)
-2 st Bk . nqm
1 < TR sin (1 q
= GG ) o+ :
qg—1 = sin %) 2(¢g—1)
We have
1 q
Iy < GG (x p(g—1—u)
| Z| oIlel Mgim 21+ 2 1
I =
- _ _ %y
2(¢g—1) g¢-1 = sin( /7))
From [12],
=3 o2g-) 7r
( ) < — In tan ( ),
= g—1 ™ 4(g—1)
we get

q 2q ( 7r )
Iyl < — In tan
Bl < 91y " x 4g-1)

T 4(g-1)
<14 kM-
Vs

Therefore, it is obtained that || < 1+ 2k:1 In 42"-1)

Theorem 4.7 Letn = 2k and f € B,, be the Boolean function given by Construction 4.1
Then

2k+1

402 -1 2In2
Nysont o B A D Ly e 20200
T T T
Proof We only need to compute Wy(a,b).
2(2k — 1)2k—1 = 2k,

Obviously W;(0,0) = 22k —

2wt(f) = 22F —
For any (a,b) € For x For \ {(0,0)}

(a,b) = Z (—1)f($all)+tr(ax+by)

(z,y)EF 1 X Fyke

- _9 Z (_1)tr(am+by)

(z,y)€supp(f)

) Z Z 1)tr(@vy”+by)

YEA ye]-'
@ Springer
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If a =0,b€ Fj, then

Wi(0,0) ==2 Y > (-1t =2k,

YEA, yefz*k
Since (u,2% —1) = 1, h(y) = ay® is a permutation polynomial on For s.t. h(0) = 0. So if

b=0, a € F;,, then
W0 =2 3 3 e =
YEA ye]-'z*k
For any (a,b) € Fo X Fo,

Wila,b) = -2 3 37~ ),

YEA ye]-'z*k
Take ab™"a® = 045/,
Wi(a,b)==2 Y > (-1rov,
’)’EASI yE]“;k
So we get

max |[W¢(a,b)| = max {2 max
(a,b)EF ke X Fyk 0<s<2F—1

Z Z (— 1)tr(vy“’+y)

YEA ye]-'z*k

2’“}.

By Lemma 4.6, we have

Np=2""1_ ma We(a,b
! 2 (a,b)ef;(xgk | f( )

2k+1 4 2k‘_1
22n—1_<1+ In ( ))

s s

The proof is finished.

Theorem 4.7 gives a lower bound of the nonlinearity, which is constant for various u € Z3, .
Theorem 4.7 also shows Boolean functions in Construction 4.1 indeed have high nonlinearity.
In Table 2, we give the nonlinearity of Boolean functions in Construction 4.1 for even n. Let
us denote by Ny the nonlinearity of Boolean functions in Construction 4.1. It’s found that the
nonlinearity varies from v € 23, ;. When v = 1 and u = 2% — 2, the exact nonlinearity of
Boolean functions in Construction 4.1 equals to the exact value in [13, 17].
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736
Table 2 The nonlinearity of functions in Construction 4.1
n The nonlinearity of functions in Construction 4.1 Bound in TH3 27! —2271!
u 1 2 - - -
4 5 6
Ny 6 6 - - -
U 1 2 3 5 6
6 Ny 28 28 24 24 24 22 28
U 1 7 11 13 14
8 Ny 120 112 112 112 112 100 120
U 1 5 7 11 30
1 442 4
0 Ny 496 488 480 480 480 %
U 1 5 11 23 62
12 Ny 2016 1984 1992 1984 1988 1879 2016
U 1 9 21 112 126
14 12
N¢ 8128 8048 8064 8080 8036 ot 8128
U 1 7 19 134 254
1 1 264
6 Ny 32640 32512 32480 32528 32520 31865 32640
U 1 72 376 457 510
1 12 13081
8 Ny 130816 130432 130624 130576 130520 9039 30816
U 1 7 36 587 1022
2 1 2
0 Ny 523776 523104 523168 523200 523164 HLO7T0 H23TT6
U 1 19 257 1726 2046
2087212 2096128

22 Ny 2096128 2095008 2094720 2095440 2095012

4.4 A Class of Bent Function with Optimal Algebraic Immunity
The infinite class of Boolean functions defined in Construction 4.1 have different nonlinearity
for various u. We note that this class are Bent functions when u = 2.

Theorem 4.8 Let f be the n-variable Boolean function defined in Construction 4.1. Take

u=2',0<1< k. If Conjecture 3.4 is true, then f is Bent with optimal algebraic immunity,

and has algebraic degree k.

Proof As is proved in Theorem 4.3 that AI(f) = = k.

From Theorem 4.7, when (a,b) € For X For and ab = 0, Wy(a,b) = 2*.
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For any (a,b) € Fo X F,

Wy(a,b) = Z (_1)f(z,y)+tr(am+by)
(,Yy)EF gk X Fok
=2 3y

(z,y)€supp(f)

—9 Z Z (—1)tr(@ry"+by)

YEA, ye]-';k

—2 Z Z (_1)tr(a’yy“)+tr(by).

YEA, ye}‘;k

There exists a unique 3, € F}, s.t. 83 = ay. So tr(ayy") = tr(8,y) and

Wi(a,b) = -2 Y 3 (~1)uhwtuty

YEA ye}‘;k

_9 Z Z (_1)tr((l3w+b)y).

YEA ye}‘;k

Case 1: B, +b#0,ie., ay # b* for any v € A,,

Wila,b) = =2 ) ( > (-t — (—1)“<0>> =2k

YEA xefzk

(since Zme};k (—1)@ = 0).
Case 2: B, +b=0,ie., ay; =b" for some v; € A,

Wilat) =-2 ¥ (X 0o o2 ¥y

YEAN{M} “TEFuk YEF

= 2021 —1)(—=1) — 2(2F — 1) = —2".

Note that there exists at most one element v € A, satisfying ay = b* for any (a,b) €

i X Foe

From the above discussion, for any (a,b) € For X For, Wg(a,b) = 2F or Wy(a,b) = —2F, so
f is Bent.

By Remark 4.5, deg(f) = k.

Recall that the algebraic degree of 2k-variable Bent functions is at most k, so this class of
Bent functions that we construct is algebraic degree optimal.

Remark 4.9 In fact, this class of Bent functions is Dillon’s PS functions!?3!, since E, =
{(WyQL,y)Iy € For},v € Ay are 2871 linear subspaces of Fyer of dimension k and E,, NE., =0
for v1 # v2,7v1,72 € A;. Besides, this class of Boolean functions are affine equivalent to Bent

functions Tu and Deng proposed.
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5 Balanced Function with Optimal Algebraic Immunity

In this section, we will give a class of 2k-variable balanced Boolean functions by a slight
modification of Construction 4.1. Based on Conjecture 3.4, we will show this class of functions

have optimal algebraic immunity. These functions also have high nonlinearity and high algebraic

degree.

Construction 5.1 Let n = 2k be an even integer, kK > 2 and v € ZJ,_,. Let a be a
primitive element of the finite field Fyr. Set Ay = {a®,- - ,a2k71+s_1} where 0 < s < 2F — 1
is an integer. Define the Boolean function F' € B,, as follows:

Fley) = glay® "1,z #£0,
9(y), z =0,

where g is a Boolean function defined on Fyr with supp(g) = As.
Remark 5.2 Similar to Remark 4.2, one can get Boolean functions by replacing nyk’k“

1)y2k—1—u

with x , u, v € Z3;,_, to which the conclusions in this section are also applied.

Theorem 5.3 Let F' be the n-variable Boolean function defined in Construction 5.1. Then
F is balanced and deg(F) =n — 1.

Proof Let n-variable Boolean function f be defined in Construction 4.1. It is obvious that
F is balanced since wt(F) = wt(g) + wt(f) = 2F~1 +2F=1(2F — 1) = 2n—1L,

It’s easy to see that F(z,y) = f(z,y) + (1 + ka*I)g(y). Since deg((1 + mzk’l)g(y)) =
2k — 1> deg(f), deg(F)=2k—1=n—1.

Theorem 5.4 Let F be the n-variable Boolean function defined in Construction 5.1. If
Congjecture 3.4 is true, then I has the optimal algebraic immunity, i.e., AI(F) =3 = k.

Proof From Construction 5.1, we have {(yy", y)|y € For,7 € As} C supp(F) and {(vy*,y)|
y € Foo,y € For \ As} U{(2,0)|z € For} C supp(F + 1). By a similar proof to that of
Theorem 4.3, we can see both F' and F 4 1 have no nonzero annihilators with algebraic degree
less than k. So Boolean function F' also has optimal algebraic immunity.

For u = —2!, 0 < | < k, Boolean function F defined by Construction 5.1 has the optimal
algebraic immunity, i.e., AI(F) = k.

Lemma 5.5 (see [12]) Let o € F, be a primitive element and A € For. Denote

2k—14s1 )
S\ = Z (_1)tr()\a1).
If X# 0, then
251 42k —1)

Sy <1+ In )
T T

Theorem 5.6 Let F' be the n-variable Boolean function defined by Construction 5.1. Then
kL 42k —1) 25t 42k —1
o ) 22 A ) _

NFzzn—l_ 2
™ ™ ™ i
o on—1 _ 21n2k2k B 21n2k2'§.
i i
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Proof For any (a,b) € For X For,

Wr(a,b) = Z (—1)F(@w)+tr(azby)
(2,y)EF o X Fok

= Z (—1)9)+tr(by) 4 Z (—1)/ (@ y)+tr(aztby)

YEF i (2,9) EF 3 X Foe
= Z (—1)9)+tr(by) 4 Z (—1)/ (@ y)+tr(aztby)
YEF i (,y) EF o X Foi
— Z (—1)tw)
YyEF,k
0, if b=0,

Wy (b) + Wy(a,b), else.

Consequently,
Wg(a,b)| < We(a,b W, (D).
S, WD < e Wla b1+ g [ 0]
For b € Fj.,
ok—1ig 1 v
W, (b) = Z (—1)9@)+tr(ba) — _9 Z (—1)trtba’),
TEF,k i=s

By Lemmas 4.6 and 5.5,

oktl g2k —1) 22+l 42k —1)

Np >t In — In -2
T T T T
o on—1 _ 21n2k2k B 21n2k2§.
T T

The proof is finished.

Theorem 5.6 shows Boolean functions in Construction 5.1 indeed have high nonlinearity.
This lower bound is constant for various u € ZJ, ;. In Table 3, we give the nonlinearity
of Boolean functions in Construction 5.1 for even n compared with that of the Carlet-Feng
functions in [12]. Ny, Nor and Npcr denote the nonlinearity of Boolean functions in Con-
struction 5.1, that of the Carlet-Feng functions and that of balanced Boolean functions in [17]
respectively. It can be found that there are Boolean functions in Construction 5.1 with higher
nonlinearity than that of the Carlet-Feng functions and that of balanced Boolean functions
in [17]. Indeed, Boolean functions in Construction 5.1 for u = —1 is different from balanced
Boolean functions in [17] only when 2 = 0. We can also see the nonlinearity is various for
different u € ZJ

k_q°
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Table 3 The nonlinearity of functions in Construction 5.1
n  The nonlinearity of functions in Construction 5.1 Ncr  Nrcr Boundrpr 271 — 251
U 1 - - - 2
4 4 4
Ny, 4 - - - 4 3 6
U 1 2 3 5 6
6 Ny 26 26 22 22 22 2 2 18 2
U 1 7 11 13 14
8 Ny 116 110 110 110 110 12 108 93 120
U 1 5 11 19 30
1 4 4 42 4
0 Ny 490 482 476 474 474 & 76 9 %
U 1 5 11 23 62
12 Ny 2008 1976 1984 1976 1982 1970 1982 1858 2016
U 1 9 21 112 126
14 2 2 12
Ny 8118 8038 8054 8070 8026 8036 8028 776 8128
U 1 7 19 134 254
16 Ny 32624 32496 32464 32514 32504 32530 32508 31808 32640
U 1 72 376 457 510
130442 130504 128949 130816

Ny 130792 130408 130600 130552 130496

In the following, we consider the behavior of Boolean functions defined by Construction 5.1
against fast algebraic attacks. For a positive integer pair (e, d) with e small and d not too large,
if there is a nonzero Boolean function g with degree at most e such that the product gf has
degree at most d, the Boolean function is considered to be weak against fast algebraic attacks.

Balanced Boolean function in [13], i.e., Boolean functions in Construction 5.1 for u = 1,
were pointed out to be weak against fast algebraic attacks in [14]. But it is showed there are
Boolean functions in Construction 5.1 for some u € ZJ, , with good immunity against fast
algebraic attacks by some experiments. Some examples are given as follows. We list pairs (e, d)
such that there is no nonzero Boolean function g with degree at most e such that the product
gf has degree at most d for the following n, u.

n =10, u=5: (1,6),(2,6),(3,5),(4,4);
u="7:(1,6),(2,6),(3,5),(4,4);

w=11: (1,6),(2,6),(3,5), (4,4);
u=230: (1,7),(2,6),(3,5), (4,4).
n=12 v=>5: (1,7),(2,7),(3,7),(4,6),(5,5);
uw=11: (1,8),(2,7),(3,7), (4,6), (5,5);
u=23: (1,8),(2,7),(3,7),(4,6), (5,5);
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u=62: (1,9),(2,7),(3,7), (4,6),(5,5).
n=14,u=9: (1,9),(2,9),(3,9), (4,8),(5,7), (6,6);
1

u=21: (1,10),(2,10),(3,9), (4,8),(5,7), (6,6);
u=112: (1,10),(2,9),(3,9),(4,8),(5,7), (6,6);
u=126: (1,11),(2,10),(3,9),(4,7), (5,7),(6,6).

n=16,u="7: (1,11),(2,11),(3,10), (4,10), (5,9), (6,8), (7,7);
uw=19: (1,11),(2,11),(3,11), (4,10),(5,9), (6,8),(7,7)
w=134: (1,11),(2,11),(3,11), (4,10),(5,9), (6,8),(7,7);
w =254 (1,13), (2, 11),(3,11), (4,9), (5,9, (6,7), (7, 7)

n=18 u="72: (1,11),(2,11),(3,11), (4,11), (5,11), (6,10),(7,9), (8, 8);
u=376: (1,12),(2,12),(3,12), (4,12), (5,11), (6,10),(7,9), (8, 8);
u=457: (1,13),(2,13),(3,13), (4,12), (5,11), (6,10),(7,9), (8, 8);
u=>510: (1,15),(2,14),(3,13), (4,12),(5,11), (6,10), (7,9), (8, 8).

How do Boolean functions in Construction 5.1 for any u € Z3,, _, behave against fast alge-
braic attacks is a further research work of the authors.

6 Conclusions

We generalize Tu-Deng functions!'®! and the functions proposed by Tang, et al.l'l and
put forward two infinite classes of 2k-variable Boolean functions. Based on Conjecture 3.4,
both classes have optimal algebraic immunity. These classes have high nonlinearity and high
algebraic degree, even there are Boolean functions in Construction 5.1 with higher nonlinearity
than that of the Carlet-Feng functions and that of balanced Boolean functions in [17]. Some
experiments show there are Boolean functions in Construction 5.1 with good immunity against
fast algebraic attacks.

Acknowledgements Thanks LIU Meicheng for his algorithm in computing the immuni-
ties of Boolean function against fast algebraic attacks.
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