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Abstract The focus of this paper is to design an efficient and secure solution addressing the semi
trusted issue in proxy re-signature schemes, i.e., the proxy knows the re-signature key from user A to
user B, so he is able to translate any signatures made by user A to user B, which damages the essential
requirement (“non-repudiation” property) of proxy re-signature schemes. In this paper, the authors
first define the security model for threshold proxy re-signature scheme, and then propose two threshold
proxy re-signature schemes based on Ateniese-Hohenberger’s and Shao-Cao-Wang-Liang’s approach.

Key words Proxy re-signature, robust, threshold, unforgeable.

1 Introduction

Proxy re-signature scheme, introduced by Blaze, Bleumer, and Strauss!! at Eurocrypt’98,
enables a semi-trusted proxy given some information to transform Alice’s signature on a message
m into Bob’s signature on m, but the proxy cannot, on its own, generate signatures for either
Alice or Bob. Although Blaze, Bleumer, and Strauss proposed the idea of a proxy re-signature
scheme in 1998, no construction that was both efficient and secure was found until recently,
when the work of Ateniese, Hohenberger!? was published in 2005.

And recently, Shao, et al.l3! have proposed a bidirectional proxy re-signature scheme without
random oracle. Libert, et al.l¥! have proposed a multi-use unidirectional proxy re-signature
scheme. Besides proxy re-signature scheme, a renewed interest of research community in proxy
re-encryption®~7] has been seen in recent years.

Due to the transformation function, proxy re-signature schemes are very useful and can be
applied in many applications, including simplifying key management!!, providing a proof for
a path that has been taken, managing group signatures, simplifying certificate management!?!,
constructing a digital rights management (DRM) interoperable system[®).

However, there are some drawbacks in these schemes. The most criticism against these
schemes, called semi trusted issue, is that the proxy knows the re-signature key from user A to
user B, so he is able to translate any signatures made by user A to user B.

To address the semi trusted issue, we use secret sharing, which is firstly introduced by
Shamirl®. Using this technique, signatures can be translated by a group of proxies rather than
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THRESHOLD PROXY RE-SIGNATURE 817

by one party. In order to translate a valid re-signature on a given signature, the number of the
participant players must attain the given threshold value, the re-signature can be created.

1.1 Motivations and Contribution

The aforementioned discussion suggests the first motivation of our proposal, i.e., to construct
proxy re-signature scheme under the general threshold scenario. Another motivation is that the
general threshold scenario itself is independently interesting, even if the inherent semi trusted
problem is not under consideration. To the authors’ knowledge, there is no threshold proxy
re-signature scheme that has been formally presented yet.

1.2 Organization

Section 2 describes some of the existing tools that we use in our solutions. Section 3
introduces the model and definitions for threshold proxy re-signature scheme. Section 4 shows
our two provably secure threshold proxy re-signature schemes and the proofs. Section 5 discusses
the efficiency of our threshold proxy re-signature scheme. Finally, Section 6 gives the conclusion.

2 Preliminaries

2.1 Bilinear Pairings and Assumptions

Let us consider two multiplicative group G and G of the same prime order ¢q. A bilinear
pairing is a map e : G x G — Gy with the following properties!*%:

Bilinear: e(aP,bQ) = e(P,Q)"’, where P,Q € G, and a,b € Z}.

Non-degeneracy: There exists g € G such that e(g, g) has order p in Gr. In other words,
e(g, g) is a generator of Gr, whereas g generates G.

Computability: It is efficient to compute e(P, Q) for all P,Q € G.

2.2 Threshold Secret Sharing Schemes

Secret sharing schemes were introduced by Shamirl®. A (n,k) threshold secret sharing
scheme distributes a secret s among a set of players P = {R1, Ra,---, R, } of n players by a
dealer. Each player R; will privately receive s; as a share of the secret by the dealer. Then,
those subsets with at least k players could recover the secret, while other subsets containing
less than k players couldn’t gain any information about the secret.

Shamir’s solution!® uses polynomial interpolation. Let GF(q) be a finite field with ¢ > n
elements, and let s € GF(q) be the secret to be shared. The dealer randomly picks a polynomial
f(z) of degree k — 1, and the constant of f(z) is s. So f(x) has the form f(z) = s+ Zf;ll ajal.

If we assign every player R; with a unique field element «;. Then the dealer sends the secret
share s; = f(«;) to R; through a private channel. Now, if the set of players A C P such that
|A| > k, then they could recover the secret s = f(0) by using the following formula:

A A
Flag)= > Mifle) = Y Misi,
R;€A R;€A
where
A _ aj — Qg
SR | a’
Ri€AI#£T "

On the other hand, it can be proved that if the subset B C P such that |B| < k couldn’t
get any information about the polynomial f(z).
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3 Definitions

3.1 Threshold Proxy Re-Signature

We extend the definition of proxy re-signature schemel?! to define threshold proxy re-
signature scheme.

Definition 1 A threshold proxy re-signature scheme is a tuple of (possibly probabilistic)
polynomial time algorithms (KeyGen, ShareRekey, Sign, ShareResign, Combine, Verify), where:

(KeyGen, Sign, Verify) form the standard key generation, signing, and verification algo-
rithms.

On input (pka, sk%, pkg, skg), the share re-signature key generation algorithm, ShareRekey,
outputs n keys rk% 5 for the proxies Py, Py, -+, P,. The input marked with a ‘x’ is optional.

On input a public key pk 4, a signature o4, and a message m, the proxy P; runs ShareResign
with rk% 5 to get the re-signature share op ;.

On input a public key pka, a signature o4, a message m, and k re-signature share op ;,
the re-signature share combine function, combine, outputs op if Verify(pka,m,04) =1 and L
otherwise.

3.2 Security Model

Definition 2 The (k,n) threshold proxy re-signature scheme is unforgeable (denoted by
UF-THPRS-CMA) if no polynomial bounded adversaries A;(i = 1,2, 3,4) has a non-negligible
advantage in the following game. In the definition, A; means an outside attacker, As means
malicious proxies, Az means malicious proxies with dishonest delegator, A4 means malicious
proxies with dishonest delegatee.

To simulate these different kinds of adversaries, we define the following oracles:

OukeyGen: Obtain a new key pair (pk, sk) < KeyGen(1*). The adversary is given pk.

OCKeyGen: Obtain a new key pair (pk, sk) « KeyGen(1*). The adversary is given (pk, sk).

OShareRekey: On input (pk, sk*, pk’, sk’) by the adversary, where pk, sk*, pk’, sk’ were gen-
erated before by KeyGen and the input marked with a ‘x’ is optional, return the re-signature
key share rk;}k_)pk, =ShareRekey(pk, sk*, pk’, sk’), where sk, sk’ are the secret keys that cor-
responds to pk, pk’. Notice that for As, sk’ couldn’t be the secret key of the delegatee, which
means Agz can’t get the re-signature key from any user to the delegatee.

OShareResign: On input (pk, pk’, rk;‘)kapk, ,m,a), where pk, pk’ were generated before by Key-
Gen. The adversary is given the re-signed signature share

o} = ShareResign(rk;, ./, Pk, pk',m, 0).

Ocombine: Performs the same as the scheme.

Osign: On input a public key pk, a message m, the adversary is given the corresponding
signature o = Sign(sk, m), where sk is the secret key corresponding to pk. Notice that in As,
the sk is the delegatee’s secret key and in A4, the sk is the delegator’s secret key.

Init The adversary outputs a set S C {1,2,---,n} of k-1 re-signature proxies to corrupt.

Query phase The adversary adaptively issues queries OykeyGen; OcKeyGens OshareReKey
OShareResigna OSign-

Forgery The adversary outputs a message m*, a public key pk*, and a string ¢*. The
adversary succeeds if the following hold true:

Verify(pk*, m*,0*) = 1.

For As, pk* is the public key of delegatee. For A4, pk* is the public key of delegator and

*

o* is first-level signature.
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pk* is not from OckeyGen-

(pk*,m*) is not a query to Osign.

(0, pk*, m*, #) does not exist or it is not a query to OshareResign for the uncorrupted proxies
S, where ¢ denotes any public key, and 4 denotes any signature.

The advantage of adversaries A;(i = 1,2,3,4) in the above game is defined to be Adva, =
Pr[A; succeeds|, where the probability is taken oven all coin tosses made by the challenger and
the adversaries.

Definition 3 (Robustness) A (k,n) threshold proxy re-signature scheme THPRS is said
to be robust if it computes a correct output even in the presence of a malicious attacker that
makes the corrupted signature generation servers deviate from the normal execution.

3.3 Relationship Between UF-PRS-CMA and UF-THPRS-CMA

We use Gennaro et al.’s!'!l methodology for proving the security of threshold proxy re-
signature, we define simulatability of THPRS as follows.

Definition 4 (Simulatability of THPRS) Let THPRS=(KeyGen, ShareRekey, ShareResign,
Combine, Sign, Verify) be a (k,n) threshold proxy re-signature scheme. The scheme THPRS
is said to be simulatable if the following conditions hold.

ShareRekey is simulatable: There exists a simulator SIMgpareRekey that, given two public
keys (pka, pkp), can simulate the view of the attacker on an execution of ShareRekey of THPRS.

ShareResign is simulatable: There exists a simulator SIMgharcResign that, given two public
key pka and pkp, two signatures 04 and o, k-1 shares of the re-signature key rk% 5, and a
message m, can simulate the view of the attacker on an execution of ShareResign of THPRS.

We now state and prove the following theorem regarding the relationship between the se-
curity of threshold proxy re-signature (THPRS) and that of proxy re-signature (PRS). The
implication of the theorem is that if we have a UF-PRS-CMA secure proxy re-signature scheme,
we can use it as a building block for a UF-THPRS-CMA secure threshold proxy re-signature
scheme by ensuring simulatability. The reader can refer to Ateniese, et al.’s paper!! for details
of UF-PRS-CMA security of proxy re-signature scheme.

Theorem 1 If the THPRS scheme is simulatable and the PRS scheme associated with the
THPRS scheme is UF-PRS-CMA secure, then the THPRS scheme is UF-THPRS-CMA secure.
We have the following bound:

UF—-THPRS—CMA UF—PRS—CMA /41 / /
AdUTHPRS (tCMA, qRekey QResign) < AdUPRS (tCMA7 QRekey> qResign)7

where t/CMA = toMA F tSTMsnarerokey T ESTMsnarcrosign - Here, LS Msnarerekey and LSI MspareRresign
denote the running time of the simulators SIMshareRekey 0Nnd STMghareResign, Tespectively.

Proof Let Arpprs denote the attacker of the threshold proxy re-signature scheme and
Apgrs denote the attacker of the proxy re-signature scheme.

We show how an Arppgrs could help Apgrg to break the underlying proxy re-signature
scheme, under the assumption that THPRS is simulatable.

First, we use Aprs’s common parameter as Argprs’s common parameter. We then do the
following.

Whenever Arpprs issues a OpykeyGen 08 OcKeyGen query, we intercept it and forward to
Aprs’s challenger. The challenger returns the resulting public key or public/secret key pair.
We simply send it back to Aruprs.

Whenever Arpprs issues a OgphareRekey query on target pkp which is generated by Oykeycen-
We run ST MshareRekey taking pka, pkp as input to simulate the view of Aryprs.

Whenever Aruprs issues & OshareRekey query on other pkl; which is not the target and is
generated by OckeyGen. We run ShareRekey using pka, pkly, ska, sk’z, and return the result to
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ATHPRS.

Whenever Aruprs issues a OghareResign query on target pkp which is generated by Oykeycen-
We run STMgharcResign taking o4,0p, m and k-1 re-signature key shares as input to simulate
the view of ATHPRS'

Whenever Arpprs issues & OshareResign query on other pk’z which is not the target and
is generated by OckeyGen. We run ShareRekey using pka, sk’, pk’z, sklz to get n shares of
re-signature key, run ShareResign using r.’cfﬁlH 5,04 and return the result to Atuprs.

If Argprs outputs ka, M , 0, we intercept it and return it as Aprgs’s forgery. Since THPRS
is simulatable, the Arpgprs’s view from the simulation is identical to its view in the real attack
game. Considering the running time and the number of queries, we obtain the bound in the
theorem statement.

4 Threshold Proxy Re-Signature Schemes

In this section, we extend two proxy re-signature schemes to two threshold proxy re-signature
schemes: Schemes 1 and 2. Furthermore, we give their security proof in this section.

4.1 Scheme 1

In this subsection, we propose our first threshold proxy re-signature scheme which is ex-
tended from [3]. It is bidirectional.

We assume that the length of the message is n,.

KeyGen Chooses two groups G1 and Gs of prime order ¢, from which an admissible pairing
e: G; x G; — G2 can be constructed. Let g be a generator of G;. Furthermore, it selects a
random a from Z,, and n,, + 2 random number (g2, v, u1, -+, Up,,) from Gy, and output the
key pair pk = g1 = ¢g* and sk = a, the public parameters (G1,Ga, e, ga,u', u1, -+ ,up, ).

ShareRekey On input two secret keys sk4 = a, skp = b, the dealer performs as follows:

a) Chooses a random polynomial f(x) of degree k — 1 as Section 2.2:

such that f(0) = b.

b) Broadcast A; = gffli) and B; = ¢/ for i = 0,1,2,--- ,n. Notice that By = pkg.

c¢) Compute the shares rk% 5 = fgi) fori=1,2,---,n and sends rk%_ 5 to Proxy P; by a
secret channel.

d) After receiving rk%, 5 from the dealer, each proxy P; randomly chooses Ag,;’s from
Ag(k=0,1,---,i—1,i+1,--- ,n). Let K = {k;}. Check

k—1
rka_p — A, = ”A)\fkj
g d = i: k‘]‘ 5

Jj=0

where )\i{(kj ’s are the Lagrange interpolation coefficients defined in Section 2.2. If it does not
hold, proxy P; broadcasts a complaint against the dealer.

If more than k proxies report complaints about the dealer, he is clearly bad and disqualified.
Otherwise, the dealer distributes the share of re-signature key rka_.p = Z to n proxies.

Sign On input a secret key sk = a and an n,, bit message
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l; is 0 or 1, output ¢ = (U,V) = (g5 - w",g"), where r is randomly chosen from Z,, and
w =T Uil

Verify On input a public key pk, an n,, bit message m, and a signature o = (U, V), output
1 if e(pk, g2)e(V,w) = e(U, g) and 0 otherwise.

ShareResign On input a public key pk4, a signature o4, and an n,, bit message

l; is 0 or 1, the ith proxy which holds the rekey share rk% 5 check that Verify(pka,m,o4) = 1.

If 04 does not verify, output L. Otherwise, output the re-signature share op; = arAki‘*B =

i rf() (D)
(U Vi) = (g3 - w™a” g™,
Combine Each proxy P; verifies the shares (U;, V;) he received from the other proxies. For
eachi=1,2,--- ,n, P; checks if

2

e(Bi,g2)e(Vi,w) = e(Us, 9)- (1)

If the check fails for an index 4, P; broadcasts a complaint against F;. Each proxy marks as
disqualified any party that received more than k£ complaints. Each proxy then build the set of
non-disqualified parties QUAL. If |QUAL| >= k, we could compute the re-signature

AQUAL
_ 0,i
op = HieQUAL 0B,

_ AggALf(i) Ao @ AQUAL (i)
= HieQUALg2 TWTR e 7HieQUALg '

= (ghw'™ 9.

Lemma 1 The scheme 1 is simulatable.

Proof To prove the simulatability of ShareRekey, the simulator first chooses k-1 random v;
from Z,, and computes k-1 pieces of g**. Using k-1 pieces of g”* and the public key pkp = q°,
the simulator constructs ¢f*) that ¢f(®) = ¢* = pkp using Lagrange interpolation. Then it
computes gf(f) = g/ (ga)f1 = g/® -kal. Since A; = gfff)
ShareRekey is simulatable.

To prove the simulatability of ShareResign, the simulator use Lagrange interpolation to
compute the shares of re-signature

,B; = ¢/, we have proved

'3 k-1 @ . . L4 k1 .
OB, = {Ugi"o ggAi’jf(J)/a : w’\if’”f(J)/“,Vf?i"o H gxf’jrf(j)/a},
j=1 j=1

by o5 = {Up, Vi} = {gw™/* g"*/*} and k-1 shares of re-signature key rk’, ., = f(j)/a for
1=1,2,--- ,n. @ is the set that holds 0 and the index of k—1 signature shares. Notice that the
k-1 corrupted players can pass the Equation (1).

Combining Theorem 1 and Lemma 1, we have the following theorem.

Theorem 2 Our scheme 1 is unforgeable, if the prozy re-signature schemel! is unforgeable.

Robustness The following theorem can be easily proven by inspection of the scheme 1.

Theorem 3 Our scheme 1 is (k,n) robust, if n > 2k — 1.

Proof In the process of ShareRekey, we assume the dealer is malicious. Then both the
broadcast value A;, B; and the rekey shares will be altered. The modification of A;, B; and
rekey shares could be discovered easily by any proxy using Lagrange interpolation. In the
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process of combination, without loss of generality, we assume proxy P; intend to deviate the
output signature. Therefore, the shares (U;,V;) generated by P; contains the wrong value.
Since there are at least k£ honest proxies in the system, we will receive more than k complaints
against P;. As a result, it will be removed from the qualified set QU AL.

4.2 Scheme 2

In this subsection, we propose our second threshold proxy re-signature scheme which is
extended from [2]. This scheme is unidirectional.

KeyGen On input the security parameter 1*, chooses two groups G; and G, of prime
order ¢ = ©(2%), from which an admissible pairing e: G; x G; — G2 can be constructed. Let
g, h be a generator of G;. The global parameters are (e, q, G1, G2, g, h, H), where H is a hash
function from arbitrary strings to elements in Z,.

Select a random a € Z4, and output the key pair pk = (¢°, hl/“) and sk = a.

ShareRekey On input a public key pka = (g%, h'/%) and a secret key skp = b, the dealer
performs as follows:

a) Chooses a random polynomial f(x) of degree k—1 as Section 2.2:

k-1
= g a;x;
i=0

such that f(0) =0

b) Broadcast A; = g/® for i =0,1,-
c¢) Compute the shares rk% = hfi) for i =1,2,---,n and sends k% _ 5 to Proxy P; by

a secret channel.
d) After receiving rk%, 5 from the dealer, each proxy P; randomly chooses Ag,;’s from
Ag(k=0,1,---,i—1,i+1,--- ,n). Let K = {k;}. Check

e(rky . p,9) = e(hfD/2 g) = e(A;, hY/?) < (HA "k hl/“>

where /\Kk 's are the Lagrange interpolation coefficients defined in Section 2.2. If it does not
hold, proxy P; broadcasts a complaint against the dealer.

If more than k proxies report complaints about the dealer, he is clearly bad and disqualified.
Otherwise, the dealer distributes the share of re-signature key rks_,5 = h%® to n proxies.

Sign On input a secret key sk = a and a message m, select a random k € Z,;, set
r = h* s=a(H(m||r) 4+ k)(mod q); output the pair o = (r,s). We call a signature of this form
a first-level signature.

ShareResign On input a public key pka, a signature o4, and a message m, the ith
proxy which holds the rekey share rk’, 5 check that Verify(pka,m,c4) = 1. If o4 does not
verify, output L. Otherwise, output the re-signature share op; = (r, (rky_ 5)%) = (r,5;) =
(RF, hS D H ) k)Y,

Combine Each proxy P; verifies the shares (r, s;) he received from the other proxies. For
eachi=1,2,--- ,n, P; checks if

?

e(g, s1) = e(Ay, rh M),

If the check fails for an index i, P; broadcasts a complaint against P;. Each proxy marks as
disqualified any party that received more than k£ complaints. Each proxy then build the set of
non-disqualified parties QUAL. If |QUAL| > k, we could compute the re-signature
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oy — (T’ I Sjﬁfﬁ’“> _ (r, I hxg%?“f<i><H<m||r>+k>> — (r, ORI+

iIEQUAL iEQUAL

Verify On input a public key pk = (pk(*), pk(®), a message m, and a signature o = (r, s) (if
o is a first-level signature, set s = h®), output 1 if e(g, s) = e(pk™), rA# (™M) and 0 otherwise.

Lemma 2 The scheme 2 is simulatable.

Proof To prove the simulatability of ShareRekey, the simulator first chooses k-1 random v,
from Z,, and computes k-1 pieces of g**. Using k-1 pieces of g”* and the public key pkp = q°,
the simulator constructs ¢g/®) that ¢f(© = ¢* = pkp using Lagrange interpolation. Since
A; = ¢ we have proved ShareRekey is simulatable.

To proof the simulatability of ShareResign, we need op = {rp, sp} and k-1 re-signature
shares to construct the other shares of the re-signatures by Lagrange interpolation as follows:

k—1
spi= a0 [ W @i,
j=1

& is the set that holds 0 and the index of k—1 signature shares.

Combining Theorem 1 and Lemma 2, we have the following theorem.

Theorem 4 Our scheme 2 is unforgeable, if the prozy re-signature schemel?! is unforgeable.

Robustness The following theorem can be easily proven by inspection of the scheme 2.

Theorem 5 The scheme 2 is (k,n) robust, if only n > 2k — 1.

Proof 1In the process of ShareRekey, we assume the dealer is malicious. Then both the
broadcast value A; and the rekey shares will be altered. The modification of A; and rekey
shares could be discovered easily by any proxy using Lagrange interpolation. In the process
of combination, without loss of generality, we assume proxy P; intend to deviate the output
signature. Therefore, the shares (r,s;) generated by P; contains the wrong value. Since there
are at least k honest proxies in the system, we will receive more than k£ complaints against P;.
As a result, it will be removed from the qualified set QU AL.

5 Performance Analysis

In this section, in terms of computational complexity, we show that even though we address
the key escrow problem of the proxy re-signature scheme, the cost is still affordable compared
with the original proxy re-signature scheme. Note that in order to resign a signature, the
threshold proxy re-signature scheme needs to perform ShareResign and Combine.

The performance evaluation notations are defined as Tables 1 and 2, where

Texp: time for an exponetiation computation,

Tpair: time for a bilinear pairing.

Table 1 Scheme 1 Performance evaluation
Original Proxy Re-Signature Scheme Threshold Proxy Re-Signature Scheme
Resign 2T exp (2k + 2)Texp + 3Tpair

Table 2 Scheme 2 Performance evaluation

Original Proxy Re-Signature Scheme Threshold Proxy Re-Signature Scheme
Resign  1Texp (k4 1)Texp + 2T pair
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6 Conclusion

In this paper, we define the security model for threshold proxy re-signature scheme and
proposed two threshold proxy re-signature schemes based on Ateniese-Hohenberger’s?! and
Shao-Cao-Wang-Liang’s!¥ approach. Additionally, we develop the relationship between simu-
latable threshold proxy re-signature scheme and the underlying proxy re-signature scheme. The
proposed schemes manage to limit the re-signature proxy’s power, to reduce the risk of single
point failure, and to enhance the system’s robustness.
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