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Abstract As the Internet was activated and the mobile envi-
ronment developed, it has become more common to access
dynamic XML data regardless of location and time. XML is
widely used for information exchange and representation of
data for databases, applications, etc., using the advantage to
describe information. As a result, large-capacity XML data
becomes increasingly complex, and demand for data access
policies is increasing. Security issues such as authorization
of access to resources, authentication, security enhancement
and privacy arise. The mobile computing environment dif-
fers from existing information systems in several ways, so it
is difficult to apply the existing access control as it is. There-
fore, this paper proposes a secure access policy method for
query processing to enable efficient resource management in
dynamic XML data environment. The results of the evalua-
tion are also presented to show that the additionally proposed
method is efficient and excellent.

Keywords XML · Access control · Policy · Security ·
Mobile computing

1 Introduction

As theweb is activated and themobile environment develops,
it is written and transformed in XML form in various fields
using XML, which is a standard of data exchange, so the
need for efficient resource management and security of data
is recognized as important. Since information is distributed
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and shared on the network, large capacity XML is not safe
from unauthorized access to information and forgery. In this
mobile environment, safe information access management
policies are needed in terms of security and privacy [1].

In early days, several approaches to information were
developed.AccessControlLists (ACL),DiscretionaryAccess
Control (DAC),MandatoryAccessControl (MAC) andRole-
Based Access Control (RBAC) are representative [2,3]. The
Access Control List is used for Windows or UNIX and can
be accessed according to the permissions granted to the user.
Discretionary Access Control has an owner for each infor-
mation object. Owners can autonomously grant or collect
the authority to or from other users. The Mandatory Access
Control is used in an environment where strict information
protection is required. The security level is assigned to the
user and the information object, and the user is allowed to
access to information appropriate to his/her security level.
The RBAC differs from the way in which the authority was
directly assigned to existing users. The authorization rights
are assigned to roles according to current business perfor-
mance. Also, it supports users to be able to manage rights by
allowing them to belong to the role.

The authority is assigned so that the user can access and
use only specific items of XML data for large-capacity XML
data just as it gives users access to information from existing
databases in the mobile computing environment. To do this,
the user’s access authority must be manageable. When a user
accesses large capacity XML data, it must be able to control
according to secure authority. A simple way is to have a
separate document according to the authority. This makes
it difficult to change the data due to waste of storage space
and duplication of documents. Therefore, unauthorized parts
are removed from the user’s authority, so that the part where
secure access is permitted is transmitted as information.
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TheXMLdigital signature supporting the digital signature
generation and verification functions for XML data defines
the security method. It is an XML-based digital signature
technique that can generate and verify digital signature in
XML form for various types of electronic documents such
as digital contents including XML. It can provide informa-
tion protection functions such as authentication, integrity and
non-repudiation for electronic documents etc [4].

Before developing a secure access policy for mobile com-
puting environments, this paper examines the difference
of access control in mobile computing environment and
describes requirements for accessing large capacity XML
data in mobile computing environment. This makes the spec-
ification of access to large capacity XML data important,
requiring requirements for secure access systems. First, sev-
eral levels of secure protection should be supported because
the large capacity XML data contains a variety of informa-
tion. Second, large capacityXMLdata does not alwaysmatch
with the predefined data type. The policy needs details in rela-
tion to the data type, so the situation that is not covered by
the existing approach should be managed in detail.

This paper is organized as follows. In Sect. 2, we exam-
ine related research and problems of existing approaches.
Section 3 describes a resource-efficient secure access policy
for large-capacity XML data in a mobile computing envi-
ronment. In Sect. 4, we describe through comparison with
the characteristics of traditional techniques. In addition, we
describe the large-capacity XML data performance evalua-
tion with respect to the proposed Resource Efficient Secure
Access Policy (RESAP). Finally, Sect. 5 describes the con-
clusion and future work.

2 Related work

2.1 Related work

Based on the paper [5,6], we describe XML document
according to DTD format. A department is an outer element
that contains all elements of a document element. The doc-
ument provides the history, salaries, and medical records of
employees. Attributes are in the form name = value. LE is
the set of element identifiers. Label is an element tag and an
attribute name. Figure 1 shows a graphical representation of
theXMLdocuments. XMLdocument is a graph representing
elements, attributes, and edges between them. A node rep-
resenting an attribute is displayed in a circle with its value.
The graph contains an edge that represents the relationship
between element attribute and element subelement, and a link
edge that represents the link between the elements introduced
by the IDREF type attribute.

In the XML document, Document Type Definition is
added to specify the rules of the XML document. In the
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Fig. 1 Example of XML graph representation

case of elements, its subelement and its order, whether it
is an arbitrary choice (‘?’), whether to display more (general
meaning ‘*’ or ‘+’), whether sub-elements can replace each
other (‘|’) and the data content type are specified. Lε t is a set
of DTD element identifiers and is a set of character strings
that obtained “Label*” by linking names in the sign and label
of {*, +, ?}.

Definition 1 Document Type Definition

• Tuple t = (Vt, v̄t , Et, ØEt)

• Vt = Ve
t ∪ Va

t (elements and attributes)
• v̄t is a node representing all DTD elements
• Et ⊆ Vt × Vt is set of edges(e ∈ Et is element-
subelement)

• ØEt : Et → Label∗ ∪ {union, content}(edge labeling
function)

XACL [7,8] consists of two parts. The access evaluation finds
the appropriate policy for the access request andmakes access
decisions as well as conditional execution. The request exe-
cution updates the target data appropriately or provides data
to access requester if the access decision is “allowed”. In this
study, it is not possible to define attributes in detail such as
large-capacity XML data and policy layer is also problem-
atic. Also, XPath language is not used completely.

XrML [9] is a method of using digital signature, and pat-
ternmatching throughXPath is also possible.However,when
considering secure security, problems arise when accessing
large capacity XML data. There is a problem in dealing with
resources such as large capacity XML data that can be mod-
ified in the Web environment.
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[10] expressed XML data as a tree. The subject layer is
shown in the XML subject sheet. This model cannot safely
protect all kinds of nodes. Moreover, this study suggests
behavior that is not just language.

The hole-filler proposed a technique to perform query
processing by expressing the relationship between pieces
[11–16]. XFrag proposed XFPro which improved query
processing time [17]. These studies only discussed query
processing techniques for streams in the client. However,
problems such as processing and memory waste arise due to
the additional information.

[18] has no possibility to protect elements in a mobile
computing environment. Furthermore, the access to large
capacity XMLdata provides only read operation. In addition,
applying a labeling technique that denies access to elements
limits the utilization of data because subelements of rejected
elements also deny access [16,19].

3 Resource Efficient Secure Access Policy (RESAP)

3.1 Semantics of Large XML Data Subject Policy

Security technologies related to mobile computing include
user authentication, data protection, and security protocols.
However, this study focuses on large-capacity XML data
access. Figure 2 illustrates the secure access policy pro-
cess for XML data. The authority information is information
about objects that the subject can or cannot access. The secu-
rity policydefines the principle of allowingor denying access.
The condition or method of allowing access includes the par-
tial permission of the user’s access request and the filtering
of unauthorized data. An authorization policy is a represen-
tation of security for very small units of XML data. A very
small unit of authorization policy is used to authorize a user
or object. It is also used when multiple users’ rights con-
flicts occur with respect to an object. The propagation policy
is used as a method to determine the priority among rights

Resource-Efficient Secure Access Policy

Access
Requester

Privilege Information, Security Policy,
Authorization Policy, Propagation Policy

Access

XML Storage

Fig. 2 Secure access policy in mobile environment

when conflicts occur, and to set rights when different rights
are set on the same element [12,15,16,20,21].

In general, a subject can refer to an identification number
or a location from which a request is made. The location is
associated with a numeric IP address. The User_ID means
the User_ID of the server to which the user has connected.
It supports user groups and location patterns to allow very
small authorization specifications that can be applied to users
and devices.

The large-capacity XML data authority type is defined
as the authority for XML and the authority for elements in
XML document. The XML top-level element can only have
one, but the sub-element is composed of several layers. The
authorization for XML is as the same as Definition 2.

Definition 2 Authority for large capacity XML document
and elements

• DR(Define Read): Read the definition part of the XML
document

• IR(Instance Read): Read Instance documents
• IG(Instance Create): Create instance document
• IW(Instance Write): Instance documents (read, create,
modify)

• Element Read(ER): Read element data
• Element Write(EW): Read and modify element data

The authority for instance documents exists in a mutually
combined form and is expressed in a layer. Figure 3 below
shows the authority of the instance document as a layer struc-
ture. Figure 3 show that the IW authority also has IG and IR
authority.

The authority exists in a form that is inter-coupled with
instance authority and this can be expressed as a layer struc-
ture. Figure 4 shows the layer structure of instance and
element authority. The parent authority has authority to the
child authority.

3.2 Dynamic XML Data Object Policy

URIs indicate resources that need to protect large capacity
XML data [22]. Since a standard language is introduced,

IW

IG IR

DR

Fig. 3 Permission on XML documents
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Fig. 4 Hierarchy of element privilege type

users can use the syntax and semantics of the language well.
XPath also provides many functions that can use charac-
ter strings, numbers, and node operations. XPath is a list of
element names or predefined functions distinguished by the
slash(/) in the tree structure of the document. The tree repre-
sents all attributes or elements named XPath l1/l2/ · · · /ln.

In this paper, the browsing authority in themobile environ-
ment allows the subject to read information in the element or
retrieve information along the link. The read authority grants
the subject the authority to view elements and components
and search authority is the right to identify the existence of a
particular link and all the links in that element and search
according to it. Distinguishing between read and search
authority allows a subject to access an element while not
displaying the link between elements and several elements.
Write authority allows the subject to modify(delete) the ele-
ment content or add new information to the element. The add
authority does not delete the existing information, but the
subject writes information in the element or includes a link
to the element. In contrast, write authority allows a subject
to modify element content and include links in the element.
If the subject has the write authority for an element, it can
also delete the element. In this study, the secure access pol-
icy of large-capacity XML data consists of<subject, object,
action, ALTG(action label type group), sign, type>.

Definition 3 secure access policy

• Subject ∈ role (AS: Authorization Subject) is User_
ID(Password), IP, Certificate (Certificate_Password)

• Object ∈ authorized object XPath 1.0 (XML element)
• Action: Read, Write, Create, Delete
• ALTG: Read Label Group: A set of operations(Read)
• DSALG: A set of operations that alter and manipulate
structure (Write, Delete, Create))

• Sign ∈ {+, −} is authority (Permission, Denial)
• Type ∈ {L, R, LDH, RDH, LD, RD} is the attribute value
of the authority

In a secure access policy, authorization can be specified in
large capacity XML document or DTD. Detailed authoriza-
tion to DTD is applied to large XML data that is an instance
of DTD. The department supports detailed authorization in

relation to DTD, and specific sites can support authoriza-
tion in detail with respect to individual documents as well
as DTD. An action is operations that a subject can perform.
ALTG determines to what extent large capacity XML data
is allowed. A code is a representation of the permission and
rejection of authority, and Type means an attribute value of
authority. DTD is propagated to the DTD instance due to the
propagation relationship. A secure access policy provides
various protection levels to valid data instance of a DTD if
the protection level of DTD is very small. Data protection
is carried out in detail on various access policies for DTD
according to the protection to be implemented using prop-
agation. Authority conflicts are supported using DTD-level
authorization to determine priorities. When assigning priori-
ties between authorization, describe the highest priority first.

4 Access comparison for managing large XML
data

4.1 System Comparison

This papermade some suggestions about secure access policy
techniques for large capacity XML data. The characteris-
tics of the proposed policy are compared with the existing
ones. The criteria of comparison include whether to sat-
isfy the secure security requirements of large-capacity XML
data, access subject, level of protection of subject unit,
access objects, content based, propagation, authorization,
and update methods. A comparison between the proposals
for these requirements is summarized in Table 1.

Since the security requirements forXMLdatamay include
each element with a different security level of the XML
data, the various and secure layers of security should be sup-
ported. RESAP proposed in this paper supports very small
unit access policies in very small units by defining the acces-
sible area of the target document as the element unit. The
common disadvantage of the existing studies is to define the
subject of access toXMLdata as an individual user. By defin-
ing and applying the access rules in a form that specifies the
relationship between the user and the object to be accessed
one-to-one, one-to-one access is possible between the user
and the object to be accessed, but is not applicable in an envi-
ronment with a large number of users or large capacity data
and accompanying instance documents. RESAP performs
access to part of the document as well as the entire docu-
ment by analyzing the large-capacity XML data structure to
be accessed and allowing each element to perform a secure
access policy. The content-based approach(applying author-
ity differently according to specific areas)was supported only
by Damiani and RESAP. All of the above methods use the
layer structure of large capacity XML data that supports pol-
icy propagation. As a result, except for RESAP, none of the
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Table 1 Access system comparison

Requirement Damiani Gabillon Hada RESAP

Access Subject Subject and IP Group Subject Group Subject Id Role and Group Subject and user_ID, IP
Group Qualification

Subject (unit protection) XPath element, Attribute XPath element, Attribute XPath element XPath element, Attribute

Access object Instance document Instance document element element Instance document ele-
ment

Content base access Yes No No Yes

Propagation Yes Subtree Policy Yes Yes

Authority Read Read Read, Create, Delete Browser, Insert, Delete,
Modify

Update No No No Yes

Fig. 5 Authorization result

existing ones considers efficient secure access policies based
on various data strategies.

4.2 RESAP Evaluation

In order to implement the policy proposed, the prototype
of RESAP was designed using Apache XML Parser, Inter-
net Explorer 10, Java 8 in CPU Intel Core2 3.0GHz, hard
disk 520GB, memory 4.0GB, Windows 7 operating sys-
tem. When the authenticated accessor requests the resource,
RESAP checks the user’s authority and determines whether
or not to provide the requested data.

The access method for XML data has been proposed in
recent years. The system is very similar to the previous one
for object-oriented database. In particular, it does not con-
sider cases not conforming or partially conforming to DTD.
Therefore, existing methods do not support secure security
manager of large capacity XML data.

Figure 5 is an example where minji logs in and shows
the results according to the authorization settings. Minji can
not see the phone number(authorization sign value = “−”
/). Also, it can not see card information. However, if the
authorization associated with minji is as follows, minji has

the authority to view all information related to it, so it can
see the whole information.

<subject > minji| ∗ | ∗ </subject>,
<object > /people/person[./name = “minji′′] < /object>,
<altg value =′′ rlg′′/>,
<action value = “read′′/>,
<sign value = “ +′′ />,
<type value = “RDH′′/>

The performance evaluation compares the large capacity
XML data access for the existing research and RESAP. Per-
formance evaluation of query processing and memory usage
was performed using XML document (113.78MB) andDTD
from XMark Benchmark Project [23]. As shown in Fig. 6,
RESAP and Hada are configured for the user in four exe-
cution modes. Hada includes access information as well as
information in the data node according to the data. InRESAP,
however, only one change node access information of a docu-
ment is stored using an access policy for XMLdata encoding.
Therefore, it occurs less than the number of nodes in Hada.

This experiment measured the processing time and mem-
ory usage during the query processing, and described all four
queries in Fig 7. Figure 8 is a graph showing the time taken for
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Fig. 6 XML node evaluation

Query XPath expression

Q1 /site/people/person/homepage

Q2 /site//increase

Q3 /site/emailaddress

Q4 /site/people/person/phone(Delete)

Fig. 7 Query example

Fig. 8 Processing time

Fig. 9 Memory usage

query processing. Experimental results show that RESAP of
this paper is similar to Q1, Q2, and Q3 compared to HADA,
and shows excellent performance for Q4 query processing
time. Figure 9 is a graph showing memory usage by query.
RESAP uses less memory for Q4 than HADA. On the other
hand, it shows almost similarmemoryusage for other queries.

5 Conclusions

This paper proposed a mechanism for secure access policy
and data management for dynamic XML data access in a
mobile environment. A secure access policy provides protec-
tion for very small units of large capacityXMLdata elements.
When looking at both user IDs and groups, a variety of pro-
tection requirements can be easily supported while not only
providing permission and denial of access but supporting
secure access policies as exceptions. In this paper, a pol-
icy grants the authority to general users and objects. It is
also used when there are conflicts of authority among sev-
eral subjects on the same object. The RESAP of this study
provides many options to efficiently manage large capacity
XML data. The existing system does not provide a unique
access mode for XML data. This study provides an efficient
and secure access for browsing and users in a mobile envi-
ronment. Based on this, the administrator granted the user the
authority to read specific information in the element, search
along the link, add, modify and delete element links. Future
research should be based on existing research to improve the
safe access policy system more efficiently. In addition, it is
necessary to study the application of XML data to various
applications using large capacity XML data.
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