
Jiang P, Mu Y, Guo F et al. Private keyword-search for database systems against insider attacks. JOURNAL OF COM-

PUTER SCIENCE AND TECHNOLOGY 32(3): 599–617 May 2017. DOI 10.1007/s11390-017-1745-8

Private Keyword-Search for Database Systems Against Insider

Attacks

Peng Jiang 1,2, Yi Mu 2, Senior Member, IEEE, Fuchun Guo 2, and Qiao-Yan Wen 1

1State Key Laboratory of Networking and Switching Technology, Beijing University of Posts and Telecommunications

Beijing 100876, China
2Centre for Computer and Information Security Research, School of Computing and Information Technology

University of Wollongong, Wollongong, NSW 2522, Australia

E-mail: {pj688, ymu, fuchun}@uow.edu.au; wqy@bupt.edu.cn

Received May 16, 2016; revised January 19, 2017.

Abstract The notion of searchable encrypted keywords introduced an elegant approach to retrieve encrypted data without

the need of decryption. Since the introduction of this notion, there are two main searchable encrypted keywords techniques,

symmetric searchable encryption (SSE) and public key encryption with keyword search (PEKS). Due to the complicated key

management problem in SSE, a number of concrete PEKS constructions have been proposed to overcome it. However, the

security of these PEKS schemes was only weakly defined in presence of outsider attacks; therefore they suffer from keyword

guessing attacks from the database server as an insider. How to resist insider attacks remains a challenging problem. We

propose the first searchable encrypted keywords against insider attacks (SEK-IA) framework to address this problem. The

security model of SEK-IA under public key environment is rebuilt. We give a concrete SEK-IA construction featured with

a constant-size trapdoor and the proposed scheme is formally proved to be secure against insider attacks. The performance

evaluations show that the communication cost between the receiver and the server in our SEK-IA scheme remains constant,

independent of the sender identity set size, and the receiver needs the minimized computational cost to generate a trapdoor

to search the data from multiple senders.

Keywords public key encryption with keyword search, keyword privacy, insider attack, searchable encrypted keyword

1 Introduction

Large databases, such as cloud storage platforms,

are widely used in outsourcing services of data storage.

The widespread adoption of cloud-based database sys-

tems (e.g., Dropbox, PHR) has been driven by the

tremendous economic benefit. As cloud servers are

generally regarded as honest-but-curious, in order to

protect outsourced data, encryption is considered as

a fundamental approach of protecting data security

and preventing data disclosure. However, searching

encrypted data is not always easy. One of the triv-

ial solutions is that users download and decrypt all

the encrypted data to search for the target locally,

which requires additional communication and computa-

tion overheads. Another solution is that the server exe-

cutes decryption operations with authorized keys from

users and returns wanted data to users, which compro-

mises data privacy.

Keyword-based searchable encryption enters peo-

ple’s field of vision and gains growing interest as a

promising tool for data retrieval in large database sys-

tems. There are two main keyword search techniques,

symmetric searchable encryption (SSE) and public key

encryption with keyword search (PEKS).

• SSE was presented by Song et al.[1] to take key-

words to search encrypted data. SSE uses symmetric

key cryptography and allows only the secret key holder

to create searchable ciphertexts and trapdoors. The

server returns the matching encrypted data.

• PEKS was introduced by Boneh et al.[2] to achieve

encrypted data sharing. In PEKS, a sender (the party
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who encrypts the data) generates the searchable cipher-

text using the keyword and the public key of a receiver,

and the receiver (the party who can search over the

encrypted data) produces the trapdoor using the key-

word and his/her secret key. Then the server returns

corresponding encrypted data to the receiver when the

trapdoor matches the ciphertext. This means that two

keywords are identical.

Although SSE allows the searching over encrypted

data, it does not provide encrypted data sharing

to/from other entities and is subjected to complicated

key distribution/management problems. The introduc-

tion of PEKS overcomes the weaknesses of SSE. PEKS

achieves encrypted data sharing and provides an effi-

cient way for the receiver to retrieve the target data

based on the encrypted keywords without complicated

key management.

In comparison with SSE, unfortunately, PEKS suf-

fers from keyword guessing attacks where the keyword

privacy in trapdoors can be compromised. Some ex-

isting PEKS schemes, such as [3-6], are secure against

outsider attacks, which means any outside attacker, ex-

cept the server, cannot distinguish the keyword from

the trapdoor. However, the untrusted server may still

intend to obtain the keyword from the given trapdoor.

Keyword guessing attacks from the server are called as

insider attacks[6].

Insider Attacks in PEKS. The problem of all pre-

viously published PEKS schemes is that the untrusted

server can launch a keyword guessing attack to find

the keyword from the given trapdoor by the brute-force

method. We assume that there is a keyword set W in

the system, where the size of W is N . Usually, the

public key of any party is fully public and available

to the whole system. Due to the public generation of

searchable ciphertext, the untrusted server can guess

the keyword with the following method.

1) Given the trapdoor Tw associated with some un-

known keyword w ∈ W , the untrusted server chooses a

keyword w′ ∈ W and the public key of the receiver to

generate a searchable ciphertext PEKSw′.

2) If PEKSw′ matches Tw, then w = w′. The server

infers the correct keyword w used in Tw.

3) Otherwise, the server continues to generate an-

other searchable ciphertext PEKSw′′ until finding the

correct keyword w from trapdoor Tw.

In a database system, the server, who is not trusted,

provides data storage and data search. As the service

provider, the server can collect some sensitive infor-

mation to obtain the extra and illegal profit. When

the server executes searching operations, it attempts

to know what the receiver wants to search by insider

attacks. In this way, the server collects associated key-

words the receiver focuses on and sells them to those

who are interested in this receiver. Insider attacks will

harm keyword privacy and even data privacy. There-

fore, insider attacks are important and need to be re-

sisted. So far, outsider attacks can be solved but solu-

tions cannot be applied in insider attacks. The keyword

privacy has not yet been achieved in the current PEKS

schemes due to insider attacks. How to enhance the

security of PEKS against insider attacks remains an

unresolved research problem.

Contributions. We present the searchable encrypted

keywords against insider attacks (SEK-IA). Our contri-

butions are two-fold.

First, we propose a new SEK-IA framework to elim-

inate the insider attacks. The new framework borrows

the property of identity-based encryption to address the

keyword guessing attack from the server. In particular,

the searchable ciphertext is created with the private key

of the sender, the keyword, and the public key of the

receiver. The trapdoor is created with the secret key of

the receiver, the keyword and a sender identity set. The

trapdoor matches the searchable ciphertext if and only

if the two keywords are identical and the searchable ci-

phertext is created with the private key of a sender,

whose identity belongs to this identity set. Insider at-

tacks do not work under this new framework because

the server cannot create a valid searchable ciphertext

to conduct the keyword guessing attack.

Second, we construct a provably secure SEK-IA

scheme featured with a constant-size trapdoor. The

trapdoor size is independent of the sender identity set

size, which is composed of six group elements only. We

prove the semantic security of the proposed scheme,

where both the searchable ciphertext and the trap-

door are keyword-indistinguishable against adversaries

including the untrusted server.

Organization. The remainder of the paper is orga-

nized as follows. In Section 2, we review related work.

In Section 3, we describe the new SEK-IA framework

for the database system with relevant definitions. We

propose a concrete SEK-IA scheme with constant size

trapdoor in Section 4. The semantic security of the pro-

posal is formally proved in Section 5. We evaluate and

discuss our scheme in Section 6. Finally, we conclude

the paper in Section 7.
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2 Related Work

Song et al.[1] initiated the research on searchable

encryption and presented the first SSE solution, and

several schemes based on SSE[7-9] have been proposed

to improve the system performance. Due to the sym-

mentric setting, SSE fails to provide encrypted data

sharing to/from other entities and is subjected to com-

plicated key distribution/management issues. Tang[10]

used a public key cryptosystem to achieve a multi-

party searchable encryption (MPSE) scheme. MPSE

can execute the search over encrypted data with delega-

tion function in the multi-user environment. However,

MPSE is still in the symmetric setting, i.e., both the

searchable ciphertext (index) and the trapdoor (search

request) are generated by the user or his/her authorized

entity. MPSE also suffers from the common weakness

of SSE of the complicated key management and data

sharing among independent entities.

Boneh et al.[2] introduced the notion of PEKS to

overcome the weaknesses of SSE, where PEKS al-

lows the search over encrypted data and avoids heavy

key distribution and management. Afterwards, many

PEKS variants have been proposed to improve PEKS.

Public-key encryption with conjunctive keyword search

(PECKS) schemes[11-14] were proposed to develop the

scalability and the query expression. PEKS with tem-

porary keyword[15] and PEKS with fuzzy keyword[16]

were presented to enhance the database system usabil-

ity. Authorized PEKS schemes[17-20] were proposed to

support both data search and access control.

PEKS schemes against outsider attacks were stu-

died in [3-6, 21-22]. Boneh et al.’s PEKS scheme[2]

was proved to be semantically secure under chosen key-

word attacks, where a secure channel was required be-

tween the receiver and the server. Byun et al.[21] and

Yau et al.[3] raised the outsider keyword guessing at-

tack on Boneh et al.’s PEKS scheme[2] under the case

of no secure channel. The attacker could guess key-

words in a given trapdoor. Also, the cost to build a

secure channel is expensive between the server and the

receiver, which is impractical for data storage systems.

Baek et al.[4] also addressed the secure channel prob-

lem and indicated that an outside attacker could link

keyword information from the trapdoor by generating

a searchable ciphertext. They removed the need for a

secure channel and applied a server’s public/secret key

pair to build secure-channel-free PEKS (SCF-PEKS)

against the outsider attack. In the SCF-PEKS scheme,

the sender uses both the server’s public key and the

receiver’s public key to generate the searchable cipher-

text, and only the designated server chosen by the re-

ceiver can perform searching operation to check the re-

lationship between a PEKS ciphertext and a trapdoor.

Rhee et al.[5] enhanced the security model and gave

the first secure SCF-PEKS construction. They also

achieved trapdoor unlinkability by introducing a ran-

dom variable in the trapdoor. Fang et al.[6] advanced

the SCF-PEKS scheme without random oracle.

Most of the existing schemes focus on resisting the

outsider attacks, while the problem to resist insider at-

tacks is still unsolved. The previous schemes share a

common feature that the ciphertext can be publicly

generated and the server is able to generate a trapdoor-

match searchable ciphertext to distinguish the keyword

from the trapdoor. Insider attacks were seen to be in-

herently unavoidable in PEKS systems[6,23], which are

based on previous searchable ciphertext creation. In-

sider attacks frustrate out the keyword privacy and are

still an open problem in searchable encryption schemes

based on the public key system.

3 New SEK-IA System Framework

3.1 PEKS System Model

The general PEKS system is described in Fig.1, in-

cluding three independent entities, i.e., sender, receiver

and cloud server.

• Sender owns data m associated with keyword w.

He/she generates the searchable ciphertext PEKSw

with the algorithm Encrypt and the data ciphertext

CTm with some encryption algorithm Enc. Then the

sender uploads (PEKSw, CTm) to the cloud server. We

note that the algorithm Encrypt inputs the public key

of the receiver PK, the keyword w and certain public

information (denoted as ·, which is not fully necessary).

• Receiver wants to retrieve the encrypted data as-

sociated with keyword w′. He/she generates a trapdoor

Tw′ with the algorithm Trapdoor. The receiver sends

Tw′ to the server as a request to search the correspond-

ing encrypted data. The algorithm Trapdoor inputs

the secret key of the receiver SK, the keyword w and

certain public information (also denoted it as ·).

• Cloud server provides data storage and data in-

dexing service. The server stores multiple pieces of

ciphertexts. We denote them as (PEKSw1
, CTm1

),

(PEKSw2
, CTm2

), · · · , (PEKSwn
, CTmn

). When the

received trapdoor Tw′ matches PEKSw, the server re-

turns the corresponding ciphertext CTm to the receiver.

The server is not fully trusted, which means that it
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1. Generate the Searchable
Ciphertext and Data Ciphertext
PEKSw/Encrypt↼PK֒w֒⊲↽֒
     CTm/Enc↼m↽

2. Generate the Trapdoor
Tw'

/Trapdoor↼SK֒w'֒⊲↽

3. Test Whether Tw'
 Matches PEKSw.

If w/w', Outputs 1 and Returns CTm;
Otherwise, Outputs 0

PEKSw
֒ CTm

/↼PEKSw֒ CTm↽

PEKSw
֒ CTm

PEKSwn
֒ CTmn

...

Tw'

CTm

Receiver
(PK֒SK)

Cloud ServerSender

Fig.1. PEKS system model.

honestly executes the searching operation but curiously

learns the content associated with the encrypted data.

3.2 Design Goals and New SEK-IA Framework

The desired design goals for a keyword search

scheme on encrypted data in the database system are

listed as follows.

• Chosen Keyword Attack. Both the server and any

outsider attackers should be unable to distinguish the

keyword from the ciphertext.

• Keyword Guessing Attack. Both the server and

any outsider attackers should be unable to distinguish

the keyword from the trapdoor.

• Efficiency. The communication complexity be-

tween the receiver and the server should be as low as

possible to reduce the bandwidth between them.

SEK-IA Framework. We present the overall descrip-

tion of the SEK-IA framework for the database systems

in Fig.2.

A major difference for the entities between SEK-

IA and PEKS is that the trusted third party (TTP) is

involved in initializing the system. TTP is a trusted en-

tity who manages the whole system. Under the SEK-IA

framework, each entity is independent and we assume

that any two entities cannot collude since the collusion

of any two entities would directly compromise keyword

privacy and data security.

1. Generate the Private Key
dIDi

/S֓KeyGen↼MSK֒ IDi↽

3. Generate the Searchable
Ciphertext and Data Ciphertext
PEKSw/Encrypt↼dIDi

֒w֒PK֒⊲↽֒
     CTm/Enc↼m↽

TTP
↼MSK↽

Receiver
↼PK֒ SK↽Sender

↼dIDi
↽

dIDi

Cloud Server

CTm

4. Generate the Trapdoor
Tw'/Trapdoor↼SK֒w'֒ıIDj℘֒⊲↽

5. Test Whether Tw' Matches PEKSw.
If w/w' and IDi      ıIDj℘֒ Outputs 1;
Otherwise, Outputs 0

2. Generate the Key 
Pair (PK֒SK)

Fig.2. New SEK-IA framework.

The basic process runs as follows. TTP generates

the private key dIDi
using the S-KeyGen algorithm

with the input of IDi and the master secret key MSK,

and issues dIDi
to the sender, and the receiver generates

his/her public/secret key pair (PK, SK). The sender

generates the searchable ciphertext PEKSw using the

Encrypt algorithm with the input of his/her private

key dIDi
, the keyword w, the designated receiver’s pub-

lic key PK and other certain public information. Also,

the sender generates the data ciphertext CTm for the

data m using some encryption algorithm Enc. Then

the sender uploads (PEKSw, CTm) to the cloud server.

When the receiver wants to retrieve some data associ-
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ated with the keyword w′ from some senders {IDj},

he/she generates a trapdoor Tw′ using the Trapdoor

algorithm with the input of his/her secret key SK, the

keyword w′, the specified sender identity set {IDj} and

certain public information. The server performs the

searching operation by checking the identity verifica-

tion IDi ∈ {IDj} and the keyword matching w = w′.

If both pass, it outputs 1 and the server returns the cor-

responding encrypted data to the receiver; otherwise, it

outputs 0.

In the new SEK-IA framework, the server can nei-

ther distinguish the keyword from trapdoor nor do that

from the ciphertext. The server cannot generate a cor-

rect searchable ciphertext with a keyword to match the

trapdoor, and thus he/she cannot guess the keyword

using the insider attack. Also, the server is unable to

generate a valid trapdoor to match the stored search-

able ciphertext.

3.3 Algorithm Definition

Before defining SEK-IA algorithms, we summarize

the used notations of the whole paper in Table 1 to

improve the readability.

Table 1. Notations
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Init. A declares the challenge identity ID∗.

Setup. C runs the Setup algorithm and gives

PP, PK to A.

Phase 1. A performs a polynomially bounded num-

ber of queries.

• Private Key Query. A asks the private key query

for IDi, IDi 6= ID∗. The challenger runs the S-KeyGen

algorithm and responds dIDi
to A.

• Trapdoor Query. A issues {IDi}, wi to C. C re-

sponds the trapdoor Twi
to A by running the Trapdoor

algorithm.

• Ciphertext Query. A sends IDi, wi to C. C re-

sponds the ciphertext PEKSwi
to A by running the

Encrypt algorithm.

Challenge. A outputs two equal length keywords

w0, w1 and ID∗ on which it wants to be challenged. A

did not previously query the private key for ID∗, or the

trapdoor for w0, w1 for {IDi}, where ID∗ ∈ {IDi}. C

takes a random bit β ∈ {0, 1} and responds the chal-

lenge ciphertext PEKS∗
wβ

to A.

Phase 2. A continues to query the private key for

IDi 6= ID∗, the trapdoor for {IDi} with ID∗ /∈ {IDi}

or the trapdoor for wi 6= w0, w1 for {IDi} with ID∗ ∈

{IDi}, and the ciphertext for any IDi, wi. C responds

as phase 1.

Guess. A outputs its guess β′ ∈ {0, 1} and wins the

game if β′ = β.

The advantage of A in this game is defined as

|Pr[β′ = β] − 1
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For simplicity of presentation, we assume a sym-

metric pairing, where G1 = G2 = G. We denote the

bilinear pairing parameters with (p,G,GT , e(·, ·)), out-

putted by a PPT algorithm BG on input 1λ.

4.2 Proposed Construction

Setup(1λ). Taking as input the security parame-

ter 1λ, the bilinear pairings parameters (p,G,GT , e(·, ·))

are generated by running the BG algorithm as above.

There are a set of keywords {w1, · · · , wN} and an iden-

tity set of senders {ID1, · · · , IDn} associated with the

trapdoor from the receiver. We consider the case of

single keyword and note as w = wi|i∈[1,N ] for sim-

plicity. Let P (w) ∈ G correspond to keyword w.

Choose generators P1, P2, P3, Q1, Q2, Q3 ∈ G satisfying

e(P1, Q1) = e(P2, Q2) = e(P3, Q3). The system chooses

random numbers α, c ∈ Z∗
p, and computes R1 = αP1,

Ri
2 = αiP2, S

j
1 = cαjQ1, S2 = cQ2 and S3 = cQ3. The

public parameters PP and the master secret key MSK

are denoted as

PP =
(

R1, {R
i
2}, P3, {S

j
1}, S2, S3, {α

lP (w)}
)

,

MSK = (α, c, P1, P2, Q1, Q2, Q3),

where i ∈ [1, n− 1], j ∈ [0, n], and l ∈ [1, 2].

S-KeyGen(MSK, IDi). Taking as input the sender’s

identity IDi and the master secret key MSK, the sys-

tem generates the private key as dIDi
= 1
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5 Security Proof

We formally prove the security of our SEK-IA

scheme under the security model. To analyze the secu-

rity, we define two new hard problems, namely (f, g, F )-

MSE-DDH1 problem and (f, g, F )-MSE-DDH2 prob-

lem, which are special instances of the general MSE-

DDH problems in [24]. The new hard problems with

their intractability analysis can be found in Appendix.

Theorem 1. The SEK-IA scheme is semanti-

cally secure against chosen keyword attacks in game 1

if (f, g, F )-MSE-DDH1 problem is intractable for any

PPT algorithm.

Proof. Suppose there exists a PPT adversary A,

in game 1, who can attack our scheme with advan-

tage ǫ. We build a simulator B, who has advantage

ǫ/eqT against (f, g, F )-MSE-DDH1 problem. B’s run-

ning time is approximately the same with A’s.

Init. Adversary A declares the challenge identity

ID∗. We denote a general identity set as {IDi}ni=1 and

assume ID∗ /∈ {IDi}ni=1.

Setup. Simulator B is given a group system

(p,G,GT , e(·, ·)) as input, and the (f, g, F )-MSE-DDH1

instances. We also have two coprime polynomials f and

q, of respective orders n+ 1 and 1, with their pairwise

distinct roots, and f(0) 6= 0, q(0) 6= 0. B is further given

Z ∈ GT , where Z is equal to e(P0, Q0)
rbα2f(α)q(α) or to

some random element of GT . For simplicity, we state

that f and q are unitary polynomials, but this is not a

mandatory requirement,

f(x) =

n+1
∏

i=1

(x+ IDi), q(x) = x+ ID∗,

where IDn+1 is an additional dummy identity. For

i ∈ [1, n+ 1], we set fi(x) =
f(x)
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One can verify the above trapdoor by implicitly us-

ing P (w) = aiαQ0,

U1 = bα2P (w) + k1c(α + ID1) + ...+ (α+ IDn)Q1

= aibα
3Q0 + k1cα

n
∏

i=1

(α+ IDi)Q0,

V1 = −k1S2

= −k1cα
2f(α)Q0,

W1 = k1S3

= k1αf(α)Q0,

U2 = bαP (w) + k2c(α+ ID1) + ...+ (α+ IDn)Q1

= aibα
2Q0 + k2cα

n
∏

i=1

(α+ IDi)Q0,

V2 = −k2S2

= −k2cα
2f(α)Q0,

W2 = k2S3

= k2αf(α)Q0.

2) If ID∗ /∈ {IDi}ni=1, B responds with the following

trapdoor.

• If w 6= wθ, B responds as above.

• If w = wθ, we have P (w) = aiQ0.

Simulator B chooses random numbers k1, k′ ∈

Z∗
p, and computes the trapdoor as Tw =

(U1, V1,W1, U2, V2,W2), where

U1 = aibα
2Q0 + k1cα

n
∏

i=1

(α+ IDi)Q0,

V1 = −k1cα
2f(α)Q0,

W1 = k1αf(α)Q0,

U2 = ai(bαQ0 +mcQ0) + k′cα

n
∏

i=1

(α + IDi)Q0,

V2 = −aimcα(α+ IDn+1)Q0 − k′cα2f(α)Q0,

W2 = aim(α+ IDn+1)Q0 + k′αf(α)Q0.

Each item can be simulated according to the (f, g, F )-

MSE-DDH1 instances.

One can verify the trapdoor by implicitly setting

k2 = mai
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C2 = rcαq(α)P0 ,

C3,i = rαiq(α)P0, i ∈ [1, n− 1],

C4 = Zaθ .

These items can be obtained from the elements in

(f, g, F )-MSE-DDH1 instances.

Note that if Z = e(P0, Q0)
rbα2f(α)q(α), by setting

r′ = r
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w from two cases below,

if w = wθ, αP (w) = aθα
3R0,

α2P (w) = aθα
4R0;

if w 6= wθ, αP (w) = aiαR0,

α2P (w) = aiα
2R0.

Then B defines the public parameters as

PP =
(

R1, {R
i
2}, P3, {S

j
1}, S2, S3, {α

lP (w)}
)

,

where i ∈ [1, n − 1], j ∈ [0, n], l ∈ [1, 2]. B sends

(PP, PK) to A.

Phase 1. A can issue a series of queries as follows.

Private Key Query. A asks for the private key

query by sending IDi to B, where IDi /∈ {ID∗
i }

n
i=1.

B responds dIDi
= α2f(α)qi(α)P0 to A by running al-

gorithm S-KeyGen, where α2f(α)qi(α)P0 can be com-

puted from elements in (f, g, F )-MSE-DDH2 instances.

One can verify that

dIDi
=

1
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V2 = −k2cQ2

= −aθs2αq(α)Q0 − k′2cQ2,

W2 = k2cQ3

= aθs2q(α)Q0 + k′2cQ3.

2) If w 6= wθ, we know P (w) = aiQ0. B chooses

k′1, k
′
2 ∈R Z

∗
p and responds the trapdoor as Tw =

(U1, V1,W1, U2, V2,W2) to A, where

U1 = ai(bα
2R0 + s3cα

nQ0) + Σn−1
i=0 F

iais3cα
iQ0 +

k′1c

n
∏

i=1

(α+ IDi)Q1,

V1 = −ais3αq(α)Q0 − k′1cQ2,

W1 = ais3q(α)Q0 + k′1cQ3,

U2 = ai(bαR0 + s4cα
nQ0) + Σn−1

i=0 F
iais4cα

iQ0 +

k′2c

n
∏

i=1

(α+ IDi)Q1,

V2 = −ais4αq(α)Q0 − k′2cQ2,

W2 = ais4q(α)Q0 + k′2cQ3.

These items can be obtained from the elements in

(f, g, F )-MSE-DDH2 instances. One can verify the

trapdoor by implicitly setting k1 = aθs3 + k′1 and

k2 = aθs4 + k′2. The method is the same as above.

Challenge. A provides two same length keywords

w0 and w1 that it wishes to be challenged and sends

(w0, w1, {ID∗
i }

n
i=1) to B. A did not previously ask for

the private key for IDi, where IDi ∈ {ID∗
i }

n
i=1, or the

ciphertext for w0, w1 for IDi, where IDi ∈ {ID∗
i }

n
i=1.

B responds the challenge trapdoor to A as follows.

• If wθ /∈ {w0, w1}, B outputs failure and termi-

nates.

• Otherwise, B picks wθ from w0, w1, such that hθ =

aθα
2R0. Then B chooses k′1, k

′
2 ∈R Z∗

p and responds the

challenge trapdoor as T ∗
wθ

= (U∗
1 , V

∗
1 ,W

∗
1 , U

∗
2 , V

∗
2 ,W

∗
2 )

to A, where

U∗
1 = aθZ1 + k′1cΠi∈[1,n](α + ID∗

i )Q1,

V ∗
1 = −aθk

∗
1αq(α)Q0 − k′1cQ2,

W ∗
1 = aθk

∗
1q(α)Q0 + k′1cQ3,

U∗
2 = aθZ2 + k′2cΠi∈[1,n](α + ID∗

i )Q1,

V ∗
2 = −aθk

∗
2αq(α)Q0 − k′2cQ2,

W ∗
2 = aθk

∗
2q(α)Q0 + k′2cQ3.

These items can be obtained from the elements in

(f, g, F )-MSE-DDH2 instances.

Note that if the following conditions hold from the

(f, g, F )-MSE-DDH2 instances, i.e.,

Z1 = bα4R0 + k∗1cf(α)Q0,

Z2 = bα3R0 + k∗2cf(α)Q0,

we implicitly set the coefficient

k1 = aθk
∗
1 + k′1, k2 = aθk

∗
2 + k′2,

and can verify the trapdoor

U∗
1 = bα2P (w) + k1c(α + ID∗

1) + · · ·+ (α+ ID∗
n)Q1

= aθZ1 + k′1c

n
∏

i=1

(α+ ID∗
i )Q1,

V ∗
1 = −k1S2 = −aθk

∗
1αq(α)Q0 − k′1cQ2,

W ∗
1 = k1S3 = aθk

∗
1q(α)Q0 + k′1cQ3,

U∗
2 = bαP (w) + k2c(α+ ID∗

1) + · · ·+ (α+ ID∗
n)Q1

= aθZ2 + k′2c
n
∏

i=1

(α+ ID∗
i )Q1,

V ∗
2 = −k2S2 = −aθk

∗
2αq(α)Q0 − k′2cQ2,

W ∗
2 = k2S3 = aθk

∗
2q(α)Q0 + k′2cQ3.

Phase 2. A continues to query the private key for

IDi /∈ {ID∗
i }

n
i=1, the ciphertext for IDi /∈ {ID∗

i }
n
i=1

or the ciphertext for IDi, wi, IDi ∈ {ID∗
i }

n
i=1, wi 6=

w0, w1, and the trapdoor for any wi, {IDi}ni=1. C re-

sponds as phase 1.

Guess. A outputs its guess θ′ and wins the game if

θ′ = θ.

This completes the description of our simulation.

The probability can be analyzed with the similar

method to Theorem 1. Suppose A makes a total of

qC ciphertext queries, we have that B’s advantage is at

least ǫ/eqC. �

6 Evaluation and Discussion

6.1 Performance Evaluation

We evaluate the proposed SEK-IA scheme from the

terms of the public parameter size, the searchable ci-

phertext size, and the trapdoor size. We only consider

the case for single keyword in searchable ciphertext and

trapdoor.

Fig.3 first shows the public parameter size over the

sender identity set size, i.e., the maximum number of

the senders in the trapdoor. We vary the sender iden-

tity set size from 0 to 30 and depict the curve of the

public parameter size. When the sender identity set

size is 30, the public parameter size runs up to 4 310

bytes. From Fig.3, we observe that the public parame-

ter size keeps smoothly linear increasing with the sender

identity set size.
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Fig.3. Public parameter size vs sender identity set size.

Fig.4 shows the searchable ciphertext size versus the

sender identity set size. We consider the same method

to vary the sender identity set size. Under the case

that there are maximumly 30 senders allowed in the

trapdoor, each searchable ciphertext costs 2 055 bytes.

The searchable ciphertext size grows almost linearly

with the sender identity set size. Fig.5 shows that

the trapdoor size versus the sender identity set size.

We handle the sender identity set size as above. From

the curve, the trapdoor size remains almost constant,

steadily fluctuating around 383 bytes, regardless of the

sender identity set size. From the above analysis, we

can see that our SEK-IA scheme achieves the constant-

size trapdoor, while both the public parameter size and

the searchable ciphertext size grow almost linearly with

the maximum number of senders in the trapdoor.
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Fig.4. Searchable ciphertext size vs sender identity set size.

We also take the simulation about the computation

cost of the trapdoor generation with varying the sender

identity set size. We use OpenSSL library to test the

running time, where the device is with Interr Dual-

CoreTM E5300 2.60 GHz with 3 GB, the operation sys-

tem is Windows 7 and the program language is C. Dur-

ing our evaluation, the sender identity set size varies

from 1 to 30, and the experimental result is shown in

Fig.6. In Fig.6, the solidline curve with stars represents

our proposal and the dotted line curve with squares

means the case that one trapdoor only searches one ci-

phertext from one sender, i.e., separate operation to

sender identity set. From the comparison with the sep-

arate operation, our SEK-IA costs less time to generate

the trapdoor when the sender identity set size grows.
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Fig.5. Trapdoor size vs sender identity set size.
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Fig.6. Trapdoor computation cost vs sender identity set size.

Comparison. We compare the SEK-IA scheme with

other related schemes in asymmetric setting in terms of

functionality and complexity. The comparison results

are shown in Table 2, where n is the number of senders.

For the functionality, SEK-IA can achieve insider attack

resistance while other schemes at most resist outsider

attacks. For the complexity, our SEK-IA scheme at-

tains the constant-complexity trapdoor, not more than

that of other schemes, although it is at the expense
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Table 2. Performance Comparison with Related Work
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the encrypted keyword and trapdoor, and returns the

corresponding pointers if the output is true. 2) Hack-

ing DBMS. We can build on an existing open-source

database system (e.g., SQLite), and modify its code to

support the Test algorithm. Both approaches require

to scan the whole database, and cannot work together

with existing index-based optimization (e.g., B+ tree).

The concrete implementation will be considered in our

future work.

7 Conclusions

We proposed the first searchable encrypted keyword

against insider attacks. In our SEK-IA framework, the

server cannot launch the insider attacks to distinguish

the keyword from a trapdoor since it is unable to gene-

rate a searchable ciphertext without the sender’s pri-

vate key. Under the new framework, we built the SEK-

IA security model capturing chosen keyword attacks

and keyword guessing attacks, even if the adversary is

the insider attacker. We constructed a provably secure

SEK-IA scheme with a constant size trapdoor. The

scheme empowers the receiver to search multiple data

from different senders with one trapdoor. We formally

proved that the proposed scheme is semantically secure

against chosen keyword attacks and indistinguishable

against keyword guessing attacks under the security

model. With the performance evaluation, the proposed

SEK-IA scheme achieves the constant-size communica-

tion cost between the receiver and the server, indepen-

dent of the maximum number of the senders allowed in

a trapdoor.
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Appendix Hard Problems and Intractability

Analysis

As the analysis made in [24-25], our security proof

can be reduced to the general Diffe-Hellman exponent

problems. In our case, we present two MSE-DDH

(Multi-Sequence of Exponents Diffie-Hellman) prob-

lems, which are special instances of the general DHE

problems. Our new hard problems still preserve hard-

ness and the intractability analysis of them are given.

(f, g, F )-MSE-DDH1 Problem. Let n be integers

and (p,G,GT , e(·, ·)) be a bilinear map group system.

Let P0, Q0 be the generators of G. Given two ran-

dom coprime polynomials f and q with pairwise dis-

tinct roots, of order n + 1 and 1 respectively, f(0) 6=

0, q(0) 6= 0, and several sequences of group elements,

α2P0, · · · , αn+5P0,

bα2P0, · · · , bαn+5P0,

rαq(α)P0, · · · , rαn−1q(α)P0,

cα2P0, cα3P0, rcαq(α)P0 ,

sαq(α)P0, · · · , sαn−1q(α)P0,

rαf(α)P0, sαf(α)P0, scαq(α)P0,

αQ0, · · · , αn+2Q0,

cαQ0, · · · , cαn+3Q0,

bα2Q0, bα3Q0, bαQ0 +mcQ0,

mQ0, mαQ0, e(P0, Q0)
sbα2f(α)q(α),

mcαQ0, mcα2Q0, e(P0, Q0)
sbα3f(α)q(α),
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and Z ∈ GT , distinguish whether Z is equal to

e(P0, Q0)
rbα2f(α)q(α) or equal to some random element

of G.

To any PPT algorithm, it is difficult to solve

(f, g, F )-MSE-DDH1 problem.

(f, g, F )-MSE-DDH2 Problem. Let n be integers

and (p,G,GT , e(·, ·)) be a bilinear map group system.

Let P0, Q0, R0 be the generators of G. Given two ran-

dom coprime polynomials f and g with pairwise dis-

tinct roots, of order n, f(0) 6= 0, q(0) 6= 0, and several

sequences of group elements,

α3f(α)q(α)P0, bα3f(α)q(α)P0, q(α)Q0,

αq(α)Q0, k∗1q(α)Q0, k
∗
1αq(α)Q0,

k∗2q(α)Q0, k∗2αq(α)Q0, s1q(α)Q0,

s1αq(α)Q0, s2q(α)Q0, s2αq(α)Q0,

s3q(α)Q0, s3αq(α)Q0, s4q(α)Q0,

s4αq(α)Q0, e(P0, R0)
rbα2f(α)q(α),

cα2f(α)P0, · · · , cαnf(α)P0,

rαq(α)P0, · · · , rαnq(α)P0,

rcαf(α)P0, · · · , rcαn−1f(α)P0,

α2f(α)P0, · · · , αn+1f(α)P0,

cαQ0, · · · , cαnQ0,

s1cαQ0, · · · , s1cα
n−1Q0,

s2cαQ0, · · · , s2cα
n−1Q0,

s3cαQ0, · · · , s3cα
n−1Q0,

s4cαQ0, · · · , s4cα
n−1Q0,

αR0, · · · , α4R0,

bα4R0 + s1cα
nQ0, bα3R0 + s2cα

nQ0,

bα2R0 + s3cα
nQ0, bαR0 + s4cα

nQ0,

and Z1, Z2 ∈ G, distinguish whether both Z1 is equal to

bα4R0 + k∗1cf(α)Q0 or equal to some random element

of G, and Z2 is either equal to bα3R0 + k∗2cf(α)Q0 or

equal to some random element of G.

To any PPT algorithm, it is difficult to solve

(f, g, F )-MSE-DDH2 problem.

Intractability of (f, g, F )-MSE-DDH1 Problem.

Since P0 and Q0 are both the generators of group G,

we pose Q0 = βP0. Our problem can be reformulated

as D,E, F ,

D =



































































α2, · · · , αn+5,

bα2, · · · , bαn+5,

rαq(α), · · · , rαn−1q(α),

cα2, cα3, rcαq(α),

sαq(α), · · · , sαn−1q(α),

rαf(α), sαf(α), scαq(α),

βα, · · · , βαn+2,

cβα, · · · , cβαn+3,

bβα2, bβα3, bβα+mcβ,

mβ, mβα,

mcβα, mcβα2



































































,

E = sbβα2f(α)q(α), sbβα3f(α)q(α),

F = rbβα2f(α)q(α).

We need to show that F is independent of (D,E),

i.e., no coefficients {xi,j} and y1 exist such that F =

Σxi,jdidj+Σyiei, where the polynomials di, ei are listed

in D,E above respectively. By making all possible

products of two polynomials from D which are mul-

tiples of rbβ and rcmβ, we want to prove that no linear

combination among the polynomials from the lists F ′

and F ′′ below leads to F ,

F ′ =



























rbβα3f(α), rbβα4f(α),

rbβα3q(α), · · · , rbβαn+2q(α),

(rbβα + rmcβ)αf(α),

(rbβα + rmcβ)αq(α), · · · ,

(rbβα + rmcβ)αn−1q(α)



























,

F ′′ =







rmcβα2f(α), rmcβα3f(α),

rmcβαq(α), · · · , rmcβαn+1q(α)






.

Any such linear combination associated with rbβ can

be written as the following equation:

rbβα2f(α)q(α)

= rbβα3A(α)f(α) +Bαf(α)(rbβα + rmcβ)+

rbβα3C(α)q(α) + αD(α)q(α)(rbβα + rmcβ),
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where A(α), C(α), D(α) are polynomials and B is the

constant, deg A(α) 6 1, deg C(α) 6 n− 1, deg D(α) 6

n − 2. We can simplify the equation corresponding to

rbβ as

f(α)q(α) = αf(α)A(α) +Bf(α) +

αq(α)C(α) + q(α)D(α),

which is also written as

(f(α) − αC(α) −D(α))q(α) = (αA(α) +B)f(α).

Since f and q are coprime, we have

f(α)|f(α) − αC(α) −D(α) ⇒ f(α)|αC(α) +D(α).

Since deg (αC(α) +D(α)) 6 n and deg f(α) = n+ 1,

it implies αC(α) + D(α) = 0. Further simplifying it,

we have f(α)q(α) = αf(α)A(α)+Bf(α), which can be

simplified as q(α) = αA(α) +B.

Then we come to consider the items associated with

rcmβ. To cancel out rcmβ elements from the equation

associated with rbβ, any such linear combination can

be written as

Bαf(α) + αq(α)D(α) = α2f(α)E(α) + αq(α)F (α),

which can be simplified as

(B − αE(α))f(α) = (F (α)−D(α))q(α),

where E(α), F (α) are polynomials such as deg E(α) 6

1, deg F (α) 6 n. By the assumption, f and q are

coprime.

• If B − αE(α) 6= 0, we have f(α)|F (α) − D(α).

Since deg (F (α)−D(α)) 6 n and deg f(α) = n+ 1, it

implies

F (α)−D(α) = 0 ⇒ B − αE(α) = 0,

which contradicts the assumption since deg B = 0 and

deg αE(α) > 1.

• Then if B − αE(α) = 0, we have B = αE(α).

Since deg αE(α) > 1, this indicates deg B > 1,

which contradicts that B is a constant. Thus we have

B = 0, E(α) = 0. Hence we can deduct the equation

q(α) = αA(α). When α = 0, αA(α)|α=0 = 0, it im-

plies q(α)|α=0 = 0, which contradicts the assumption

q(0) 6= 0.

Hence, there exist no coefficients {xi,j}, y1 such that

F = Σxi,jdidj + Σy1e1 holds, thereby (f, g, F )-MSE-

DDH1 problem is intractable.

Intractability of (f, g, F )-MSE-DDH2 Problem. We

assume Q0 = βP0, R0 = γP0, where P0, Q0, R0 are the

generators of G. With the same method as above, it

can be also reformulated as D,E, F .

D =

































































































































α3f(α)q(α), bα3f(α)q(α),

βq(α)Q0, βαq(α),

k∗1αq(α)β, k∗1q(α)β,

k∗2αq(α)β, k∗2q(α)β,

s1αq(α)β, s1q(α)β,

s2αq(α)β, s2q(α)β,

s3αq(α)β, s3q(α)β,

s4αq(α)β, s4q(α)β,

cα2f(α), · · · , cαnf(α),

rαq(α), · · · , rαnq(α),

rcαf(α), · · · , rcαn−1f(α),

α2f(α), · · · , αn+1f(α),

cβα, · · · , cβαn,

s1cβα, · · · , s1cβαn−1,

s2cβα, · · · , s2cβαn−1,

s3cβα, · · · , s3cβαn−1,

s4cβα, · · · , s4cβαn−1,

γα, · · · , γα4,

bγα4 + s1cβα
n, bγα3 + s2cβα

n,

bγα2 + s3cβα
n, bγα+ s4cβα

n

































































































































,

E = rbγα2f(α)q(α),

F = bγα4 + k∗1cf(α)β, bγα3 + k∗2cf(α)β.

We also need to present that F is independent

of (D,E), i.e., no coefficients {xi}, {yi,j} and z ex-

ist such that ze1 = Σxif1di + Σyi,jdidj and ze1 =

Σxif2di +Σyi,jdidj , where polynomials di, fi are listed

in D,F above respectively. We come to take the case

of Z1 into account, and the same method can be used

for the case of Z2. We divide two cases to discuss the

independence of F .

1) z 6= 0. By making all possible products of two

polynomials from D and F which are multiples of rbγ,

we want to prove that no linear combination among the
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polynomials from the lists F1, F2 below leads to F :

F1 =







rk∗1cβαf(α)q(α), · · · , rk
∗
1cβα

nf(α)q(α),

rk∗2cβαf(α)q(α), · · · , rk
∗
2cβα

nf(α)q(α)






,

F2 =

































rαq(α)(bα3γ + k∗2cβf(α)),

...

rαnq(α)(bα3γ + k∗2cβf(α)),

rαq(α)(bα4γ + k∗1cβf(α)),

...

rαnq(α)(bα4γ + k∗1cβf(α))

































.

Any such linear combination can be written as

zrbγα2f(α)q(α)

= rαq(α)C1(α)(bα
3γ + k∗2cβf(α))+

rk∗2cβαf(α)q(α)D1(α)+

rαq(α)C2(α)(bα
4γ + k∗1cβf(α))+

rk∗1cβαf(α)q(α)D2(α),

where Ci(α), Di(α) are polynomials with deg C 6 n−1,

deg D 6 n− 1. Then, any such linear combination as-

sociated with rbγ can be written as

zf(α)q(α) = (α2C1(α) + α3C2(α))q(α)

⇔ zf(α) = α2C1(α) + α3C2(α).

When α = 0, α2C1(α) + α3C2(α)|α=0 = 0, this implies

f(α)|α=0 = 0, which contradicts f(0) 6= 0.

2) z = 0. We only consider the case of Z2 and the

same way to Z1. By making all possible products of

two polynomials from D and F which are multiples of

bγ, any such linear combination can be written as

(bγα3 + k∗2cβf(α))Aα
3f(α)q(α)+

(bγα3 + k∗2cβf(α))B(α)α2f(α)

= bγα4f(α)q(α)C(α) + k∗2cβα
2f(α)q(α)D(α),

where B(α), C(α), D(α) are polynomials and A is

a constant, deg B(α) 6 n − 1, deg C(α) 6 3 and

deg D(α) 6 n− 1.

To the polynomials with the coefficient bγ, we have

Aα6f(α)q(α) + α5f(α)B(α)

= α4f(α)q(α)C(α).

Therefore, we have (Aα − C′(α))q(α) = B(α), where

deg C′(α) 6 2. Then we have q|B(α). Since

deg B(α) 6 n−1 and deg q(α) = n, we have B(α) = 0.

Further simplifying it,

(bγα3 + k∗2cβf(α))Aα
3f(α)q(α)

= bγα4f(α)q(α)C(α) +

k∗2cβα
2f(α)q(α)Dα.

To the polynomials with the coefficient k∗2cβ, we

have

Aα3f2(α)q(α) = α2D(α)f(α)q(α).

Therefore, Aαf(α) = D(α). We have f |D(α). Since

deg D(α) 6 n− 1 and deg f(α) = n, we have D(α) =

0 ⇒ A = 0.

Hence there exist no coefficients {xi}, {yi,j} and z

such that both ze1 = Σxif1di + Σyi,jdidj and ze1 =

Σxif2di + Σyi,jdidj hold. Therefore (f, g, F )-MSE-

DDH2 problem is intractable.


