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Abstract Hardware security has become more and more important in current information security architecture. Recently
collected reports have shown that there may have been considerable hardware attacks prepared for possible military usage
from all over the world. Due to the intrinsic difference from software security, hardware security has some special features
and challenges. In order to guarantee hardware security, academia has proposed the concept of trusted integrated circuits,
which aims at a secure circulation of IC design, manufacture and chip using. This paper reviews the main problems of trusted
integrated circuits, and concludes four key domains of the trusted IC, namely the trusted IC design, trusted manufacture,
trusted IP protection, and trusted chip authentication. The main challenges in those domains are also analyzed based on the
current known techniques. Finally, the main limitations of the current techniques and possible future trends are discussed.
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1 Introduction

IEEE Spectrum reported a notable incident of hard-
ware securityl!] that an Israeli Air Force attack on a
suspected Syrian nuclear reactor did not receive any
response from the Syrian air defense system in the year
of 2007. The military and technology experts concluded
that the commercial off-the-shelf microprocessors in the
Syrian radar might have been purposely embedded with
a hidden “backdoor” insidel!), which could disrupt the
radar’s function by a preprogrammed code sent by the
attackers. This was also called as cyberwar, in which
there are much more than what we have seen to be used
to attack the hardware/chips and all sides in this battle
are arming themselves to create Trojan and hide them
deeply in computer and consumer electronics to facili-
tate the military attacks!?.

In January of 2014, the New York Times exposed
that the American National Security Agency (NSA) has
the ability to gather secret information from the uncon-
nected computers even though they turn off the WiFi
and any other known wireless and wired communication

hardware security, trusted integrated circuit, hardware Trojan, IC authentication, IP protection

connections?. This is a part of the Quantum program
of NSA, which is believed to have achieved much se-
cret data from all over the world. What the Quantum
program and the exposed ability of NSA shock people
most is that the traditional physical isolation is already
not secure. The hardware Trojans and backdoors are
embedded into the chips, and people cannot trust the
traditionally reliable chips any more. Those malicious
pieces of circuits can bypass the software security faci-
lities and spy the users, and the users cannot recognize
them. The Trojans and backdoors are normally added
to or revised from the original circuits in the design
stage or in the manufacturing process of the chips. The
traditional formal verification and testing tools cannot
detect them yet, and the current design flow cannot
guarantee such security either.

The hardware Trojans and backdoors can make the
chip fault, fail, leak secrets, and lose control. In addi-
tion to these internal threats, the external attacks to
the chips are also vital to the hardware security, such
as the electro-magnetic attacks®4!, scan-chain atta-
cks(576!, fault attacks!”™8!. They can cause the chip func-
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tions to be disturbed, failing, or faulty. Meanwhile,
the piracy attacks to the intellectual property of the
chips, such as reverse engineering, cracking, counter-
feiting, and overbuilding!®!, are also very critical for the
chip owners, which may cause remarkable economical
loss or security damage. The hardware security forms
the very base of the whole information security and such
threats have therefore become very urgent to solve.

2 Trust Model

All above issues can be classified into the category of
the trusted integrated circuits (IC), which focus on the
trustworthiness of chips in particular. The “trustwor-
thiness” comes from the human being’s word “trust”,
which means secure and reliable. There are three key
points in this domain. Firstly, it requires the functions
of the circuits are neither more nor less (no more and no
less). The less can be examined in traditional verifica-
tion and testing tools with regard to the design specifi-
cation and the behavior description. However, the more
is not easy to find out by the traditional methodology
due to the absence of the corresponding techniques and
tools. The Trojans and backdoors mentioned earlier
are just the case of the more. Secondly, the intellectual
property of the IC is also very important to protect and
the trusted IP protection is therefore a crucial part of
the trustworthiness of the IC. Thirdly, the chips will
finally circulate in the market and be used by the end
users, thus the trustworthiness for the end users to in-
vestigate from the chips is very important. The users
should take the trusted authentication on the chips that
they will use to guarantee their security. Readers can

Behavior

also refer to another review paper focusing on a sub-
set of topics of this paper including the threat models,
metrics, and the defense techniques!'?.

In general, the model of the trustworthiness of the IC
circulation can be concluded as shown in Fig.1. There
are mainly five key participators in the circulation of
the IC, namely 1) the chip vendor who invests to cre-
ate the IC, 2) the IP vendor who offers the intellectual
property cores for the chip vendor to integrate, 3) the
third-party design team who is contracted to finish the
design of the IC, 4) the foundry who is contracted to
fabricate the IC, and 5) the end user who will use the
chips.

Some chip vendors, such as TI, Qualcomm, have
their own in-house design teams. However, the third-
party design teams or the design service providers
are often employed in modern complicated IC design,
e.g., some EDA (Electronic Design Automation) tool
providers often take such responsibilities. Furthermore,
few chip vendors can have their own foundries. Nowa-
days, most chips are outsourced to third-party foundries
to speed up the time-to-market and lower the cost.
Therefore, from the perspectives of the chip/IP ven-
dor and the end user, there are apparent trust issues
introduced by such a multi-participant IC circulation.

Those trust issues can be classified and hence solved
in the following four domains. 1) The trusted design,
means that the designer implements the design specifi-
cation with no more and no less. 2) The trusted manu-
facture, means that the foundry fabricates the chip
without modifying the design. 3) The trusted chip/IP
supply, means that the chip/IP vendor offers trusted
chips/IPs with guaranteed reliability and without ma-
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Fig.1. Model of the IC trustworthiness. The main participators of the IC circulation include the chip vendor, IP vendor, third-party
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licious circuits sneaked. 4) The trusted use, means the
intellectual property contained in the chips or IPs is
properly protected in using. The trusted IC design re-
flects the trust between the chip vendor and the IC
designer. The trusted manufacture reflects the trust
between the chip vendor and the foundry. The trusted
IC/IP supply reflects the trust when the chip vendor
sells the chip to the end user and the trusted use re-
flects the trust when the end user uses the chip bought
from the chip vendor and when the SoC integrator uses
the IP cores bought from the IP vendor. This is a so-
ciological problem, but needs technical solutions. How-
ever, there are still severe challenges to solve. In those
domains, the key challenges and current available tech-
niques are analyzed respectively as follows.

3 Trusted IC Design and Trusted Manufacture
3.1 Challenges

The trust issues in the IC design process and the IC
manufacture process are similar. Considering a general
case of creating a chip, the chip vendor defines the de-
sign specification, i.e., the functional and nonfunctional
requirements of the expected chip, and contracts the de-
sign task to a third-party design team. The design flow
is often a very long process including multiple design
stages and unpredictable changing orders and iterations
in order for the convergence. The flow at least covers
the logic design, layout design, testing and verification,
which may be iterated for several loops. A standard de-
sign flow is shown in Fig.2, which often contains more
pending design steps including the logic optimization,
technology mapping, design planning, placement, rou-
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ting, physical optimization, optical proximity correc-
tion (OPC), mask data preparation and so on. After
the layout is formatted into the geometrics, e.g., OA-
SIS or GDS-II, the design can then enter the foundry
for tape-out.

Actually, there are often more third parties in-
volved in this flow when designing complicated ICs even
though the chip vendor has in-house design teams and
they can have sufficient EDA tools too. The first reason
is the widely used third-party IPs (3PIP) for fast time-
to-market. In addition, the design-supporting teams
from the EDA tool vendors, the fast design service
providers aiming at some special design issues such as
clock networks or timing closure and so on, are also of-
ten needed. Both the intended designing Trojans and
the malicious IPs are the main threats to the trusted
design flow!10].

In the foundry, there are still several key procedures
to carry on, including layout examination, mask crea-
tion, wafer creation, photolithography, testing, packag-
ing and so on. The foundry gives the packaged chips to
the chip vendor for acceptance testing.

We can see that there are many opportunities for
the advisories to inject the malicious circuits into the
original design when they obtain the authorized access
to the design data, e.g., the third-party optimization
service to add malicious circuits in physical synthesis,
or the mask creation to add extra masks of malicious
circuits in the foundry. Traditional testing and verifica-
tion tools cannot handle the “no more” but can handle
the “no less” which guarantees the functions are cor-
rect. When there are hardware Trojan horses sneaked
in the design, those tools cannot be aware. The key
challenges to the trusted design and manufacture pro-
cesses lie in: 1) the flow guarantee, such as the access
control, flow adjustment, and security constraints, 2)
the design techniques, such as anti-Trojan design tech-
niques and secure IO design techniques, 3) testing and
verification for security, such as Trojan detection, se-
curity verification and testing for IP cores or IC de-
signs. The possible solutions corresponding to those
challenges could be the research topics in the domain
of trusted IC.

However, any security measure must have its own
starting assumption. There could not be absolutely se-
cure techniques free of any constraints. The detailed
effectiveness analysis of the trusted design and manu-
facture methods is shown in Table 1. The trustworthi-
ness guaranteeing techniques can be classified into four
categories, namely design flow and techniques, manu-
facture techniques, testing, and verification. Each kind
of methods has its own limitation of effectiveness.
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Table 1. Limitation of the Effectiveness of
Trusted Design and Manufacture Methods

Category Limitation

Design techniques Assume designers trusted and others

not trusted

Manufacture techniques Assume manufacturers trusted and
others not trusted

Testing methods Assume anyone not trusted

Verification Assume anyone not trusted

3.2 Techniques Available

The malicious circuits, i.e., the hardware Trojan
horses, may have many forms. Wang and his col-
leagues decomposed the taxonomy of the hardware Tro-
jans through three categories!'!l] i.e., 1) the physical
characteristics, 2) activation characteristics, and 3) ac-
tion characteristics. Readers may refer to a further de-
tailed taxonomy of the Trojans('2"13] which is very use-
ful for better understanding the existing and potential
threats.

In design and manufacture stages, the testing and
the verification are ideal ways to guarantee the trust-
worthiness. However, it is a severe challenge to detect
and locate the malicious circuits in the original design
for them. For example, traditional testing and verifica-
tion methods employ the satisfiability (SAT) model('*!
to solve the functional tests to guarantee “no less”,
but the model cannot help on finding Trojan horses
and backdoors. Some proactive techniques directed to-
wards preventing insertion of Trojans!*® were proposed
in last decades, including the dead space filling!*!l,
obfuscation!'® | the triggering silencing'”!, and infor-
mation hiding['8l. Dead space filling means that the
designer fills the empty placement spaces where the pos-
sible redundant malicious circuits might be placed since
any piece of circuit must have physical space to hold.
The obfuscation against the Trojan insertion mainly
means the logical obfuscation that makes it harder for
the adversaries to understand and add malicious cir-
cuits properly. The designers can also employ the built-
in-self-test logics (BIST) to defense the Trojans actively
by signature examination in transparency model' or
on-chip inspection architecture2921l. However, those
methods cannot guarantee the provable security and
have apparent design overhead.

In design stages, the Trojan detection techniques can
also be used. For example the detection heuristics based
on the circuit features include the unused circuit iden-
tification (UCT) based Trojan-checking method®? and
unused input identification/?3!. Those methods aim to
find out the redundant unused circuits which may be
malicious. The unused input identification improves
the identification through investigating the chip input

signals. It is based on the understanding that the Tro-
jans must be triggered by certain inputs and those un-
used are mostly suspicious. The statistical optimal test
vector generation¥ and the Automatic Test Pattern
Generation (ATPG) methods based on design tricks
(flip-flop insertion!?®! and region partition(?!) were also
proposed to improve the activation of Trojans. This
category of methods cannot guarantee the detection
precision and heavily relies on the vector generation.

In manufacture stage, the layout versus schematic
(LVS) based verification may be used for detecting
the Trojans inserted in the manufacturing stage. The
netlist can be compared to its counterpart from the de-
sign stage after being extracted from the manufacture
data of the chip. Furthermore, the chip owner can also
employ the detecting techniques available for the de-
sign stage mentioned above to find out the Trojans
based on the extracted suspicious netlist. After the
manufacture, the Trojans sometimes are only embed-
ded into some manufactured chips of a given design
rather than all of them. The chip owners can use
the gate-level characterization (GLC)P7 based post-
manufacture Trojan detection methods, which aim to
locate Trojans precisely through recovering the charac-
teristics such as path delay?”), leakage current[28-29 of
the gates on the target chip under test (CUT) with its
circuit design known. The main challenges of this tech-
nique are to determine the process variation (PV) fac-
tors to build up the equations obtained from the circuit
design and solve them to calculate the real delay or leak-
age current of the gates after they are manufactured,
which affects much the detection precision. Meanwhile,
the chip owners can also use the side channel based
Trojan detection methods*%-32 but the effectiveness of
such methods is subject to the noise and the measure-
ment accuracy of equipments. The Trojans with small
footprints may survive. Furthermore, the side channel
based methods need the golden chip free of any Trojans
to compare with, while the GLC-based methods do not
need it. Post-manufacture methods focus on detect-
ing Trojans to authenticate the trustworthiness of the
chips, some of which also need design tricks to assist.
Those methods are thus classified into the techniques
for the trusted chips in this paper which are stated fur-
ther in Section 5. Furthermore, Tehranipoor et al. also
concluded in detail the design for Trojan prevention
and Trojan detection in post-manufacture stages!'3:33],
which have supplemented technical details and are use-
ful for readers to understand the methods further.

3.3 Key Issues to Solve

In summary, the current techniques mitigate the
trustworthiness challenges in design and manufacture
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stages. The main goal is to prevent or detect Trojans
in a design. However, there are still several key issues
to solve in the future.

e The flow-level trusted control is absent.

e The defense techniques do not have provable se-
curity although they have claimed promising usability
with specific scenarios.

e The untrustworthy designers are not yet well han-
dled in current techniques.

There is still an urgent requirement for the trusted
design tools to realize the proposed security techniques
from academia.

4 Trusted IP Protection for Trusted Use
4.1 Challenges

Intellectual property (IP) of the chip, meaning the
valuable circuit designs, is the core of the IC indus-
try. It means notable benefits of the owner. There
are also various IP core providers offering well-designed
functional blocks for the IC integrators (chip vendor)
to integrate to speed up their chip designs. Providing
IP cores is already an outstanding business in IC in-
dustry. The owners want their IP cores or chips secure
against any infringement such as unauthorized copying,
counterfeiting, overbuilding, and using. The academia
and the industry have been devoting much effort to the
IP protection, and there are even various strict gov-
ernmental “embargo” laws in the military IC indus-
try. However, the current protection to the intellec-
tual property of the ICs is not secure enough yet, and
the IP infringement results in a loss of 250 billion US
dollars and 750 000 working positions per year all over
the world®. Implicitly, the IP infringement can also
cause inestimable damage to the innovation of the IC
industry.

There are various types of IP infringement be-
haviours, including cracking license, piracy, overbuild-
ing, counterfeiting, etc. The chip vendors often use li-
censing strategies to lock and protect the IP cores or the
chips from unauthorized use. The adversaries can copy
the authorized licenses directly or side-channel the se-
cret licensing keys®¥ to crack such locking. In compa-
rison with the attack to the licensing, the others aim at
the design content contained in the chips. Piracy!34-35]
activities try to copy or tamper the original designs
of the IP cores or chips and reproduce them. Over-
building!®-37) happens when the untrustworthy manu-
factures fabricate more chips than what the chip own-
ers expect, or the untrustworthy IC integrators (chip
owners) produce and sell more chips with the IP cores
than what the IP owners expect. Counterfeiting!®®! is
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to make faked IC. The adversaries forge or imitate the
original chips, make up these low-quality faked chips
like the genuine ones and sell them to profit.

Different from the software attacks, the chips are
not easy to trace from inside the gates and netlists of
the layout due to the very deep submicron technolo-
gies. Nevertheless, there are still some powerful attack-
ing techniques available for accessing the internal se-
crets and contained designs of the chips, for example,
the side channel®!, scan chain attacks!*?!, and reverse
engineering[*!l. Side channel and scan chain attacks
exploit the internal information of the chip, e.g., the
key, by collecting and analyzing the leaked informa-
tion. Side channel attacks use electromagnetic infor-
mation, such as power, current, delay, heat, and light.
Scan chain attacks use the scan chains of the testing
infrastructure. Side channel has broken all major hard-
ware cryptographic algorithms('942], Reverse engineer-
ing can infer the chip functions, identify the manu-
facture technologies, and even extract the gate-level cir-
cuit designs by 10 testing, micro-probing, laser or X-ray
scanning and imaging, and so on. Both side channel
and reverse engineering are just techniques. They do
not mean illegal and can be used in legal ways.

The chip and IP core owners want a trusted method
to protect their IP from infringement so that they do
not need to worry about the adversary users. Unless the
protecting method is provably secure, it cannot be re-
garded as trusted from the technical perspective. How-
ever, it is a very severe challenge to setup such a secure
IP protection methodology or a series of methods to
form the trusted base. There is still much space to
improve.

4.2 Techniques Available

Current IP-protecting techniques can be classified
into two categories. The first category is the pas-
sive protections. Designers can embed the water-
marks into the design, which can be inherited and
manufactured*3-451. The watermarks can be extracted
from the chips to verify as long as the chips are suspi-
cious of piracy or counterfeiting. In order to realize the
verification on every single piece of chip, the hardware
fingerprinting was applied!*6-48!. The hardware finger-
prints utilize the process variation in IC manufacturing
and have the capacity to be calculated and examined
for each chip. Directly embedding and checking the
watermarks or fingerprints cannot prevent the IP in-
fringement. Therefore, the proactive protecting tech-
niques were invented and account for the mainstream
of the IP protecting techniques.

®Advancing Intellectual Property Protection, http://www.agmaglobal.org/, May 2014.
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Encryption methods based on securely stored
keys[*! can protect the hardware IPs from piracy, unau-
thorized use via licensing. However, the key storage is
not always secure against side channel and reverse engi-
neering. In order to implement the licensing of pay-per-
use and pay-per-device, the software-hardware binding
protection techniques were also proposed[®®-51) based on
PUF or stored-keys. The PUF (or physical fingerprint-
ing) based licensing strategy is secure against piracy,
overbuilding, and counterfeiting, but the replay attacks
and reverse engineering are still the most outstanding
threats to such licensing strategies.

IC metering methods!®2753] can prevent the IC design
from overbuilding. They use the physical fingerprint-
ing and lock the combinational logic or sequential logic
functions of the chip so that only the right authorized
licenses from the owner can unlock the design. The ba-
sic idea is that they create a physical unclonable iden-
tifier (ID) for the chip and use it to control the correct
transitions of the finite state machines (FSM) of the
circuit. The circuit behaves correctly only on the au-
thorized chips with right physical unclonable IDs. Any
overbuilt copies cannot have the same IDs with any
of the authorized ones due to the uncontrolled physical
variations in manufacturing and therefore cannot work.
Although Koushanfar proposed a secure FSM construc-
tion method against the reverse engineering!®®!, the cur-
rent IC metering is still not secure against the reverse
engineering and side channel attacks to the physical un-
clonable identifiers and the data paths to access to the
IDs.

Counterfeiting has brought severe performance
degradation and posed real security threats for
ICs because the counterfeiters may sell mislabelled,
used/old/recycled ICs to customers and those fake ICs
may have been inserted hardware Trojans or spywares.
Mislabelled chips can be detected by visual inspection,
depackaging, or X-ray photography of the packages!®4.
Used/old /recycled ICs can also be recognized by de-
tecting their aging or reliability heuristically(®®). The
physical fingerprint based IP protecting and IC meter-
ing techniques may be used in preventing counterfeit-
ing via proper licensing schemes. However, the licens-
ing updating and the method to prevent replay attacks
(downgrading attacks especially for FPGA products)
are the issues to solve. Take the replay attack as an
example: the adversaries may use the licenses from
the older versions to the updated products, which may
make the system still work without paying for the new
licenses.

Reverse engineering is a technique to identify IC’s
structure, design, and functionality. Reverse engineer-
ing has been widely used to legally collect competi-

tive intelligence, and check for commercial piracy and
patent infringements. It can invasively extract the
gate-level netlist through package removing, delayer-
ing, imaging, annotation, schematic read-back, and
functional analysis. Unfortunately, reverse engineer-
ing is also widely used to crack, pirate, and counter-
feit the chip/design. To prevent the reverse engineer-
ing, the logic obfuscation techniques based on redun-
dant finite state machines!!fl and gate insertion[36:43]
were invented to obfuscate partial combinational and
sequential logic function of design, which can make it
confusing and hard to interpret. Authors of [44] pro-
posed a memory-based obfuscation method that hides
the key parts of the design by storing the true tables
into a memory. Camouflaging[*®! is a layout-level obfus-
cating technique designing the logic blocks as the same
physical layouts to resist image processing based extrac-
tion of a gate-level netlist from a chip. However, those
techniques cannot prevent cloning, counterfeiting, and
overbuilding. Their security against reverse engineer-
ing is also not theoretically proved or convincing. The
side channel attacks, logic testing, and micro probing
may still threaten their security.

4.3 Key Issues to Solve

In summary, the current techniques for IP protection
have mostly covered the important aspects in this do-
main. The IP infringement behaviours, including the
licensing crack, piracy, overbuilding, and counterfeit-
ing, often employ various attack techniques, such as
copy, cloning, side channel, and reverse engineering.
There are many passive and proactive IP-protecting
techniques proposed to prevent the IP infringement be-
haviours. However, there are still several key issues to
solve in the future.

e There is still no technique able to prevent all the
main IP infringement behaviours in one framework.

e Reverse engineering can still dramatically threaten
the IP security.

e A trusted IP protection methodology and its in-
frastructures are still absent.

There are no usable tools available in this domain
yet, and the current academic methods still have severe
usability issues.

5 Trusted Chip/IP Authentication for Users
5.1 Challenges

In the view of the end users (the chip vendors
are considered as the end users of the third-party IP
providers), they care about their chips/IPs purchased
from the vendors, hope them free of any Trojan horses,
backdoors, and are reliable against the external vari-
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ance. This is a requirement of trust when a customer
buys a product. In fact, however, it can hardly be met.
As mentioned earlier, various sources of reports have
shown that some of the chips currently circulating are
definitely not clean. The Prism plan and the Quantum
plan of NSA have made people’s information environ-
ment extremely untrustworthy. The political and mili-
tary competition among countries may make the chips
evil in today’s highly international industry.

The end users should be partitioned at least into
two categories, i.e., professional and nonprofessional
users. The professional means those having the ac-
cess to the professional examination and detection plat-
forms, tools, and techniques for ICs; the unprofessional
means those without such access. They need some mea-
sures to help authenticate the trustworthiness of the
chips, which, however, is not realistic yet. There are
neither professional tools nor general methods for both
categories of users to authenticate the chips.

Similar to human society, the most general and con-
venient method to authenticate a chip is to examine
its unique identification. Traditional methods eligible
for such a goal include the nonvolatile memory-stored
identifier!, watermark(®®! physical fingerprint!*¢! in-
cluding physical unclonable functions (PUF)B758] etc.
The memory-stored identifier is not secure against
piracy. The watermark and some physical fingerprints
(e.g., the leakage current based fingerprint) are not per-
fectly readable or checkable after packaging. The PUF
utilizes the uncontrollable process variations during the
production of IC to generate a unique signature for each
IC. It is a very promising secure primitive for hardware
security. However, the stability and security of PUF is
still an issue to solve in identifying a trusted chip. A
perfect fusion with the readability, stability, and secu-
rity of the identification method is the main challenge
in this domain.

Identification-based methods are not suitable for au-
thenticating third-party IPs (3PIP) due to the following
two reasons. 1) There are often many IP cores inte-
grated to a single design, which may cause high cost
to have the identifiers. 2) The IPs may be provided
in either soft cores (RTL codes) or hard cores (library
macros), which results in the difficulty to find proper
identifying methods.

The identification-based methods are not yet suf-
ficient for authenticating a trusted chip. More pro-
fessional tools and techniques should be developed
in examining the trustworthiness of an IC-under-
authentication (IUA). The end user cannot access any
internal design details except for the packaged IOs after
obtaining the chips. Using noninvasive technologies to
explore the sneaked malicious circuits and potential se-
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curity weakness may be a low-cost and efficient choice
for the professional users in comparison with extract-
ing the layout via reverse engineering invasively. Side
channel and scan chain scanning are known methods
available in this domain. The Trojans can be detected
via monitoring and analyzing the leaked physical infor-
mation, such as power? delay®!, or by scanning the
scan chains® via the testing entries of the chips. How-
ever, the effects of such methods may heavily depend
on the measurement accuracy of the side channels, the
golden version of the chip, and the precision of the cal-
culation models or the design tricks. The precision and
the resolution of finding the Trojans are often hard to
meet.

It becomes much more complex when the SoC inte-
grator wants to authenticate or verify the third-party
IP cores due to the absence of the golden version. For
the soft cores, the trusted design verification techniques
stated earlier are available. However, for the hard cores,
only the methods without needing the golden version
are eligible.

Regarded as an end user’s tool, it needs a good bal-
ance between the cost and the security for trusted chip
authentication in adapting to the requirements of the
professional and the unprofessional users. A trusted
third-party may be required in the chip identification
based chip authentication. Provably secure methods
will be the candidate choices for the professional users,
which is a severe challenge yet to solve. The design exa-
mination methods employed in trusted IC design, e.g.,
the layout verification, may also be considered when
the reverse engineering is available.

5.2 Techniques Available

The IC identification and examination methods can
be used to authenticate the trustworthiness of a chip.
There are four kinds of techniques available for IC iden-
tification. The first is the direct nonvolatile memory-
stored identifier*”), which has been widely used in com-
puter hardware (e.g., MAC address), FPGAs. However,
this technique is easy to be cloned, micro-probed or side
channell®®.  Another technique is watermark[®6!. The
designer embeds some hiding information (watermark)
into the circuit, which can be extracted after manu-
facture. However, the watermark is statically embed-
ded into the circuit and it cannot differentiate a spe-
cific chip uniquely (every chip has the same watermark),
and all the produced chips have the same watermark.
Fingerprinting!*®! is a physical technique which can ex-
tract the unique identifier from each manufacture chip
due to the process variations. The delay, power, and
leakage current can be utilized to calculate the physical
fingerprint of a chip. More specifically, the physical un-
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clonable function (PUF) is a piece of well-designed cir-
cuit embedded into the original circuit design, which
can give the unique and unclonable outputs regarded
as a physical fingerprint of the chip after manufacture.
Due to its outstanding security and good usability
(readable, stable, and unique), PUF has been a well-
known promising security primitive. Using those tech-
niques to make identifiers of the chips, users can trace
their originations and obtain an authentication sup-
ported by a trusted third party.

As mentioned earlier, the identification-based met-
hods are not suitable for third-party IP core (3PIP)
authentication due to the cost and implementation
difficulty. The trustworthiness verification techniques
stated in the section of the trusted design techniques
are the possible candidates for the soft IP core au-
thentication. Tehranipoor et al. proposed a theoretical
overview on the possible techniques for the trustworthi-
ness verification of the soft 3PIP cores®, including the
formal verification, code coverage analysis for redun-
dant circuits and testing. For the hard IPs provided in
the form of layout macros (as a library), it is more diffi-
cult to detect the Trojans since there are no golden ver-
sions present for the IPs. Among the Trojan-detecting
methods stated in the following paragraph, the possi-
ble candidates to verify the trustworthiness of the hard
3PIPs may be those without needing the golden version
of the chip, which is actually not perfectly solved yet.

For the users with more technological capacities,
the invasive and noninvasive chip authentication met-
hods may be employed to verify if there are Tro-
jans or backdoors sneaked in the chip. The nonin-
vasive methods mainly include the side channel, test-
ing, and mathematical model based methods. Invasive
methods mainly refer to the reverse engineering met-
hods. Agrawal et al. proposed a side channel based
power analysis method to detect Trojans embedded in
a chipBY. The basic idea is to capture the power pro-
file signatures by comparing the golden chip and the
infected chips. As long as the Trojans work, they
consume extra power compared with the clean chips.
Later, many other side channel methods were deve-
loped, including the delay aunalysis[?’l'?’Q]7 power supply
analysis(®, and comprehensive methods®!. They have
the same motivation and similar methodology as the
power side channel. The effectiveness of such methods
is subject to the noise and the measurement accuracy of
equipments, and the Trojans with small footprints may
survive. They also need a purely clean (golden) chip
free of Trojans to compare with. In order to improve the
effectiveness, some design tricks (Design for Trust)[13’33]
were employed in design stages to improve the Trojan
activities in either test-time or run-time testing!'¥, e.g.,

25] [26]

the flip-flop insertion(25], region partition'*®!, and sen-
sor manipulation?. In order to give better Trojan
resolution without golden chips, authors of [27] pro-
posed the gate-level characterization (GLC) based post-
manufacture Trojan detection methods, which aimed to
locate Trojans precisely through recovering the charac-
teristics such as path delay?7, leakage current3-29 of
the gates on the target chip under test (CUT) with its
circuit design known. The linear and nonlinear equa-
tions with measured delay or leakage current values
from the measuring points of CUT are built. The sta-
tistical analysis after certain number of simulations on
the CUT validates the Trojans detection. One of the
main challenges of this technique is to determine the
process variation (PV) factors to build up the equa-
tions obtained from the circuit design and solve them
to calculate the real delay or leakage current of the
gates after they are manufactured. Another problem
of this technique is its difficulty in practice due to 1)
the selecting of the candidate parts of the circuit to
calculate and 2) the heuristics used affecting the pre-
cision of the detection. The authors of [62] proposed
a comprehensive method to combine the design tech-
niques (adding temperature sensors), post-manufacture
techniques (side channels), and test-time and run-time
techniques together to improve the precision of post-
manufacture Trojan detection with known clean circuit
design and without the golden chip.

In addition to the noninvasive methods, the re-
verse engineering methods can also help analyze and
locate the possible malicious circuits after recovering
the netlist of the chip. It may improve the efficiency to
combine the noninvasive methods with the reverse en-
gineering to analyze the target chips comprehensively
especially when there is neither the golden chip nor the
design content present.

5.3 Key Issues to Solve

In summary, the current techniques for trusted
chip authentication can mainly be concluded into the
IC identification and post-manufacture trustworthiness
authentication. Physical fingerprinting including the
physical unclonable functions (PUF) utilizes the pro-
cess variation of manufacture and has good security fea-
tures. The identification-based chip authentication is
suitable for the average use. The post-manufacture Tro-
jan detection methods are the known important tech-
niques for authenticating the trustworthiness of the chip
for the end users. The GLC-based methods need the
design content of the chip, while the side channel based
methods need the golden chip. The end users can select
based on their actual situation. There are still several
key issues to solve in the future.
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e Average users cannot have the access to the circuit
design of the chip, and it is still a problem to detect
Trojans precisely without the golden chip or the design
content.

e The precision and wusability of the post-
manufacture Trojan detection has still much space to
improve.

e There is still no general chip authentication
methodology or framework available for the IC indus-
try.

In chip authentication, the reverse engineering may
be another candidate despite of its high cost. It can
help recover the design content and the techniques in
design stages can thus be used to help locate the Tro-
jans.

6 Conclusions

Hardware security has played a more and more im-
portant role in current information security infrastruc-
ture. Known reports and exposed facts have shown that
there are severe hardware security problems in general
consumer electronics and application-specific ICs. This
paper proposed the trust model meant by a trusted IC
aiming at the guaranteed security, which contains five
key roles (players) and four key trusted issues, namely
trusted design, trusted manufacture, trusted IC supply,
and trusted IC using. The trust model indicates that
the main research work in this domain should concen-
trate on the techniques and methods in trusted design
and manufacture, trusted IP protection, and trusted
chip authentication. According to a comprehensive re-
view on the current technologies, we can see that the
current key challenges to the trusted IC are mainly pre-
sented in the domains of IC design, IC manufacture, IP
protection, and the chip authentication.

Although current techniques have been focusing on
those issues for couple of years, there are still clear
limitations in those key domains, which may become
the future trends of the research. The limitations of
the current techniques and the possible future research
trends include:

1) Trusted IC Design and Manufacture

e The flow-level trusted control is currently absent.

e The current defending techniques do not have
provable security although they have claimed promising
usability with specific scenarios.

e The untrustworthy designers are not yet well han-
dled in current techniques.

2) Trusted IP Protection

e There is still no technique able to prevent all the
main IP infringement behaviours in one framework.

e Reverse engineering can still dramatically threaten
the IP security.
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e A trusted IP protection methodology and its in-
frastructures are still absent.

3) Trusted Chip Authentication

e It is hard to be solved to detect Trojans precisely
without the golden chip and design knowledge.

e The precision and wusability of the post-
manufacture Trojan detection has still much space to
improve.

e There is still no general chip authentication
methodology or framework available for the IC indus-
try.

Furthermore, all the proposed techniques from the
academia have limited usability and there is still much
space to improve before they become eligible EDA
tools.
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