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Abstract While cloud-based BPM (Business Process Management) shows potentials of inherent scalability and expen-
diture reduction, such issues as user autonomy, privacy protection and efficiency have popped up as major concerns. Users
may have their own rudimentary or even full-fledged BPM systems, which may be embodied by local EAI systems, at
their end, but still intend to make use of cloud-side infrastructure services and BPM capabilities, which may appear as PaaS
(Platform-as-a-Service) services, at the same time. A whole business process may contain a number of non-compute-intensive
activities, for which cloud computing is over-provision. Moreover, some users fear data leakage and loss of privacy if their

sensitive data is processed in the cloud. This paper proposes and analyzes a novel architecture of cloud-based BPM, which
supports user-end distribution of non-compute-intensive activities and sensitive data. An approach to optimal distribution
of activities and data for synthetically utilizing both user-end and cloud-side resources is discussed. Experimental results
show that with the help of suitable distribution schemes, data privacy can be satisfactorily protected, and resources on both
sides can be utilized at lower cost.

Keywords cloud-based BPM, user-end autonomy, data privacy

1 Introduction

With the boom of the Web applications, the Inter-
net services, new business models and innovative com-
puting paradigms (e.g., Software-as-a-Service[1], grid
computing[2] and cloud computing[3]), the Internet has
evolved into an indispensable social infrastructure and
the largest computing platform of the world as well.
The Internet-based cyberspace takes shape, and its
emergence and development may impact our lives fun-
damentally. This paper views the buzz-concept cloud
as an umbrella term referring to 1) the Internet-based
capabilities provided as services in different forms for
different tenancies, i.e., SaaS (Software-as-a-Service)
for end-users, PaaS (Platform-as-a-Service) and IaaS
(Infrastructure-as-a-Service) for application developers.
The Internet-based data management and computing
facilities are the most popular functionalities delivered
as cloud services; 2) a scalable multi-tenancy infrastruc-
ture delivering cloud services; 3) various application
fabrics, such as virtual communities, which partition

and use the Internet-based cyberspace for controlled
sharing and collaboration. We believe, service-based
and multi-tenant cyberspaces have great potentials in
reforming the IT realm.

This paper is related to BPM on cloud. BPM (Busi-
ness Process Management)[4] resides on top of the IT-
related value chain, embodying visible value of IT sys-
tems from user’s point of view. Recently, BPM has re-
ceived even more attention since the widely adoption of
the SOA (Service-Oriented Architecture)[5] paradigm.
In general, BPM can be seen as a major carrier of SOA
merits. cloud-based BPM is a natural development in
line with the above-stated trends. Our work is moti-
vated by the increasingly representative development
of decentralized process management. A typical sce-
nario is upgrading existing EAI systems to adapt to the
Internet-based infrastructure services (typically cloud
services at present). Business process engines may run
on cloud-side, providing a sort of PaaS capabilities.
While the main business logic may still be controlled by
the user-end, some tricky parts can be executed using
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the cloud-side capabilities. Such distribution require-
ments bring impact to the overall architecture. There
exist a number of researches that explore how BPM can
be more cost-effectively and managed more efficiently
in clouds. However, little effort is made to investigate
issues of utilizing user-end capability synthetically with
cloud and protecting users’ data privacy in cloud envi-
ronment.

The rest of this paper is organized as follows. Section
2 analyzes the benefits and challenges of cloud-based
BPM, and identifies the concrete research problems of
the paper. In Section 3, after analyzing candidate archi-
tectures constellation of cloud-based BPM, we propose
a novel architecture supporting user-end distribution
of non-compute-intensive activities and sensitive data.
Section 4 explores some key issues on an optimal dis-
tribution of activities and data in processes in order to
utilize resources on both sides. Section 5 makes some
assessment with an experimental scenario. Closely re-
lated researches are discussed in Section 6. We con-
clude with our initial findings and some open questions
for future exploration in Section 7.

2 Problem Definition

2.1 Sharing BPM Capabilities on Cloud

Nowadays, more and more organizations use BPM
systems to improve the effectiveness and efficiencies
of enterprise operation. At present, there is a large
amount of powerful and expensive commercial BPM
software on the market, such as, Oracle BPM[6],
Microsoft BizTalk[7], and IBM Websphere Process
Management[8]. On the other hand, inexpensive open-
source software, such as jBPM[9], Active BPEL[10]

and Shark[11], providing another choice of open-source
software often suffers from some functional and non-
functional shortcomings. Using commercial BPM pro-
ducts means a considerable upfront investment on soft-
ware procurement and maintenance to users. Users
may also have to buy a high performance server to run
BPM engine, and employ IT experts to maintain the
system.

BPM users are among the people who may profit
most from cloud computing. Such burdens as purcha-
sing hardware and software products on-premise, as
well as installing, maintaining, or upgrading them, can
be relieved. It is particularly attractive to SMEs (Small
and Medium Enterprises), as they now can use scalable
BPM services with a pay-as-you-go manner[12]. More-
over, multiple business processes which belong to differ-
ent enterprises may cooperate with each other on the
cloud-based BPM platform. Major IT vendors begin
to provide BPM services in the cloud, such as IBM’s

Blue Works[13], Microsoft’s SharePoint Online[14] and
Vitria’s M3O[15]. cloud-based BPM is getting preva-
lent.

2.2 Challenges of Cloud-Based BPM

Although cloud-based BPMs can help the organi-
zations such as SMEs improve enterprise operational
efficiency and cut down their expenditures, there are
still some barriers to the adoption of cloud-based BPM.
Many users have already deployed a number of legacy
applications in their private computing environment.
They may have built up their own EAI systems, and
have their own rudimentary or even full-fledged BPM
systems at their end, but still intend to make use of
cloud-side services and BPM capabilities at the same
time. It would be helpful to increase efficiency and ef-
fectiveness of non-compute-intensive activities on the
user side. Moreover, some data involved in business
processes may be of business secrets, which users prefer
not to leak. They are unwilling to put these sensitive
data in cloud because they are afraid of losing control of
their data when they release the information into cloud
for processing[16].

Only when these barriers are removed, would the
cloud-based BPM be widely accepted by the majority of
enterprises. In order to utilize both user-end and cloud-
side resources synthetically and protect users’ data pri-
vacy, cloud-based BPM should have a decentralized ar-
chitecture and support user-end distribution of business
processes.

The challenges addressed in this paper in supporting
decentralized architecture include the following.

Privacy Protection. Although cloud-side has very
secure infrastructure behind solid firewall and has
advanced mechanism to keep the isolation of multi-
tenancies’ data, users may be still unwilling to release
their sensitive-data to cloud because they fear losing
control of the data. Thus, cloud-based BPM should
allow sensitive data to be distributed at the user-end.
However, this poses a challenge to the architectural de-
sign of cloud-based BPM, because logic integrity of an
overall business process has to be well maintained while
facilitating user-end data dependency and autonomy.

Optimal Distribution. If user-end distribution is al-
lowed to have decentralized architecture, the cloud-
based BPM should choose optimal distribution of acti-
vities and data in each process, because different distri-
butions will make different cost according to the char-
ging rates of cloud, capability limitations of user-end
and data privacy risk in cloud.

3 Our Approach

To design a decentralized architecture of cloud-based



Yan-Bo Han et al.: A Cloud-Based BPM Architecture 1159

BPM, some problems should be made clear, for exam-
ple, where to enact processes, where to execute activ-
ities, as well as where to store the data produced and
consumed by activities. In this regard, we need to in-
vestigate architecture patterns and identify an optimal
pattern to utilize resources on both sides synthetically
and sufficiently.

3.1 Design Tradeoff

Every coin has two sides. There is a contradiction
between cloud computing and user-end distribution. If
user-end distribution is allowed, then some advantages
of cloud computing such as zero installation may be sac-
rificed. Thus, design tradeoff is inevitable when build-
ing a cloud-based BPM system supporting user-end dis-
tribution.

To study the problem of user-end distribution ana-
lytically and synthetically, we propose a PAD (Process-
enactment, Activity execution and Data storage) model
which describes BPM architectures from the distri-
bution of three independent functions. Fig.1 demon-
strates the candidate architectures according to the
PAD model.

These architectures can be classified into four princi-
pal types: traditional standalone BPM, user-end BPM
with cloud-side distribution, cloud-based BPM with
user-end distribution and exiting cloud-based BPM.

Fig.1. Different patterns of BPM constellation.

Pattern 1 is the traditional architecture, which dis-
tributes everything at user-end.

Pattern 4 is adopted by existing cloud-based BPMs,
which distributes everything on cloud. The advantage
is that users do not have to install anything at the
user-end. However, users of this kind of system will

lose control of their data and cannot utilize user-end
resources.

For users who already have full-fledged BPM engines
at their-end, Pattern 2 can be a good choice. They just
need to distribute some compute-intensive activities to
cloud-side for acquiring stronger capabilities and better
performance.

For users who do not have their own full-fledged
BPM engines at user-end, the ideal style is Pattern 3.
Process engine is on cloud-side, but process designers
can specify their distribution requirements of activity
execution and data storage. For example, sensitive data
and non-compute-intensive activities can be distributed
at user-end, and compute-intensive activities and non-
sensitive data can be distributed on cloud-side.

3.2 Separation of Control Data and Business
Data

In traditional centralized BPM systems, data should
be stored in a place, where the process engine can have
easy access. Therefore, if we deploy them into cloud
directly, all business data related to certain process
should be stored on cloud-side, which violates our inten-
tion of protecting data privacy. To protect the sensitive
data, a novel BPM architecture supporting Pattern 2 or
Pattern 3 should be in place to decouple process engine
and business data.

Typically, a business process is composed of activi-
ties or tasks that involve people, services, and data. An
activity may be a service invocation or a human task,
and activities are orchestrated to make a process that
is often represented as flow chart. There are two pri-
mary perspectives of a business process: control-flow
perspective and data-flow perspective[17]. The control-
flow perspective regulates which activity is being per-
formed, and which is the next activity to be executed.
The data-flow perspective regulates how data is for-
warded from one activity to another and data mapping
issues.

Process engines usually have to handle both control-
flow and data-flow. They use control data, such as
activity status, switching condition value, and process
status to determine the control-flow, and move business
data from one activity to another to ensure data-flow.
In fact, during process enactment, it is possible for a
process engine not to access some business data. In
order to protect users’ data privacy, we must relieve
cloud-side engine from dealing with data-flow. As a
result, the cloud-side process engine only focuses on
handling control-flow according to the control data. So
the business data, which only need to be exchanged be-
tween user-end activities, does not have to be accessible
for the cloud-side engine.
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Fig.2. Architecture of cloud-based BPM with user-end distribution.

Dealing separately with control data and business
data can also enhance the stability of our system. On
the one hand, when user-end crashes, the process in-
stance on the cloud-side can be suspended for the pro-
cess instance status is maintained on cloud-side. After
user-end resumes, the process instance can continue.
On the other hand, users’ sensitive data will not be
influenced when the process engine on cloud-side is un-
available, because the data can be stored in a local
repository that is under their own control.

3.3 Architectural Rationales

Our design objectives of cloud-based BPM with user-
end distribution are as follows. Firstly, the cloud-
side engine handles process enactment by collaborating
with the user-end engine. These two engines can han-
dle activity execution and data storage on their own
side. Secondly, between cloud-side and user-end, there
mainly exists control data such as activity status or ser-
vice request, which does not contain business data but
reference ID. Lastly, business data exchanged between
cloud-side and user-end is also allowed but should be
under users’ surveillance through encrypted tunnel and
could be charged based on the amount of data trans-
ferred.

Fig.2 illustrates the novel cloud-based BPM, which
has an event-driven architecture supporting user-end
dependency and autonomy while maintaining logic in-
tegrity of an overall business process. As shown in
Fig.2, the solid arrow represents control-flow, and the
wide arrow represents data-flow. The non-sensitive
data is stored in the cloud repository, and users’
sensitive data, such as some business documents or
confidential financial reports, is stored in local repo-

sitory under their own control. There are mainly three
components (portal, user-end engine, and local repo-
sitory) installed at user-end, which could be a normal
PC. The cloud-side engine with activity scheduler is
built on large server clusters, which feature high per-
formance and scalability.

With this architecture, it is no longer necessary for
the sensitive data to be accessed by the cloud-side en-
gine especially when those data only need to be ex-
changed between user-end activities. When activities
distributed on cloud-side want to use the data in user-
end repository, the cloud-side engine must get autho-
rized by the user-end engine to obtain them.

Users that need the cloud-based BPM just have
to deploy these user-end components on their private
server, and then get the benefits of full-fledged BPM
system without losing control of their sensitive data.
Moreover, they can also make some further develop-
ment on the basis of these components to satisfy their
specific needs.

4 Key Issues with Scientific Exploration

In this section, we describe how we can ensure that
the cloud-side engine collaborates seamlessly with the
user-end components to maintain logic integrity of an
overall business process, and also discuss our optimal
distribution mechanism and privacy protection issues
in more detail.

4.1 Communication Between Cloud-Side and
User-End

In the communications between cloud-side and
user-end, six types of event are defined as carriers of
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communication, i.e., process operation event, activity
completion event, service invocation event , work-item
creation event, data request event and data response
event.

Fig.3 illustrates the schemas of these events. As in-
dicated in the graph, process operation event describes
which process will be operated (start, stop, suspend
or resume), who is the operator, and when the ope-
ration happens; activity completion event represents
which process instance it belongs to and its comple-
tion time; service invocation event describes where the
service is, what the input data, output data, and data
mapping relations are; work-item creation event is simi-
lar to service invocation event but has more properties,
i.e., the form URL and access authority; data request
and data response events are used when it is necessary
to transfer data between user-end and cloud-side.

Fig.3. Schemas of communication events.

It should be noted that the “Inputs” and “Outputs”
attributes in these events are represented with unique
reference IDs for the data in the repository. Although
the cloud-side engine can obtain the data ID from these
events, it is not able to get the referred data if the data
is in the user-end repository, except that the user-end
engine gives it authorization.

To better understand the communication and data
forwarding mechanism, a simple business process is
given in Fig.4. The process involves three sequential ac-
tivities: the first one is a manual task in which user can
configure the input data, the second one is an activity
distributed at the user-end, and the third one is an

activity distributed on the cloud-side.
In this example, the second activity uses the data en-

tered by user in the first activity, and the third activity
uses the output data of the second one. Fig.4 depicts
how cloud-side engine and user-end components collab-
orate to execute this simple business process.

Fig.4. Sequence diagram of a simple business process enactment

in cloud-based BPM.

As illustrated in Fig.4, the cloud-side engine com-
municates with the user-end engine with the aforemen-
tioned events. In the example, between cloud-side en-
gine and user-end engine, control-data is mainly trans-
ferred. The sensitive business data is only transferred
between local repository and the other two user-end
components. The non-sensitive data can be transferred
to cloud-side only with the authorization of user-end
when it is necessary.

In practical applications, the business processes are
more complex than the aforementioned example. Du-
ring a process enactment, the cloud-side engine may
sometimes have to evaluate switching condition expres-
sions, which may be partially related with sensitive
data. Under this situation, the cloud-side engine will
send the expressions encapsulated with communication
event to the user-end engine, which can invoke a local
service to evaluate the expressions concerned with the
sensitive data and send the evaluation value back to the
cloud-side engine.

4.2 Optimal Distribution

Avoiding sensitive data being transferred between
cloud-side and user-end is a direct and effective method
to protect users’ data privacy. However, some-
times, users want to utilize resources on both sides
synthetically. They want to utilize the high performance
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computing and massive storage capability of the cloud,
especially when processing data which requires rela-
tively lower privacy level.

There are several schemas about the distribution of
an activity and its relative data. We list eight differ-
ent distribution schemas of an activity and its input
and output data with the IAO (Input-Activity-Output)
model in a cloud environment. As illustrated in Fig.5,
there are 8 rectangles, which represent 8 different dis-
tributions. The upper part of each rectangle represents
cloud-side distribution, and the lower part represents
user-end distribution. The symbol A represents an ac-
tivity, the symbol I represents its input data, and the
symbol O represents its output data.

Fig.5 just gives eight basic examples of the distri-
bution of an activity and its relative data. In fact, an
activity may have multiple input data items and output
data items, which can be distributed on different sides.
One data item can also be used by many activities on
different sides.

Fig.5. Distribution schemas of activity and data.

In general, user-end has relatively lower performance
but higher level of privacy. cloud-side has relatively
better performance but lower level of privacy. Further-
more, users have to pay to the cloud operators, such as
Amazon, for the transferred data and consumed CPU-
hours. However, user-end distribution generally means
a fixed monetary cost. Therefore, the cloud-based BPM
system should give recommendation about optimal dis-
tribution to users according to certain criteria. So we
consider the distribution of the activity and data from
three perspectives: time cost, monetary cost, and pri-
vacy risk cost.

Time Cost. Let us assume there is an activity a. The

execution time of a on the cloud-side is tc(a); the execu-
tion time of a at the user-end is tu(a). Generally speak-
ing, the scalability of cloud-side cluster surpasses that
of user-end server. As a consequence, tc(a) will be less
than tu(a) when handling some compute-intensive task
especially under heavy concurrent requests. Although
in some circumstance, activity execution on cloud-side
costs relatively less time, the data transmission time
may offset the performance advantage of cloud-side.
Let b be reference bandwidth between cloud-side and
user-end in bytes per second. If a involves a set of
data items (input or output) DR = {d1, d2, . . . , dr} to
be transferred between cloud-side and user-end, then
the transmission time needed is

∑r
i=1

size(di)
b , di ∈ DR,

where size is a function representing the size of data.
Monetary Cost. Other than above performance is-

sues, we should also consider monetary cost. In general,
both computing and transferring data into and out of
the cloud storage are charged for. Let us assume the
charge rate of computing resource is f dollars per CPU-
hour, the charge rate of storage resource is g dollars per
GB, and the charge rate of transferring data is h dollars
per GB. Then the cost of executing an activity a on the
cloud-side is f ·tc(a) dollars. Let DK = {d1, d2, . . . , dk}
be the set of activity a’s relative data items stored on
the cloud-side. The monetary cost of storing its rela-
tive data on the cloud-side is

∑k
i=1 size(di) ·g, di ∈ DK

dollars, and the monetary cost of transferring its input
data and output data between user-end and cloud-side
is

∑r
j=1 size(dj) · h, dj ∈ DR dollars.

Privacy Risk Cost. Data privacy is another issue to
be considered. Generally speaking, companies will give
their important data or documents privacy levels. For
an activity a, we suppose users can give a privacy level
p(di) to its relative data. Then the privacy risk cost is∑k

i=1 p(di) +
∑r

j=1 p(dj), di ∈ DK , dj ∈ DR.
A process is usually composed of many activities

which may share input data or output data. One data
item can be used by many activities, and one activ-
ity can also use many data items. Therefore, our sys-
tem should provide global optimization in order to give
recommendation to users about optimal distribution of
an overall business process.

Let A = {a1, a2, . . . , am} be the set of activities
of a business process. Let D = {d1, d2, . . . , dn} be
the set of business data involved in this process. Let
S = {s1, s2, . . . , sm} be the distribution vector of ac-
tivities, si = 1 represents that activity ai is distributed
on the cloud-side, and si = 0 represents that activity ai

is distributed at the user-end. Let Q = {q1, q2, . . . , qn}
be the distribution vector of data, qj = 1 represents
that data item dj is distributed at the cloud-side, and
qj = 0 represents that data item dj is distributed at
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the user-end. If |si − qj | = 0, it represents that acti-
vity ai and data item dj are on the same side, other-
wise, it represents that they are on the different sides.
Let R be the relation matrix of activities and data,
R(i, j) = 1 represents that activity ai reads or writes
data dj , R(i, j) = 0 represents that activity ai and data
item dj have no direct relation. Then the problem to
recommend the optimal distribution of a business pro-
cess with smallest cost can be described as an integer
optimization model described as follows.

Time cost:

cost t =
m∑

i=1

[tc(ai) · si + tu(ai) · (1 − si)]+

m∑

i=1

n∑

j=1

size(dj)
b

· R(i, j) · |si − qj |.

Monetary cost:

costm =
n∑

j=1

[g · size(dj) · qj ]+

m∑

i=1

n∑

j=1

h · size(dj) · R(i, j) · |si − qj |+

m∑

i=1

f · tc(ai) · si + µ.

Privacy risk cost:

costp =
n∑

j=1

[p(dj) · qj ]+

m∑

i=1

n∑

j=1

p(dj) · R(i, j) · |si − qj |.

Optimal distribution model:

min cost = wt · cost t + wm · costm + wp · costp
s.t. si ∈ {0, 1}, qj ∈ {0, 1}.

constr(si, qj).

In the model above, wt is the weight factor of time
cost; wm is the weight factor of monetary cost; wp is
the weight factor of privacy risk cost, constr(si, qj) is
the constraints specified by users. µ is a fixed monetary
cost of maintaining user-end distribution. By figuring
out the model, we can get the optimal distribution rep-
resented by vectors S and Q, which can utilize resources
on both sides synthetically with the relatively smallest
cost under users’ restriction.

It is worth noting that this model is only used to
give recommendation to users about how to distribute

activities and data in a process, when they deploy it.
So some factors in runtime are not included, such as an
activity that may be executed several times.

5 Assessment with an Experimental Scenario

As a middleware, cloud-based BPM can support lots
of Internet-based applications at back end, such as E-
Commerce, CRM, and HIS online. This section illus-
trates the use of our architecture with an exemplary
scenario.

Assume a company intends to sell its products on
the Internet. However, it is not easy and too expen-
sive to develop a full-fledged e-shopping application,
because it involves many complex business process at
back end, such as user authentication process, shipping
process, purchase order process. What makes it worse
is that processes change frequently. Thus, the com-
pany needs a BPM engine to support the e-shopping
application. However, BPM products on the market
are too expensive for them. Even if the development
of the e-shopping application is affordable, it would
have already taken a long time. Under this circum-
stance, this company can register as a user (or ten-
ancy) of our cloud-based BPM, and design the business
processes. After a successful registration, the system
provides a basic portal and repository for them online.
If they worry about losing control of the sensitive busi-
ness data, then they can download and install user-end
components on their own server to protect the sensitive
data. They can also distribute some compute-intensive
activities on the cloud-side to reduce execution time,
and even do some value-added developments on the
user-end components such as personalizing Web portal.
Therefore, with our cloud-based BPM, this company
can save money and time, and protect their sensitive
data at the same time.

To describe this scenario vividly, a deployment dia-
gram is given in Fig.6.

In order to validate our ideas, we do some expe-
riments on Google App Engine (GAE)[18], which is
an open platform for cloud computing, and supports
Python and Java programming language. Therefore, we
built a prototype system of cloud-based BPM on GAE.
As mentioned in above sections, the cloud-side com-
ponents and user-end components should communicate
with each other to run a whole process, so a high per-
formance communication protocol is needed. XMPP[19]

(Extensible Messaging and Presence Protocol) is what
we want. It is an open and decentralized XML rout-
ing technology that allows any entity to actively send
messages to another entity. With the help of XMPP,
the cloud-side engine does not need to wait for service
invocation result or poll repetitively to check the result,
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Fig.6. A scenario of cloud-based BPM facilitating practical ap-

plication.

but the user-end engine sends the result back asyn-
chronously upon completion status.

GAE has a good support for XMPP. Any rich
client with a connection to an XMPP server (such as
GTalk) can use XMPP to interact with an App En-
gine in real time, including receiving messages initi-
ated by the application. Each XMPP entity is iden-
tified by its Jabber ID (JID)[20]. The cloud-side en-
gine with JID cloudbpm@appspot.com can communi-
cate with the user-end engine through XMPP protocol.
Our system adopts multi-tenancy architecture, so each
tenancy has its own user-end engine JID. Besides ex-
changing control data, the non-sensitive data like some
files or documents can also be transferred safely be-
tween the cloud-side and user-end through the exten-
sion protocols such as XEP-0096 and XEP-0244[21].

In order to see the performance difference of acti-
vity distribution, some simple experiments are carried
out. GAE is used as the cloud-side, and our lab PC is
used as the user-end. In the experiment, we used the
same code on both sides, and the configuration of the
user-end PC is: Intel Core(TM) 2 Duo Processor, 2GB
RAM, Realtek Gigabit Ethernet NIC.

There are two activities in a process, one activity
is to sort one million of random integers (compute-
intensive), and the other is to sort only one thousand of
random integers (non-compute-intensive). We recorded
the average time cost of them under different levels of
concurrent requests on different sides. Fig.7 depicts the
experimental result.

As shown in Fig.7(a), the non-compute-intensive
activities will cost less time when they are dis-
tributed at user-end, because when an activity is not
compute-intensive, it can be processed efficiently at
user-end without the data transmission time cost be-
tween the cloud-side and user-end. From Fig.7(b), we
can see that the compute-intensive activities cost less

time when they are distributed on the cloud-side, es-
pecially the level of concurrent requests is high. GAE
(the cloud platform used in the experiment) is based
on Google’s server farm, which has great scalability.
Therefore, when a compute-intensive activity is con-
fronted with heavy concurrent requests, its performance
will decrease smoothly if it is distributed at the cloud-
side, but when it is distributed at the user-end, the
performance will decrease rapidly if the number of con-
current requests increases.

Fig.7. Time cost comparison. (a) Non-compute-intensive activ-

ity. (b) Compute-intensive activity.

In view of the different costs under different distri-
butions, we make some effort on the optimal distribu-
tion of activities and data to help BPM users to make
a better distribution plan. As described in Subsection
4.2, given certain costs of time, money, and privacy for
each activity and data, optimization algorithm is used
to figure out two sequences which demonstrate the dis-
tribution of activities and data respectively. With the
help of optimal distribution algorithm, our deploy tools
became smarter to give distribution recommendation.

6 Discussion

In this section, we will first discuss the complexity
of the optimal distribution problem that we realized in
experiments, and then present some related work.

During our experiments, we found that it is not a
trivial problem. Suppose there are n activities and m
data items in a process, one activity can use several data
items and one data item can also be used by several ac-
tivities, each of them can be distributed either on the
cloud-side or at user-end. There should be 2m · 2n pos-
sible distributions of activities and data items totally.
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Therefore, if we use Brute-Force method to find the op-
timal distribution, the time complexity will be O(2m+n)
due to the large search space.

However, by careful observation, we can find that
the cost of each activity only depends on its own dis-
tribution and its relevant data’s distribution. So, given
the data distribution, if the cost made by each activ-
ity’s distribution is optimal then the total cost is opti-
mal. Thus, we can first arrange all the data with O(2m)
time complexity, and then find the optimal distribution
of each activity in n steps. Therefore, the complexity
of the problem comes down to O(2m · n). It is better,
but still has exponential complexity with the number of
data items in a process. Fig.8 demonstrates the search
space of possible distributions for a process with 3 data
items and 4 activities.

Fig.8. Search space of possible distributions for a sample process.

In practice, most of the business processes only have
a number of data items from 1 to 25, so the algorithm is
acceptable. Although most of the processes only involve
a small set of data, we still have to consider the com-
plicated one. For those complicated cases which have a
large number of data items, we try to use some heuristic
algorithms to produce a solution which is approximate
to optimization because such an integer optimization
problem is generally an NP-hard problem.

Genetic algorithms[22] can be used in a computer
simulation in which a population of abstract representa-
tions of candidate solutions to an optimization problem
evolve toward better solutions. According to the cha-
racteristic of our problem, genetic algorithm was chosen
in the experiment. We use “1” to represent a data item
distributed on the cloud-side, and “0” to represent a
data item distributed at the user-end. The fitness func-
tion is the sum of weighted value of time, privacy risk
and money cost as we mentioned in Subsection 4.2. To
better integrate our deploying tools which was written
in Java, JGAP[23], an open source genetic algorithm
package written in Java, was utilized to implement op-
timal distribution of complicated processes.

Cloud-based BPM is becoming a trend. More and
more work on cost-aware cloud-based applications and

data privacy in cloud is undertaken. On the one hand,
a number of researches explore how business processes
can be more cost-effective and more efficiently managed
in Grids and clouds[24-26]. These researches mainly
focused on how to reduce the cost without any im-
paction on performance for a cloud-based BPM. On
the other hand, with the booming of cloud comput-
ing nowadays, the data privacy and security issues
in the cloud computing are gaining attentions by the
researchers. These researches focused on cloud plat-
form’s security and cryptographic protocol issues such
as Bertino’s work[16] and Krautheim’s work[27]. How-
ever, with these approaches, user’s data still have to
be stored on the cloud-side physically, and the process
owners still face the critical choices of whether to trust
the security protocols or not for fear of losing of control
of their sensitive data.

All of the above-discussed studies have not taken
into account both the cost optimization problem and
the data privacy problem at the same time. We believe
only when these two requirements have been satisfied,
the cloud-based BPM would be accepted by the ma-
jority of enterprises. As far as we know, there has not
been any research report on this problem. In order to
lower the cost of BPM platform and at the same time
let users protect and control their sensitive data, this
paper proposes an architecture enabling user-end dis-
tribution of non-compute-intensive activities and sensi-
tive data. Also we provide a new approach to giving
recommendations for users to best distribute the acti-
vities and data in synthetically utilizing both user-end
and cloud-side resources. Therefore, compared with the
above researches, our approach is not only novel, but
also more flexible and safe for users.

7 Conclusion

With cloud-based BPM, users can reduce their IT
expenditure and enjoy full-fledged BPM based upon
the cloud fabric with high availability and scalability.
However, to our knowledge, little effort is given to in-
vestigate issues of how to utilize user-end resources and
how to protect user’s data privacy in cloud-based BPM.
In the paper, we first analyzed candidate patterns of
cloud-based BPM architecture using the PAD model;
then, we proposed a new approach to modeling and
synthesizing both cloud-side resources and user-end re-
sources, dealing with control data and business data
separately, and ensuring optimal distribution of non-
compute-intensive activities and sensitive data; more-
over, we clarified some design tradeoffs and implemen-
tation issues; and finally, we make an initial assessment
with an experimental scenario. The proposed archi-
tecture of cloud-based BPM with user-end distribution



1166 J. Comput. Sci. & Technol., Nov. 2010, Vol.25, No.6

of non-compute-intensive activities and sensitive data
for synthetically utilizing both user-end and cloud-side
resources is considered as the major contribution of
the paper. Experiments and analysis verify that our
approach can protect data privacy and utilize the re-
sources on both sides at lower cost by the right distri-
bution.

As a new technical term, cloud-based BPM can bring
many benefits to business users and independent oper-
ators of cloud computing platform. Meanwhile, there
are still some problems remaining unsolved. There are
many kinds of different legacy BPM systems, and they
were deployed with different perspectives, scale, ap-
proaches, infrastructure assumption and technologies.
Thus, it is crucial to enable the collaboration of the
processes in them and the processes on cloud-side. We
have done some preliminary work on business-end pro-
gramming: VINCA[28], client-centric scheduling[29] and
business process collaboration[30]. As for future work,
we will further investigate how to develop a user-centric,
light-weight middleware for business process agile inte-
gration and collaboration for cloud computing environ-
ment. Besides data privacy, we will focus on multi-
process collaboration in cloud environment.
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