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Abstract
This paper empirically analyses the impacts of the digital transformation process in the business and public sectors on energy 
security (ES). We employ 8 indicators to represent four aspects of energy security, including availability, acceptability, 
develop-ability, and sustainability. Digital businesses development is captured by e-Commerce (including e-Commerce sales, 
e-Commerce turnover, e-Commerce web sales) and e-Business (including customer relation management (CRM) usage and 
cloud usage). Digital public services development is reflected by business mobility and key enablers. Different econometric 
techniques are utilized in a database of 24 European Union countries from 2011 to 2019. Our estimation results demonstrate 
that digital businesses play a critical role in improving the acceptability and develop-ability of energy security, while digi-
talization in public services supports achieving energy sustainability goals. The use of modern digital technology such as 
big data, cloud computing is extremely important to ensure the security of the energy system, especially the availability of 
energy. For further discussion on the role of digital public services, we reveal a nonlinear association between digitalization 
in the public sector and energy intensity and energy consumption, suggesting the acceptability and develop-ability of energy 
security can be enhanced if the digital transformation process achieves a certain level.
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Introduction

The invention of machines and equipment assists economic 
development by gradually replacing human labor. Since 
then, energy has become the most crucial aspect in keep-
ing them running. Undoubtedly, environmental quality and 
energy security (ES) are important priorities in countries’ 
economic growth strategies around the world. Even though 
the role of ES is undeniable, it was not until 2007 that the 
Asian Pacific Energy Research Centre (APERC 2007) first 
emphasized its role and the need to implement strategies 
to ensure ES. They established the definition that, if an 
economy is able to provide a sustainable and timely supply 

of energy for its operations, and at the same time manage 
energy prices to ensure that development performance is not 
affected, that the energy system is secured. The ES is con-
sidered as an integral component of the modern world and a 
critical determinant of the sustainable growth of every econ-
omy (Khan and Hou 2021a, b; Khan et al. 2021b). Energy 
consumption leads to an improvement of revenue, job crea-
tions, and is a driving factor for obtaining sustainable growth 
(Dogan and Aslan 2017; Khan and Hou 2021a, b). However, 
Khan and Hou (2021a, b) and Khan et al. (2021b) argue that 
environmental degradation may be associated with a rise in 
energy consumption. Energy consumption results in eco-
nomic growth but degrades the quality of the environment in 
the long run by using the global sample of 38 International 
Energy Agency countries (Khan and Hou 2021a). Khan et al. 
(2021b) content that the effects of energy consumption are 
conditional on the type of resource. Particularly, natural 
resources and renewable energy enhances environmental 
quality, while there presents an environmental degradation 
if there is a rise in demand for non-renewable energy. Hence, 
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the transformation of the economy from using non-renew-
able energy into renewable energy is critical to ensure the 
path toward sustainable development.

As indicated in the literature, the ES is governed by two 
different groups of activities. The first group of activities 
includes energy preparation and distribution procedures 
that ensure adequate and timely supply for necessary equip-
ment, including the physical existence of energy (avail-
able feature), the ability to pay for purchases and imports 
(ability pay), and access to them based on transportation 
systems and political ties (accessibility). The second group 
of activities focuses on elements that contribute to energy 
consumption sustainability, such as economic benefits and 
environmental repercussions (receivability), as well as the 
relationship between energy structure and carbon emissions 
from primary energy use (developmental capacity) and long-
term development of a system using non-fossil fuels (sus-
tainability) (Fang et al. 2018; Le and Nguyen 2019). Primary 
energy endowment, economic strength, and political issues 
have unchangeable impacts on the availability, affordabil-
ity, and accessibility of ES, while other dimensions, such 
as the acceptability and develop-ability are conditional on 
technological development and behavioral changes among 
individuals and firms. The focus of this research is paid on 
the availability, acceptability, develop-ability, and sustain-
ability of the energy system.

Traditional production, as well as human behavior percep-
tion, are gradually being reshaped by the digital economy. 
In a challenging time such as now, technical advancements 
appear to be the best measure for countries’ growth. The 
COVID-19 pandemic causes governments to take severe 
measures to prevent the spread of it, which has driven 
global digitization up to unprecedented levels in scale and 
speed (OECD 2020). ES, being an essential part of growth, 
undoubtedly would be affected by this process. A variety of 
evidence demonstrates the impact of digitalization on ES. 
The digital platform, for example, greatly increases the man-
agement efficiency of energy systems. Alternatively, digitali-
zation can have an impact on diverse areas of the manufac-
turing process, such as overall energy consumption, energy 
efficiency, or environmentally beneficial adjustments. The 
Internet and technology improvement stemming from digi-
talization can exalt human capital and promote technological 
progress since new technologies are introduced to replace 
the old and backward industrial structure. Consequently, they 
improve energy efficiency and minimize the environmental 
expenses of manufacturing firms (Haini 2019; Ren et al. 
2021). Digitalization, as an essential factor of growth in the 
context of globalization, both economically and financially 
(Farhadi et al. 2012; Solomon and van Klyton 2020), can 
also raise people’s awareness of the environment and climate 
change (Galeotti et al. 2008; Lee and Lee 2009; Martínez-
Zarzoso and Maruotti 2011). Firms are more likely to invest 

in green production campaigns if there is greater awareness 
of the importance of green consumption in protecting the 
environment, not only to deal with competitive pressure but 
also to meet new environmental standards (European Com-
mission 1999; International Trade Center 2001; Kennett and 
Steenblik 2005; Sinclair-Desgagné, 2008). More renewable 
energies would undoubtedly be utilized in the production 
process with the switch to more current industrial technolo-
gies. However, aside from the benefits, digitalization also 
brings several drawbacks to ES. Technological advancements 
can enhance the number of goods produced, but they also 
reduce energy prices and pose environmental risks (Salahud-
din and Gow 2016; Yang and Li 2017). In fact, the literature 
on the impact of the Internet on energy usage is ambiguous 
(Huberty et al. 2011; Font Vivanco et al. 2014). Moreover, to 
our best knowledge, the study of Moyer and Hughes (2012) 
is the sole one that empirically investigates the link between 
ICTs and green consumption and production through changes 
in non-fossil energy costs.

On that foundation, we use more comprehensive meas-
ures and databases to investigate the relationship between 
digitalization in business and public sectors and ES. Even 
though several studies have shown their theoretical link in 
the past, we are the first to empirically examine the influence 
of the digital transformation process in a particular sector 
on various dimensions of the ES. By using eight different 
measures, we capture four aspects of energy security, includ-
ing availability, acceptability, develop-ability, and sustain-
ability. Development in digital businesses are captured by 
e-Commerce (including e-Commerce sales, e-Commerce 
turnover, e-Commerce web sales) and e-Business (includ-
ing customer relation management (CRM) usage and cloud 
usage), while the development level of digital public ser-
vices is reflected in business mobility and key enablers. 
Various techniques and empirical strategies are applied to 
the sample of 24 European nations spanning from 2011 to 
2019. After validating the existence of cross-section depend-
ence and stationarity of the first level-difference included 
variables, the digitalization–ES relationship is studied by 
using the panel corrected standard errors (PCSE) model. The 
feasible generalized least square estimates (FGLS) model 
is also used as an alternative to address issues arising from 
heteroscedasticity and fixed effects. To avoid endogeneity, 
all explanatory variables are lagged by one period.

Following this empirical approach, some critical findings 
could be conveyed here. Our study indicates that digitalization 
in business sectors can help directly improve the acceptability 
and develop-ability of energy systems. The use of modern 
digital technology such as big data, cloud computing is 
extremely important to secure the energy system, especially 
the availability of energy. By contrast, the empirical evidence 
suggests that digital public services attenuate the availability, 
acceptability, and develop-ability of the energy system, as thus 
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play a vital role in sustainable development. The literature 
indicates that there are conflicting findings regarding the 
effects of digital public services or the implementation of 
electronic government (e-government) on the economy. For 
example, digitalization in the public sector improves the 
effectiveness of the public system (Bhatnagar and Singh 
2010), saving time, money, and effort of citizens (Kumar and 
Best 2006) or helping develop a more transparent government 
(Heeks 1999). However, digital public services also impede 
the country’s economic and commercial development because 
of the law (Smith 1978) or make corruptive behavior even 
more attractive (Heeks 1999). Accordingly, we believe that 
there may exist a nonlinear relationship between digital public 
service and ES. To investigate this detail, we add squared terms 
of variables reflecting digitalization in the public sector into 
the model. Our estimates demonstrate a nonlinear association 
between digitalization in the public sector and energy intensity 
and energy consumption, suggesting the acceptability and 
develop-ability of energy security can be enhanced if the 
digital transformation process passes a certain level.

Our paper makes at least two contributions to the existing 
literature. To our best knowledge, we are the first to empiri-
cally investigate the nexus between digitalization and the 
sustainable development of a nation’s energy system. By 
using different measures to capture various dimensions of 
the ES and different indicators to reflect the development of 
the digital transformation process in the business sector and 
the public sector, we expect to provide a comprehensive on 
the influences of digitalization on the ES instead of taking 
one side of security of energy and environment solely as 
in prior studies. We highlight the importance of digitaliza-
tion in the path toward sustainable development. The second 
novelty of this paper is to indicate the presence of a nonlin-
ear relationship between digitalization in the public sector 
and the ES. In other words, digital public services only pro-
mote the ES if the digital transformation in the public sector 
reaches a certain level. Otherwise, the digital public services 
are even appeared to have adverse impacts on the ES. The 
findings of this research are important in the views of poli-
cymakers in selecting the strategic direction in the pursuit 
of sustainable development. Our findings are confirmed by 
strictly following the empirical econometric approach and 
applying the various techniques that are appropriate to the 
data with the presence of the cross-sectional dependence as 
an effort to control potential issues, such as multicollinearity, 
heteroskedasticity, and endogeneity.

The remainder of the paper is organized in the following 
manner. “Related works and hypothesis development” is a 
review of the related works and hypothesis development, 
while “Empirical methodology” introduces the model, data, 
and estimation method, respectively. The empirical data and 
discussion are presented in “Empirical results”. In “Conclu-
sions,” we provide conclusions to wrap up the paper.

Related works and hypothesis development

Influences of digitalization on energy efficiency

It is affirmed that economic growth has often been attained at 
the expense of sustainability (Khan and Hou 2021a). While 
the consumption of resources promotes economic growth, 
it impedes environmental quality (Khan et al. 2021c). These 
effects of energy use on economic growth are evident in both 
the short run and long run (Khan et al. 2021d). Zakari and 
Khan (2021) also demonstrate similar evidence when they 
examine the influences of institutional quality and Chinese 
investment in Africa on energy consumption and its effects 
on economic growth. Energy consumption also leads to 
an improvement of revenue, job creations, and is a driving 
factor for obtaining sustainable growth (Dogan and Aslan 
2017; Khan and Hou 2021a, b). In general, the literature 
has indicated the importance of energy consumption when 
multiple papers study its impacts on the various aspect of 
economic growth and financial development. However, pre-
vious papers have not fully exploited the determinants of 
energy security. For example, Le and Hoang (2021) study 
the effects of various types of economic sanctions on envi-
ronmental performance by using the global sample of 207 
countries during the 1995–2018 period. However, the role of 
digitalization and its impacts on the ES has still kept silent in 
the literature thus far. Furthermore, previous studies mostly 
concentrate on a particular dimension of energy security 
instead of studying it more comprehensively. Prior scholars 
mostly employ common measures, such as energy use (Khan 
et al. 2021c; Zakari and Khan 2021), energy trilemma (Khan 
et al. 2021c), energy transition (Khan et al. 2021b) that is 
a pathway toward the transformation of the global energy 
sector from fossil-based to low- or zero-carbon, or renew-
able (wind, solar, biomass, waste, hydro, and geothermal) 
and non-renewable (oil, natural gas, and coal) energy con-
sumption (Khan et al. 2021a). Our study is the first attempt 
to fill these gaps by empirically analyzing the influence of 
digitalization in the business sector and public sector on the 
various dimensions of ES.

The prior scholars hold a similar consensus that the Inter-
net and technology improvement stemming from digitaliza-
tion can improve human capital and promote technological 
progress since new technologies are introduced to replace the 
old and backward industrial structure. Khan et al. (2021b) 
argue that modern economic growth plays a critical role in 
shifting the quantity and quality of energy from conventional 
non-renewables to modern renewables. Moreover, the Infor-
mation and Communication Technologies (ICTs) not only 
help to obtain information but they also help to publish it 
much more effectively than before. Cloud computing and 
big data, as well as numerous communication channels and 
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social networks, have enabled the rapid, low-cost transmis-
sion, and synchronization of information between individu-
als and organizations, regardless of time zone differences 
or geographical distance (Spiezia 2011). After being linked 
with the system, the data can assist employees in self-study, 
knowledge enhancement, research, and the development 
of numerous new inventions and professional abilities. As 
contended by Ferro (2011) and Haini (2019), technological 
innovation has a beneficial impact on human capital, which 
in turn supports faster technological transformation. As it 
is a cross-border system, any country can use and exploit 
information technology that creates the spillover impact of 
information to many other countries. This further increases 
the value of human capital and speeds up the introduction 
and diffusion of technology across various sectors at the 
international level during technological progress (Basu and 
Fernald 2007; Ceccobelli et al. 2012). Moreover, the sup-
port from the modern financial system is very important to 
promote the development of the digital world through an 
improvement of technological progress and an upgrade of 
the industrial structure. Internet platform allows for more 
diverse financial models and credit channels, facilitating 
financial transfers between investors and businesses regard-
less of time or spatial boundaries (Salahuddin and Alam 
2016; Salahuddin and Gow 2016; Salahuddin and Gow 
2016). Based on that, companies will have more resources 
to invest in R&D, particularly in finding safe, efficient, cost-
effective, and environmentally friendly technology solutions 
(Faisal et al. 2018; Owusu-Agyei et al. 2020; Tamazian et al. 
2009; Salahuddin et al. 2015).

Furthermore, the advancement of ICTs spawns a new 
form of government known as e-government, which allows 
online access to public information and other sorts of 
government public services. As the e-government model 
matures, it will be able to assist officials in better commu-
nicating with their constituents. From there, everyone can 
understand the importance of online information, interoper-
ability, and availability of information to users, including 
those related to energy management and energy efficiency. 
E-government facilitates the collection of data for politi-
cians. As a result, the traditional one-way information flow 
from the government to citizens should be turned into a two-
way interaction model between the two parties between the 
government and the community. Government entities, not 
just city-level energy authorities, should make information 
on energy efficiency measures and audits publicly available 
on the Internet. Raising public awareness about issues like 
energy efficiency is a long and challenging process. E-gov-
ernment should be used by governments as a powerful sup-
port tool in its mass communication process (Heeks 2001). 
Additionally, by combining sources of scattered electricity 
generation with smart distribution systems, e-government 
establishes interconnected energy systems, that reduce total 

energy consumption and boost energy efficiency (UNECE 
2020).

On the other hand, the process of specialization and 
synthesis gets more efficient as technology in production 
equipment develops. New emerging technologies enable the 
replacement of low-energy-efficient equipment with high-
energy-efficient equipment (Airehrour et al. 2016), as well 
as the substitution of technology-intensive (high technical 
content) items with traditional products that are resource-
intensive (Li et al. 2019). With the new purpose of being more 
ecologically friendly, the manufacturing process must adapt, 
as well as efficient operations management. Technology assists 
the development of new products with higher productivity, 
as well as the expansion of markets while still maintaining 
environmental standards. Hence, the Internet paves the way 
for more effective spillover effects, such as from technology-
producing departments to technology-using departments, or 
from digital corporations to non-tech companies (Dunnewijk 
& Hultén, 2007). Furthermore, the resource structure must 
alter, with new resources for technology-intensive sectors 
taking precedence over traditional resource-intensive 
businesses because these industries are more productive. 
Countries must reconsider their economy’s industrial 
structure, the proportion of technology-intensive industries, 
and the depletion of natural resources as a consequence of 
energy-intensive traditional businesses, which frequently 
pollute the environment (Qin et al. 2017). Due to low-cost 
information interchange between businesses and increased 
rivalry in the information technology sector, this process 
of industrial restructuring can be hastened (Vassileva et al. 
2012). It enhances overall energy efficiency, thereby lowering 
energy consumption. This positive relationship has also 
been demonstrated in many experimental studies, such as 
Collard et al. (2005) for the French service sectors, Bernstein 
and Madlener (2010) and Ishida (2015) for the European 
manufacturing sectors, Takase and Murota (2004) for Japan, 
and Ren et al. (2021) for China.

Influences of digitalization on green energy 
consumption and production

Facing the imminent threat of non-renewable energy 
depletion, digitalization can be considered as a viable 
solution, as it both invents new energy technology and 
stimulates individuals and corporations to change their non-
renewable energy consumption habits to clean, renewable 
energy. There are two possible explanations. To begin with, 
e-commerce and e-business, both of which are products 
of digitization, provide impetus to promote intra-industry 
trade, domestic trade, and international trade by reducing 
delivery costs, blurring time and geographical distance, and 
bringing down the distinction between goods and services 
(Ahmedov 2020; OECD 2019; Shyla 2020). The role of the 
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e-government model is the second argument. The quality 
of institutions is improved by applying digitalization to 
government governance, which reduces corruption and 
improves governance effectiveness. We anticipate that 
digitalization promotes economic growth and raises average 
incomes, based on the favorable effects of digitalization on 
human capital, economic structure, trade, and institutional 
quality. A highly digitalized country can be defined by 
people’s need for well-being and environmental responsibility 
after its growth reaches a particular level (Galeotti et al. 2008; 
Lee and Lee 2009; Martínez-Zarzoso and Maruotti 2011). 
Individuals with a high level of knowledge are more likely to 
make more requirements on the products that they consume, 
such as environmental standards and the level of fossil 
fuels. Firms also become aware of the need and benefits of 
transforming their manufacturing sector toward minimizing 
the possible impacts on the environment or to satisfy stricter 
environmental standards. The firm’s products become more 
competitive and socially acceptable if this criterion is met 
(European Commission 1999; International Trade Centre 
2001; Kennett and Steenblik 2005; Sinclair-Desgagné, 2008). 
Furthermore, the introduction of environmentally friendly 
technology would encourage the use of “green” capital goods 
(with low environmental effect) instead of “brown” capital 
goods (Kemp-Benedict 2014), i.e., consumption of more 
non-fossil fuels, especially using renewable energy in the 
manufacturing sectors. Another advantage of e-government 
is that it eliminates information asymmetry, promoting green 
production and consumption through the spillover effects of 
research and development information. Global supply chains 
alter to adapt to the trend of green technology, which reduces 
the use of fossil fuels, in the context of globalization in all 
disciplines, including economics and finance. Cross-border 
exchange flows of ecological products and FDI flows are 
key contributors to this transformation (Bakhsh et al. 2017; 
Berkhout and Hertin 2001; Bi et al. 2015; Franco and Marin 
2015; Haider Zaidi et al. 2019).

In addition to the demand side, from the supply-side 
perspective, Moyer and Hughes (2012) suggest that digi-
talization stimulates green consumption and production by 
lowering the cost of renewable energy. More specifically, the 
modern smart grid system is regarded as a type of energy 
infrastructure, whose primary function is to continuously 
and efficiently monitor the interaction of energy supply and 
demand to maximize transmission effectiveness, detect and 
handle errors in real time, and lower renewable energy pro-
duction and consumption costs. This architecture also per-
mits direct transactions through the electricity system. As 
the modern world progresses, the successes of the digital 
world bring in a slew of new equipment and energy, result-
ing in faster growth. Because the conditions for the pro-
duction, distribution, and integration of renewable energy 
into the system will change, the energy structure will also 

change, with the share of renewable energy steadily increas-
ing to replace fossil energy (Verma et al. 2020). Further-
more, advanced-algorithm pre-programmed machines and 
other AI technologies will rapidly promote decentralization 
of energy systems, enhance the reliability of weather pre-
dictions, analyze and predict consumer trends, ultimately 
increase technology performance, foster effective engage-
ment of value chain members, finally encourage active par-
ticipation of pro-consumers (who are consumers and produc-
ers of renewable energy).

Based on our discussion, we hypothesize:

H1: Digital business positively influences energy secu-
rity.
H2: Digital public services positively influence energy 
security.

The nonlinear effects of digital public services

Digital public service has two opposing sides. Even though 
it has been proved to have numerous advantages, not all its 
impacts on development are positive. Due to the interaction 
between technology, society, and the economy, digitalization 
can have a variety of negative consequences for energy secu-
rity. The “rebound effects” of e-government, for example, 
can be seen in its impact on economic growth, trade, finan-
cial development, energy effectiveness, and green innova-
tion. In this section, we argue that digital public services (or 
e-government) have both positive and negative impacts on 
institutional quality, which are vital determinants of sustain-
able development (Castro and Lopes 2021).

Regarding the relationship between digital public services 
and institutional quality, the higher the level of e-govern-
ment development, the more efficient the entire management 
becomes. E-government can improve its accountability by 
making its operations more transparent (Bertot et al. 2010), 
or by making such actions public and visible to the public 
(Ahn and Bretschneider 2011). It also helps reduce unnec-
essary delays in the enforcement of government laws and 
regulations, improving public administration efficiency. 
According to Maniatopoulos (2005), e-government enhances 
collaboration among public administration professionals. 
Maniatopoulos (2005) demonstrates how the e-procurement 
technology used by the UK’s local government has increased 
collaboration between government departments dramatically 
(Jennings and Ewalt 1998). The three most important aspects 
of government governance are transparency, accountabil-
ity, and coordination (Mooney 1947). By enhancing each of 
them, e-government can increase government management 
efficiency, lowering corruption dramatically.

However, e-government also has a number of drawbacks. 
As argued by prior studies, e-government is making corrup-
tive behaviors even more attractive. As previously stated, 
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corruption in the judicial process can destabilize the dis-
tribution of power among diverse factions, thus negatively 
impacting a country’s development efforts (Lehne et al. 
2018). When ministers engaging in corruption oversee the 
implementation of these laws, the ubiquitous presence of 
corruption in the executive might modify the order in which 
existing laws are executed (Huber and Martinez-Gallardo 
2008). The presence of corruption in the judiciary, according 
to Smith (1978), impedes the country’s economic and com-
mercial development because the law, including its applica-
tion, is not guaranteed to be equitable for all.

Despite the introduction of e-government, Saxena (2017) 
revealed that corruption is still rampant after surveying more 
than 200 Indian individuals. Residents of the city have also 
expressed their dissatisfaction with the expense of using 
government services, which has risen in tandem with the 
inefficiency of the operation. Autocracy is still a concern, 
and corruption is still increasingly prevalent. There is no 
evidence that e-participation reduces corruption or enhances 
government quality in non-democratic countries (Linde and 
Karlsson 2013).

As discussed by Castro and Lopes (2021), the institu-
tional system plays a critical role in securing the energy 
system and ensuring sustainable development. Due to the 
ambiguous effect of digital public services on institutional 
systems, there is an ambiguous influence of this form of 
digitalization on energy security. When the negative effects 
outweigh the positive ones, digital public services may 
adversely influence energy security. However, this effect 
will reverse when the positive effects become stronger than 
the negative.

Based on our discussion, we hypothesize:

H3: There exists a nonlinear effect of digital public ser-
vices on energy security.

Empirical methodology

The model used to investigate the nexus of digitalization and 
energy security (ES) can be presented as follows:

where i and t respectively represent country i and year t. �
t
 

and �
i
 are added into the model to capture the country and 

year fixed effects, and �ijt, is the error term.

Energy security

This paper uses eight indicators to capture the four dimen-
sions of energy security, including availability, acceptability, 

(1)ES
it
= �0 + �1DTi,t + �2GDPi,t + �3TRADEi,t + �5FDIi,t + �5CAPi,t + �6INDUSi,t + �

t
+ �

i
+ �ijt,

develop-ability, and sustainability to investigate the effects of dig-
italization in the business and public sector on energy security:

•	 Availability: The availability is captured by a ratio of 
total primary energy production to total primary energy 
consumption (ES1), and primary energy production per 
capita (ES2). The data used to compute ES1 and ES2 is 
sourced from International Energy Statistics of the U.S. 
Energy Information Administration (U.S.EIA).

•	 Acceptability: The acceptability is reflected by a coun-
try’s energy structure, as measured by the ratio of non-
fossil energy consumption to total energy consumption 
(ES3), and the energy intensity level of primary energy 
(ES4). The ES3 measures the acceptability of energy 
security by reflecting the impact of its production and 
use on the economy and the environment (Fang et al. 
2018). As indicated by Le and Nguyen (2019), non-fossil 
energy consumption promotes economic growth in both 
low- and high-income countries. The development of 
non-fossil energies will enhance the country’s energy 
supply capacity as well as improve the sustainability of 
the energy system (Fang et al. 2018), thus the ES3 is con-
sidered as a positive indicator of energy security (Le and 
Nguyen 2019). The higher this ratio, the better because it 
indicates lower non-renewable energy use, which means 
higher energy security. Both data for ES3 and ES4 are 
taken from the U.S.EIA.

•	 Develop-ability: The develop-ability is captured by the 
rate of energy consumption per capita (ES5), the ratio 
of CO2 emissions to GDP (ES6), and the ratio of CO2 
emissions to primary energy consumption (ES7). The 
ES5 variable measures the rate of energy consumption 
per capita. According to Fang et al. (2018), the ability 
to assess the development potential of energy security 
shows the sustainable development of the energy sys-
tem in an optimal, clean, and low-carbon way (Fang 
et al. 2018). The higher level of ES5 implies the risk 
of the energy security system; thus, it appears to be 
a negative indicator of energy security. The ES5 and 
ES6 reflect the develop-ability of energy security (Le 
and Nguyen 2019). They show the link between energy 

structure and carbon emissions from oil, gas, and coal 
combustion. Carbon emission negatively influences 
energy security.

•	 Sustainability: Lastly, sustainability is captured by ES8, 
which is renewable energy consumption as the share of 
renewable consumption to the total final energy con-
sumption. Differ from ES3 capturing the acceptability of 
energy security, ES8 only considers the specific renew-
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able energy consumption. According to the U.S.EIA, 
energy sources can be categorized into renewable, non-
renewable, and fossil fuels. Renewable energy includes 
biomass (wood biomass; municipal solid waste; landfill 
gas and biogas; ethanol; biodiesel), hydroelectric power, 
geothermal, solar, and wind that we predict that it can 
affect the sustainability of energy security, while fossil 
fuels consist of petroleum, natural gas, and coal. ES1 
covers ES8, hydroelectric power, and other types of 
energy like nuclear power. There has been a continuous 
argument on the effects of hydroelectric power, nuclear 
power on the sustainability of energy security (Lee et al. 
2016). As indicated by the U.S.EIA, the environmental 
influences of nuclear energy are more complex compared 
to other clean or renewable energy sources. Although 
nuclear power does not produce less air pollution or 
carbon dioxide than fossil energy, the process of min-
ing and refining uranium ore and making reactor fuel 
requires a huge amount of energy. There is also a large 
amount of metal and concrete that also require a huge 
amount of energy to manufacture. A huge amount of 
energy consumption is directly related to pollution and 
carbon dioxide emissions. Regarding nuclear power, this 
type of energy potential potentially creates environmental 
contamination and long-time radioactive hazard. Indeed, 
nuclear energy has complicated safety and security fea-
tures. To capture more precisely the sustainability of 
energy security, we only consider the effects of renew-
able energy sources in ES8.

Digital transformation (DT):the DT consists of digital 
business (eBUSS) and digital public services (eGOV).

•	 Digital business: Digital business includes e-Commerce 
sales (eCOM_Sales), e-Commerce turnover (eCOM_
Turn), e-Commerce web sales (eCOM_Web), and e-Busi-
ness, including customer relation management (CRM) 
usage (eBUSS_CRP) and cloud usage (eBUSS_Cloud). 
These variables are available from the Euro Statistics 
(Eurostat) covering the 2011–2019 period.

•	 Digital public services: Our key explanatory variable, 
eGOV, consists of two relevant indicators that reflect dif-
ferent aspects of digitalization in public sectors, includ-
ing business mobility (eGOV_BM) and key enablers 
(eGOV_KE). More specifically, eGOV_BM captures the 
extent to which public services that are aimed at for-
eign businesses are available online, usable, and imple-
ment eID and eDocument capabilities. This indicator 
is calculated as a weighted average of business mobil-
ity online availability, usability, eID cross borders, and 
eDocuments cross borders. The eGOV_KE captures the 
extent to which technical pre-conditions for e-Govern-
ment service provision are used. The key enablers used 

for measuring the quality of the services to businesses 
and citizens include electronic identification (eID), elec-
tronic documents (eDocuments), authentic sources, and 
digital posts. We take the data for e-Government from 
the e-Government benchmarking report and studies for 
digitalization conducted by Capgemini. The dataset is 
available from 2012 to 2019.

Control variables

Following the previous studies, especially Le and Nguyen 
(2019), we consider the effect of income level (GDP) as 
measured by real gross domestic product per capita, the trade 
value (TRADE), net foreign direct investment (FDI) inflow 
as measured by its share of GDP, degree of industrialization 
(INDUS) as measured by the value-added of the industry 
sector as a percent of GDP, and the gross capital forma-
tion per capita (CAP). Yang and Khan (2021) also highlight 
the impacts of industry value-added and capital formation 
in improving environmental sustainability. We collect the 
above variables from World Development Indicators (WDI). 
Besides, we collect the level of government effectiveness 
(GE) from WBGI. After removing the countries that have 
a gap and missing observations in the data, our final sam-
ple consists of 24 European countries from 2011 to 2019. 
Table 1 provides a detailed description of all included vari-
ables. The correlation matrix between all variables displayed 
in Table 2 shows the relationship between digitalization and 
energy security measures.

From the econometrics perspective, we conduct a test for 
cross-sectional dependence by applying the cross-sectional 
dependence (CD) method suggested by Pesaran (2021). We 
then use the Im-Pesaran-Shin unit root test developed by Im 
et al. (2003) to check the stationarity of the data presence of 
the CD. We present the results in Table 3. The results reveal 
that except for the FDI and GE, there is a cross-sectional 
dependency among involved variables.

According to Beck and Katz (1995) and Canh et  al. 
(2021), along with proving the existence of CD as well as the 
stationarity of first-difference variables, the panel corrected 
the standard error (PCSE) is the pertinent method. Hence, 
we select the PCSE model to perform the empirical analysis 
for our sample. A similar approach can be found in the study 
of Zakari and Khan (2021). All the explanatory variables are 
lagged by one period as presented in Eq. (1) to address the 
endogeneity stemming from the simultaneous relationship 
between e-government and energy security. To control for 
the issue of country differences in the sample, we drop any 
country that was considered as an “outlier” because of sig-
nificant differences from the remaining countries. We also 
carefully control for both the country and year fixed effects 
when we run the PCSE model. To ensure the accuracy of 
our findings, we further perform separate models, such as 
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feasible generalized least squares (FGLS) that is considered 
as an adequate method for controlling the fixed effects (Canh 
and Thanh 2020). Another purpose of using this alterna-
tive model is to solve the latent problem of endogeneity 
in Eq. (1), as argued by Gala et al. (2018) and Sweet and 

Eterovic (2019). Several other explanatory variables were 
also added for sensitivity analysis.1

Table 1   Description of variables

U.S.EIA, the International Energy Statistics of U.S. Energy Information Administration; Eurostat, the European Statistics; eGBR, the e-gov-
ernment benchmarking report; WDI, World Development Indicator; FSSDA, Finnish Social Science Data Archive; WBGI, World Bank Group 
Indicator

Variable Definition Measure Source Obs Mean SD Min Max

ES1 Energy security 1
(availability of energy security)

primary energy production/primary 
energy consumption

U.S. EIA 144 0.90 0.36 0.04 1.94

ES2 Energy security 2
(availability of energy security)

Primary energy production/popula-
tion (Kg/person)

U.S. EIA 144 4.24 3.42 0.24 18.28

ES3 Energy security 3
(acceptability of energy security)

Non-fossil energy consump-
tion = 1-fossil energy consumption 
to Total (%)

U.S. EIA 216 0.23 0.17 0.02 0.69

ES4 Energy security 4
(acceptability of energy security)

Energy intensity level of primary 
energy (MJ/$2011 PPP GDP)

U.S. EIA 144 1.26 0.37 0.68 2.58

ES5 Energy security 5
(develop-ability of energy security)

Primary energy consumption/popula-
tion (Kg/person)

U.S. EIA 216 0.00 0.00 0.00 0.00

ES6 Energy security 6
(develop-ability of energy security)

CO2 emissions (kg per 2011 PPP $ 
of GDP)

U.S. EIA 192 0.27 0.19 0.06 0.96

ES7 Energy security 7
(develop-ability of energy security)

CO2 emissions/primary energy 
consumption (Kg/Kg)

U.S. EIA 192 0.00 0.00 0.00 0.01

ES8 Energy security 8
(sustainability of energy security)

Renewable energy consumption (% 
of total final energy consumption)

U.S. EIA 216 0.16 0.15 0.01 0.68

eCOM_Sales e-Commerce sales The share of enterprises with 
e-Commerce sales

Eurostat 216 19.48 7.23 5.00 39.00

eCOM_Turn e-Commerce turnover The share of enterprises with 
e-Commerce sales of at least 1% 
turnover

Eurostat 216 16.98 7.39 3.00 36.00

eCOM_Web e-Commerce web sales The share of enterprises with web 
sales (via websites, apps, or online 
marketplaces)

Eurostat 216 15.80 6.06 5.00 35.00

eBUSS_CRP CRP The share of enterprises with 
E-commerce, customer relation 
management (CRM), and secure 
transaction

Eurostat 216 19.48 7.23 5.00 39.00

eBUSS_iCloud The cloud usage The share of enterprises using Cloud 
computing services

Eurostat 128 26.93 15.55 5.00 70.00

eGOV_BM Business mobility Business mobility index as a 
weighted average of online avail-
ability, usability, eID cross borders, 
and eDocuments cross the border

eGBR 192 64.86 17.99 9.00 100.00

eGOV_KE Key enablers Key enablers index as a weighted 
average of eID, eDocument, digital 
post, eSafe and single sign on

eGBR 192 54.25 26.67 0.00 99.00

GDP Real output The natural logarithm of real GDP 
per capital (constant 2010 US 
dollars)

WDI 216 36.14 26.03 10.2 111.15

TRADE Trade share The proportion of GDP WDI 216 1.27 0.67 0.55 4.08
FDI Net inflow of foreign direct invest-

ment
The proportion of GDP WDI 216  − 0.01 0.36  − 2.92 1.63

CAP Gross capital formation per capital (Gross capital formation, total)/
population

WDI 216 8381.52 6494.02 1483.14 39,587.80

INDUS Industrialization level The value added of the industry sec-
tor as a percent of GDP

WDI 216 0.23 0.06 0.11 0.38

GE The level of government effective-
ness

The government effectiveness index WBGI 216 1.16 0.54 0.08 2.24

1  For saving the space, the results of this analysis can be provided 
upon the request.
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Empirical results

Baseline results

Energy security: availability

Table 4 shows the effects of digital business and digital 
public service on the availability of energy security (ES1 
and ES2). We found that “e-Commerce turnover” has the 
effect of reducing the ratio of primary energy production per 
population (ES2), while “e-Commerce web sales” reduces 
both ES1 and ES2. In contrast, the development in cloud 
usage will increase energy security availability through 
raising ES1. As for the impact on the availability of energy 
security from digital public service, it is most noticeable 
that both elements of digital public service reduce the 
availability of energy security. Fang et al. (2018) and Le 
and Nguyen (2019) contend that the ES1 shows the gap 
between energy supply and energy demand and the ES2 
reflects a national energy supply capacity. Both are positive 
indicators of energy security. Our results indicate a reduc-
tion in ES1 and ES2, suggesting that both digital business 
and digital public service adversely affect the availability 
of energy systems. The findings are consistent with our 
prediction since the evolution of the digital economy and 
its spillover influences on other sectors may boost other 

production activities (Salahuddin and Gow 2016), which 
raise the demand for energy consumption. Moreover, digi-
talization leads to a reduction in the market price of energy 
use and some resources and hence, raises the demand for 
them among manufacturers and individuals (Yang and Li 
2017). However, our findings also suggest the integration of 
modern technology (e.g., big data, cloud as…) in business 
can help countries to improve the energy supply capacity. 
As shown in columns (9) and (10), we observe the positive 
influence of eBUSS_Cloud on the ES1. We also find that 
CO2 emissions also decrease as the government’s digital 
transformation. This finding is important since it reveals that 
e-business, especially the integration of modern technology 
in the business plays a critical role in enhancing the avail-
ability of energy systems through an improvement in energy 
production and reduction in energy consumption. Our find-
ings are consistent with that of Dost and Maier (2018) and 
IEA (2019).

Energy security: acceptability

Regarding the acceptability of energy security, the result 
in Table 5 shows eBUSS_Cloud has the effect of increasing 
non-fossil energy consumption and level intensity of primary 
energy. In contrast, the remaining components of digital 
business reduce non-fossil energy consumption and level 
intensity of primary energy. In other words, when digitiza-
tion is put into operation, businesses depend less on energy 
to produce one unit of output. We also consider the effect of 
digital public service on the acceptability of energy security 
measures. The results show that both components of digital 
public service, business mobility (eGOV_BM) and key ena-
blers (eGOV_KE), have the effect of increasing the level of 
intensity of primary energy (ES4). Our findings highlight 
the fact that the promotion of digital transformation in the 
business sector positively affects the acceptability of the 
energy system. Moreover, the role of integration of modern 
technology such as big data, cloud, into the business sector 
has become especially important in changing production 
behavior from using fossil energy to non-fossil energy. Con-
versely, the findings reported in columns (11)–(14) suggest 
that the promotion of digital public service causes detrimen-
tal effects on the acceptability dimension. However, as we 
argued previously, there are rebound effects of digital public 
services, suggesting the efficiency of digital public services 
appears if the implementation of this type of digitalization 
reaches a certain threshold. We then check this prediction 
in further analysis.

Energy security: develop‑ability

Table 6 presents the effects of digital business and digital 
public services on the develop-ability of ES. The variables 

Table 3   Cross-sectional dependence tests and stationary tests

Regarding the CD test, the null hypothesis is that the cross-section 
is independent. P-value is closed to zero, implying that data are cor-
related across panel groups. Regarding the Im-Pesaran-Shin test, 
the null hypothesis is “Panels contain unit root” and the alternative 
hypothesis is “Panel are stationary”

Variable
(in level)

CD test, 
Pesaran 
(2021)

Im-Pesaran-
Shin test 
(Z-bar)

Variable
(in differ-
ence)

Im-Pesaran-
Shin test 
(Z-bar)

ES1 5.97*** 0.89 DES1  − 3.39***
ES2 6.35*** 1.21 DES2  − 4.01***
ES3 5.17***  − 1.19 DES3  − 3.19***
ES4 19.79*** 1.56 DES4  − 2.31***
ES5 8.01***  − 0.85 DES5  − 3.11***
ES6 39.92*** 1.63* DES6  − 2.98***
ES7 43.49*** 9.48 DES7  − -3.59***
ES8 10.94***  − 1.75** DES8  − 3.23***
eGOV 14.25***  − 2.28** DeGOV  − 2.64***
GDP 47.05*** 3.41 DGDP  − 2.93***
TRADE 11.54*** 0.51 DTRADE  − 1.34*
FDI 0.42  − 2.73*** DFDI  − -4.63***
CAP 34.73*** 1.40 DCAP  − -1.41*
INDUS 3.61*** 0.15 DINDUS  − 2.96***
GE 0.86 0.75 DGE  − 2.97***
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eCOM_Sales, eCOM_Turn, all have the effect of reduc-
ing the size of the variables that are positively associated 
with the develop-ability of ES (ES5, ES6, and ES7). Also, 
a rise in eBUSS_CRP reduces ES5, ES6, and ES7, while 
eBUSS_Cloud helps reduce ES6. The results suggest that 
the implementation of digital transformation into business 
sectors leads to a lower level of carbon emission and primary 
energy consumption. This could be explained by the posi-
tive influence of internet technology on human capital and 
financial development, which supports R&D activities and 
technological progress (Ferro 2011; Haini 2019; Salahuddin 
and Gow 2016; Spiezia 2011). The technological advance-
ment, in turn, creates the upgrading of industrial structure 
from traditional resource-intensive to technology-intensive 
and allow the replacement of low-energy equipment to high-
energy ones as well as the development of more eco-friendly 
technologies (Airehrour et al. 2016; Li et al. 2019; Rent et al. 
2021). This would not only enhance energy efficiency but 
also reduce energy intensity and carbon dioxide emissions 
from production activities. By contrast, digital public service 
negatively influences the develop-ability of ES as reported 
in columns 16–21. Specifically, business mobility increases 
ES6 and ES7 while key enablers increase ES5 and ES7. 
In the initial analysis, the results again suggest that digi-
talization in the public sector is not good for ensuring the 
develop-ability of ES, while the role of digital business is 
especially important.

Energy security: sustainability

Lastly, we investigate the effects of digitalization in the pub-
lic and business sectors on the sustainability of the energy 
system. The estimation results are outlined in Table 7. Dif-
fer from previous findings regarding the negative impacts of 
digital public services on various indicators of ES, Table 7 
highlights that digital public services are beneficial for 
sustainable economic development when they enhance the 
growth of economies by using more green energy rather 
than fossil energy sources. By contrast, all variables captur-
ing the transformation process in the business sectors are 
negatively associated with the consumption of renewable 
energy (ES8). Our findings are consistent with Castro and 
Lopes (2021) and Haigh and Griffiths (2008). As revealed 
by Castro and Lopes (2021), the digital transformation in 
the public sector help promote transparency, accountabil-
ity, and efficiency, then enhances sustainable and inclusive 
economic growth, social development, and environmental 
protection. Resource management also becomes more effi-
cient if there is an availability of digital public services in 
the economy.

In general, the digital in business sectors can help to 
directly improve the acceptability and develop-ability of 
the energy system. The use of modern digital technology Ta
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such as big data, the cloud is extremely important to secure 
the energy system, especially the availability of energy. 
By contrast, the empirical evidence suggests that digital 
public services are detrimental for the availability, accept-
ability, and develop-ability of energy systems but benefi-
cial for sustainable development. To confirm our findings, 
the FGLS model is also applied. We report the results in 
Tables 9, 10, 11, 12, and 13 in Appendix. The results still 
hold the same, suggesting that our findings are robust and 
reliable.

Further discussions on the role of digital public 
services

Until now, our findings demonstrate that digital public ser-
vices adversely affect the availability, acceptability, and 
develop-ability of ES. However, we argue that the digital 
public services may help to promote the ES if the digital 
transformation in the public sector reaches a certain level. 
In this section, we, therefore, examine whether there is a 
nonlinear effect of digital activities coming from the public 

service sector on the ES. We use eGOV to denote digital 
activities in the public sector. According to the PCSE esti-
mations in Table 8, there is a nonlinear relationship between 
digital public service and ES1, ES2, ES4, ES5, ES6, and 
ES7. These relationships reveal the different directions 
of digital public service’s nonlinear influence on various 
dimensions of the ES. Regarding the availability of energy 
security, both the ES1 and ES2 decrease when the scale 
of digital public service reaches a certain point. It implies 
that the digital public services may not be good for the 
availability dimension of the ES when they cause both the 
gap between energy demand and supply, and energy sup-
ply capacity to decrease. Regarding the acceptability and 
develop-ability of the ES, the application of digital transfor-
mation initially leads to an increase in primary energy con-
sumption and level of intensity of primary energy (ES4 and 
ES5). However, when increasing the scale of digitization to 
a certain extent, the government becomes to be less depend-
ent on these factors. The nonlinear relationship between 
digital public services with ES1, ES2, ES4, and ES5 is in 
the shape of the invert-U curve. We use predictive margins 

Table 7   Effects of digital business and digital public service on the sustainability of energy security

Standard errors in parentheses
***p < 0.01, **p < 0.05, *p < 0.1
DT is the digital transformation that refers to each variable used to capture digitalization in the business sector (including e-Commerce sales 
(eCOM_Sales), e-Commerce turnover (eCOM_Turn), e-Commerce web sales (eCOM_Web), and customer relation management (CRM) usage 
(eBUSS_CRP) and cloud usage (eBUSS_Cloud)) and in the public sector (including business mobility (eGOV_BM) and key enablers (eGOV_
KE)). The notation “L.” before variables means that these explanatory variables are lagged by one period

(1) (3) (5) (7) (9) (11) (13)
Digital business Digital public services

e − Commerce 
sales

e − Commerce 
turnover

e − Commerce 
web sales

e − Business: 
CRP

e − Business: 
iCloud

Business mobil-
ity

Key enablers

Variables ES8 ES8 ES8 ES8 ES8 ES8 ES8

L.DT  − 0.23***
(0.057)

 − 0.13***
(0.045)

 − 0.20**
(0.080)

 − 0.23***
(0.057)

 − 0.17***
(0.034)

 − 0.00***
(0.000)

0.19***
(0.036)

L.GDP 0.51***
(0.013)

0.51***
(0.014)

0.51***
(0.013)

0.51***
(0.013)

0.52***
(0.017)

0.00***
(0.000)

0.52***
(0.016)

L.TRADE  − 20.27***
(0.231)

 − 20.26***
(0.238)

 − 20.24***
(0.253)

 − 20.27***
(0.231)

 − 21.11***
(0.290)

 − 0.00***
(0.000)

 − 19.83***
(0.490)

L.FDI 0.39
(0.939)

0.31
(0.985)

0.39
(0.958)

0.39
(0.939)

 − 0.37
(1.242)

0.00
(0.000)

1.21
(1.003)

L.CAP  − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

L.INDUS 65.91***
(6.845)

61.80***
(6.937)

63.00***
(6.721)

65.91***
(6.845)

51.15***
(6.471)

0.01***
(0.001)

53.04***
(6.323)

L.GE 0.66
(1.111)

 − 0.28
(0.969)

 − 0.04
(1.123)

0.66
(1.111)

2.52*
(1.328)

0.00
(0.000)

 − 5.94***
(1.352)

Observations 192 192 192 192 104 168 168
R-squared 0.796 0.794 0.794 0.796 0.822 0.825 0.821
Number of 

countries
24 24 24 24 24 24 24
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analysis to display our conclusion in Fig. 1. Regarding sus-
tainability, we still indicate that digital public services are 
beneficial for sustainable development when they encourage 
to consume more the renewable energy. The findings of this 

discussion provide empirical evidence to support our belief 
that digital public services play a critical role in securing 
the energy system, especially acceptability, develop-ability, 
and sustainability.

Table 8   Nonlinear digital public service on energy security

Standard errors in parentheses
*** p < 0.01, ** p < 0.05, * p < 0.1
DT is the digital transformation that refers to digitalization in the public sector. The notation “L.” before variables means that these explanatory 
variables are lagged by one period

(1) (2) (3) (4) (5) (6) (7) (8)

PCSE estimates
Variables ES1 ES2 ES3 ES4 ES5 ES6 ES7 ES8
L.eGOV 0.00

(0.001)
0.09***
(0.026)

0.00
(0.002)

0.01***
(0.003)

0.00***
(0.000)

 − 0.00
(0.001)

 − 0.00
(0.000)

0.00*
(0.001)

L.eGOV2  − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00
(0.000)

 − 0.00***
(0.000)

 − 0.00**
(0.000)

0.00
(0.000)

0.00**
(0.000)

 − 0.00
(0.000)

L.GDP 0.01***
(0.000)

0.13***
(0.005)

0.00***
(0.000)

 − 0.00***
(0.001)

0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

0.01***
(0.000)

L.TRADE  − 0.12***
(0.011)

 − 1.33***
(0.202)

 − 0.23***
(0.008)

 − 0.15***
(0.032)

 − 0.00***
(0.000)

0.08***
(0.007)

0.00***
(0.000)

 − 0.22***
(0.006)

L.FDI  − 0.02
(0.027)

 − 0.97**
(0.422)

 − 0.01
(0.022)

 − 0.12**
(0.053)

 − 0.00
(0.000)

 − 0.00
(0.008)

 − 0.00***
(0.000)

 − 0.03
(0.023)

L.CAP  − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

L.INDUS  − 1.63***
(0.120)

 − 6.42***
(1.113)

0.61***
(0.075)

 − 1.12***
(0.273)

 − 0.00
(0.000)

0.33***
(0.056)

 − 0.00***
(0.001)

0.35***
(0.060)

L.GE 0.09***
(0.018)

0.11
(0.253)

0.04***
(0.011)

0.17***
(0.060)

0.00
(0.000)

 − 0.06***
(0.015)

0.00
(0.000)

 − 0.05***
(0.012)

Observations 112 112 168 112 168 168 168 168
R-squared 0.862 0.572 0.590 0.155 0.364 0.599 0.547 0.686
Number of countries 28 28 28 28 28 28 28 28

FGLS estimate
Variables ES1 ES2 ES3 ES4 ES5 ES6 ES7 ES8
L.eGOV 0.00

(0.002)
0.09**
(0.044)

0.00
(0.002)

0.01
(0.010)

0.00*
(0.000)

 − 0.00
(0.001)

 − 0.00
(0.000)

0.00*
(0.000)

L.eGOV2  − 0.00**
(0.000)

 − 0.00*
(0.000)

 − 0.00
(0.000)

 − 0.00
(0.000)

 − 0.00
(0.000)

0.00
(0.000)

0.00**
(0.000)

 − 0.00
(0.000)

L.GDP 0.01***
(0.001)

0.13***
(0.018)

0.00***
(0.001)

 − 0.00
(0.004)

0.00***
(0.000)

 − 0.00***
(0.001)

 − 0.00***
(0.000)

0.00***
(0.000)

L.TRADE  − 0.12***
(0.026)

 − 1.33**
(0.563)

 − 0.23***
(0.019)

 − 0.15
(0.124)

 − 0.00**
(0.000)

0.08***
(0.017)

0.00***
(0.000)

 − 0.00***
(0.000)

L.FDI  − 0.02
(0.042)

 − 0.97
(0.899)

 − 0.01
(0.027)

 − 0.12
(0.198)

 − 0.00
(0.000)

 − 0.00
(0.024)

 − 0.00**
(0.000)

 − 0.00
(0.000)

L.CAP  − 0.00
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

 − 0.00
(0.000)

 − 0.00***
(0.000)

 − 0.00***
(0.000)

L.INDUS  − 1.63***
(0.241)

 − 6.42
(5.181)

0.61***
(0.181)

 − 1.12
(1.139)

 − 0.00
(0.000)

0.33**
(0.160)

 − 0.00**
(0.002)

0.00
(0.000)

L.GE 0.09**
(0.037)

0.11
(0.795)

0.04
(0.029)

0.17
(0.175)

0.00
(0.000)

 − 0.06**
(0.025)

0.00
(0.000)

 − 0.00
(0.000)

Observations 112 112 168 112 168 168 168 168
Number of countries 28 28 28 28 28 28 28 28
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Conclusions

As the essential base for human beings and economic growth, 
energy, and its security are among the critical issues in the 
sustainable development agenda of any country. We are 
the first to empirically analyze the impact of digital busi-
ness and digital public service on energy security. Using an 
international sample of 24 European countries during the 
2011–2019 period, we reveal interesting findings. First, we 
demonstrate that the application of digitalization by enter-
prises has a beneficial effect on the acceptability and develop-
ability of ES by reducing the intensity of primary energy, 
primary energy consumption, and CO2 emissions. The use 
of modern digital technology such as big data, cloud com-
puting is extremely important to secure the energy system, 
especially for the availability of energy. By contrast, empiri-
cal evidence suggests that the development of digital public 
services is detrimental to the availability, acceptability, and 
develop-ability of energy systems but beneficial for sustain-
able development. Second, the study examines the nonlin-
ear influence of digital public services on ES. We find that 
when the process of integrating digitization into the public 
sectors reaches a certain extent, there will be an increase in 
energy efficiency, as demonstrated by a reduction in the level 
of intensity of primary energy and primary energy consump-
tion. Third, referring to the short-term and long-term impact 
of e-government on ES, we reaffirm the efficiency in energy 
use when the government adopts digitalization.

This paper plays a critical role in contributing to the 
extant literature regarding the determinants of energy secu-
rity. We emphasize the role of the digital transformation 

process that is adopted in the business sector and public 
sector. Previous studies, such as Faisal et al. (2018), Ferro 
(2011), Haini (2019) Owusu-Agyei et al. (2020), Tama-
zian et al. (2009), and Salahuddin et al. (2015) have sim-
ply assessed the effects of the internet use, the prevalence 
of phones or electronic devices, or some technological 
improvement on the specific aspect of energy security. Other 
papers like Dogan and Aslan (2017), Gokmenoglu and Eren 
(2019), Khan and Hou (2021a, b), Khan et al. (2021c), or 
Zakari and Khan (2021) concentrate on the influences of 
energy security on the various dimensions of economic 
development. The common point of these studies is that 
they focus on only one specific aspect of energy security. 
By pointing out the importance of digital transformation 
activities taking place in the different sectors on the variety 
of energy aspects of energy security, including availability, 
acceptability, develop-ability, and sustainability, our paper 
provides a comprehensive analysis of the nexus of digitaliza-
tion and energy security. The contribution of this paper is to 
construct a theoretical and empirical link between digitaliza-
tion and energy security. The second novelty of this paper 
is to demonstrate the differences between digital business 
and digital public services by pointing out the existence of 
a nonlinear relationship between digitalization in the public 
sector and energy security. In other words, digital public 
services only enhance energy security if the digital transfor-
mation in the public sector reaches a certain level. By using 
the modern econometric techniques that permit us to control 
a variety of technical issues for the data with the presence of 
cross-sectional dependence, we provide reliable and robust 
evidence for our conclusions.

a)ES1 b)ES2 c)ES3 d)ES4

d)ES5 f)ES6 e)ES7 f)ES8

Fig. 1   Predictive margin of digital public services on energy security
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On the policy front, our study and many previous papers 
emphasize the importance of energy security on the devel-
opment of the economy. Therefore, policymakers should 
design a policy that promotes a sustained lifestyle from 
the consumption and production perspective, ecological 
awareness, clean and environmental innovations. The study 
of Yang and Khan (2021) provides supporting evidence 
for our policy proposal. As we have analyzed in the long 
run, scaling up the digital transformation process has the 
effect of reducing the scale of CO2 emissions as well as 
increasing energy efficiency. In addition, the linear effect 
also shows that the application of digitization in businesses 
also has positive effects on ES, such as promoting develop-
ability, reducing the level of intensity of primary energy. 
To secure the availability of energy, governments should 
encourage enterprises to integrate modern digital technolo-
gies, which can help promote energy production or reduce 
energy intensity. Support policies, including economic 
support (e.g., financial supports, tax reductions, and some 
preferential policies), technical support, and legal support 
in connecting foreign firms, or transferring technologies are 
necessary to promote digitalization in the business sectors. 
Energy investment, especially cleaner energy infrastructure 
is crucial for environmental sustainability (Lyu et al. 2021). 
As the same proposal raised by Zahoo et al. (2021), we also 
recommend that the government should play a vital role in 
removing the barriers to prevent people from using cleaner 
or renewable energy and to ensure energy security, resolv-
ing disincentives, subsidies, and addressing regulatory and 
market rigidities, which may undesirably influence the use 
of clean and renewable energy investment. Notably, we 
also recommend that energy security requires a persistent 
and continuous integration of digitalization into the public 
sectors.

The findings of this study could be interpreted in light 
of limitations. In this paper, we only utilized the archi-
val data accumulated only for the European Union area in 
the short period (2011–2019). Although energy security 
has been accelerated in this area, it is vital to consider the 
role of digitalization in promoting the security of energy 
in developing areas as well. More research will follow 
with the incoming flow of more sophisticated and updated 
data. In particular, we would want to delve deeper into 
each separate component of the digitalization process to 
find out more about their impacts on energy security and 
sustainable development. Furthermore, this paper incorpo-
rates and stresses the environmental perspectives using the 
various dimensions of energy security, but future research 
could also include the socio-economic and political aspects 
of European countries.

Appendix

Table 9   Countries in the sample

EU countries

  Austria Hungary Portugal
  Belgium Iceland Slovak Republic
  Bulgaria Ireland Slovenia
  Czech Republic Italy Sweden
  Denmark Lithuania
  Spain Luxembourg
  Estonia Latvia
  UK Malta
  Greece Netherlands
  Croatia Poland
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