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Abstract

With the broad spectrum of IoT domains, heterogeneous devices can amalgamate the
physical world into a digital era. The current need of the hour is to discover and re-
trieve the most pertinent devices amongst similar capable devices in an IoT environment.
This paper presents a novel, multifaceted approach to finding loT-based innovative of-
fice seating using semantically enriched Constrained Application Protocol (CoAP). The
multi-layered approach is implemented where the devices’ specifications are considered
for attribute extraction. These attributes are enriched in CoAP protocol. The most pertinent
device is retrieved and provided to user space based on multi-attribute-based decision-
making. User preferences along with system-generated recommendations, are considered
for device ranking. The office seating is modelled as an IoT resource, where in multiple
such office seatings in a smart office is considered and the best seating is retrieved. The
proposed approach is compared with current state of art and the efficiency of the same is
evaluated in terms of bandwidth usage, time of retrieval and accuracy.

Keywords CoAP - MCDM - Mart office seating - Resource discovery - Feature selection

1 Introduction

With the rapid proliferation of the Internet of Things (IoT) [1] paradigm in our everyday
lives, making all the spheres as smart, discovery of the most pertinent IoT resource in the
user application space is a mandate. The resource most efficient in terms of its core func-
tionality, Quality of Service (QoS) [2], amongst similar capable resources must be retrieved
with minimum human intervention and dynamically. Work carried out in the [1] represents
the state of art in the resource discovery field in IoT.

The office automation market segment has seen a growth of smart gadgets, which has
overwhelmed traditional workplaces with sophisticated monitoring systems [3] to improve
staff productivity. However, the abrupt onset of the COVID pandemic has made working
from home the new norm. In the post-COVID age, a hybrid work style model is preva-
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lent, allowing employees to choose between working from home and working in an office,
depending on their needs. There won’t be any permanent desk seating reserved for the There
won’t be any permanent desk seating assigned to the staff. The office administrator may
assign the smart desk to the staff based on need. The office manager can select the IoT
resources based on the ranking of capabilities and provide the employee with the ideal smart
desk. The ideal office seating position can be found and given to the end employee based
on the user’s needs and the capabilities provided by the equipment. The remaining paper
is organized as Sect. 2 representing the literature review, Sect. 3 presenting the proposed
methodology, Sect. 4 depicts the hardware setup employed, Sect. 5 reprsenting the queries
executed and showcases the experimental study, followed by Sect. 6 with conclusion and
future work.

2 Literature review

The recent work in discovery of devices in [oT domain is summarized in Table 1.

3 Proposed methodology

The pre-processing stage and the resource retrieval stage are the two key stages of the over-
all technique used for the proposed research work. Unified annotation of the IoT resources
from the vendor specified device specifications is carried out in the initial pre-processing
stage. Next phase is the attribute selection phase where the key differentiating and QoS spe-
cific attributes are selected from the feature set. The IoT protocol enrichment is performed
and a semantically enhanced resource repository is created based on the attributes chosen.
IoT resources that have been registered are retrieved during the discovery phase based on
how closely they fit user requirements. Ranking is done using several criteria decision mak-
ing. Based on a match between the user’s requirements and the top-ranked IoT resources,
the optimum resource is returned.

In Fig. 1, the approach used in the proposed research project is depicted diagrammati-
cally. As demonstrated, the semantic annotation of IoT resources is the first step in the pre-
processing stage followed by attribute selection phase. In the CoAP IoT protocol [5], these
chosen attributes are enhanced for resource registration and discovery, which is followed
by ranked device retrieval [18, 19, 20, 21] based on multi-attribute decision-making. The
resource annotated to the standard format from specifications is carried out and the effec-
tiveness of the same is shown in our previous work [22, 23].

The discovery engine comprises of solving a multi criteria decision making problem,
where the various attributes of the device for the criteria. The protocol is enriched with the
attributes and the user query is also semantically eniched. The system generated recommen-
dation for the devices and devices choice based on user preferences, both are considered
for ranking the devices. Figure 2 depicts the discovery engine and corresponging discovery
workflow. The MADM [24] model based on proximity calculation to the ideal values is
computed (Fig. 3).
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Table 1 Literature survey

Author of Main Focus Paradigm Findings

Work/Date

Ferdousi Protocol Based CoAP [5], Cloud-based middleware LOAMY for COAP

and Mandal LOAMY based IoT service discovery. Deployment of

[41(2019) LOAMY is expensive in resource constraint
nodes

Venanzi Kim Edge Centric MQTT [5], MQTT-based context-aware autonomous

[6] approach broker, auto Service Discovery SD in oneM2M model.

— configuration Devices register the service in the RD based
on discovering the gateway using DNS-SD/
mDNS on fog nodes. MQTT broker as fog
entity to collect the geo-locations of the nodes
continuously and provides list of devices
when a node discovery request is received.

Pereira Edge Centric JSON MQTT, MQTT-RD extension of MQTT adopted for
etal. [7] discovery zero-configuration  decentralized discovery & management for

Distributed multiple devices. The proposed architecture

Combined performs well for scalability,

Xia et al. [8]

Kowshalya
etal. [9]

Perera et al.
(10]

AntCluster
[11]

Skyline [12]

Ojagh [13]

Social IoT and
ranking

Social IoT

QOS based

QoS based

User Preferences

Personalized
recommendation

(Cloud, Broker)

Correlation degree,
semantic similarity
relativity, Social
network among
devices based on
restricted contact
graph

Community detec-
tion based on
preference, social
and movement
similarities.

Ontol-

ogy CASSARAM,
SPARQL, Context
information
Context informa-
tion used for meta
heuristic algorithm
to group sensors
Dynamic Skyline
operator for sensor
search. Search
modelled as a
MCDM problem

Location based

recommendation
engine based on
user preferences

latency and processing time.

Social like semantic aware service discovery.
Service described by ontology tree. Fast
service discovery in local network. Devices
to train themselves with social link selection
issue. IoT devices are constraint and high-end
ML algorithms running on them.

Correlation amongst searched communities
for search efficiency. Reduced search delay is
demonstrated.

Context aware sensor selection framework,
user preferences consideration. Based on
sensor ontology and doesn’t consider changes
in ontology.

Sensor semantic overlay network (SSON)
developed to adapt to sensor changes.

As the sensor count increases, the time com-
plexity increases due to heuristic approach

Dynamic skyline operator employed for
context aware selection of best sensor based
on user request. Distributed scalable approach
by aggregating results of all gateways to

get final result. Longer delay in aggregation
of result at server from gateways, parallel
calculation like MapReduce at gateway level
as future work. Based on data sensed and not
the sensor profile.

User context information and orientation
from their smartphone pointing direction

has also been applied for the recommender
algorithm in outdoor environments

Study carried out in simulated environment
and dependency on smartphone to track the
user orientation apart from location.
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Table 1 (continued)

Author of Main Focus Paradigm Findings

Work/Date

Pattar [14] Ontology based Taxonomy for the  Query processing time and storage require-
semantic similarity ~ classification of ment reduced. Additional communication

IoT devices based  overhead due to aggregation of results and no
on their mobility standard technique for taxonomy used.

frequency.
Singh etal.  Ranking of the QoS aware AHP Running time analysis along with framework
[15] services and TOPSIS Hier- robustness and sensitivity demonstrated. AHP
archical search for technique used for weight computation, do-
10T resource. main expert input considered Automation of
the process for unambiguous human decision
making in AHP.
Kaur [16] Ranking Fuzzy AHP and Ranking robustness based on six param-
Fuzzy TOPSIS eters. QOS based preferences considered.
for ranking of the ~ Weight computation does not consider user
network preference.
Robles [17]  Semantic based Lightweight Accuracy of the device selection is compared
Machine to with existing approaches and proved to be
Machine Resource more. Scalability and large-scale deployment
Pragmatic studies needed.
Distance (LwWRPD)
find device

similarities and
similar capabilities
devices.

4 Hardware setup

Case study was conducted in an office setting using the testbed architecture depicted in
Fig. 4. Post COVID era, the office administrator would designate the seating arrangement
(smart desk) depending on the capabilities of the available smart devices, instead of allocat-
ing a dedicated office space. Each smart desk is represented by a smart sensor board. The
seating sections of the office are surrounded by a total of 5 smart sensor boards. Each sen-
sor is made up of a variety of different sensor types that can identify the workplace setting.
The on-board sensors are interconnected with the Arduino Uno [25]. The seated position is
represented by a sensor board with five different types of sensors on each side.

A sensor board that includes five various types of sensors, each capable of monitor-
ing ambient data, serves as a representation of the seated position. The hardware elements
utilised to create a single sensor board are displayed in Table 2. Figure 5 shows the circuit
diagram for a single board. The Arduino Uno MCU is used to control the four sensors
(temperature, light, gas, and occupancy), as shown in Fig. 6. The LED is linked to enable
resource search and the visual realisation of sensor board selection. The wireless interface
and battery power source for the board are provided by Node MCU Esp8266.

Using the vendor specifications as a guide, annotation of 20 sensors in a common for-
mat is carried out. The framework is developed using Python 3.x.The Arduino Software
Development Kit (SDK) is used to register and manage the sensors that the Arduino MCU
controls. The language used to interface the sensors with the Arduino MCU is embedded C.
RDFLIb is used to implement semantically enhanced RD on Berkeley DB.Real-time data
collection from the sensors is done using the cloud platform ThingSpeak. Tkinter is used
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to create a Graphical User Interface (GUI) that visualises all of the aforementioned steps
of the suggested framework. The vendor specifications folder is selectable using a GUI
interface that is provided in annotated format. An interface for attribute selection that shows
the selected attributes. Based on a CoAP client request, the UI will display the semanti-
cally enhanced CoAP CORELink format for device registration. The GUI offers resource
retrieval that is ranked, captures user preferences, and visualises user queries. The office
administrator uses the Ul created to choose the ideal seating position for the end employee.

The cloud service ThingsSpeak [17] collects and stores real-time sensor data. The ESP-
8266WiFi built-in WiFi module allows the sensor boards to communicate wirelessly with
the gateway [23]. The enriched CoAP is deployed on the gateway to function as a CoAP
server with enriched RD implementation. The CoAP client offers an interface that makes
capturing user requirements easier and building queries using SPARQL [26].

@ Springer



C.P.Vandana et al.

—

Annotation of IoT resources

. Attribute Selection

v 3. Protocol and User requirement
Semantic Enrichment

Enriched User requirements )

User Query
User [ IoT Resource
| .
Preference |/ ' Repository
N 1
Resource Discovery with Ranking
vy
Precise Match T —>
Result set is Retrieved
inglet 1 A
singieton else Result set is singleton else Resource ID
Close Match i >
N N e " Multi Attribute Decision A
,’/ Weight Inference \‘| i Making MADM H
! Engine 1 | Build Multi Attribute ! '
. | ] . Decision Matrix !
H System generated H ! ‘ '
H Objective Weight | H ! 1
1 | u Create Weighted DM !
1 1 |
: CX)——I' !
1 <_ 1
! ' E Compute Proximityto i | Ranked
P ]
[— ! ! Ideal Capabilities ! Retrieved
: > User Prefer‘ence : H ¢ i | Resources
\ based Weight K i ! IDs
AN -~ A \ Ranked IoT Resources “—,‘—
________________ N 7

Fig. 2 Resource discovery engine

5 Result analysis

The Table 3 depicts the various queries executed for device discovery in the smart office
setup. All the smart devices in the office setup would register with enriched CoAP reposi-
tory.The enriched CoAP client would make request to the central enriched CoAP server. The
requested query parameters and values are used to perform CoAP repository lookup.

This section explains the results of the experimental study carried out using proposed
methodology. Figure 7 depicts the device registration Table 4 depicts the CoAP CoRELink
format for the various queries corresponding to Table 3. The attributes selected in the previ-
ous step are enriched in CoRELink and Resorce Directory (RD). The queries are executed
and the responses are captured. The queries are executed on traditional CoAP and enriched
CoAP and the performance improvement is measured.

The source code for the implementation is available at [link 1] GitHub - vandanacp/
IoTResourceDiscoveryProject.

The devices with the device id as shown in left hand panel of UI in Fig. 7 gets registered
to the enriched COAP repository. Th attribute-values are enriched in the COAP COReLink
format and sent to COAP server for registration (Fig. 8).

As shown in Fig. 9, there is a reduction of average response time during discovery pro-
cess by 28% for S-COAP (Semantically enriched) compared to traditional COAP. The dis-
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Fig. 3 Flowchart depicting the ranking mechanism of the devices

covery time improvement is due to the precise discovery of the devices with the enriched
semantics.

5.1 Ranked Resource Retrieval

The time taken to rank the devices based on AHP-TOPSIS approach is compared with pro-
posed approach. The SPARQL query is exceuted 20 times and the average time taken is
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Fig. 4 The office layout for the
smart office seating discovery
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considered for comparison. There is an improvement of 37% in amount of time to rank the
devices as shown in the Fig. 10.

The COAP request and response payload is compared with enriched COAP request and
response payload size for all the 5 main queries as shown in Fig. 11. During the registration
phase, queryl, the response size of enriched COAP is nearly comparable with COAP due
to the initial registration process in RD. The exact matching resource is retrieved for all the
other queries compared to the traditional query, which does a match based on resposnse
type. Hence a bandwidth usage reduction of 40% is observed with semantically enriched
COAP protocol compared to traditional COAP.

6 Conclusion and future work

Through this work, we demonstrate the utility of the suggested framework for resource
discovery in a smart loT-based office test bed for locating the optimal seating arrangement.
The discovery of smart office seating based on the proposed methodology was culminated
by implementation comprising resource description annotation, attribute selection, proto-
col enrichment, and ranked resource retrieval. The framework can be extended to design a
method to detect the collapse of IoT devices. In case of fault management, the detection of
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the IoT resource fault and its recovery needs to be modelled. Hence, the discovery frame-
work can be extended in the future to detect the faults of these discovered [oT resources.
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Fig.5 The circuit diagram of a single sensor board

Fig.6 Sensor Board hosting 4 types
of sensors connected to Arduino
UNO
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Table 3 Query on the semantic Query No. Query Executed
enriched CoAP repository

1 All the devices in smart office to register with attribute
enriched CoAP repository.
Retrieve all the smart office setaing devices deployed.
3 Discover temperature sensor near a smart desk with a
medium measurement range, low sensing period and
high accuracy.

4 Retrieve light sensor with high measuring range with
low current consumption at specified location.

5 Rank the occupancy sensors with coverage>0.5, detec-
tion distance <3 m to maintain social distance in Office
Seating

6 Retrieve gas sensors to detect smoke, LPG with concen-

tration more than 300ppm to monitor air quality in office

7 Recommend the desk location based on best tempera-
ture sensor, lighting sensor and PIR sensor

Resource Description

Resource Annotation
(] [ ) coap-server output

Resource Feature Selection

{RemoteResource init-ing with request <aiocoap.Message at ©x12ecf771@: Type.CON POST (MID
51712, token f1d6) remote <_Address via
" <aiocoap.transports.simplesocketserver. DatagramServerSocketSimple object at @x12ecf3cf8>
Resource Discovery to ('127.6.0.1', 64479)>, 2 option(s), 172 byte(s) payload>
} {Full url is now coap://[fd28::2]/1light
} {End of RemoteResource init
}{RemoteResource init-ing with request <aiocoap.Message at Ox12ecf7710: Type.CON POST
(MID 51712, token f1d6) remote <_Address via
) <aiocoap.transports.simplesocketserver._DatagramServerSocketSimple object at @x12ecf3cf8>
. . e to ('127.0.0.1', 64479)>, 2 option(s), 172 byte(s) payload>
Location (Latitude - Longitude) } {Full url is now coap://([fd28::2)/1ight
} {End of RemoteResource init
}{RemoteResource init-ing with request <aiocoap.Message at 0x12ecf7710: Type.CON POST
via

Resource Registration

DeviceID (MID 51712, token f1d6) remote <_Address

1 55003676 <aiocoap.transports.simplesocketserver._DatagramServerSocketSimple object at @x12ecf3cf8>
to ('127.0.0.1', 64479)>, 2 option(s), 172 byte(s) payload>

2 40006543 } {Full url is now coap://([fd28::2]/light

3 15003001 } {End of RemoteResource init

4 43210012 }{RemoteResource init-ing with request <aiocoap.Message at Ox12ecf7710: Type.CON POST
(MID 51712, token f1d6) remote <_Address via

5 32236732

6 89542310

7 28900034

8 76219090

9 76334001 : ="{'Operating_Temp': '-40 - +80

10 40002134 Celsius', 'Accuracy': '+-10%', 'Measurement_Range': 3000 1x', 'Current': '.18

1 67010033 ma*}"}{</light>; rt="Detect_Light";epd="{'Model': 'SI1445'}";qos="{'Operating_Temp': '-40 —

12 97003412 +80 Celsius', 'Accuracy': '+-10% 'Measurement_Range': '128000 1x', 'Current 18
ma'}"}{</pir>;rt="Detect_Object";epd="{'Model': 'HC78 os="{"Operating_Tenm| -20 -

13 6800221 +50 Celsius', 'Coverage': '7 x 7 m', 'Distanc +6 - 1.5

14 89650021 m/sec', 'Current': '18mA'}"}{</temperature>;rt="G ="{'Model":

15 8065411 !DS18820"}";qo ‘Measurement_Range': '-55 - +125 Celsius', ‘'Accuracy': '+-0.5 Celsius',
‘Sensitivity': '0.2 Celsius', 'Stability '0.02 %', 'Sensing_Period': '1

16 51003076 second' }"}{</gas>; rt="Detect_Gas";epd="{"'Model': 'MQ2'}";qos="{'Operating_Temp': '0 - +50

17 11003076 Celsius', 'Accuracy': '100 ppm', 'Operating_Humidity': '8@%RH', 'Concentration': '300 -

18 32013176 5000 ppm', ‘'Detection_Gas': 'LPG, Propane, Hydrogen, C02'}"}

19 16013076

20 12013076

Select-All

Select

Fig. 7 Device registration and discovery with enriched COAP
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Table 4 Enriched COAP based resource registration and ranked discovery

Query S-COAP Request Response
Register ~ POST CoAP://192.167.1.7/td? ~ Success Response:
ALL ep="-55003076"; Code: 200
rt="Get_Temperature”;ep
d="{‘Model’:‘DHT22’}”;
qos="{‘Measurement_Range’:
-40 - +80 Celsius’, ‘Accuracy’:
‘+-0.5 Celsius’, ‘Sensitiv-
ity’: 0.1 Celsius’, ‘Stability’:
‘0.01%’, ‘Sensing_Period’:
‘2 second’}; 1t=12.427680&
1g=76.481653"
Query2 GET CoAP://192.167.1.7/ Success Response:
rd-lookup/res Code: 200
Content: {
< CoAP://[fd28::2]/temperature>
rt=Get_Temperature
epd="“{‘Model’: ‘DHT22’}”
qos="{‘Measurement_Range’: ‘-40 - +80 Celsius’, ‘Accu-
racy’: ‘+-0.5 Celsius’, ‘Sensitivity’: ‘0.1 Celsius’, ‘Stabil-
ity’: ©0.01%’, ‘Sensing_Period’: ‘2 second’}”,}
Query 3 GET CoAP://local- SELECT? s?a? b?c WHERE {
host/rd-lookup/res? ?7x <info: discovery/iot_resource/service_type>
rt="Get_Temperature’;qos= ‘Get_Temperature’.
‘accuracy:0.2,mrange:-10 ?x < info: discovery/iot_resource/measurement_range>?a.
- 4+20,speriod:2’ ?x < info: discovery/iot_resource/sensing_period>?b.
?x < info: discovery/iot_resource/accuracy>?c.
?x <info: discovery/iot_resource/device id>?s }
Query 4 GET CoAP://localhost/rd-look- SELECT? s?a? b?c WHERE {
up/res? rt="Get_Light’; qos= ?x < info: discovery/iot_resource/service type>
‘mrange: 6000 current=0.2"; ‘Measure Light’.
location=12.9280058, ?x < info: discovery/iot_resource/measurement_range>?a.
77.6902479° ?x < info: discovery/iot_resource/current_consumption>?b.
?x < info: discovery/iot_resource/location>?c.
?7x <info: discovery/iot_resource/device id>?s }
Query 5 GET CoAP://localhost/rd- SELECT? s?a? b?c WHERE {
lookup/res? rt="Detect_Ob- ?x < info: discovery/iot_resource/service type>
ject’; qos= ‘coverage:5x5 ‘Detect Object’.
det_distance=12’; loca- ?x < info: discovery/iot_resource/coverage>?a.
tion=12.9280058, 77.6902479  ?x < info: discovery/iot resource/detection_distance>?b.
?x < info: discovery/iot_resource/location>?c.
?7x <info: discovery/iot_resource/device id>?s }
Query 6 GET CoAP://localhost/rd-look- SELECT? s?a? b WHERE {

up/res? rt="Measure_Air’; qos=
‘detection_gas:’LPG Smoke’
concentration gt 3000’

?x < info: discovery/iot_resource/service type>
‘Measure_Air’.

?x < info: discovery/iot_resource/detection_gas>?a.
?x < info: discovery/iot_resource/concentration>?b.
?x <info: discovery/iot_resource/device id>?s }
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Ranking Time Comparison
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Fig. 11 Resource discovery time comparison
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