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Abstract
Nowadays, human biometrics are widely used in authentication systems. In reaction to 
violent attacks, cancelable biometric patterns are developed from the original templates 
to increase the security level of biometric characteristics. This study proposes a solution 
for a cancelable biometrical recognition system (CBRS) based on the created Hénon cha-
otic-map idea, which increases key space and hence privacy. The suggested CBRS system 
ensures that the original biometric traits are updated and encrypted before they are saved 
in the database, protecting them from unwanted cyber-attacks. It makes efficient encryp-
tion of face biometric templates possible. The extraction of biometric characteristics is the 
first step in this design. Following that, the obtained biometric characteristics are encrypted 
using the suggested model, which causes pixel confusion and diffusion by developing a 
Henon chaotic map with variable block sizes at different modes of operation. Various face 
biometrics datasets were used to test the proposed approach. Various metrics, including 
security and statistical analyses, demonstrate the effectiveness of the approach, including 
histogram analysis, correlation coefficient analysis, maximum deviation factor analysis, 
irregular deviation factor analysis, number of pixels change rate analysis, unified average 
changing intensity analysis, time analysis, and key space analysis. Furthermore, the perfor-
mance of the proposed approach was assessed using the receiver operating characteristic 
curve, which was constructed to assess the system’s performance. Results of the analysis 
show that the suggested technique is very effective, resilient, and dependable, as evidenced 
by its great performance across diverse recognition databases when compared to traditional 
and modern algorithms, hence improving the security and reliability of biometric-based 
access management. The proposed method yields an average AROC of around 1, a correla-
tion coefficient of about 0.00013, and an entropy close to one.

 *	 Ayman H. Abd El‑aziem 
	 ayman.hasanein.comp@o6u.edu.eg

	 Ahmed Abdelhafeez 
	 aahafeez.scis@o6u.edu.eg

	 Tamer H. M. Soliman 
	 tamer.hasan.comp@o6u.edu.eg; thms78@gmail.com

1	 Faculty of IS & CS, October 6,  University, Giza, Egypt
2	 AD Research and Development Center, Cairo, Egypt
3	 AD College, Cairo University, Cairo, Egypt

http://crossmark.crossref.org/dialog/?doi=10.1007/s11277-023-10823-4&domain=pdf


	 A. H. A. El‑aziem et al.

1 3

Keywords  Face recognition · Hénon chaotic map · Cancellable biometrics

1  Introduction

The concept of chaos is prevalent in various natural phenomena and nonlinear systems. 
Chaotic systems possess favorable cryptographic features, including easy implementation 
and superior security and encryption rates [1–3]. In chaos theory, a system is considered 
chaotic when its behavior does not repeat despite being governed by deterministic equa-
tions. This means the system’s future outcomes are determined by its initial conditions. 
Accessing systems through traditional authentication methods has its limitations. The use 
of chaotic signals in communication and engineering has become popular due to their 
advantageous properties for various applications. Numerous methods have been proposed 
to apply the nonlinear dynamics of chaotic systems to enhance communication systems’ 
authentication [4–6]. Moreover, colossal attention has been given to combining well-con-
structed channel codes and cypher chaotic techniques with joint crypto-coded structures 
[2, 5]. With this collaborative structure, the most crucial channel codes used, such as turbo 
codes, LDPC codes, and polar codes, can support both enhancing the communication sys-
tem performance and security behavior.

On the other hand, biometric recognition is highly effective in cryptography. The wide-
spread use of biometric systems in cloud environments has raised concerns about system 
security and possible privacy violations [7]. Storing biometric data in these systems can 
make it vulnerable not only to attacks by adversaries through public networks but also to 
illegal disclosure in captive environments. A biometric system is a recognition system that 
uses physical or behavioral traits to identify individuals. These physical traits include fin-
gerprints, hand geometry, ECG, iris scans, face and voice recognition [8]. Conversely, the 
category of behavioral identification comprises voice, signature, typing patterns, and walk-
ing style. The unique traits of an individual’s body can be utilized to guarantee that only 
authorized personnel are granted access to the system [9].

Moreover, Biometric data is classified as sensitive information since, unlike passwords, 
biometric characteristics cannot be reset or cancelled. In biometric authentication systems, 
a sensor module is commonly used to acquire pictures, followed by a pre-processing mod-
ule for aligning and reducing noise, a segmentation module for identifying areas, and a 
feature extraction module. Protecting biometric information is crucial in biometric systems 
as these characteristics are highly personal and sensitive information. Unlike passwords, 
they cannot be changed or revoked. Therefore, it is essential to prioritize the security of 
biometric systems to prevent any unauthorized access or misuse of this information. Ratha 
[10] introduced the concept of cancelable biometrics to ensure biometric data protection. 
In conventional biometric cryptosystems, the initial biometric templates are capable of 
being encrypted and saved in an encrypted format within the database. In the authentica-
tion process, a decryption step is necessary. However, cancelable biometric systems utilize 
encrypted biometric templates within a statistical framework to verify identity. Decrypt-
ing stored templates is unnecessary in a traditional biometric cryptosystem [11]. Cancela-
ble biometrics refers to a deliberate alteration of the initial biometric templates, enabling 
enrollment and verification to be carried out in the transformed domain.

Numerous studies on multimodal biometric systems utilize traditional cancelable 
biometrics, which have been developed over the past few decades [12–17]. In addition, 
many researchers have only integrated chaotic performance into their security algorithms 
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[18–22]. However, only a limited number of studies have investigated the utilization of 
chaotic behavior in algorithms for multimodal biometric systems.

Based on facial recognition, this paper proposes a cancelable biometrical recogni-
tion system (CBRS) for creating cancelable biometric templates that provide a high level 
of security based on the developed Hénon Chaotic Map (DHCM). The CBRS proposed 
method ensures complete distortion and encryption of the original biometric characteristics 
before storing them in the database. The effectiveness of this approach is measured using 
different encryption evaluation metrics and Experimental analysis.

Due to the privacy and security problems associated with biometrics recognition, our 
current work remains a challenging research topic. To address this concern, the literature 
suggests cancelable biometrics, in which a biometric picture of a sample is deformed or 
altered so that obtaining the original biometric image from the distorted one becomes 
impossible. Moreover, cancelable biometrics has an important feature that allows it to 
be reissued in case of compromise. Our work proposes using the Hénon chaotic map to 
expand the range of chaos in biometric protection schemes instead of relying solely on 
standard Hénon chaotic maps with limited range or traditional cryptographic techniques.

The cryptographic primitives have been extensively researched and theoretically studied 
by the research community, resulting in solid constructions with well-defined limitations. 
Mainly, biometric security is assessed using abstract entropy concepts or the lowest associ-
ated data entropy. However, the accuracy of biometric systems varies significantly accord-
ing to different theories. Cryptographic algorithms do not apply to biometric systems due 
to their unpredictable identification/verification procedures. We attempted to overcome this 
gap in our study by utilizing a cryptographic chaotic map, as we can ensure strong secu-
rity measures are in place. To address the limitations of previous methods, we propose a 
cancelable biometric system where the user’s biometric information is encrypted.

The paper is organized as follows. Section 2 will focus on explaining the mathematical 
foundation of two-dimensional chaotic maps, precisely the Hénon Chaotic system and its 
related construction principles. Section 3 introduces the main contribution of this paper, 
which is the design of the CBRS encryption algorithm. Moreover, in this section, we will 
explore the time analysis of our proposed CBRS scheme. Moving on to Sect. 4, by analyz-
ing both the simulation and experimental encryption evaluation metrics, the results of the 
CBRS algorithm can provide better security behavior. Finally, some concluding remarks 
are provided in Sect. 5.

2 � The Proposed Development Hénon Chaotic Map (DHCM)

2.1 � Hénon Chaotic System

The Hénon Chaotic map is a two-dimensional chaotic map that transfers a point (xi, yi) to a 
new point in the same plane. [23–25] is a description of it.

The Hénon Chaotic map is a basic two-dimensional chaotic map that exhibits quadratic 
nonlinearity. It is based on two parameters, r and b, with r = 1.4 and b = 0.3 in the standard 
Hénon Chaotic map. Figure 1a depicts the Hénon Chaotic map as chaotic behavior within 
the range of [1.5, 2.3] for its canonical values. However, it behaves periodically outside 

(1)
xi+1 = 1 − rx2

i
+ yi

yi+1 = bxi, i = 0, 1, 2,…
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this range or converges to a constant value. Meanwhile, Figs. 1b, c, d demonstrate how the 
Iteration property of the Hénon Chaotic map’s behavior is affected by the value of r. The 
initial value and the parameter r heavily influence the Hénon strange attractor’s behaviour.

The Hénon map was the first to exhibit a strange attractor with a fractal structure. The 
Hénon map’s simplicity makes it suitable for numerical studies, leading to numerous com-
puter investigations. However, there is still much to discover regarding all possible bifurca-
tions when altering the parameters r and b. The Hénon chaotic map utilizes two variables 
for image encryption, with the encryption process involving three steps of operations [26]:

Step 1 The chaotic system of Hénon may be decomposed into a succession of one-
dimensional chaotic maps. The one-dimensional Hénon chaotic map is defined as follows:

where b = 0.3 and r = [1.07, 1.4]. The parameters r, b, starting value × 0, and initial value x1 
might represent the key.

Step 2 To modify the pixel values of an image, we utilize a Hénon chaotic map. The first 
step involves obtaining the map through Eq. (2). Following this, a transformation matrix is 
generated for the pixel values.

Step 3 The XOR operation will be performed bit by bit between the transformation 
matrix of pixel values and the pixel values of the picture. The end result will be a cypher 
picture. b = 0.3, r = 1.4, × 0 = 0.01 and × 1 = 0.02 are the parameters used.

2.2 � The Proposed DHCM

We have created a DHCM with a chaotic function suitable for cryptographic applications. 
This map is written as follows:

(2)xi+2 = 1 − rx2
i+1

+ bxi

Fig. 1   Analysis of Hénon chaotic map, a The bifurcation diagram of Henan chaotic for r ∈ [0, 2, 1] and 
b = 0.3, b Iteration property for r = 0.5, c Iteration property for r = 1.99, d Iteration property for r = 2.5
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Behavior analysis in Fig. 2 illustrates that the proposed DHCM has significantly broad-
ened the range of the parameter r, encompassing an extensive chaotically spectrum of val-
ues from 0 to infinity (∞). This increase in available chaotic values of parameter r has 
made it suitable for encryption purposes. Thus, the proposed DHCM can use any variable r 
value as part of the encryption key.

3 � A Proposed CBRS Encryption Algorithm Based on the DHCM

The proposed CBRS encryption method, as illustrated in Fig. 3, is an image encryption 
technique that employs the proposed DHCM. This algorithm is divided into two sec-
tions that use both confusion and diffusion approaches [27]. The algorithm’s confusion 
part entails employing the suggested DHCM to mix the locations of the pixels inside the 
picture.

The proposed DHCM is utilized by the diffusion algorithm to encrypt an image, result-
ing in a shuffled image. The cryptosystems of this algorithm meet the high-security perfor-
mance standards required to satisfy the classic Shannon principles of confusion and diffu-
sion. The CBRS encryption algorithm has been implemented in three modes of operation, 
namely, Cipher Block Chaining (CBC) mode, Cipher Feedback (CFB) mode, and Output 
Feedback (OFB) mode. These modes have been tested across different block sizes (W1, 
W2, and W3) using the proposed CBRS algorithm.

According to the proposed algorithm, the authentication process for the current user 
or entry is explained in two scenarios. Once the person authenticates, their encrypted 

(3)
xi+1 =

(
r × xi + yi

)
mod 1

yi+1 =
b

1 − x
, i = 0, 1, 2

Fig. 2   Behavior analysis of the proposed DHCM, a The bifurcation diagram, b Iteration property r = 0.9 for 
r [0,103], c Iteration property r = 20, and d Iteration property r = 10,000 for r [0,106]
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distortion template is highly correlated with the one saved in the database. Another 
strategy involves authenticating the encrypted template of the imposter user who has the 
lowest correlation score. During the authentication process, a simulated noise attack is 
added to the input biometric template to replicate the actions of an imposter user. The 
noise variance can change due to various factors, such as the sensor’s thermal effect or 
environmental changes like light and clouds. These noises are represented as Gaussian 
noise that varies multiplicatively.

4 � Encryption Evaluation Metrics and Experimental Results

The results obtained by the proposed DHCM encryption algorithm were compared with 
those of other encryption algorithms. In addition, some security evaluations in terms 
of number of pixels change rate (NPCR), unified average changing intensity (UACI), 
and entropy metrics are presented for the proposed DHCM. Only one sample from the 
biometric databases is used to validate the DHCM-based cancelable biometric system. 
Different performance metrics are evaluated to validate the proposed cancelable bio-
metric system. In addition to visual inspection, we consider various factors like pro-
cessing time, correlation coefficients, and histogram analysis ROC. In the following 
sub-sections, the simulation outcomes of different authentication evaluation metrics 
are obtained to measure the efficiency of the proposed biometric security system. The 
results were obtained by analyzing 512 × 512 grayscale biometric images using MAT-
LAB software. Finally, based on prior research on symmetric encryption algorithms, the 
proposed cancelable biometric security system utilizing DHCM is superior.

Fig. 3   A proposed CBRS 
encryption algorithm based on 
the DHCM

Confusion DHCM Algorithm 

Diffusion DHCM Algorithm 

I/P Image

O/P Image

Modes
CBC CFB OFB
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4.1 � Security and Statistical Analysis

To examine the simulation outcome, we utilize MATLAB environment simulation. Var-
ious measures are used to analyze the amount of encryption objectively. Figure 4 shows 
the encrypted photos of Lena generated by the proposed technique for multiple blocks. 
We implemented the proposed model with three alternative W (block size) values, 
with the initialization vector, and (IV) was a part of the encrypted Cameraman picture. 
Where: W1, W2 and W3 have a resolution of 128 × 128 pixels, 64 × 64 pixels and 32 × 32 
pixels respectively. We calculate the Histogram of all images, the correlation coefficient 
(CC) between the original image and the cypher image, as well as the maximum devia-
tion factor (MDF) and irregular deviation factor (IDF) to evaluate the effectiveness of 
encryption and its resistance to statistical attacks.

CBC CFB OFB

a) The proposed algorithm (W1) 

b) The proposed algorithm (W2)

c) The proposed algorithm (W3) 

Fig. 4   The encrypted image in each mode of operation with distinct blocks using the suggested technique
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4.1.1 � Histogram Analysis

In the image analysis, Fig.  5 presents the original Lena.bmp image with a size of 
512 × 512 pixels. Meanwhile, the Figure showcases the corresponding Histogram. In 
Fig. 6, we can see the Histogram of encrypted images created by our algorithm in differ-
ent modes of operation. It is clear that the histograms demonstrate a consistent and even 
distribution across various block sizes and modes of operation, indicating the success 
of our proposed method. The resulting image differs significantly from the original due 
to the influence of other modes of operation as well as the dispersion induced by our 
suggested Hénon chaotic map. Among these types of operation is the employment of a 
chaotic cryptosystem rather than depending simply on the chaotic Hénon map. Figure 7 
presents a detailed analysis of various original images and their encrypted biometric 
data.

Figure 7 illustrates the ciphered templates of the examined biometric database sam-
ples with the proposed model applied to the different images for the used database. It 
is noticeable that the proposed algorithm succeeds in hiding the details of the ciphered 
image compared to the original image. The Histogram reflects the distribution of pixel 
levels in the picture. It should be as uniform as possible for high-quality encryption. 
Histograms of encrypted images with the proposed and traditional encryption algo-
rithms are shown in Fig. 7. It is observed that the templates obtained with the proposed 
encryption algorithm have more uniform histograms.

Fig. 5   The Histogram of the original image
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4.1.2 � Entropy Analysis

The degree of randomness of encrypted templates is estimated with entropy. The small-
est entropy value is zero, while the optimum value is 8. Thus, the higher the entropy, the 
more uniform the image distribution is. Therefore, an efficient cryptosystem must offer 
an information entropy up to or close to 8.

4.1.3 � Correlation Coefficient Analysis

If the encrypted image looks identical to the original image and the encryption method 
fails to conceal the original image’s information, the encryption process is considered a 
failure. The CC between the two would be one, indicating a high level of dependence. 

Fig. 6   The Histogram of the encrypted image using the proposed algorithm in three modes of operation 
with different block sizes (W1…W3)
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When the CC is zero, it shows that the original image and its encryption are not the 
same. Therefore, a successful encryption process results in smaller CC values. The CC 
is measured by a specific method:

where L is the number of pixels involved in the computations, the quality of the encryp-
tion technique is determined by how near the value is to zero. The CC between the original 
picture and the encrypted image produced by our proposed CBRS algorithm with different 
modes of operation and block sizes (W1 … W4) is shown in Table 1. Because fewer XOR 
operations are required in any mode of operation with a bigger block size, the CC lowers as 
the block size grows. The link between block size and CC must be considered.

(4)�xy =
cov(x, y)

√
D(x)

√
D(y)

(5)cov(x, y) =
1

L

L∑

l=1

(
xl − E(x)

)(
yl − E(y)

)

Original 

images 

Entropy of 

originals 
6.8738 7.3479 7.1390 7.5245 7.4934 7.0818

Histogram of 

the original 

images 

Encrypted 

images 

Entropy of 

encrypted 
7.9969 7.9993 7.9991 7.9960 7.9992 7.9993

The en-

crypted 

images' 

histogram

Fig. 7   Original and encrypted biometric histogram analysis and entropy

Table 1   The �
xy

 between original 
and encrypted images generated 
using the proposed CBRS 
algorithm

Mode of opera-
tion

W1 W2 W3 W4

CBC 0 0.0002 0.0008 0.0044
CFB 0 0.0018 0 0.0041
OFB 0 0.0006 0.0011 0.0034
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4.1.4 � MDF Analysis

The MDF metric is used to evaluate the efficacy of encryption in preserving image qual-
ity. This metric can be computed using the following formula [28]:

To encrypt an image, DH (Difference Histogram) values are determined by calculat-
ing the amplitude of the absolute difference curve at a grey level I while considering the 
image’s dimensions, represented by M and N. When the DH value is higher, it signifies 
that the encrypted image has better quality. In Table 2, the MDF measurement factor for 
encrypted images is displayed. Based on the results, it is apparent that employing CBC 
mode with W3 outperformed OFB mode with W2. In comparison to the other modes, 
the CFB mode with W4 produced the worst results. Notably, CBC with W3 had the best 
results.

4.1.5 � IDF Analysis

This analysis concentrates on the impact of encryption on the encrypted image’s IDF. 
To compute this variation, we determine the absolute histogram deviations of the mean 
value using the following method:

The irregular deviation DI is calculated as follows:

Regarding encryption quality, a lower DI value signifies superior performance [29]. 
Assessing the quality of image encryption can be done reliably using the IDF metric. 
When this metric is consistent with other measurements, it strongly indicates encryption 
quality. In cases of discrepancies between the metrics, the IDF test should be the deter-
mining factor for evaluating the encryption algorithm. According to the test, the CFB 
mode with W3 with the value 180,296 performs better. However, the CFB mode with 
W4 performs the worst among all modes with a value of 181,114.

(6)DH =

�
d0+d255

2
+
∑254

i=1
di

�

M × N

(7)HD(i) =
||H(i) −MH

||

(8)DI =

∑255

i=0
HD(i)

M × N

Table 2   MDF metric of the 
proposed CBRS algorithm

Mode of 
operation

W1 W2 W3 W4

CBC 187,898 187,779 188,346 187,220
CFB 187,973 187,010 187,320 1,878,500
OFB 188,285 188,285 188,100 187,940
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4.1.6 � NPCR and UACI Analysis

Two additional tests, namely NPCR and UACI, are employed to evaluate the differences 
between the original and decrypted. The protocol for conducting the tests is strictly fol-
lowed [30]:

When analyzing C1 and C2, we consider the width and height of each, which we 
denote by W and H. To quantify the level of dissimilarity between the two images, we 
use NPCR, which is calculated as the percentage of differing pixels out of the total num-
ber of pixels in C1 and C2:

The encryption quality is determined by the average intensity of discrepancies 
between two pictures. Higher NPCR and UACI values suggest more robust encryption. 
In various modes and block sizes, the better value is to use CFB with W3, which gives 
a value of 28.6469, but the worst case is to use CBC with W4, which offers a value of 
28.5549. The NPCR between the encrypted and original images in different modes with 
different block sizes gives better results at 99.61 with the methods at W1.

4.2 � Time Analysis

As part of our analysis, we have also conducted tests on processing time. This refers to 
the duration required for encrypting or decrypting data. It is worth noting that a shorter 
processing time results in faster encryption speed. We studied how block size influences 
the processing time of our encryption approach, which we implemented using CBC, 
CFB, and OFB modes. The algorithm’s completion time is measured from beginning 
to end. Table 3 indicates the encryption processing time for various modes of operation 
and block sizes. Based on the data in Table 3, it is possible to conclude that the mode of 
operation does not affect the processing time. However, a decrease in block size results 
in an increase in processing time. This is due to the fact that the number of XOR opera-
tions necessary for any mode of operation grows as block size decreases.

(9)NPCR =

∑
i,j D(i, j)

W × H
× 100

(10)UACI =
1

W × H

[
∑

i,j

C1(i, j) − C2(i, j)

255

]

× 100%

Table 3   The processing time of 
the encryption process versus 
block size measured in seconds

Mode of opera-
tion

W1 W2 W3 W4

CBC 1.13 1.43 2.55 3.11
CFB 1.23 1.69 2.20 3.28
OFB 1.43 1.76 2.13 2.58
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4.3 � Key Space Analysis

To be considered adequate, an encryption scheme must withstand various attacks. Addi-
tionally, it must be responsive to secret keys, and the keyspace should be extensive enough 
to prevent brute-force attacks. The following sections outline our proposed algorithm’s 
keyspace analysis and testing results.

4.3.1 � Exhaustive Key Search

To create a safe picture cryptosystem, the key space must be large enough to prevent brute-
force assaults. A thorough key search will need 10 k operations to complete, where k is 
the key size in bits. A prospective invader may try every conceivable key, which might be 
a time-consuming operation. The suggested approach for chaotic maps encryption deter-
mines the key by the parameters r and b, as well as the beginning values × 0 and × 1. This 
key sensitivity 10–14 additional parameters p, q of the Arnold cat map, parameter a, denot-
ing the angle of rotation of chaotic maps encryption are used as secret keys. In this situa-
tion, the computations will necessitate:

This task is nearly impossible to accomplish. The keyspace is extensive enough to with-
stand any attempts at brute-force attacks.

4.3.1.1  Key Sensitivity Analysis  A reliable method for encrypting images should prioritize 
the confidentiality of the secret key. This means that even a minor alteration in the secret 
key should result in a completely distinct encrypted image. To test the sensitivity of the 
proposed image encryption using DHCM, we followed these steps:

•	 In the images presented in Fig. 8a, b, we can see the original and encrypted images, 
respectively. Our proposed algorithm was applied using the parameter of DHCM and 
the secret key k1 as: r = 11, b = 0.3, x0 = 0.01, x1 = 0.02, p = 1, q = 2, and R = 10.

•	 By slightly modifying the secret key k2 to become r = 11, the same original image is 
encrypted, as shown in Fig. 8c.

•	 Additionally, the original image undergoes re-encryption through slight modifications 
of the secret key k3, resulting in a new encrypted version as r = 11.2, as shown in the 
Fig. 8d encrypted image.

After careful analysis, we have compared three encrypted images. We have displayed 
the initial image along with the three encrypted versions that were produced. However, it 
can be challenging to compare these encrypted images by just looking at them. Therefore, 
we have computed the CC between the corresponding pixels in each of the three encrypted 
images. The results of this analysis are shown in Fig. 8. Additionally, we have measured 
the NPCR between the three encrypted images.

According to the output of Fig. 5, there is no discernible relationship between the three 
encrypted images despite being generated with slightly varying secret keys. Additionally, 
Fig.  9 displays the outcomes of several decryption efforts on an encrypted image using 
secret keys that differ somewhat from the one used to encrypt the original image shown 

(11)T =
1014 × 1014 × 1014 × 1014 × 255

1 × 109 × 60 × 60 × 24 × 365
= 3.25 ∗ 1039years
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a) Original image b) Encrypted image-I using key k1

c) Encrypted image-II using key k2 d) Encrypted image-III using key k3

Fig. 8   The key sensitive result using the proposed Hénon chaotic map

a) Original image b) Encrypted image using k1

c) Decrypted image using k1 d) Decrypted image using k2

Fig. 9   Effect of the Key sensitive analysis on Decryption by using Hénon chaotic map
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in Fig. 9a. Figure 9b illustrates the original and encrypted images. It is evident from the 
photos post-decryption that utilizing a slightly different key for decryption results in failure 
to reproduce the original image. This emphasises the necessity for secure image crypto-
systems with high key sensitivity, where the cypher image cannot be decrypted accurately. 
It is worth noting that the encryption and decryption keys differ only slightly, yet even a 
minor difference in the key leads to complete failure in decryption. Therefore, the sug-
gested image encryption method is highly key-sensitive.

4.4 � ROC and Comparison with Other Recent Studies

The proposed cancelable biometric system based on DHCM has been compared with the 
related studies in CC, NPCR, UACR, Entropy, and Receiver Operating Characteristic 
(ROC) have been considered in this comparison. The used biometric traits are ciphered by 
the DHCM encryption-based cancelable biometric system and compared to the results of 
the recent encryption algorithms. In addition, we evaluate the security performance analy-
sis in terms of ROC. Validation of a DHCM encryption-based cancelable biometric system 
is introduced by examining simulation outcomes of different biometric database samples. 
Different performance metrics were utilized to validate the proposed model-based cancela-
ble biometric system.

Table 4 displays the CC difference between the original and encrypted images, together 
with the UACI metric, which measures the average difference in intensity between an 
original and encrypted image. In contrast, the NPCR metric counts the number of pixel 
changes. Entropy, on the other hand, determines the information entropy of the encrypted 
picture using a process distinct from the encryption method. It is noticed that the entropy 
values of the cancelable palm print templates encrypted with the proposed algorithm are 
close to 8 (the optimum value). This proves the high randomness of cancelable templates 
obtained with the proposed encryption algorithm.

Two other security metrics, namely NPCR and UACI, are employed to prove the effect 
of one-bit modification in the plain image on the encrypted one. Table  5 illustrates the 
NPCR and UACI values, which are both near the optimum values. We reached an average 
value of 99.6564% for NPCR and 33.5535% for UACI. Hence, the cancelable biometric 
security system is highly sensitive to even minor modifications of the original traits and 
can resist differential attacks.

Table 4   The encryption evaluation measurements of the encrypted images

Approach CC NPCR UACR​ Entropy

Chaotic Baker Map 0.00 99.35 20.77 7.4379
RC6 0 99.62 28.20 7.9978
Hѐnon map 0 28.55 99.6418 7.9992
Algorithm-1[31] 0.002 99.26 24.268 7.2561
Algorithm-2 [32] 0.0042 .9956 33.6 7.3661
System based on DRPE algorithm [33] 0.0004 99.41 26.41 7.7295
System based on OSH algorithm [33] 0.0045 98.16 15.54 7.7612
System based on RNA-GA algorithm [33] 0.0002 99.61 33.45 7.9956
Proposed algorithm 0.00013 99.65 33.55 7.9992
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The proposed algorithm provides high degrees of confusion and diffusion in the 
encrypted biometric templates. Several experimental tests have been performed to illus-
trate the efficacy of the proposed algorithm in generating completely deformed biom-
etric traits. The utilized assessment metrics prove that the proposed algorithm outper-
forms the related works from the encryption assessment perspective on different types 
of biometrics. Furthermore, the proposed cancelable biometric recognition system 
based on the DHCM hybrid encryption algorithm provides high performance.

Based on Table 4, we can conclude that the CC serves as a measuring factor when 
testing different algorithms. Overall, the algorithms showed a reasonable correlation. 
Based on our analysis, the proposed CBRS algorithm that utilizes the DHCM outper-
formed all other algorithms regarding various factors.

The ROC curve is adopted for the performance assessment of biometric systems. In 
addition, the area under ROC (AROC) is an indicator of the accuracy level of the biom-
etric recognition system. Figure 10 gives the AROC curves for the cancelable biometric 
recognition systems based on the proposed algorithm. The results reveal higher AROC 
values with the proposed encryption algorithm. Hence, the cancelable biometric system 
based on the proposed encryption algorithm is superior to the other methods. The pro-
posed DHCM algorithm provides high performance with AROC with values of 0.9999 
compared with further recent research.

Table 5   Comparative analysis of 
the proposed algorithm

Approach AROC

Proposed 0.9999
Model [32] 0.9999
Soliman et al. [34] 0.8630
El-Hameed et al. [35] 0.7187
Ibrahim et al. [36] 0.8837
Ratha et al. [37] 0.8738
Kaur and Khanna [38] 0.8684

Fig. 10   AROC for 0.01, 0.02 and 0.03 at the third-row noise variance
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5 � Conclusions

In this paper, a superior technique for cancelable Biometrical recognition was introduced. 
The process is based on the proposed DHCM. The primary aim of this method is to employ 
the Hénon chaotic map in biometric data to strengthen biometric security and prevent 
unauthorized access. In our approach, we guarantee the complete distortion and encryption 
of the original biometric characteristics to avoid any unauthorized access to the database’s 
stored information. Our approach to securely ciphering and distorting stored biometrics has 
been thoroughly tested and proven successful through comprehensive investigation tests. 
Our method is a superior option for securing biometric patterns compared to traditional 
encryption methods. Furthermore, the suggested approach has proven efficient in encrypt-
ing and modifying various biometric datasets, making it suitable for modern access tech-
nology and cancelable biometric recognition. The effectiveness of this proposed approach 
is demonstrated through multiple metrics, including security and statistical analyses. The 
analysis results indicate high effectiveness, robustness, and reliability, which are shown 
by excellent performance on various recognition databases. In future work, this proposed 
method can be added with a fuzzy set to enhance the image due to fuzzy can deal with 
vague and uncertain information. Moreover, we plan to design multi-level joint crypto cha-
otic coded techniques that utilize different cancelable biometric concepts. Consequently, 
wireless communication links will have improved reliability and confidentiality through 
a modified coded construction with cancelable biometric recognition. Also, we intend to 
build cancelable biometric recognition systems based on deep feature extraction and fea-
ture encryption to allow more robustness.

For future work, we recommend using multi-biometric templates based on hybrid 
encryption techniques to improve performance and protect biometric pattern storage 
from assaults. Use a unimodal cancelable biometric system that operates on bio-signals 
and Empirical Mode Decomposition (EMD) to deconstruct the bio-signals into differ-
ent Empirical Mode Functions to improve the security and reliability of biometric-based 
access control.
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