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Abstract

The Internet of Things (IoT) is a global system of networked physical devices that will
play a significant part in the next generation of the web (FI). More than 50 billion gadgets
are predicted to be linked to the internet by 2023. As a result, a large number of Apps and
services will be necessary to make these items readable, identifiable, locatable, accessible,
and/or controlled through the web. Trust in the IoT security architecture is crucial for the
IoT to be extensively accepted by both consumers and businesses. It is crucial to specify
how data may be sent and received between devices in the IoT in a safe and reliable man-
ner. We begin by developing a mechanism for establishing group keys, which will allow
for secure multicast group communication in the Internet of Things. The second security
aspect of our work is the design of a lightweight biometric user anonymity-preserving
authentication protocol. “The third security aspect of our work is a technique for preserv-
ing the Source Location privacy. Improvements in accessibility are being made possible
by the Internet of Things and the data it generates, in areas as diverse as smart homes
and autonomous vehicles.” As a result, Internet of Things gadgets and services are helping
individuals with impairments become more independent and engaged in their daily lives.

Keywords Internet of Things (IoT) - Disabilities - Privacy tension

1 Introduction

This document grew out of a series of conversations with industry experts in 2017 and
2018, including two convening’s co-hosted by the Future of Privacy Forum (FPF) and
the American Association of People with Disabilities (AAPD) Technology Forum with
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funding from the Comcast Innovation Fund. “In order to discuss the potential benefits of
the Internet of Things (IoT) for people with disabilities, as well as the data that may be gen-
erated and used by these devices and services, and the privacy challenges that may result, a
number of industry professionals, consumer organisations, disability advocates, and other
thought leaders have gathered for these discussions.”

People with disabilities stand to gain from the IoT, but there may be privacy issues that
arise as a result. “Early discussion and action may help reduce the severity of these prob-
lems. We can gain a better understanding of the unique privacy considerations and tensions
that people with disabilities may face when using IoT devices and services if we look at
the issue through the lens of the Fair Information Practice Principles (FIPPs), which range
from transparency, individual control, respect for context, focused collection, and security.”
To better understand how persons with disabilities may be impacted by Internet of Things
(IoT) devices and services, it is helpful to examine the FIPPs in this context, even if they
apply to all users.

The exponential rise of Internet-enabled devices, from the simplest sensors to the most
complex cloud servers, defines the Internet of Things. "Things in the context of the Internet
of Things may refer to either electronic or non-electronic things. All items in the IoT have
a common characteristic in that they may communicate with one another and other devices
through the web. By enabling remote object control through pre-existing network infra-
structure, network connection facilitates greater integration with the physical environment
while reducing the need for human interaction. By using technologies like ubiquitous com-
puting, communication capacities, Internet protocols, and apps, the IoT upgrades inanimate
items from dumb to smart.” Adding intelligence and accessibility to everyday objects via
the use of sensors, electronics, and connections has improved people’s lives by providing
greater ease of use, safety, security, and resource conservation [3].

“The Internet of Things (IoT) crept up on us over the past decade, thanks to develop-
ments in wireless communication, embedded systems, and energy-efficient radio technol-
ogies that made it possible for tiny devices to react to and monitor their environments,
thereby shaping a new networking paradigm able to act upon physical objects. Connecting
“Anything” to “Anywhere” and "Anytime" allows the third dimension of the Internet of
Things vision, which will lead to the development of new applications and services that
will affect our ecological, medical, financial, and social well-being [4].”

Connecting everyday objects to the internet has the potential to revolutionise how we
live and work. “Some of the many possible uses for the Internet of Things are: smart cit-
ies, health monitoring, home automation, smart transportation, smart agriculture, and
smart grids. CISCO predicts that by 2020, there will be 50 billion Internet of Things (IoT)
devices in use. It is because of this enormous potential that IoT is often heralded as the next
wave of the Internet. The broad use of IoT technology and applications depends on their
inherent security. Large-scale adoption of Internet of Things solutions is very improbable
in the absence of assurances of privacy, authenticity, and secrecy at the system level. The
heterogeneity of the IoT and the fact that the vast majority of IoT devices are resource-
constrained when coupled with the robust nature of the Internet make it difficult to enable
fully secure interactions between IoT entities.” Organizational and academic researchers
continue to focus on security in the IoT [5].

It is based on the 3-layer design and uses components to organise the system. “The
application layer is the topmost layer, followed by the service layer, the network layer, and
the perception (or sensing) layer. Developing and maintaining services that end users and
other programmes depend on falls within the purview of the Service layer. Service inter-
faces, service administration, service composition, and service discovery are all parts of
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the service layer. Here, service composition is used to interact with connected objects and
divide or integrate services to efficiently meet service requests, service management is used
to manage and determine trust mechanisms to meet service requests, and service interfaces
are used to support interactions among all provided services [6].”

There are several technologies that are involved in IoT emergence. They are considered
the main building blocks for the IoT existence today. Technologies for identification, locali-
zation, sensing, and provide IP addresses for the expected huge number of devices, and
also technologies for enabling the small devices to communicate with other entities on the
internet. In this section, we highlight some of the key enabling technologies for IoT [7].

“Although WSNs have advanced greatly in recent years, its basic component remains
the same the sensor nodes that collect, analyse, and disseminate the data they collect (com-
municate with other entities using a wireless channel). Things with these sensor nodes
installed in them may collect data about their surroundings, including temperature, motion,
and other factors.” accordingly based on this information proper action can be taken, hence
sensor nodes can make thing aware of their surroundings [8].

Integrating IoT technologies with medical devices help constant remote monitoring for
patients and elderly people. Nevertheless, unauthorized access to an IoT health device may
cause threatening to a person life for example in 2016 a successful hack on continuous
glucose monitoring system (CGM) which cause a change to the insulin level given by the
CGM, in such attack it may cause immediate death to the patient hence, attacks on IoT
device go beyond information hacking it has a direct harm to human’s lives. Moreover,
health reports given by the smart healthcare devices are considered highly personal and
sensitive; any information leakage is a violation of individual privacy [9].

Standards for ensuring the safety of the Internet of Things are unique. The Internet of
Things (IoT) links vast networks of heterogeneous smart devices, with an estimated num-
ber of linked devices in the billions, creating massive amounts of data and giving rise to
new types of difficulties. Most IoT devices also have limited computing performance, tiny
memory capacity, and restricted power supply, all of which prevent the implementation
of conventional security measures [10]. This study is arranged as follows: in Sect. 2, a
description of the literature review; in Sect. 3, a description of the research technique; in
Sect. 4, an analysis of the results and discussion; and in Sect. 5, a description of the final
conclusion and future work.

2 Literature Review

Literature review with respect to the study of Exploring the Benefits, Challenges and Pri-
vacy Tensions using Internet of Things (IoT) and People with Disabilities.

However, the protocol is designed for highly dynamic environments like vehicular net-
works, where the number of joining/leaving nodes is high, so a key distribution center
(KDC) is used to handle the key distribution to the multicast group legitimate members
in Catarinucci et al. [11] Proposed batch-based group key management protocol applied to
the Internet of things.

The methodology is time-driven and relies on false predictions about when members
would leave the organization, as shown by the author in Elijjah et al. [12]. Additionally, the
protocol is vulnerable to reply attacks, and the author does not provide a mechanism for
authenticating group members.
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A centralized group key establishment protocol using ECC was developed in smart
home energy systems [13]. This protocol relies on a certificate authority (CA) to generate
a public and private key pair for each node in the network. This approach uses a public key
operation, which is computationally intensive.

Data security and patient privacy are issues that have received some attention; see, for
example, [14]. This paper proposes a Key Management Protocol for usage in Body Area
Networks, where sensors are implanted or worn by a patient, and where ECC and Hash
functions are used for authentication and key creation. Even with the use of ECC to reduce
computational and communication overheads, the protocol is vulnerable to reply attacks
because it treats all sensors in a patient as a group and the patient controller (PC) controls
key generation using the shared secret key already computed between the PC and each
Sensor.

A group key for networked smart objects was presented in Sha et al. [15]. The scheme
is based on a global key generated through a cooperative effort by network nodes; however,
it is a tree-based Key Management System (KMS) in which the key generation process is
maintained in a bottom-up fashion, starting at the leaf node and working its way up to the
tree’s root. The author employs symmetric encryption, with each node having a pair-wise
key shared with the base station to authenticate the global key distribution.

In Abdmeziem et al. [16] presented a continuous multicast authentication based on spe-
cific time intervals the scheme uses the secret sharing technique for the multicast group key
distribution each member of the group holds a share.

In Naoui et al. [17] proposed a network deployment, entities run a distributed key gener-
ation protocol to generate session private/public keys for each entity in the network. These
keys will be used in securing the communication between entities in the IoT network. Due
to the use of polynomials, point multiplication, and point addition the scheme poses heavy
computational and communication costs which consequently affect the energy consumed
by the constrained- device.

Protocoll in the proposed Group Key Establishment for Enabling Secure Multicast
Communication in WSN for IoT Applications [18] used ECC, an improved version of as
the author claims the protocol in Matsumoto [19] is susceptible to man in the middle attack
and needs some enhancements to ensure data integrity and authenticity.

Conventional methods of identity verification use a shared secret key, as described by
the symmetric authentication procedures in Bamasag and Toumi [20]. It just only a few
moments to complete and can be run on a memory constrained microcontroller with less
than 1 KB of ram, making it a good choice for embedded systems.

A novel authentication approach for hierarchical WSNs that allows for the insertion of
nodes on the fly was presented in Dahshan [21]. This scheme is deemed lightweight since
it makes use of simple cryptographic building blocks.

An ECC-based user authentication technique was presented in Porambage et al. [22],
however it has significant computing requirements and is vulnerable to security flaws.

User identification and access control for IoT was suggested in Challa et al. [23]. Role-
based access control is used in this approach.

Author [24] argues that the protocol of is problematic, and suggests improved protocols
to address its shortcomings.

Xue et al. approach’s was shown to be vulnerable to attacks like stolen-verifier attacks
and off-line password guessing attacks in Amin and Biswas [25].

With the Internet of Things (IoT) in mind, [26] presented a minimal authentication
mechanism for distributed wireless sensor networks (WSN). The paper’s author claims his
system is the first to offer an Internet of Things architecture in which distant users may
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bypass the gateway and communicate directly with the sensor node. The method was
shown to be computationally efficient, as well as less resource- and memory-intensive.

Off-line password guessing attacks, as well as impersonation attacks on users and sensor
nodes, were shown to be possible in Amin et al. [27].

A user authentication and key agreement technique in multi-gateway based on WSN
was presented in Arasteh et al. [28], despite claims that the scheme is not energy efficient.

Some security flaws were discovered in Abbas et al. [29], including guessing passwords
offline and man-in-the-middle attacks. After that, they suggested a better user authentica-
tion and key agreement technique for heterogeneous WSN to support the IoT idea.

As shown in Alhayani et al. [30], the method is not safe since it may be exploited via
stolen-smartcard attacks, off-line password-guessing attacks, user-impersonation attacks,
and because it does not protect users’ anonymity.

The authors of Alomari et al. [31] argue that the security of the method provided in
Sabri and Alhayani [32] is compromised by its susceptibility to Replay attacks and Denial-
of-Service attacks, and they offer a more robust protocol to address these concerns.

To formally define the source location issue in sensor networks, the author of Alhayani
et al. [33] proposed the Panda-Hunter model, which uses a directed random walk in which
each node divides its neighbours into two sets according to their positions. If the source
node randomly chooses a neighbour from the set to its left, the next neighbour will choose
a neighbour from the set to its right, and so on (the sink node).

Phantom routing was suggested to increase source location anonymity in Bonino et al.
[34]. When the source sends out a message, the message is uncased randomly for a total of
h hops before it reaches the destination node. This is the first stage of phantom routing, in
which a random walk is used to direct the packet to a phantom source. The second stage
employs a different technique, in which the packet is routed to the destination node via
single-path routing.

GROW is a two-way greedy random-walk algorithm developed in Buyya and Dastjerdi
[35]. (Greedy Random Walk). A random walk is used here, and it comes from both the
source and the sink. N-hop random walk is started by the sink, followed by M-hop random
walk from the source. When a packet from the source reaches a node where these two
pathways meet, the sink’s path is used to send it on its way. Using local broadcasting, we
can find the point where the two roads meet, cutting down on the need for any unnecessary
backtracking during the random walk.

In Kumar et al. [36] whenever a source node delivers a packet to the sink, another node
serves as a faked source node and transmits another packet attempting to mislead the adver-
sary to discover the true source node.

3 Research Methodology

The Internet of Things (IoT) has the potential to revolutionise society and business, as
well as the lives of people with disabilities. “Accessibility to Internet of Things (IoT)
gadgets and services is on the rise in the modern day [36], with some IoT solutions
being developed with people with disabilities in mind and others being repurposed by
such people (see Fig. 1). Smart home technology and autonomous vehicles are just
two examples of how the Internet of Things and the data it generates are improving
accessibility [37]. By eliminating the need for certain types of human intermediates
or adjustments, IoT-based services are also allowing people with disabilities to take an
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Fig. 1 Architecture of Taxonomy Tax<onormy of
of Internet of Things (IoT) Used IoT Used by
by Persons with Disabilities FPersons with

Disabilities

Accessible to Persons
with Disabilities
Technology intendeaed for
general use but s
Aaccessible 1o persons with
disabihities

epurposed by Person
with Disabilities
Technology desigmed and
Mmarketed for general use
thhaat has unanmnticipated
assistive uses

Designmned for Persons
with Disabilities
Technology nmntended for
use entirely Oor prirmaarnily by
Persons with) disabihities

active role in daily life [38, 39]. Insights into the difficulties or advantages that people
with disabilities face while utilising IoT devices may be gained by analysing the data
generated by their usage of these tools.” These learning’s may be used into future or
improved IoT product designs.

The collection, usage, and sharing of data on users may present particular privacy
risks and problems, even while IoT devices and services may have advantages for
people with disabilities. There is a dichotomy between the ways in which technology
may either increase or decrease privacy, depending on the context [40]. Contextual
factors, such as how the service or gadget is used, who is utilising it, and the tastes
and values of the users themselves, all influence how people strike that balance. There
may be differences in how people with disabilities weigh the potential advantages and
privacy dangers of certain technologies. More nuanced thought and participation is
necessary in assessing whether or not the benefits of using Internet of Things (IoT)
devices and services for people with disabilities outweigh the hazards associated with
data collecting.

In a forthcoming paper, we hope to do the following: identify a taxonomy of IoT
devices and services used by people with disabilities; describe the benefits the IoT can
offer to people with disabilities, communities, and businesses; and explore the privacy
challenges faced by people with disabilities who use IoT services.

@ Springer
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3.1 Smart Home Devices

“The same benefits that non-disabled people enjoy when using smart home gadgets also
provide disabled people more freedom to do things on their own terms. For those who are
blind or have mobility issues, the ability to use a Smart Home assistant to manage things
like lighting, temperature, and security may be a game changer.

Problems with Privacy: Some people with disabilities may be left out in the cold when
transparency procedures like notice and consent are only made available in a single mode
of communication. It’s possible that discriminatory ends might be served by misusing data.

Methods for Limiting Damage: To accommodate the wide range of demands within the
disability population, it is important to provide notice and permission of data collection by
a number of visual, aural, or tactile signals.”

3.2 Wearable’s and Tracking Devices

“Advantages: Wearable’s and other monitoring technologies allow for more user data col-
lecting, which may help bridge the "data barrier" for people with disabilities in important
ways. To lessen social and economic disparities, better information might influence legisla-
tion and resource allocation.

Problems with Privacy The disclosure and usage of Iol data may accidentally expose
private information about people with impairments, which may then lead to prejudice or
stereotyping.

As a mitigation strategy, it’s important to think about the range of possible sensitivity
levels associated with IoT and to acknowledge the different privacy expectations users may
have.”

3.3 Communications Technologies

“Text-to-speech programmes and teletypewriters are two examples of communication tech-
nology that may help people with disabilities gain autonomy and privacy by eliminating
the need for a human translator in their interactions.

Problems with Privacy New Internet of Things (IoT) devices and services may be devel-
oped to replace or supplement existing ones, but they may not adhere to the same levels of
privacy and security as the ones provided by conventional service providers.

Methods for Limiting Damage: It is important to include existing privacy protections
into the design of assistive technologies when they are used to supplement and replace
existing systems and services utilised by people with disabilities.”

3.4 Facial Recognition Technologies

“Facial recognition technology has the potential to greatly improve the lives of people
with disabilities by facilitating communication and access to public settings. Disabled
individuals may be made aware of surrounding people and picture subjects using these
technologies.

Problems with Privacy: Third-party notification and opt-out methods might be challeng-
ing to establish. Recording and storing facial recognition data, capturing it in private or
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sensitive locations, or using it without people’ knowledge or agreement raises serious pri-
vacy problems [41, 42]. Access to this information by law enforcement or its usage in a
manner that violates individuals’ right to privacy are additional potential sources of unease.

Strategies for Mitigation: Use Different Levels of Consent (Opt-in vs. Opt-out) Based
on the Interaction Context and the User’s Existing Positive Connection to the Subject of
Facial Recognition.”

3.5 Cloud Technologies

“Advantages Users with disabilities may save their preferred settings for various devices
and applications in the cloud, ensuring that they always have access to the information and
applications that best suit their requirements.

Problems With Privacy: Denial of service attacks, data breaches, and data loss are all
threats that may affect cloud-based infrastructure [43]. To add insult to injury, cloud data is
not as well protected from mandatory disclosure as on-premises information.

Methods for Limiting Damage: Use safe data communication methods and a thorough
cloud data security programme to reduce the risk of sensitive information falling into the
wrong hands.”

3.6 Proposed Group Key Establishment Protocol

Smart agriculture is one of the application areas that IoT targets, in our network model of
the smart watering system, for best utilization of water; the environmental monitoring unit
collects data about soil moisture and temperature and delivers aggregated data to the gate-
way. Based on data received, the gateway can give commands to open/ close water flow to
a group of the smart watering devices in a specific area of the farm. Model is presented in
Fig. 2.

As the name implies, the network model relies on connections between nodes of vary-
ing capacities, both computationally and in terms of available energy. In a network, there
are three basic categories of nodes to consider.

P e o T b o

G Secure Multicast Group

Smart Watering System

Fig.2 Multicast group members of the smart watering system
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1. Powerful node such as the gateway. It has a powerful computing capability and stable
constant energy, belonging to the same structure of the network.

2. Proxy node is a less-constrained node able to implement cryptographic operations
instead of neighbouring highly-constrained group nodes in the network it may have
harvest energy capability.

3. Highly-constrained nodes not able to implement heavy cryptographic computations of
the key exchange process such as sensor nodes.

In the proposed protocol base on our network model wherein one-to-many commu-
nication is required we propose an efficient multicast group key establishment scheme
for IoT. The scheme consists of three phases. The first phase, pre-deployment phase in
which the gateway, proxy, other constrained nodes in the network are configured the
second phase, the group long-term secret key shares generation and distribution and the
third phase, the Session key generation phase. The notations used in the protocol design
are list below in Table 1.

In this stage, we start by setting up the devices used within the network, before
deploying them a certain configuration have to be embedded to them. The field has a
powerful device called the gateway (GWN) and less constrained nodes called the prox-
ies (P) and other constrained sensor nodes (NJ). In this phase, the system administrator
(SA) configures the network devices in offline mode as follows:

SA generates a unique identity Idi for each node in the network, where {1 <i<z}
and a randomly-generated secure password-key Xn uniquely for each node that is shared
with the GWN. The value z represents the number of devices within the network. The
values Idi and Xn will be stored in the corresponding node tamper-proof memory. Then
SA also embeds the previous values (Idi, Xn) to the GWN memory. It should be noted
GWN is more resource-rich having much more memory space and hence can store all
the identities Idi and password-keys Xn of each device in the network.

When generating secret S, the gateway, which is a trustworthy and powerful node in
the network, is used. Each node in the network will have a copy of the secret S, which has

Table 1 List of notations

Symbol Description

GWN Gateway

NJ Constrained nodes

P Proxy

n Group members including the proxy

Idi Unique identity for sensor nodes in the group n

IDg The identity of the gateway

Xn Unique Pre-Shared password between each member in (n) and the GWN
R password between NJ-P to retrieve the SK

ci Share stored in n

di Metadata of ci (the number of ,,1* bits in si)

m number of secret blocks

bi secret block (i€ {0,....m—1})

Ibl bit-size of a secret block (Ibl=)

SK Session key to encrypt communication between GWN and n
Ti Timestamp used throughout the Scheme
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been partitioned into m equal blocks, with each share consisting of a coded block ci and
its metadata di for I in the range [0, n—1]. The method 3.1 requires the secret S, the share
count n, and the block count m as inputs. How the algorithm works is as follows:

@ Springer

Algorithm: 1 Shares Generation

“Input: m, n, S

Output: (c0, d0), (c n—1, d n—1)

]..

N

S=50]| ... || bm-1

|b| = |S|/m

i<«0

forj <« 0tom —3do

fort«j+1tom—2do

forz«—t+1tom—1do

7: si « bj @bt &bz
8: di < number of ,, 1" bits in si
9: (ci, di) « SWC. Encode (si, di)

10: i=i+1

11: if(i==n—1) then

12: return (c0, d0), ..., (cn—1,dn-I)

end if

end for

end for

end for”
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4 Results and Discussion

The communication costs depend on the length of the messages sent and received the
smaller the message length the lower the communication cost. We conducted a compari-
son study for the resource-constrained nodes. The total communication cost of messages
transmitted and received incurred by the resource-constrained nodes for session key
establishment for the proposed scheme is 660 bytes wherein P. As a result, our protocol
achieves the best optimization in network bandwidth and energy consumption among
other schemes as shown in Fig. 3.

The key share pair (ci, di) represent the index of the share not the key itself hence,
the size of ci=5 bits and di=6 bits where ci is log, (32)=5 and di represented by
maximum of ,,1°bits in a share, however, the storage cost is calculated according to the
number of bytes stored in a node. The storage overhead of each node in our protocol is
53 bytes only which show that our protocol has the minimum storage cost among other
protocols as shown in Fig. 4

Standard Crossbow TelosB sensor nodes are used for the calculation of energy costs;
these nodes include a 4 MHz MSP430 micro processor, are IEEE 802.15.4 compliant,
and can transmit data at 250 kbps. The proposed scheme consumed the lowest energy
among other schemes as shown in Fig. 5.

“Analysis of the cost of storing data on sensors and smart phones reveals that the
majority of the protocols shown in Fig. 6 have similar storage requirements for smart
phones. We measured the cost of sensor storage during the time when the sensor was
storing the most data (the moment of peak) and found that, contrary to the norm of
128,000 bits per sensor, the suggested protocol only requires a storage capacity of 256
bits see Fig. 7.”

IoT and other constrained networks such as WSN use communication medium with
small range and low bandwidth to meet the needs of their devices and to maintain low
energy. IEEE and IETF shared the responsibility of standardizing technologies for IoT.
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The IEEE 802.15.4 personal area network which was standardized for IoT comes with
low bandwidth less than 256Kbps and a small packet size of 127 bytes.

5 Conclusion and Future Work

Lightweight authentication and a key agreement system that protects users’ anonymity was
suggested in this research for use in the Internet of Things. “An individual’s fingerprint
is used in conjunction with a password in the proposed protocol. There are four stages
to the proposed protocol: pre-deployment, registration, login and authentication, and pass-
word change/update. To guarantee the protocol’s robustness and safety, a thorough secu-
rity study was performed to identify and mitigate any security threats before it was put
into place. The protocol’s effectiveness in an IoT setting has also been confirmed by our
performance evaluations. The results show that the suggested protocol can withstand the
majority of common security threats while remaining low-overhead in terms of computing,
storage, and communication. This makes it an excellent choice for the Internet of Things.”
For the future, we suggest Lightweight encryption for data confidentiality in IoT is a prom-
ising direction for future work. Key management with involvement of dynamic environ-
ment such as vehicular network should be investigated with consideration of scalability of
involved participants.
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