
Vol.:(0123456789)

Wireless Personal Communications (2023) 130:2959–2980
https://doi.org/10.1007/s11277-023-10411-6

1 3

An Adaptive Lightweight Hybrid Encryption Scheme 
for Securing the Healthcare Data in Cloud‑Assisted Internet 
of Things

B. Padma Vijetha Dev1 · K. Venkata Prasad1

Accepted: 22 March 2023 / Published online: 5 April 2023 
© The Author(s), under exclusive licence to Springer Science+Business Media, LLC, part of Springer Nature 2023

Abstract
The revolution of IoT systems surpasses daily human facilities for providing financial, 
mechanical and social aspects. However, the secure transmission of health data over the 
Internet is a challenging task. Thus, to solve this issue, the proposed study presents the 
security of medical images in IOT through a new Lightweight Hybrid Encryption (LHE) 
method with optimization strategies. Initially, the input medical images are encrypted to 
access the data with higher security through an efficient substitution box (S-box) block 
cipher and elliptic curves. The proposed encryption scheme assists in minimizing the 
computational time to several extents by utilizing the Finite Elliptic Curves (FEC) of 
smaller sizes to generate the S-boxes. Then, a cover image is chosen to hide the informa-
tion or the confidential images with different pixel sizes. The cover image is partitioned 
into several non-overlapping blocks. From this, an optimal block is selected by using an 
adaptive COOT optimization algorithm. After selecting the best block, the cipher image 
is decomposed and is concealed with the selected block through a Least Significant Bit 
(LSB) mechanism. Finally, the encrypted medical image data are securely stored in the 
cloud storage platform through the Internet. The simulation results show that the proposed 
model obtains better results in terms of security level (97.82%), encryption time (15.4 s), 
minimum energy consumption (1.33 pJ/bit) and better execution time (18.41 s) related to 
the data size (bits).
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1 Introduction

The Internet of Things (IoT) links numerous devices around the globe which are presently 
linked to the Internet. Due to the advent of IoT applies to several fields, such as educa-
tion, communication, transportation and business development, and the popularity of IoT 
concept has recently increased [1, 2]. Through IoT platforms, sensitive data can be shared 
without the intervention of humans [3]. Recently, cloud-assisted IoT has been enhancing 
rapidly because of its higher expansion and is widely utilized in the healthcare system for 
higher security [4]. The primary objective of IoT-based medical care services is to afford 
an increased user experience at a feasible cost while also enhancing the quality of life. In 
the medical sector, the IoT presents smart healthcare systems and comprises remote serv-
ers, smart sensors and a network [5].

The hyper-connectivity provided by the IoT to its users offered effortless communica-
tion from their remote locations. A recent study shows that about 26.66 billion devices are 
engaged in the IoT to obtain services and communication [6, 7]. The massive exploration 
of this IOT utility started in 2011 with wearable devices, smart energy meters, home auto-
mation, etc. [8]. Research studies and investigations on IOT helped to improve business 
strategies, market research, asset tracking, etc. Also, with the introduction of automated 
services, the lifestyle of individuals has changed tremendously [9]. Though the IoT offers 
several benefits to the users associated with it, there are problems with security issues and 
cyber-attacks due to the continuous and uncontrolled exploration of such technologies [10].

Security is one of the key factors that demonstrate the insecurity in the IoT, making it 
a critical issue restricting the growth of IoT. This insecurity was identified as one of the 
world’s top five security threats in 2015, prompting researchers to find new ways to resolve 
those issues [11, 12] effectively. Common reasons for such vulnerabilities include uncon-
scious use of device applications, lack of device updates, frequent changing of passwords, 
etc. [13]. Several security threats on the Internet breach secured information, causing pri-
vacy issues for users. Hackers intentionally develop malicious codes to breach the sensitive 
contents stored on cloud servers. To avoid this, traditional security mechanisms and cryp-
tographic algorithms are applied. But the inappropriate use of these algorithms leads to an 
increased possibility of data breaches [14, 15].

Most security experts have identified that IoT devices are vulnerable to numerous forms 
of cyber-attacks due to the application of weak security protocols. Also, it is more impor-
tant to gain thorough knowledge regarding the emerging security issues in the IoT to pro-
vide suitable security protocols [16, 17]. The traditional cryptosystems are identified to 
provide security for the IoT devices to a particular range. Still, the recent advancements in 
security issues are yet to be documented to guarantee better security. The sensitive infor-
mation is mostly related to the patient’s health records collected through the placement 
of sensors in the patient’s body [18]. While transferring these data to the cloud server, 
security issues arise, leading to the requirement for effective security measures. Recently, 
lightweight cryptosystems have offered security to most of the recent vulnerabilities. Thus, 
this article follows an efficient, secure, lightweight block encryption method for protecting 
medical data in cloud IOT [19, 20].

1.1  Motivation

The cloud-based IoT environment is prone to several security issues, and complications 
arise when dealing with sensitive medical data. Medical data comprise sensitive personal 
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information about the patients, and it becomes necessary to ensure privacy for these data 
to prevent them from being exposed. The research community utilizes several traditional 
cryptosystems to secure medical data stored in the cloud servers. But most of these algo-
rithms are vulnerable to several attacks, such as replay attacks, impersonation, brute force 
attacks, etc. Apart from that, the computational complexity of the algorithms is higher, 
which restricts these algorithms from being followed for security purposes. Several light-
weight security schemes have recently been introduced to improve the computational com-
plexity and security in the cloud-assisted IoT platform. These algorithms are computation-
ally inexpensive and can be followed to protect medical data from various cyber-attacks. 
Hence, lightweight cryptosystems are considered to provide medical data security while 
considering the IoT environment. Among the lightweight cryptosystems, block-based 
encryption methods are much more robust to security attacks while dealing with medical 
data. Due to the necessity of such an efficient and secure scheme, this paper introduces 
a lightweight hybrid encryption scheme for securing medical data in a cloud-based IoT 
platform.

1.2  Contributions

The major objectives of this proposal are as follows:

• Enhancing the security of patients’ medical data stored in a cloud-assisted IoT plat-
form through a novel hybrid lightweight encryption scheme using a substitution box 
and finite elliptic curves.

• Introducing an adaptive COOT-based optimal block selection scheme to select the opti-
mal block from the image to enhance overall performance and security.

• Developing an LSB mechanism for hiding the patient’s sensitive medical images to a 
selected optimal block.

• Conducting extensive evaluations for the proposed model to prove the effectiveness and 
efficiency of the proposed model compared to the existing models related to the secu-
rity of medical data.

The rest of this paper is mentioned as follows: Sect. 2 represents several related works 
conducted in recent years. Section 3 mentions the proposed methodology based on a com-
plete description of the S-Box generator with the FEC model, Adaptive coot optimization 
algorithm and LS bit substitution method. Section  4 represents the results and discus-
sion using the python simulator. Finally, the conclusion and future work are mentioned in 
Sect. 5.

2  Related Work

Several research works have been done to secure the patient’s data in the cloud. Some of 
the popular and effective methodologies are reviewed below:

Healthcare data is considered one of the most sensitive pieces of information, demand-
ing a huge range of security. Data protection has been a major concern in ensuring patient 
privacy and other research areas in recent years. To ensure privacy and security for health-
care data, Akhbarifar et al. [21] introduced a health monitoring model that supported cli-
nicians in diagnosing the disease early. Here, a lightweight encryption mechanism was 
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introduced to afford security for patients’ health data. In this, the confidentiality of input 
health data was enhanced by using a cloud-based IoT environment. That model determined 
the health status of the patients by gathering information from the sensor data collected 
by smart medical IoT devices. The data mining methodologies were applied to collect the 
information sensed by the devices. After decrypting the health data from the cloud, data 
pre-processing was performed to remove unwanted noises. The developed data mining 
approaches such as support vector machine (SVM), random forest (RF), K-star, and multi-
layer perceptron (MLP) helped to detect the diseases. Also, the model’s experimentations 
achieved a higher accuracy rate (95%) with effective security enhancement. However, the 
developed encryption scheme consumes more time to convert plain text data into cipher 
text. Thus, it is considered the major drawback of this study.

Another methodology to offer security for the patient data stored in the cloud-IoT plat-
form was formulated by Atiewi et  al. [22]. The methodology was based on multifactor 
authentication with lightweight cryptography to offer big data system security. The sys-
tem utilized a combination of private and public clouds to offer security to the sensitive 
and non-sensitive information collected from various sources. The sensitive data was par-
titioned into two, where one part was encrypted using the Feistel encryption algorithm, 
and the other was encrypted using the RC6. On the other hand, the non-sensitive data were 
encrypted using the advanced standard encryption (AES) algorithm. To provide more 
security to the provided input data, the developed methodology used the private cloud to 
store the sensitive data and the public cloud to store the non-sensitive data. Three levels 
of authentication were introduced in the methodology to provide access to the stored data. 
Different metrics such as encryption time, decryption time, security strength and computa-
tional time were utilized to evaluate the performance of the cloud-IoT architecture. Never-
theless, the system attained higher computational complexity because of the execution of 
three different encryption mechanisms.

The wireless body area networks (WBAN) or the telecare medical information system 
(TMIS) provide remote medical treatments to patients directly from the physicians via the 
Internet. Different authentication protocols were established in the literature to ensure pri-
vacy for the patients associated with the TMIS system. To resolve the research gap of the 
requirement for efficient and secured key agreement schemes, Alzahrani [23] introduced an 
authenticated key agreement scheme for cloud IoT. To afford higher security for medical 
data, Telecare Medical Information System (TMIS) was developed in this existing work. 
This approach utilized lightweight symmetric key operations to ensure patient privacy and 
security. Also, the approach was supported by rigorous formal security analysis and proved 
to withstand several security threats. The security properties were validated using the 
automated ProVerif tool. On average, the approach provided 38% more security features 
than the compared protocols. Also, the developed scheme troubles to managing replay and 
impersonation threats because of its inefficiency.

The sensitive information collected from the patients’ bodies is stored in the cloud 
server that the user can access remotely anywhere and at any time. This creates several 
security issues in the case of remote user authentication. To avoid that, Sharma and Kalra 
[24] established a lightweight remote user authentication scheme for cloud-assisted IoT 
applications. The approach was resilient to multiple security threats in the cloud IoT due 
to lightweight cryptography. The scheme was initially verified using the random oracle 
model, which proved the robustness of the model in the login and authentication phases. 
Then, the mutual authentication of the scheme was verified using the BAN logic. The web-
based AVISPA tool was utilized to simulate the scheme, proving the scheme’s robustness 
against different known attacks. The security of the developed mechanism was proven by 
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performing acute informal security analysis. Apart from that, the scheme’s efficiency was 
proved through analysis regarding computational cost, security features and attack resist-
ance. The analysis states that the overall computational cost of a developed model is not as 
much compromised.

One of the major issues arising in the cloud IoT platform is the security of patient data. 
It is also important to optimize the computational overheads as it requires high techni-
cal security mechanisms with complex computations. Vedaraj and Ezhumalai [25] devel-
oped a predictive security architecture for the cloud IoT to effectively predict patient dis-
ease from the sensed information. This existing study utilized an integrated algorithm 
combining homomorphic encryption with random diagonal elliptical curve cryptography 
and multi-nomial smoothing Naïve Bayes (HERDE-MSNB) to provide effective security 
while predicting the patient disease from the provided data. The developed cryptographic 
mechanism performs both encryption and decryption processes. Then, the medicinal per-
son decrypted the ciphertext, and the prediction was carried out by using the Multi-nomial 
smoothing naïve bayes (MSNB) model. The model outperformed most of the existing 
state-of-the-art when evaluated with the UCI repository dataset.

Al-Zubaidie et al. [26] designed a lightweight mechanism to afford mutual user authen-
tication. To ensure the security of patients’ sensitive data, this existing study developed 
an authentication scheme which renders mutual authentication among clients and serv-
ers. Elliptic Curve Integrated Encryption Scheme (ECIES) and PHOTON were designed 
to attain effective security and the best system performance. The developed scheme was 
based on the physical address, multiple-pseudonym and one-time password schemes to 
authenticate actual users. The simulation analysis demonstrated that the developed scheme 
provides higher security over several attacks.

Similarly, Sarosh et  al. [27] introduced an adaptive network to provide security for 
healthcare data. The developed network afforded higher confidentiality and security to the 
medical images via an e-health system. The developed mechanism uses the 3D-chaotic sys-
tem to create a keystream employed to initiate eight and two-bit permutations of the given 
image. A pixel diffusion was enabled through a key image with a developed Piecewise 
Linear Chaotic Map (PWLCM). Here, the image parameter was evaluated with the support 
of image pixels and initiated criss-cross diffusion to improve security. The result analysis 
shows that the presented mechanism reduces several attacks and mentions that it can apply 
to the healthcare sector.

On the other hand, Das et al. [28] presented a new encryption method for preserving 
medical data in IoT-assisted medical care infrastructure. ECC and Advanced Encryp-
tion Standard (AES) were developed for converting plain text data into cipher text. Using 
the hybrid encryption schemes, the security measures of input medical care data were 
enhanced. In addition, the presented method also assures data integrity with the aid of an 
elliptic curve-based digital signature. The efficiency of a developed scheme is proved by 
performing a performance comparison and security analysis. However, the computational 
cost is the major concern of this existing work.

2.1  Problem Statement

The IoT is gathered from several devices that are linked through the Internet. Based on 
various needs, it can be interacted with different devices to achieve several operations over 
the Internet. The IoT system is related to the link between interrelated devices and various 
platforms for the evolution of a virtual and physical world. Security is a major concern for 
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data transmission from the source (healthcare image) to the destination (servers). There-
fore, an efficient method is required to guarantee the patient’s healthcare data security for 
transmitting and receiving ends. To receive the Internet-based things (IoT) innovation, it is 
essential to make clients’ data about its protection and security. In this model, the patient’s 
data would not be at any risk of data secrecy or integrity in the medical field. The develop-
ment of protection and security factors identifies IoT variables to improve the transmission 
of medical images. The main purpose of this paper is to achieve integrity and classification 
of data protection and network security. The cryptographic technique is used to input data 
into a cipher image using an advanced method.

3  Proposed Methodology

IoT offers the interconnection of devices through the Internet, thereby providing effective 
communication. With this innovation, the transmission of medical data to the cloud server 
has become an easy task. The medical data collected from the patient’s body are highly 
sensitive as it consists of patients’ health-related information. This data is required to be 
protected to ensure privacy for the patients. The lightweight block ciphers provide reli-
able results with efficiency even in resource-constrained IoT. Thus, a new lightweight block 
cipher is introduced in this article to facilitate security for the patient’s health records. The 
structure of the hybrid encryption model of medical images is shown in Fig. 1.

Initially, the images are captured from the sensor devices placed on the patient’s body. 
The collected images are required to be stored on cloud servers. For this, lightweight cryp-
tography is applied over the input images. An efficient substitution box (S-box) block 
cipher with finite elliptic curves is applied to encrypt the collected input images in our 
proposed work. This algorithm reduces the computational time to several extents using the 
ordered elliptic curves of smaller sizes to generate the S-boxes.

The cipher images are then transferred to the home server, where those images are parti-
tioned into several blocks. A cover image is chosen to hide the information or the confidential 
images with different pixel sizes. The cover image is then decomposed into non-overlapping 
blocks from which the best blocks are selected. The new model has proposed the adaptive 
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Fig. 1  Block diagram of hybrid encryption scheme of healthcare data
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COOT-based optimal block selection scheme using the recently introduced meta-heuristic 
COOT optimization algorithm to select the blocks from the partitioned blocks. After select-
ing the best blocks, the embedding map is obtained. Then, the cipher image is decomposed 
and concealed with the selected block using the embedding map for encryption. Finally, the 
encrypted image is stored in the cloud server by transmitting it through the Internet.

This paper provides a hybrid encryption method based on the healthcare image data trans-
mitted by IoT devices to the cloud database. It enhances web security and utilizes encryption 
of data from attacks by hackers. The data is secured using the elliptic cryptography method by 
the encryption process from the source to the destination. The proposed method involves vari-
ous processes as follows:

• Substitution Box (S-Box) Generator based Finite Elliptic Curve (FEC)
• Adaptive Coot optimization model-based block selection
• Least Significant (LS) bit model

The input image is gathered from various IOT-based devices such as remote patient moni-
toring, glucose monitoring, heart-rate recognition, depression (or) mood analyzer, Ingestible 
sensors, robotic surgery and Parkinson’s disease monitoring. It attains images of a patient’s 
health-related problem that can be helpful for the doctors to analyze the exact disease. The 
health image data is transmitted from the IoT-based devices to the cloud storage with the help 
of the Internet through the network. Our aim is to transmit the data using an encryption pro-
cess securely.

The adaptive coot optimization process is elaborated in the block diagram based on four 
types. The LS bit substitution is the embedding model for better data encryption to be securely 
stored in the cloud platform.

3.1  Image Encryption through Substitution Box (S‑Box) Generator with Finite 
Elliptic Curve (FEC)

The S-Box generator can use to generate a dynamic S-Box along with better cryptography. 
The dynamic S-Box is more involved in enhancing the security of secret information against 
attacks than the static S-Box model. It is based on different mathematical factors to develop 
an S-box generator to generate highly dynamic and secure S-boxes. Based on the computing 
methods, the cryptographic strength of the S-box is tested against attacks such as linear, dif-
ferential and algebraic threats.

The existing Elliptic Curve (EC) Cryptography-based S-box generators require a calcu-
lation based on large ECs to generate highly dynamic S-boxes. Because of large ECs, such 
S-box generators are unsuitable for lightweight cryptography due to limited computational 
power. The proposed method has involved a new S-box generator with a Finite Elliptic Curve 
(FEC) to generate highly dynamic and strong S-boxes using an EC combined with a small 
size. Here, this technique uses an ordered FEC to create random numbers in the integers in 
[0, 2x − 1] . The binary sequence is used to generate a x × x S-box.

The prime field is denoted as Fa with a elements. Here, a represents prime value. Based on 
this paper, p, q ∈ Fa shows any two integers. The EC can be denoted by Ja,p.q

(1)Ja,p.q =
{
(n, o) ∈ Fa × Fa

|||o
2 ≡ n3 + pn + q (mod a)

|||
}

∪ {Y}
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Here, Y  denotes the point at infinity, Ja,p.q is non-singular when 4p3 + 27 q2 ≠ 0 (mod a) . 
The polynomial n3 + pn + q (mod a) has unique root values. The equation 4p3 + 27 q2

3 + 27 q2 is known as the discriminant of Ja,p.q . The FEC size is finite because of a finite 
field Fa . Over the FEC, the total number of points is shown as ≠ Ja,p.q.

If the values restrict p = 0 in Eq.  (1) and q ∈ Fa , then the values become a new EC 
model called the Mordell elliptic (ME) curve. Based on this model, a ME curve is shown 
as Ja,0.q and can be represented as:

The ME curve has a property with a prime a ≡ 2 (mod 3), and the number of points on 
an Ja,0.q is exactly a + 1 . For each integer number of o in [0, a − 1] , it contains only one 
integer value n in [0, a − 1], and the point (n, o) lies on Ja,0.q.

To generate the S-boxes, the diffusion and natural ordering process can be denoted by L1 
and L2 , respectively. For the arrangement of points on a ME curve, the ordering process is 
used. Let (n1, o1), (n2, o2) ∈ Ja,0,q

Here L1 and L2 are a total of two orderings such as diffusion L1 and natural L2 ordering.
The binary sequence can generate plaintext-dependent S-boxes. This model uses the 

secure hash algorithm (SHA)-256 hash function to obtain binary sequences based on the 
plaintext. It can be used for the S-box generator to attain the output plaintext-dependent 
S-boxes. The S-box generator consists of ten main steps for generating x × x S-boxes. 
Here, this method denotes 2x − 1 using t for notational convenience.

Step1 Choose two sequences Ps = (ps
0
, ps

1
, ps

2
, . . . , ps

t
) over the set of non-negative 

integers s = 1, 2.
Step2 Choose an EC Jp, 0, q with a ≡ 2 (mod 3), a ≥ 2x , and two ordering ≺Ls , s = 1, 2

.
Step3 Choose two sets Qs =

{
qs
0
, qs

1
, ..., qs

t

}
, s = 1, 2, such that |Qs| = 2x and 

Qs (mod 2x) = [0, t].

Step4 Calculate the sets Rs =
{
rs
0
, rs

1
, rs

2
, .... , rs

t

}
 such that 

rs
e
= ( ns

e
, (qs

e
+ ps

e
) (moda)) ∈ Ja,0,q.

Step5 Now, to create randomness in Qs, sort it to Rs such that qs
e
 is smaller than qs

e
′ for the 

ordering ≺Ls , s = 1, 2.
Step6 Let Ms =

(
ms

0
, ms

1
, .... ,ms

t

)
, for s = 1, 2, represent the sequences attained from 

ordered Qs after giving module 2x , where ms
e
≡ (qs

e
) (mod 2x).

Step7 Now, this method generates an S-box �1,2 (Ps, Ls, Qs, a, q, x) ∶ [0, t] → [0, t] 
such that

(2)a + 1 − 2
√
a ≤≠ Ja,p,q ≤ a + 1 + 2

√
a

(3)Ja,0.q =
{
(n, o) ∈ Fa × Fa

|||o
2 ≡ n3 + pn + q (mod a)

|||
}

∪ {Y}

(4)(n1, o1)L
1(n2, o2) ⇔

{
either n1 + o1 < n2 + o2, or

n1 + o1 = n2 + o2 and n1 < n2

(5)(n1, o1)L
2(n2, o2) ⇔

{
either n1 < n2 , or

n1 = n2 and o1 < o2

(6)�1,2 (Ps, Ls, Qs, a, q, x) (m1

e
) = m2

e
, e ∈ [0, t]
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Step8 Create a binary sequence T  of size x 2x , divide it from left to right into sub-
sequences (ie) and the length of each sub-sequences is denoted as x . Now, the sub-sequences 
can be converted into decimal numbers xe , e ∈ [0, t]. Let X = (x0, x1, ....., xt ) denote 
the integer sequence from the subsequent decimal form.

Step9 Total order ≺L denotes the integers in [0, t] based on X such that, for s, e ∈ [ 0, t ] , 
it holds that s ≺L e if “ xs < xe ” or “ xs = xe”and s < e . Let B = (b0, b1, ...., bt) repre-
sent the sequence attained from the ordered set [0, t], where the entries are registered from 
smallest to largest for ≺L.

Step10 For s = 1, 2, the output of the S-box can be generated for �s (Ps, Ls, Qs, T , a, q, x) 
such that

The parameters are given as Ps, Ls, Qs, T , a, q and x , s = 1, 2, the proposed 
S-box generates to creates three S-boxes �s (Ps, Ls, Qs, T , a, q, x), s = 1, 2, and 
�1,2 (Ps, Ls, Qs, a, q, x). Two different binary sequences T  and T ′ , and fixed Ps, Ls, Qs, a, q, 
and x, the corresponding S-boxes are different; therefore, it holds that,

The proposition can follow the sequences X and X′ that is attained from T  and T ′ , 
respectively, in step (8) are different when T ≠ T

′ . Figure 2 denotes the flow diagram of 
the S-box generator using the new approach.

The main purpose of an S-box generator is to create plaintext dependence, which can 
play an essential role against chosen-plaintext and known-plaintext threats in image encryp-
tion methods. In this model, the SHA-256 hash function generates a binary sequence based 
on the length 256. The hash function can be converted into a binary sequence with length 
x 2x by commonly denoting the SHA-256 sequence. Therefore, each image can obtain a dif-
ferent binary sequence T  . Using Eq. (8), this method can generate a different S-box based 
on each image. It also obtains high security against chosen plaintext and known plaintext 
threats.

3.2  Optimal Block Selection Using Adaptive Coot Algorithm

The Coots are members of the rail family, Rallidae. These small water birds constitute the 
genus Fulica, derived from the Latin for Coot. These birds have a vital frontal shield on the 
forehead along with coloured bills and red to dark red eyes. Some coot birds have white 
colour under the tail. The coots consist of several movements and behaviours on the water. 
They can travel at angles based on the direction of motion. This movement is related to a 
disordered movement of an activity, a synchronized movement, and a chain move on the 
water’s surface. They also have several behaviours, but this paper represents the collec-
tive movements of the coots, like irregular and regular movements. These birds have few 
leaders to search for the prey, and the other whole group follows the leader coops that are 
considered the group leaders.

This paper considers four different kinds of movement based on the water’s surface. 
They are:

(1) A random movement to any side
(2) Chain Movement

(7)�s (Ps, Ls, Qs, T , a, q, x) (be) = ms
e
, e ∈ [0, t]

(8)�s (Ps, Ls, Qs, T , a, q, x) (i) ≠ �s (Ps, Ls, Qs, T
�

, a, q, x) (i) , ∀i ∈ [0, t]
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(3) Changing the position of the group leaders
(4) Leading the whole group using the leaders to reach the optimal location

3.2.1  Mathematical Algorithm and Model

The traditional structure of all optimization methods is the same. The model starts with (
n⃗
)
=
{
n⃗1, n⃗2, n⃗3, ..., n⃗x

}
 an initial random population that is repeatedly calculated using 

the target function. The target value is calculated 
(
T⃗
)
=
{
T1, T2, T3, ...,Tx

}
 . This method 

can be improved using a set of procedures to obtain the core value of an optimization 
model. It is not possible to attain the optimal solution using only one calculation. Because 
of this population-based optimization model, several random numbers and optimization 
steps are required to find the increased global optimal position. The population of this 
method is randomly created using the formula:

where Cootposition(j) denotes the coot position, e represents the number of problems (or) 
variables dimensions, UB shows the upper bound search space and LB presents the lower 
bound search space. Each value contains a different upper bound and lower bound issue.

(9)Cootposition(j) = rand (1, e) ∗ (UB − LB) + LB

Fig. 2  Flowchart of S-box generator
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Based on the generation of the initial population and determination of each agent’s posi-
tion, the fitness function of each solution can be derived by Tj = f (n⃗) the objection function. 
In this method, the group leader is selected using NC number of coots. The choice for selec-
tion of leaders is random. The four movements of coots on the water’s surface are derived as 
follows:

3.2.2  Random Movement by any Side

In this random method, a random position is considered using the search space and moving 
the Coot towards a random location. It can be denoted as Eq. (11):

The movement of the Coot explores different search space parts. This random movement 
helps to escape from the optimal local position when the algorithm strikes the optimal loca-
tion. The new position of a Coot is evaluated based on the formula (12),

where S2 denotes the random number of the interval [0, 1][0, 1] , M is derived using the 
formula (13).

where B represents the current iteration, the maximum iteration is shown as Iteration.

3.2.3  Chain Movement

The implementation of chain movement can be derived using the average position of two 
coots. The other way is to evaluate a chain movement using two ways. Initially, the calcula-
tion is evaluated for the distance vector between the two coots. Afterwards, the Coot moves 
towards the other Coot about half the distance vector. Using this way, the Coot’s initial posi-
tion is obtained, and the new location using the formula (14),

Here, the second Coot is represented as Cootposition (j − 1).

3.2.4  Changing the position of the group leaders

Normally, the group of coots is led by a few coots that are moved in front of the location. The 
other coots must change their location related to the group’s leaders and move according to 
them. One question that might be raised is whether every Coot will change its location based 
on which leader of the Coot. The leader’s average location can be evaluated, and the other 
coots can update their location based on the Coot’s leaders. For the implementation of a move-
ment, a method is introduced to select the leader using the formula (15).

(10)LB = [LB1, LB2, LB3, ...,LBe], UB = [UB1,UB2,UB3, ....,UBe]

(11)P = rand (1, e) ∗ (UB − LB) + LB

(12)Cootposition(j) = Cootposition (j) + M × S2 × (P − Cootposition(j))

(13)M = 1 − B ×

(
1

Iteration

)

(14)Cootposition(j) = 0.5 × (Cootposition (j − 1) + Cootposition(j))

(15)V = 1 + (j Mod NC)
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where the current coot index number is denoted as j , the leader’s number is represented as 
NC , and the index number of the leaders is shown as V .

Based on the leaders (v) , the Coot (j) must update its position. The selected leader calcu-
lates the Coot’s next position, which is evaluated in the following equation.

where, the Coot’s current position is denoted as Cootposition(j) , the selected leader posi-
tion is represented as Leaderposition (v) , the random number in the interval [0, 1] is shown 
as S1 , and the pi value � is denoted as 3.14. The random number in the interval [−1, 1] is 
given as S.

3.2.5  Leading the Whole Group Using the Leaders to Reach the Optimal Location

The group’s direction must move towards a goal (or) optimal position, so the leaders should 
update their correct position towards the goal. To update the leader’s position, Eq.  (17) 
shows as follow:

where gbest denotes the best position ever obtained, S3 and S4 are random numbers based 
on the interval [0, 1] , � shows the pi value as 3.14, S represents a random number related to 
the interval [−1, 1] , and L is measured using the formula (18).

This model obtains a better position based on the current optimal point using this for-
mula. Occasionally, the leaders are changed the current optimal location to find suitable 
locations. The above equation gives the best way to get closer to the exact optimal position 
and get away from the position.

where the current iteration is denoted as B and the maximum iteration is shown as Iteration . 
The weight is represented as We . In the adaptive Coot-based optimization model, the 
weight’s involvement helps to achieve the best optimal position based on the convergence.

2 × S3 builds larger random variations that the algorithm does not strike in the local 
optimum. The new method also performs exploration during the exploitation process based 
on this method. To find a suitable position according to the search agent Cos (2S�) searches 
to identify the best search agent. One question that may arise here is when these different 
variations are executed.

Using these four types of block selection, the adaptive coot optimization algorithm helps 
to attain a better path selection to identify the blocks. The weight function is introduced 
for a better iteration process than another traditional coot algorithm. Because of using the 
weight function in an adaptive COOT optimization method, the best optimal position is 
acheived.

(16)
Cootposition(j) =Leaderposition(v) + 2 × S1 × cos(2S�)

× (Leaderposition(v) − Cootposition(j))

(17)Leaderposition(j) =

⎧
⎪⎪⎨⎪⎪⎩

L × S3 × cos (2S𝜋) × S4 < 0.5

(gbest − Leaderposition(j)) + gbest

L × S3 × cos(2S𝜋) × S4 ≥ 0.5

(gbest − Leaderposition(j)) − gbest

⎫⎪⎪⎬⎪⎪⎭

(18)L = 2 − B ×

(
1

Iteration

)
We
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Depending the preservation of the random nature of proposed optimization method, 
this new model randomly involves all these changes. For the execution of an optimi-
zation algorithm, the movement of a Coot is performed randomly, toward group lead-
ers and in a chain form. The pseudo-code of the adaptive coot optimization method is 
shown in Table 1.

3.3  Concealing Cipher Image Using Least Significant Bit (LSB) Substitution Method

The LSB method is the most commonly used method to hide the data in the image with-
out impacting the whole image. To embed the message, it uses the LSB based on each 
pixel in the image. The main purpose of LSB substitution is to embed the image in the 
LSB of a pixel image. This can be evaluated in the following Eq. (19):

where the steganography image based on the jth pixel value is represented as jth, the cover 
image with jth pixel is denoted as N

j
 and the decimal value of the confidential data with 

jth block is shown as aj . The number of LSBs denotes v . The image pixel can be copied to 
the LSB directly to extract the message. This operation is calculated using the following 
Eq. (20):

This method is very fast and easy. The image places of the bits based on the pixel are 
shown in Fig. 3.

The usage of an LSB substitution process mainly focuses on making image steganog-
raphy. Hidden data can be inserted randomly (or) sequentially.

After hiding the health care image data better, the image can be transmitted through 
the Internet to store it in the cloud platform. The proposed method is very efficient for 
storing health images with high security.

Cloud storage has emerged as an effective solution to provide convenient, on-demand 
access and ubiquitous to a huge amount of information through the Internet. After eval-
uating LSB to hide the data, the cloud-based storage is used to store the information 
gathered by the Internet of things (IoT) obtained from the health data daily. The images 
gathered from the patients in the hospital are effectively transmitted using IOT-based 
access to store them in the cloud platform securely. Using cloud storage, the data can be 
obtained at any point and gathered the data for any location.

4  Results and Discussion

The results and discussion are mainly categorized into three parts. They are simulation 
environment, performance metrics and comparison analysis. For simulation purposes, 
the proposed study collects the input data from Brain MRI Images for Brain tumor 
Detection dataset, and its link is provided as follows, https:// www. kaggle. com/ navon eel/ 
brain- mri- images- for- brain- tumor- detec tion.

(19)N
�

j
= Nj − Nj mod 2v + aj

(20)aj = n
�

j
mod 2v

https://www.kaggle.com/navoneel/brain-mri-images-for-brain-tumor-detection
https://www.kaggle.com/navoneel/brain-mri-images-for-brain-tumor-detection
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Table 1  Pseudo-code of adaptive coot optimization method
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4.1  Simulation Environment

The open-source programming language python tool obtains the output graphs for the sim-
ulation process. The embedded system is combined with the following components:

• 1 GB RAM with Quad-core 1.2 GHz Broadcom BCM2837 bit Central processing unit 
(CPU)

• Micro SD card port for storing information and loading the Operating system (OS)

4.2  Performance Metrics

The performance metrics of this model involve a few parameters such as Security level, 
encryption time, execution time and energy consumption.

4.2.1  Security Level

The security level of a healthcare image is based on several factors, such as encryption, 
watermarking and steganography. The main purpose of these levels is to protect digital 
images from achieving security goals such as availability, integrity, and confidentiality.

4.2.2  Encryption Time

It is the ratio of a total encrypted plaintext in bits to the encryption time in milliseconds 
(ms). It is the process of encoding images (or) information gathered by IoT-based devices 
from hospitals. The plain images can be scrambled into ciphered images to protect data.

4.2.3  Execution Time

It is derived by the ratio of medical image data in bits to the total time taken for data trans-
mission. The measured unit is denoted in seconds.

4.2.4  Energy Consumption

The power (or) energy consumption is derived based on the following formula:

Here, EC represents the energy measurements in kilowatt-hour (kwh) (or) Joules, to 
denotes the time taken for the energy (or) power consumption, PU shows the power units in 
watts.

(21)EC = PU ∗

( to

1000

)

Fig. 3  The location of the bits in 
the pixel
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4.3  Comparison Analysis over other Existing Schemes

The proposed method is compared with other models using several measurements to evalu-
ate the performances. Figure 4 represents the input image with other models like encryp-
tion, cover, steganography, and decrypted images.

The input healthcare image can be accessed using IOT-based devices and evaluated as 
an encrypted image in the next stage. The encrypted image is used to change the pixel size 
of the image to change the original values to prevent hackers and is placed to scramble 
original data. The encrypted image is applied to convert it into a cover image. Then, the 
cover image is changed into a steganography image to hide the image to secure the data 
from various attacks on the Internet. Finally, the steganography image is decrypted in the 
destination end for storing the output image in the cloud platform. Figure 5 denotes the 
security level approach for the lightweight cipher method.

Using the lightweight cipher model, an optimal level of security is obtained for the 
proposed technique in the range of 65 to 98% better than the other methods, such as the 
KATAN, SIMON, SIMECK and KLEIN models [7]. The existing methods only achieve 
the next level of security. Based on the security level for 350 blocks, the LHE method 
(97.82%) has obtained better security than other methods like KATAN (85.36%), SIMON 
(93.27%), SIMECK (84.67%) and KLEIN (85.64%) model. Figure  6 shows encryption 
time evaluation for security methods.

Based on the security formation of a new proposed LHE technique, the output graphs 
are obtained for execution time related to the data sizes. For the evaluation of high secu-
rity with IoTs-based health data, the new LHE method (15.4 s for 256-bit data size) has 
achieved better encryption with the data size than the other existing KATAN (26.17  s), 
SIMON (22.26  s) and SIMON-Optimal share (20.35  s) creation models [7]. The graph 
clearly shows the output of the encryption time for data sizes 16, 32, 64, 128, and 256.

Figure 7 denotes the time process based on the data sizes. In the new LHE method, 
the execution time is minimized for each data size. The bar graph represents the output 

Input Image

Encrypted Image Cover Image Decrypted ImageSteganography Image

Step 1

STEP 2 STEP 3 STEP 4 STEP 5

Fig. 4  Analysis of medical image data
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of the execution time of the proposed LHE method (18.41 s for 256-bit data size) over 
other existing mechanisms such as KATAN (26.41 s), SIMON (32.61 s), and SIMON-
Optimal share (22.5 s) [7]. The comparison analysis shows that the developed scheme 
attained reduced execution time compared to other existing schemes.

Fig. 5  Lightweight cipher

Fig. 6  Encryption time
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Figure 8 denotes the evaluation of an objective function. The fitness solution of this 
model for 100 iterations clearly shows the minimum energy level when compared to 
other techniques like Grey wolf optimization (GWO – 6.33), Cost safety optimization 
(CSO – 9.68) and Hybrid-teaching learning-based optimization (HTLBO – 3.16) [7]. 

Fig. 7  Execution time

Fig. 8  Evaluation of the objective function



2977An Adaptive Lightweight Hybrid Encryption Scheme for Securing…

1 3

The new LHE technique (1.33) attains much less energy for every iteration. The itera-
tion process continues until achieving an optimal solution.

5  Conclusion

IoT technology is widely used in the medical healthcare system to confer the best ser-
vices, including the privacy and security of patients. This proposed method analyses the 
evaluation of security and privacy issues in terms of IoT-based smart healthcare sys-
tems. Because of recent advancements in cloud-based IoT platforms, this paper imple-
mented an LHE method to encrypt the medical image for better data transmission in 
the cloud environment. The encryption process can be obtained using the S-box block 
chipper to increase the security level of the whole data. An adaptive Coot-based optimi-
zation algorithm was used to select the best optimal block. The outcomes showed that 
the new technique had enhanced data privacy in the cloud. Furthermore, execution time 
is better than the other SIMON optimal share creation, SIMON and KATAN models. 
The energy consumption in the iteration process has been reduced in the new model 
compared with other GWO, CSO and HTLBO methods. The security method confirmed 
that the new LHE model has higher security features than other medical image encryp-
tion processes. The proposed model obtained better results in terms of Security level 
(97.82%), encryption time (15.4  s), execution time (18.41  s) and energy consumption 
(1.33 pj/bit) compared to similar other models. The major shortcoming of this proposed 
work is that it utilized only brain MRI images to afford security in the cloud. Thus, it 
will be considered in the future by gathering different health information to extend the 
proposed work. In addition, the proposed study only uses four metrics to evaluate the 
proposed approach’s efficiency. Thus, several metrics will be utilized in future studies 
to exhibit the proposed scheme’s efficacy. Also, an optimal key selection process will 
be conducted in future work to make effective encryption. Furthermore, future work 
will study the evaluation of algorithms combined with different block selections using 
a new data encryption technique with a hybrid optimization model. This model will be 
relevant to several cloud-based medical image data security applications to prevent vari-
ous attacks.
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