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Abstract
Internet of things (IoT) is a world wide network and set of paradigms that are intended 
to allow communications between anything, anytime and anywhere. However, connected 
objects are in most cases vulnerable due to their constrained resources and the inherent IoT 
environment conditions, basically, the dynamic aspect, the heterogeneity, and the open and 
wireless medium of communication. Securing the IoT networks is still an open and chal-
lenging issue and the majority of traditional security mechanisms designed so far for Inter-
net doesn’t satisfy IoT security requirements. Recently, the use of emergent technologies 
such as Artificial Intelligence mechanisms, Blockchain and IoTA as a promising solutions 
to solve security and privacy problems has shown a yield remarkable performance. In this 
paper we outline the security requirements proposed for the IoT. We provide a compre-
hensive taxonomy of the major security issues based on IoT architecture, attack implica-
tions and application areas. Furthermore, we tabulate and map the different countermeas-
ures used to solve these threats taking into account new advances in security approaches. 
Finally, we discuss and compare the enumerated countermeasures for IoT security.

Keywords Internet of things (IoT) · Security · IoT threats · Attack implications · Emerging 
countermeasures

1 Introduction

The Internet of Things (IoT) is among the most developing technologies that have piqued 
the interest of academic and industry researchers [17]. It was firstly proposed in 1999 by 
Kevin Ashton and officially introduced in 2005 by the International Telecommunication 
Union (ITU) [1]. IoT is considered as a global network that enables the communication 
between anything in the world anytime and in anyplace by assigning a unique identity to 
each thing [1]. Furthermore, it comprises a wide variety of applications, including smart 
cities, smart buildings smart grids, healthcare, manufacturing, intelligent transportation, 
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and so on. The most popular IoT application areas in 2020 are presented by IoT-analytics.1 
It is reported that till 2020,2 there are about 31 billion connected devices worldwide and, 
every second, 127 new IoT devices are connected, with estimates forecasting 75 billion of 
connected things by 2025. In addition, Social IoT (SIoT) is also an emerging concept in 
which IoT combines with social networks and devices may be shared between people via 
the Internet [33].

Along with the challenges confronted by the Internet, IoT faces significant and spe-
cial challenges including a massive number of connected devices, heterogeneity of the 
exchanged data, scalability, mobility, and resources limitation, summarized in Fig. 1, mak-
ing it more complex than other networks and bringing new vulnerabilities. In October 
2016, millions of users were prevented from access to over 1200 websites including Twit-
ter, Netflix, and Spotify, among others. Due to the wide-scale Distributed Denial of Service 
(DDoS) attack, Mirai [110] which is still expanding its techniques to target more devices. 
Likewise, a group of security researchers was capable to attain absolute control of a Jeep 
SUV by utilizing a firmware update vulnerability through the vehicle’s Controller Area 
Network (CAN) bus [84].

Securing such networks is quite challenging, and the majority of traditional security 
methods deployed for the Internet so far do not meet IoT security requirements. To pre-
vent particular threats, many academics attempted to adapt existing security solutions to 
IoT, like lightweight cryptographic algorithms or hash functions, key management sys-
tems, and secure routing. However, such security measures cannot offer robust security 
against a broad range of security threats. Emerging technologies like artificial intelligence 
(AI), Blockchain, IoTA, and context awareness are being utilized as promising solutions to 
address security and privacy concerns in IoT. Therefore, a mix of various technologies is 
adopted to solve additional security problems and provide a safer IoT environment.

Recently, many surveys addressed IoT security challenges. In [51], authors classified 
security issues and solutions with regard to the IoT layered architecture and explained 
how Blockchain may solve many IoT security concerns. Authors in [4, 42] categorized 
the various security and privacy problems based on the four layers of IoT architecture 
and discussed the use of Blockchain and Machine Learning methods and their role in 
improving the degree of security in IoT. Further, authors in [1, 6, 11, 67] addressed 
the security threats linked with the various layers of IoT architecture and provided sev-
eral security countermeasures. In contrast, Yang et al. [108] presented a categorization 
of IoT security measures based on IoT architecture without categorizing the different 

Fig. 1  IoT challenges

1 https:// iot- analy tics. com/ top- 10- iot- appli catio ns- in- 2020.
2 https:// secur ityto day. com/ artic les/ 2020/ 01/ 13/ the- iot- rundo wn- for- 2020.

https://iot-analytics.com/top-10-iot-applications-in-2020
https://securitytoday.com/articles/2020/01/13/the-iot-rundown-for-2020
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threats and constraints. Additionally, authors in [56] broad overview of security issues 
related to IoT applications and design. They also categorized and analyzed the advan-
tages of emerging methods such as Blockchain and Software-Defined Networking 
(SDN) in terms of flexibility and scalability.

As indicated in Table 1, the majority of these studies focused on classifying classi-
cal security threats and challenges and offering traditional solutions or some emerging 
approaches without a clear classification that discuss new relevant techniques that might 
bring significant benefits in terms of security and privacy.

In this study, we provide a comprehensive and up-to-date survey of security issues, 
attacks and countermeasures in IoT. We take a different direction than previous works 
by giving a clear classification of the majority of IoT classical and specific security 
issues on the basis of attack implications and compromised security requirements in 
each layer of IoT architecture. We utilize the four layers of IoT architecture for our new 
classification of IoT attacks and show up the importance of the support layer security. 
Additionally, each IoT application area is characterized by its own challenges, resulting 
in unique security requirements, leading to various threats that necessitate specialized 
and adaptive security solutions. Therefore, we categorize the main security counter-
measures into classical and intelligent solutions, and we highlight and analyze existing 

Table 1  Recent surveys in IoT security

Year Authors Attacks classifica-
tion

IoT Specific Security require-
ments

Countermeasures

Attacks Classic Specific Classification Emerging

2015 Rwan et al. [11] 3 Layers architec-
ture

– ✓ – ✓ –

2017 YuchenYang et al. 
[108]

4 Layers architec-
ture

– – – ✓ –

2017 Minhaj et al. [51] 3 Layers architec-
ture

- ✓ ✓ ✓ ✓

2018 Yang Lu et al. [67] 4 Layers architec-
ture

– – – ✓ ✓

2018 Ahanger et al. [1] IoT applications ✓ ✓ – – –
2018 kouicem et al. [56] IoT applications ✓ ✓ - ✓ ✓
2019 Hassija et al. [42] 4 Layers architec-

ture
– – – – ✓

2019 Inayat et al. [6] 4 Layers architec-
ture

– – – – –

2020 Al-Garadi et al. 
[101]

4 Layers architec-
ture

– – – ✓ ✓

– Our proposed 
survey

Attack implica-
tions

✓ ✓ ✓ ✓ ✓

Security require-
ments

4 Layers architec-
ture

Application areas
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and emerging IoT security solutions that have not been covered in previous works. Our 
work’s primary contributions can be summarized as follows. 

• An explanation of the different security requirements that improve the security of the 
IoT infrastructure.

• A parametric analysis and classification of both classical and specific IoT security 
issues according to IoT architecture, attack implications and security requirements.

• Detailed and realistic recommendations to improve the IoT security.
• Taxonomy and categorization of the different countermeasures used to solve IoT 

threats.
• A discussion and a comparison of the enumerated countermeasures.

The remainder of our article is arranged as follows. The following section gives the key 
enabling security requirements in IoT. A classification of IoT classical and specific threats 
according to their implications and compromised security requirements in each layer of 
IoT architecture is discussed in Sect. 3. Section 4 describes in detail the main classical and 
intelligent countermeasures, as well as the benefits they provide in terms of security and 
privacy.

2  Security Requirements in IoT

Security encompasses all strategies aimed at preserving, restoring, and ensuring the 
security of information in computer systems against attacks. IoT inherits all security 
requirements as a network, but it also has numerous constraints and limitations in terms 
of resources and devices, computational and power resources, which defines additional 
challenges. Various security criteria must be considered for a secure IoT deployment, as 
detailed below.

2.1  Classical Security Requirements

2.1.1  Confidentiality

Any node in the IoT network has the risk of a confidentiality breach, which may include 
sending sensitive data to surrounding nodes or unauthorized users [1]. A suitable confiden-
tiality mechanism is needed to guarantee that data and user privacy are safe and that they 
are only accessible and communicated to authorized users [51].

2.1.2  Integrity

IoT integrity issues result in data tampering by adversaries and communication problems. 
Integrity is associated with maintaining the credibility and veracity of data [1].

2.1.3  Non‑repudiation

It is associated with the authentication of a legitimate user in order to get access to the 
requested service [1]. This concern is associated with three properties of IoT, namely: 



1561A Survey on Internet‑of‑Things Security: Threats and Emerging…

1 3

autonomy, pervasiveness, and ubiquity. It guarantees that the sender of the message cannot 
deny having sent the message in the future [56].

2.1.4  Availability

The most frequent availability risks are denial of service (DoS) attacks and bottleneck sce-
narios. The goal of ensuring availability is to provide genuine users with rapid access to 
data, services, and devices in both normal and crisis conditions [1].

2.2  A A A

2.2.1  Authentication

Unauthentic users may obtain access to the network and read, alter, or delete data, as well 
as damage the entire system, by tampering with control and sensing data [1]. Authentica-
tion implies that each node in the IoT Network should be able to identify and authenticate 
other nodes.

2.2.2  Authorization

An unauthorized adversary can easily eavesdrop or alter sensitive data and inject malicious 
information, etc. Authorization ensures that only genuine and authorized nodes have access 
to systems or data [51].

2.2.3  Accountability

Accounting for resource consumption entails assigning specific responsibilities to each 
node for data assurance and ensuring that each node’s activities can be traced uniquely to 
it [51].

2.3  Specific Security Requirements

2.3.1  Resources Efficiency

It ensures that the intruder will be unable to carry out attacks on IoT architecture that may 
lead to increased resource usage due to duplicate or faked service requests [51]

3  Attacks Classification

The IoT is expected to connect any object from any external or internal network to com-
municate with other objects directly via the Internet. Additionally, the IoT Data flows via 
many nodes, through different networks and in different arias, which may expose its sensi-
tive information to numerous attacks, alterations, external intrusions, data theft, unauthor-
ized access, and even the destruction of the whole IoT system.
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3.1  Classical Attacks

IoT inherits many network vulnerabilities and threats from the Internet. Table 2 contains a 
taxonomy of these IoT security attacks, as well as publication references for each one. As 
explained below, our categorization varies from conventional layered architecture in that 
we classified the issues based on their implications and violated security requirements in 
each layer. We utilized a four-layer architecture rather than the standard three-layer archi-
tecture to clarify the categorization and highlight the necessity of support layer security.

3.1.1  Perception Layer

Due to the constrained resources of the IoT devices and the dynamic nature of the IoT net-
work, there are several attacks and implications on the perception layer.

3.1.2  Disruption

Many attackers may exploit the insecure initialization and configuration of the IoT nodes 
by breaching privacy, disrupting network functions and corrupting confidentiality and 
availability of the system [22, 51]. In jamming adversary attack, the attacker produces 
radio frequency signals without following a specific protocol and emits them continuously 
or based on the channel’s activity to interfere with legitimate wireless communications, 
which disrupt the network operations and completely blocks the communication between 
the legitimate node [51, 107]. Furthermore, replay attacks can be made by spoofing, alter-
ing, and replaying the identity information of the IoT nodes or by malicious Sybil nodes 
that use fake or multiple identities for a single node, resulting in network performance and 
integrity degradation and data privacy violations [1, 51, 67].

3.1.3  Denial of Services

Because of the nature of IoT nodes, many threats may cause the denial of services of the 
whole system. In Booting attack, the adversary tries to attack the devices when they are 
being restarted. Since the security mechanisms are not activated during the boot process 
[42]. Moreover, after tampering a node, the attacker can easily alter sensitive data, inject 
malicious data, force the node to perform unintended functions, or gain access to the entire 
IoT system [42, 67, 96]. Also, the Timing attack can be generated by analyzing the time 
required for executing the encryption algorithm and obtaining the encryption key’s infor-
mation [42, 67, 96]. Another DoS attack is the Permanent or Phlashing denial of services 
(PDoS)3 which destroys the IoT device via hardware sabotage.

3.1.4  Privacy Violation

Many attacks can affect the confidentiality, authentication, availability, and authoriza-
tions by violating the privacy of the nodes like node capturing/tampering attacks [2, 42, 
67] where the attacker capture the whole node or part of its hardware, replace it with a 
malicious node or connect directly to it, and that may appear to be part of the IoT system 

3 https:// www. dataf oundry. com/ blog/ what- is-a- perma nent- dos- pdos- attack.

https://www.datafoundry.com/blog/what-is-a-permanent-dos-pdos-attack
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but controlled by the attacker. Therefore, a malicious data injection attack can be made. 
Because of the limited resources of devices, gateways are used to download and install 
firmware updates, implying that a vulnerable version of the firmware might destroy the 
system [42]. In addition, many nodes in IoT systems suffer from authentication issues, and 
the network communication requires authentication purposes only, hence affecting the sys-
tem’s performance [42, 67, 111].

3.1.5  Eavesdropping

The eavesdropper can deploy a sensor near the IoT nodes or use some sniffing tools such as 
“Packet sniffer” to sense the same data or sniff the traffic in the wireless proximity network 
then capture the data during transmission or authentication processes, which harms its con-
fidentiality, integrity, and authentication [42, 63].

3.2  Security Recommendations

To detect malicious nodes and take actions to avoid further deterioration of the service, it is 
recommended to use a localized fault detection algorithm to identify the malicious nodes, 
a decentralized intrusion detection system, intrusion detection probability in both homo-
geneous and heterogeneous networks, and a multi-layer-based intrusion detection system 
for sleep deprivation attacks [17, 51]. To protect the legitimate nodes of backdoor authen-
tication, data breach, eavesdropping, or data injection [42], it is essential to use end-to-
end encryption, ID authentication, cryptographic algorithms, and key management mecha-
nisms (Like Rabin’s Scheme, NtruEncrypt, and Elliptic Curve Cryptography (ECC)) [63]. 
While sensing in IoT applications, cryptographic mechanisms, anonymous data aggrega-
tion, and data reporting protocols are needed to avoid trace back submitters [108]. And a 
modern chip is required to prevent Side-channel attacks [42]. It is also essential to secure 
the boot process, software/firmware updates, and set data transmission rates between nodes 
[42, 51]. As well as abstain from unnecessary interfaces, software/firmware access to the 
Universal Serial Bus (USB) [42]. Hardware-based Trusted Platform Modules (TPM), and 
testing/debugging tools are crucial too [51]. Moreover, signal strength measurements and 
channel estimation, computing packet delivery ratio, encoding packets with error-correct-
ing codes, and changing frequencies and locations must be employed to avoid threats like 
replay and jamming attacks. [1, 51, 67].

3.2.1  Network Layer

Because of the large number of nodes, the massive amount of data transmission, and the 
heterogeneous environment, the network layer faces various threats, as explained further 
down.

3.2.2  Disruption

Disruption in the network layer may be created via routing attacks in which the attacker 
attempts to manipulate routing information and spread it in the network to generate rout-
ing loops, advertise bogus routes, generate error messages, or drop network traffic [42, 51, 
67]. A wormhole attack can disrupt the encrypted traffic by producing a tunnel between a 
compromised node and an external attacking device to bypass the IoT security protocols. 
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While a Sinkhole attacker reveals an artificially shortest routing path and attracts devices 
to flow traffic through it, then performs malicious network activities. Combining these two 
attacks can have severe implications, such as eavesdropping, privacy violations, and denial 
of service [42, 51].

3.2.3  Denial of Services

DoS attacks originating from or on IoT nodes are a grave concern due to their limited con-
figuration and the heterogeneity and complexity of IoT networks. Thus the adversary can 
easily flood the target servers with a massive number of unnecessary requests [42] result in 
exhausting resources, overburdened network unavailable services to legitimate users [6].

3.2.4  Privacy Violation

A malicious insider is an internal attacker who violates legitimate nodes’ privacy by inten-
tionally modifies and extracts information from the IoT network. In addition, with access 
attacks, an unauthorized adversary gains access to the IoT network and may remain unde-
tected in the network for an extended period of time in order to steal important data or 
information rather than causing network damage [42, 62].

3.2.5  Eavesdropping

Low-Power and Lossy Networks (RPL) are subject to a variety of attacks launched by com-
promised nodes in the network, which may lead to eavesdropping on the whole network 
traffic and exhausting the nodes’ energy [51].

3.2.6  Resources Consumption

An attacker can easily exhaust IoT resources with replay or duplication attacks by duplicat-
ing fragments or replicating the packet fragment fields, which may lead to resource deple-
tion, slower processing of valid packets, and even devices restarting [44, 52]. Moreover, 
an attacker may employ a buffer reservation attack to exploit allocated buffer space for 
re-assembly by delivering incomplete packets, resulting in a resource drain and buffer over-
flows [44].

3.3  Security Recommendations

For communication vulnerabilities, it is necessary to use a timestamp, nonce options, and 
fragment verification through hash chains for fragmentation attacks [51]. A split buffer 
approach that requires complete transmission of fragments is important to prevent buffer 
reservation attacks [44]. While extending IPv6 Low power Wireless Personal Area Net-
works (6LoWPAN) that enables Internet Protocol Security (IPSec) communication with 
IPv6 devices is needed. It is also essential to employ end-to-end security, hashing, and sig-
nature-based authentication using ECC-based signatures [51] without the need for a reli-
able gateway [108]. Likewise, rank verification via hash chain function, trust management, 
network activity analysis, Intrusion Detection Systems (IDS), key management, graph tra-
versals, and signal strength measurement are all crucial [51].



1571A Survey on Internet‑of‑Things Security: Threats and Emerging…

1 3

3.3.1  Support Layer

The support layer’s goal is to serve as an abstraction layer between the network and appli-
cation layers. However, it is equally vulnerable, and any security flaw or significant over-
head of securing communication may expose it to a wide variety of attacks. Some of them 
are listed below.

3.3.2  Denial of Services

A damaged or injected virtual machine in IoT cloud can affect other virtual machines or 
attack the whole system. There are several forms of attacks that may occur, like the Cloud 
Flooding attack in which the attacker sends several queries to a service in a continuous 
loop to expand the load on the cloud servers, thus denial of services, privacy violation as 
well as confidentiality, availability and authorization issues [41, 51, 67, 73].

3.3.3  Privacy Violation

The middleware layer suffers from several attacks that breach identity and location privacy. 
A malicious cloud service vendors where IoT services are deployed can easily access trans-
mitted confidential information. Furthermore, an adversary may insert malicious SQL que-
ries (SQLi) into services to get sensitive data from any legal node or even modify database 
records [42].

3.3.4  Eavesdropping

A Man-In-The-Middle (MITM) attacker could manipulate the broker or eavesdrop node’s 
keying material and control all communication without the knowledge of the nodes or dur-
ing the gateway’s onboarding process [42]. Additionally, by exploiting the Simple Object 
Access Protocol (SOAP) vulnerabilities, the attacker bypasses the Extensible Markup 
Language (XML) signature mechanism and may gain control, insert malicious code and 
modify eavesdropped messages to access the legitimate node’s service requests and collect 
sensitive information [42, 88].

3.4  Security Recommendations

For middleware communication and to prevent MITM attacks, it is vital to use end-to-
end encryption, robust key exchange mechanisms, symmetric key-based encryption, and 
security policies [42, 51, 88]. Also, hybrid, fuzzy extractor long-lived secret key authen-
tications, software-based Advanced Encryption Standard (AES), TPM employing Rivest-
Shamir-Adleman (RSA), and Secure Hash Algorithm SHA1/AES are essential [51]. 
Advanced protocols and software/hardware [67], distributed logs, and symmetric homo-
morphic mapping are utilized to identify irregular activities [51]. Implementing cloud 
Security Alliance (CSA) standards, policies, and requirements for continuous cloud Audits 
is required for cloud-based threats [6]. Furthermore, secure virtualization technologies, 
tenant separation, and data encryption should be employed to ensure the confidentiality and 
integrity of customer information [6]. It is also suggested to set up the IoT network from a 
central location, store control messages at several locations, and secure packet forwarding 
for delay tolerant networks, and secure Constrained Application Protocol (CoAP) utilizing 
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ECC [42, 51]. Lastly, data loss prevention technologies, database activity monitoring, and 
data fragmentation are also recommended to safeguard and detect data migration from the 
cloud [41, 73].

3.4.1  Application Layer

The application layer threats are mainly concerned with the applications executing on IoT 
as discussed as follows.

3.4.2  Denial of Services

Relay Chat (IRC), an application layer protocol that allows text-based communication, is 
vulnerable to Internet Relay Chat Network Virtual Terminal Protocol (IRCTelNet) mal-
ware, which compromises the node by brute-forcing its Telnet ports and infecting the oper-
ating system. As a result, the device became a slave of the botnet network to launch mas-
sive DDoS attacks [64, 108].

3.4.3  Privacy Violation

Malicious script and malware attacks may severely affect data privacy. An attacker can 
control access and steal data or shut down the system when the user executes a malicious 
script in gateways [67]. In addition, the attacker can inject malware onto the system via 
viruses, worms, trojan horses, and spyware in order to deny service, modify data, and steal 
private data [67].

3.4.4  Bottleneck

Linux malware attacks may hook IoT devices into botnets and get shell access through the 
default password of TelNet or Secure Shell (SSH) accounts, causing delayed processes, file 
deletion, and even the installation of further malware on the system [64, 108] Moreover, 
The CoAP messages follow a specific unsecured format defined in RFC-7252, which may 
lead to bottleneck, authentication and confidentiality problems [51].

3.4.5  Eavesdropping

The code with languages such as JSON, XML, SQLi, and XSS and insecure software/
firmware updates are vulnerable and could be a gate for eavesdroppers. Phishing attacks 
are made by an adversary who employs infected emails or phishing sites to compromise 
the user’s credentials, such as login credentials or credit card information and accesses the 
whole IoT system, which may lead to severe damage [67].

3.5  Security Recommendations

It is crucial to combine Transport Layer Security (TLS), Datagram TLS (DTLS), secured 
Hypertext Transfer (HTTPS) with firewalls, CoAP mapping, Mirror Proxy (MP), and 
Resource Directory protocols to secure the application layer. TLS-DTLS tunneling and 
message filtering through 6LoWPAN Border Router (6LBR) are also essential [51]. 
Another critical security measurement is to guarantee regular security updates of software/
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firmware, the usage of file signatures, and encryption with validation [51]. Moreover, weak 
passwords must be prevented, and the interface must be tested for software tool vulnerabili-
ties (SQLi and XSS) [51].

3.6  Specific Attacks for IoT

Due to the inherent heterogeneity of the IoT systems, scalability, high mobility, resource 
limitation, and the vast spectrum of IoT applications, many new security challenges and 
issues face the IoT systems. In this section we describe specific security attacks, faced by 
major IoT applications, as illustrated in Table 3.

3.6.1  Smart Cities, Smart Homes

Smart cities and smart homes are one of the most critical applications of the IoT ecosystem. 
It offers an effective environment for resource management, thus improving the quality of 
services such as water distribution, pollution reduction, and traffic congestion. The large 
amount of the integrated devices from different applications combined with the lack of 
communication standards leads to heterogeneity, scalability, and data management issues. 
As a result, attackers may exploit these weaknesses to compromise data confidentiality, 
authentication, availability, and integrity. Several smart cities threats are presented below.

Social Engineering: it is the knowledge of utilizing social interactions as a technique to 
convince and deceive a victim into complying with the attacker’s request in order to gather 
sensitive information [35]. It is a psychological attack that attacks the IoT users via devices 
rather than their devices.

Physical deterioration: Because IoT nodes often operate in exterior and outdoor envi-
ronments, the attacker has the ability to physically destroy it [108].

Insecure RFID: due to RFIDs’ weak radio frequency signals, the attacker may corrupt 
them with noise signals or sniff the target tag’s Electronic Product Key (EPC) to use it to 
transmit malicious data or to program it to another tag to obtain access to the system or 
cause a denial of services [11, 112].

Hello Flood attack: Several protocols assume that when a device receives a Hello 
packet, the sender is within its radio range and considers it a neighbor. Therefore a Hello 
flood attacker may utilize a high-powered transmitter to mislead IoT nodes into believing it 
is a neighbor and falsely broadcast the information to all the other devices [1]. Thus, cause 
denial of services, privacy and non-repudiation violation.

BlackHole, GreyHole attacks: An external adversary attempts to disrupt nodes com-
munications by compromising a node and refusing to transmit incoming packets or pre-
tending to have the shortest route and then drops, holds, or passes them. As a result, the 
availability of services is jeopardized [5].

Sleep deprivations attack: Because of the limited resources, IoT Sensors adopt sleep 
mode to save energy. An attacker can drain the battery by executing endless loops code, 
depriving it of the sleep mode, or intentionally boosting the power usage of the nodes [17, 
51].

3.6.2  Manufacturing

IoT has a significant impact on the industry as well. The Industrial Internet of Things (IIoT) 
integrates IoT emerging techniques with industry mechanisms to provide an intelligent 
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industrial ecosystem capable of improving production by offering potential solutions for 
automating the manufacturing process and efficiently controlling the production chain. 
Maintaining IIoT’s security is challenging due to a lack of standards, resource constraints, 
and scalability problems, thus jeopardising the system’s availability, integrity, confidential-
ity, and authenticity. In this section, we will demonstrate some of the IIoT security issues.

Stealthy sensor attack: After launching a MITM attack, the attacker may modify sen-
sors and actuators configurations such as exaggerating certain values in order to alter the 
functioning of particular mechanisms that may affect the system’s functioning [99].

SCADA modbus attacks: Vulnerabilities in the SCADA network Modbus protocol, 
such as implementation problems, enable an unauthorized intruder to launch a DoS or 
DDoS attack by sending request or response settings containing erroneous values to a data 
field on the system [99].

Supply chain attacks: due to the participation of many manufacturers in the construc-
tion and assembly of device components, a vendor may add backdoor channels, viruses, or 
provide defective chips in their products. Unfortunately, this maliciously injected code may 
be executed without being noticed or controlled [99].

3.6.3  Healthcare

Patients’ bodies are implanted with smart objects to monitor and track their physiological 
conditions. The Internet of Healthcare Things (IoHT) or The Internet of Medical Things 
(IoMT) integrates IoT mechanisms in the healthcare sector to sense, actuate, and gather 
information about the patient health state to transmit it to the authorized individuals in 
order to supervise its health status. This type of communication between healthcare objects 
and objects with hospitals servers must be adequately secured and assure its authentication, 
confidentiality and integrity security requirements because any security threat can harm the 
patient’s life. It also comes with many challenges like resources limitation and mobility of 
wearable objects and heterogeneous environments.

Ransomware attacks: one of the most significant healthcare-related attacks in which 
target medical systems become useless unless a ransom is paid. This attacks is more con-
cerned with applications and data rather than device hardware and may lead to operations 
disruption, loss of patient data, and reputation damage. In addition, Ransomware attacks 
have a severe effect on the system’s integrity, availability, and confidentiality and have 
many variants like Scareware, BadRabbit, WannaCry, and Petya-Esque attacks [101].

Selective forwarding attack: A variant of the Blackhole attack in which the attackers 
gain control of one or more nodes so that one of them drops a malicious packet while the 
others assist in covering up the attack. It results in packet loss or incomplete data transmis-
sion, putting the patient’s life at risk, as well as denial of services and data integrity prob-
lems [1, 70].

Proximity attacks: Due to the lack of rigorous security mechanisms in the Near 
Field Communication (NFC) standard, an attacker using basic antennae may cause data 
breaches, signal manipulation, privacy violations, and denial of service [57]. Furthermore, 
Proximity Inductive Coupling Card (PICC) attacks may be carried out by pairing devices 
and exploiting their protocol challenge response requests with the help of a malicious NFC 
reader and an emulated PICC [57].

Side-channel attack: An adversary may attack the encryption techniques based on 
information like power consumption, time usage, and electromagnetic radiation of sensor 
nodes [42, 67]. Encrypted RFID implementations are susceptible to this attack due to their 
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inadequate active and passive systems [57]. Furthermore, shutting off equipment or dis-
rupting service may cause RFID systems failure, putting the patient’s safety at risk [57].

Same-Nonce attack: An attacker may exploit the ZigBee and Ultra-Wideband (UWB) 
vulnerabilities to generate incorrect access control settings or a power failure [57]. Conse-
quently, the systems will clear the access control list and share the same nonce and security 
key for two consecutive messages. Thus, by XORing these two successive cipher messages, 
the attacker may retrieve partial data [57].

3.6.4  Transportation Systems

The Internet of Vehicles (IoV) is a revolutionary concept in Intelligent Transportation 
Systems (ITS) that integrates the existing capabilities of Vehicular Ad-hoc Networks 
(VANETs) with the Internet of Things to enable Vehicle-to-everything (V2X) communi-
cations. Vehicle-to-Infrastructure (V2I), Vehicle-to-Vehicle (V2V), and Vehicle-to-Device 
(V2D), as well as Vehicle-to-Pedestrian (V2P), Vehicle-to-Grid (V2G), and Vehicle-to-
Sensors (V2S) are all V2X communication variants. Besides that, IoV is distinguished by 
dynamic topological structures, large network scale, and high mobility, leading to increased 
security issues that threaten the authentication, confidentiality, non-repudiation, and avail-
ability of the entire system. In this section we enumerates several IoV attacks.

Hidden vehicle attack: also known as GPS spoofing or location bogus attacks that gen-
erate misleading position alerts to cause accidents [7]. This attack manipulates the mobility 
data which affects authentication, integrity and non-repudiation security requirements.

Location tracking: following a GPS spoofing, or collecting shared locations between 
legitimate nodes, an internal or external adversary may follow the vehicle’s location or 
route threatening the privacy of the vehicle’s driver [7].

Fuzzy attack: an injection attack in which bogus random data is injected into the vehi-
cle’s internal CAN bus to corrupt the electronic control units (ECUs) [15]. It may cause 
unpredictable unit behavior, malfunctions, and failures such as accelerator impotence, heat-
ing and lighting issues, and navigation system troubles [100].

Accelerator attack:  an advanced timing opaque attack proposed by ORNL [100] alters 
the vehicle’s entire state, rendering it undetectable by a frequency-based IDS. Instead of 
compromising the normal target ID or timing, this attack targets a vehicle model-specific 
vulnerability that disrupts the ECUs and disables the cruise control [100]. Consequently, 
the car driver loses control, and the vehicle accelerates at a constant speed, regardless of 
accelerator pedal level, cruise control parameters, or whether the car is in drive or reverse 
mode [100].

Illusion attack: also known as position forging/falsification attack, occurs when an 
adversary transmits timely coordinated erroneous traffic alerts with falsified locations, cre-
ating car accidents, traffic congestion, or emergency braking [7]. This can be due to GPS 
antennas and GPS clock vulnerabilities which harms the data integrity.

Rushing attack: also called sudden attack, a novel sort of denial of services attack that 
has a direct and severe impact on the functioning of routing protocols [5]. During the route 
discovery phase, the attacker captures and immediately re-sends the road requests (RREQ) 
with zero delay from the source car to the destination cars, so that the destination vehi-
cles accepts the rushed request (because it arrived first) and delete the original legitimate 
request because it considers it as a copy [5].

Coward attack:  an attacker may dynamically modify his attacking plan after determin-
ing whether the declared wrong location will be detected, ensuring that no security system 
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would notice its attack [65]. Nonetheless, if the attacker suspects that a nearby security 
system would detect his misbehavior, he will temporarily cease or reduce his attack. This 
attack may be performed against the VANET’s location verification protocol, resulting in 
system disruption, privacy breaches, as well as data integrity, non-repudiation, and authen-
tication issues [65].

4  Security Countermeasures Classification

It is challenging to ensure IoT security because of the restrictions and limitations of 
resources that introduce additional concerns. Therefore, it is desirable to achieve security at 
a low cost and support context-awareness computing. This section categorizes the security 
solutions in two main approaches: classical and intelligent countermeasures.

4.1  Classical Countermeasures

It is true that traditional countermeasures, with some modifications, could be used to sup-
port the resource limitation of IoT objects; however, this is not a goal in and of itself but 
rather a constraint that must be addressed when designing and implementing protocols for 
data encryption or device authentication in IoT. Several traditional security solutions are 
mentioned below.

4.1.1  Protocols

Standard communication and routing protocol are insecure by design; that is why it should 
be wrapped with security protocols such as TLS and DTLS for communication and IPSec 
for routing [51]. These standards are not designed for IoT but developed to support it. For 
example, TLS 1.3 [28] reduces the handshake process and resource consumption over its 
previous versions.

4.1.2  End‑to‑End Encryption

Its aim is to ensure that data sent by the source node is reliably received by the destination 
node and should be undecryptable at any other stage [51] and without the intervention of 
a third party. Moreover, It is based on cryptographic algorithms, hash functions, and a sig-
nature algorithm, and it provides a solution to various threats caused by the employment of 
multiple encryption methods at various levels and protocols in an IoT system [42]. Authors 
in [36] suggested a lightweight solution for the post-quantum secure public-key Sign/Ver-
ify approach, which can maintain IoT technology’s end-to-end security. For appropriate 
end-to-end security, it is also preferable to encrypt data using AES.

4.1.3  Cryptographic Algorithms

Several cryptographic algorithms have been developed or modified to support IoT environ-
ments, including symmetric key cryptographic algorithms like Data Encryption Standard 
eXtended Lightweight (DESXL), which is a lightweight version of the DESX algorithm, 
one of the most commonly used variants of DES and asymmetric key cryptographic algo-
rithms such as the Nth degree truncated polynomial ring (NTRU) which is an alternative 
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to RSA encryption and ECC encryption, etc. Indeed, the authors in [24] proposed a new 
lightweight Identity-based Encryption (IBE) based on ECC encryption, bilinear map, and 
hash function that gains the advantage of IBE by using unforgeable string related to the 
user identity as public key without the need of certificates thereby eliminating its costly 
and heavy resource consumption.

4.1.4  Cryptographic Hash Functions

A one-way function that takes data of any length and generates a fixed size hash and the 
most often used hash function in IoT is SHA-256. In addition, The Merkle tree [71] is 
extensively utilized owing to the multiple levels of hashing that increase data security. It is 
a complete data structure and a hash binary tree used to rapidly summarize and confirm the 
integrity of large amounts of data, where the leaf nodes store the data, and the roots repre-
sent the data’s hash values [55, 79, 103].

4.1.5  Signature Algorithms

Digital signature methods are intended to give an electronic equivalent to handwritten sig-
natures used to establish unique digital signatures that enable data integrity, authentication, 
and non-repudiation [95]. The Elliptic Curve Digital Signature Algorithm (ECDSA) is one 
of the most widely used digital signatures algorithms in IoT [82].

4.1.6  Anonymity, Unlinkability and Traceability Techniques

These strategies rely on data suppression, randomization, or cloaking to prevent unauthor-
ized access. Otgonbayar et al. [75] introduced a novel algorithm that kanonymizes IoT data 
streams produced by several IoT devices. Nonetheless, authors in [23] suggested the use of 
zero-knowledge proof (ZKP), which allows one party (prover) to demonstrate to another 
party (verifier) some property by proving its possession of some information without dis-
closing it in order to ensure the privacy of users’ data and properties. Moreover, to reduce 
the resource usage caused by ZKP, they recommended combining it with ECC [23, 56].

4.1.7  Key Management Systems

They are essential for credentials and keys negotiation between nodes in order to secure the 
data flow. Several key management strategies are examined and compared systems in terms 
of their suitability for IoT contexts [89]. Further, Public-key infrastructure (PKI) allows 
users to securely interact across a network while verifying their authenticity [89].

4.2  Intelligent Countermeasures

Using traditional security measures for IoT often provide low power consumption mecha-
nisms but lacks flexibility and unadaptable to specific IoT contexts. Therefore, new security 
mechanisms must be defined to guarantee the support of IoT devices’ limited resources and 
all the specific security needs of IoT systems. In recent years, many novels and intelligent 
security countermeasures have been proposed to tackle IoT’s environment requirements; 
some of them are mentioned below.
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4.2.1  Blockchain

Researchers consider Blockchain technology as a major enabling technology that will play 
a significant role in monitoring, controlling, and, most crucially, securing IoT nodes [51]. 
There are two types of Blockchain: permissionless (or public) ones that support a mas-
sive number of nodes and are open to anyone to join, such as Bitcoin, and permissionned 
(or private) ones that are constrained to a specific group of participants and provide more 
privacy and access control, such as Hyperledger and Rippel Blockchain [42, 51, 83]. The 
most valuable aspects of Blockchain are its decentralized architecture and distributed 
nature, which makes security solutions more resistant to DoS attacks [56] and can provide 
secure data storage, effective access control, and removes the risk of a single point of fail-
ure [42]. Besides, Blockchain employs ECC and SHA-256 hashing to provide robust cryp-
tographic proof for data authenticity, and integrity [12, 42] and the pseudonyms that do not 
reveal the identities of the nodes. Another aspect is the security of transactions, which are 
signed by the node and must be verified and approved by miners, making it nearly unattain-
able to forge or alter transactions that have already been stored in the Blockchain [56]. In 
addition, Blockchain can assist in creating a tamper-resistant, allowing all devices to access 
the same data more consistently and reliably [56]. As well as Blockchain smart contracts, 
which are programs created by users and automatically performed by smart objects that 
may provide decentralized authentication and authorization rules and conditions in order 
to offer unique and multiparty authentication to an IoT node [51, 56]. Latterly, several 
Blockchain-based strategies have been suggested to address various IoT security and pri-
vacy challenges. The first IoT platform based on Blockchain, called ADEPT (Autonomous 
Decentralized Peer-To-Peer Telemetry), was developed by IBM in 2013 [13]. To deal with 
the challenging scalability and reliability issues in smart cities, authors in [18] suggested 
a multi-layer security architecture that incorporates Blockchain as a distributed database 
layer. In [53], Blockchain was proposed as a solution to the SSH public key management 
problem; indeed, a new block holding the public key is added to the Blockchain each time 
a key is added, changed, or revolved. Authors in [34] proposed an HTTPS protocol based 
on Blockchain because of its peer-to-peer architecture that removes intermediate nodes and 
secure transactions that are kept in the Blockchain. Hashemi et  al. [40] suggested a dis-
tributed and decentralized data storage system for exchanging data in IoT environments 
that uses Blockchain to administer access control and separate data management and data 
storage. A Blockchain-based framework was proposed in [14] to allow industrial IoT nodes 
to interact with the cloud for analysis and storage as well as to conduct secure transactions 
with the Blockchain network. In [20, 27, 48], authors demonstrated that smart contacts for 
Blockchain might enable and support the autonomous workflow and the sharing of services 
across IoT devices.

4.2.2  IoTA

IoTA, released in 2016, is an open, decentralized, and permissionless Distributed Ledger 
Technology (DLT) that delivers real-time micro-transactions, an efficient, reliable, light-
weight, and free system, and built explicitly for resource-constrained IoT devices [30, 56, 
83, 92]. Unlike Blockchain, the main benefit of IoTA is the removal of transaction costs and 
the lowering of processing time [30]. Moreover, instead of Blockchain’s blocks, chains, and 
miners, IoTA employs a peer-to-peer system known as “Tangle” [80], which is a novel data 
structure based on a Directed Acyclic Graph (DAG): a data structure that goes in a single 
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direction without looping back on itself [16, 47]. In addition, each node is a transaction, 
and in order to be added to the Tangle, it must approve two other transactions by conduct-
ing a small amount of “Proof-of-Work” (PoW) [79] and a Markov Chain Monte Carlo algo-
rithm is used to select the non-approved yet transactions (called tips) that will be presented 
for approval in the Tangle [16]. This platform has been utilized in several research projects 
for IoT applications. Shabandri et al. [92] utilized the IoTA protocol to enable machine-to-
machine (M2M) data transactions for IoT sensors using Blockchain, allowing for reliable 
data exchange and promoting data monetization economy in sensor networks. Meanwhile, 
authors in [60] presented a distributed sensor node system that uses the IoTA protocol to 
gather securely, store, exchange, and analyze field data by employing IoTA protocol capa-
bilities that enable M2M data and value transactions (data monetization). Furthermore, for 
improving privacy in Tangle transactions, a novel decentralized mixing protocol for the 
IoTA ledger that combines decryption mixnets with multi-signatures is proposed in [91].

4.2.3  Artificial Intelligence

AI offers several essential and extensively used methods, which are inspired by nature or 
human behaviors, such as Artificial Neural Network (ANN), genetic algorithms, or swarm 
behaviors such as artificial swarm intelligence [8]. Many researchers believed that adopt-
ing AI approaches might improve the effectiveness of security solutions, such as intrusion 
detection systems, to limit the harm caused by attacks on IoT networks. Alrajeh et al. [9] 
introduced an energy harvesting system based on an ANN algorithm to identify energy 
depletion attacks, particularly flooding attacks that produce DoS in a cluster-based Wire-
less Sensor Network (WSN). In [78] an ANN method based on Multi-Layer Perceptron 
(MLP) for identifying abnormal behaviors in IoT systems such as Blackhole and Grayhole 
attacks. A three-layer authentication technique based on a deep neural network (DNN) that 
conducts activity recognition and human authentication are presented in [94]. Many studies 
have proposed Q-learning mechanisms, including the Multi-Agent Reinforcement Learn-
ing (MARL) algorithm and optimal channel accessing strategy in multi-channel dynamic 
environments that avoid jamming attacks [39, 84], cloud-based malware detection strategy 
[106] and PHY-authentication method for spoofing attack detection [105]. Furthermore, 
Support Vector Machine (SVM) can be used to detect network intrusion and prohibit unau-
thorized users from IoT resources depletion [10, 76]. In [19] authors applied the K-NN 
strategy to solve the issue of unsupervised outlier detection in WSNs, which provides flex-
ibility in defining outliers while using less energy.

4.2.4  Trust Management

In the literature, trust management methods have been researched in various areas, and they 
played an important position in IoT to ensure trustworthy data collection, context aware-
ness, enhanced privacy and flexibility, and handle uncertainty issues during IoT objects 
communication [81]. In this respect, authors in [25] presented an adaptive trust manage-
ment method for dynamic and social IoT systems wherein the distribution of trust values 
of IoT devices is the fundamental concept. In [66] another trust management mechanism is 
suggested, based on node behavior detection by evaluating recommended trust and statisti-
cal history trust. Furthermore, a novel trust computational approach that offers a robust 
way to calculate trust within a few iterations for thousands of objects based on three trust 
parameters reputations, recommendations, and knowledge to evaluate the trustworthiness 
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of IoT nodes improves the effectiveness and performance compared to other methods has 
been suggested in [69]. Moreover, in [74] proposes a reputation-based trust management 
method for SIoT, in which objects can establish social relationships autonomously by com-
puting the trustworthiness of an object depending on experiences and perceptions of com-
mon trusted entities before distributing information and services only to it. In other work, 
Lize et al. [38] implemented a three layers (perception, core, and application) IoT architec-
ture for trust management control system in which each one is managed by precise trust 
management based on multi-service and self-organization routing, and the final decision is 
made based on the collected trust data and requester policy.

4.2.5  FOG Computing

There are many environments from which IoT may benefit to improve its security. For 
example, FOG computing may process data produced by IoT nodes locally for better man-
agement [56], and it serves as a security layer between end-users to the IoT system that 
detects and mitigates anomalous behaviors before they are sent. The authors in [98] sug-
gested using a fog computing environment to execute a robust centralized architecture for 
the end-to-end incorporation of an IoT-based healthcare system. As an intermediary layer, 
fog may aid in the security of authentication and authorization during end-node communi-
cation and data transmission across remote healthcare systems. Furthermore, [68] presents 
a lightweight privacy preserving data collection strategy for Fog computing IoT in which 
the fog device may filter incorrect data locally, making it robust against fake external data 
injection attacks.

4.2.6  Software Defined Networking

SDN is another effective method for addressing some problems in IoT environments. Its 
primary aim is to isolate the network control system from the data so that an SDN con-
troller conducts control choices rather than devices [49, 56]. In [21] authors developed an 
OpenFlow based SDN architecture in which gateways dynamically scan network traffic to 
detect compromised or malicious entities by recognizing attacks, thus take an appropriate 
mitigation measure. As well, Salman et al. [90] proposed an SDN identity based authen-
tication architecture for IoT in which the SDN controller is in charge of access control by 
providing an authentication certificate for the gateway, making it robust to masquerade, 
MITM and replay attacks.

4.2.7  Context Awareness

Due to the heterogeneous, low-powered, and dynamic nature of the IoT environment, static 
security measures are inefficient and require many resources; that’s why security solu-
tions should be adaptable to the context in which IoT objects evolve. A context is the set 
of conditions under which an entity is used. It can be the time interval occupied by the 
object, the spatial context such as the object’s location (geographical or logical location), 
the software and hardware environment, or any information such as the temperature, the 
level of the battery, the level of sensitivity against attacks, and the trustworthiness of the 
object [56]. Mauro et al. [29] introduced an adaptive security method for Energy Harvest-
ing WSNs (EH-WSNs) in which each node may dynamically adjust its security settings 
such as cryptographic primitives or encryption key size based on its energy level and notify 



1584 D. Swessi, H. Idoudi 

1 3

its neighbors about it. In the same concept of an energy-aware security method, the authors 
of [97] proposed a solution that reduces the amount of sent packets to just necessary pack-
ets when the device’s battery level is low. Furthermore, an adaptive security mechanism 
based on the reliability of devices is introduced in [43]. Whereby each node periodically 
calculates the level of trust of its neighbors based on its experiences, observations, and rec-
ommendations to determine whether it authenticates each of its neighbors or not. Authors 
in [33, 110] presented an adaptative security solution based on Markov game theory that 
assists in making appropriate security decisions depending on the computational cost and 
power consumption of IoT nodes.

4.2.8  Hybridization Solutions

Recently, the hybridization of two or more techniques has been suggested in the litera-
ture to improve IoT security. LIN et al. [64] developed a classified model that combines 
Artificial Fish Swarm Algorithm (AFSA) and Support Vector Machine (SVM) to detect 
essential traits in a botnet attack pattern. Authors in [45] provided a three-tier hybrid model 
for attack detection. The first of which is a signature-based technique that uses the blacklist 
notion to filter known attacks, the second of which is an anomaly detector that utilizes the 
white list concept to differentiate between normal and malicious traffic that passed through 
the first tier, and the third of which uses the SVM to identify unknown attacks. A decen-
tralized cybersecurity architecture for IoT networks based on Blockchain, AI and SDN, is 
described in [85]. SDN analyzes traffic data and identifies attacks, Blockchain provides 
decentralized intrusion detection to reduce “single point of failure,” and fog and mobile 
computing allow attack detection at the fog node while mitigating storage, computation, 
and latency limitations.

4.3  Discussion

Table  4 compares security countermeasures depending on IoT challenges and security 
needs. It is worth noting that the proposed security countermeasures are ineffective in all 
areas and/ or cannot meet all security criteria. IoT security strategies based on adapting tra-
ditional security countermeasures, including security protocols, cryptographic algorithms, 
or hash functions, are mainly aimed at or propose low “power, storage, and computation-
cost” solutions. Still, they lack flexibility and scalability and are therefore unsuitable for 
the current context. Due to its distributed structure, Blockchain, on the other hand, seems 
to be a viable option in terms of scalability and heterogeneity. Fortunately, some challenges 
associated with Blockchain IoT application must be addressed, such as miner hashing 
power and private key management with limited randomness, which can be compromised 
by adversaries [51]. As well as bandwidth consumption due to the excessive number of 
generated transactions that can provoke a time latency problem for real-time applications 
[56, 83]. IoTA, on the other hand, optimizes transaction costs and lowers processing time 
[30]. However, one of its major drawbacks is the usage of PoW for security, which forces 
transaction producers to pay money for electricity and chips [32]. It also does not allow 
smart contracts that do not require transaction order finality, even though there is no incen-
tive for new transactions to confirm these more complicated transactions since they take 
more computation to substantiate [32].

Meanwhile, AI methods, due to their robustness, adaptability to the environment, 
and flexibility, may improve the performance of security solutions. However, certain AI 
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methods suffer from high computing cost and complexity, as well as regular required 
updates [72]. In contrast, trust management techniques may provide privacy, context 
awareness, and adaptability, but they need a significant amount of power consumption, and 
processing [81]. Furthermore, while fog computing can provide practical solutions to many 
limitations such as bandwidth consumption, resource limitations, and latency issues [26], 
it can also result in policy violations, and malicious activities on fog nodes or IoT devices 
since proper intrusion detection and data privacy mechanisms are not implemented [42]. 
SDN strategies are distinguished by their agility, dynamism, and flexibility. They can mini-
mize computing costs and resource usage, but due to their centralized design, they cannot 
cope with scalability problems effectively [49, 56]. Last but not least, hybridization solu-
tions of several mechanisms have shown better performance that capitalizes on the benefits 
of each component while correcting the limits of each.

5  Conclusion

The Internet of Things is a revolutionary technology that has drawn attention all over last 
decade. However, because of its heterogeneity, dynamic nature, wireless environment, vari-
ous application fields and ongoing development, it faces several security issues. Despite all 
the researches that have been done so far, securing such environment is still an open chal-
lenge especially with the continuously new defined use cases and technologies that inte-
grated to the IoT ecosystem. In this paper, we reviewed IoT security threats and the so far 
suggested countermeasures for IoT security. First and foremost, we highlighted the essen-
tial enabling security needs, particularly those applied in IoT. Following that, we evaluated 
and categorized the most critical security issues based on IoT architecture, attack implica-
tions, IoT application fields, and security requirements, as well as their possible security 
recommendations. We distinguished clearly the classical attacks that face IoT and the new 
specific vulnerabilities that come with IoT use cases and applications. Literature-proposed 
security countermeasures include both traditional solutions such as cryptographic methods 
and security protocols and intelligent solutions such as Blockchain, AI, and IoTA. We point 
out that the hybridization of multiple methodologies offers better performance and protec-
tion of IoT systems against a wide range of security attacks and threats. Finally, we com-
pared and discussed various solutions in terms of IoT challenges and security requirements. 
IoT security continues to face many unresolved problems despite all proposed solutions 
due to the growing and dynamic IoT ecosystem.
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