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Abstract
The deployment of blockchain technologies for multiple use cases has been widely inves-
tigated in the academic and business sectors over the last few years. The blockchain model 
has attained considerable attention due to its decentralized, persistent, anonymous, and 
auditable features. This review does a comprehensive literature analysis of broad block-
chain implementations across several domains. The study’s key objective is to present a 
thorough overview of the widespread deployments of blockchain technology and demon-
strate how particular aspects of this innovative technology can change the business com-
munity’s activities. Several papers are addressing the feasibility of using blockchain tech-
nologies in various fields. However, we include a description of blockchain concepts and 
comparative analysis of the application in six main fields: the Internet of Things, artificial 
intelligence, supply chain, cloud, healthcare, and multimedia networks. For each area, we 
analyze in-depth the approaches proposed by the research community and industry. This 
paper also discussed the different problems involved in each area. Finally, we explore the 
critical issues needed for the broader implementation of blockchain technologies in these 
sensitive areas.

Keywords Blockchain technology · Applications · IoT · Healthcare · Cloud storage · 
Supply chain · Multimedia

1 Introduction

Nearly a decade ago, the anonymous person behind Bitcoin, Satoshi Nakamoto, explained 
how blockchain technology, a decentralized peer-to-peer connected system, can be utilized 
to address the issue of preserving the transactions sequence and avoiding the problem of 
double-spending attack [1]. Bitcoin combines the transactions in a system of limited capac-
ity called blocks that share the identical timestamp. The network entities can connect the 
blocks in sequential order to each other, with each block containing the preceding block 
hash to create a chain of blocks [2]. Therefore the framework of the blockchain contin-
ues to provide a secure and correct record of all transactions. Blockchain presented severe 
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disruptions to traditional procedures as applications and transactions that need centralized 
structures or trusted third parties to confirm them can now work with the same level of cer-
tainty in a decentralized manner. The blockchain architecture can support inherent features 
such as transparency, reliability, auditability, and security [3, 4]. A blockchain is a decen-
tralized registry structured in ordered blocks, where the published blocks are unchange-
able. It is appropriate in the banking industry since banks can collaborate using the single 
blockchain structure and submit users’ transactions. Thus, blockchain allows the verifica-
tion of transactions beyond transparency. Organizations collaborate in this technology as 
they view the capability to decentralize their architectures and minimize their transaction 
costs as they inherently turn to be secure, reliable, and transparent.

The cryptocurrencies represent the significance of blockchain, which is currently more 
than 1900 and still growing [5]. Due to the heterogeneity of cryptocurrency implementa-
tions, such a growth rate could eventually cause interoperability [6] [7]. Also, the ecosys-
tem is changing rapidly, as blockchain is utilized in many areas besides cryptocurrency, 
with smart contracts play a crucial part. Szabo gave the smart contract concept in 1994 as: 
“a computerized transaction procedure executing the terms of the agreement” [8]. It ena-
bles the transformation of the contract agreements into embeddable code [9], thereby mini-
mizing external engagement and threat. Therefore, a smart contract is a contract between 
participants who do not trust each other, automatically enforces the contract terms. Smart 
contracts are codes running in a decentralized manner within the blockchain context and 
saved in the blockchain [4] without depending on any third authority. In particular, block-
chain supports smart contracts that allow complicated processes and connections to create 
a new paradigm for many applications.

Thus blockchain technology has become increasingly relevant [10]. Nearly 33 percent 
of executives are already involved or consider blockchain technology for implementation 
[11] [12]. Analyzers and researchers are now aware of the latest technology’s potential and 
research the growing applications across various industries [4]. Depending on the target 
audience, three types of blockchain can be identified [10]: blockchain 1.0 defines applica-
tions that allow digital crypto-currency transactions; blockchain 2.0 covers smart contracts 
and a range of services expanding outside crypto-currency transactions; and blockchain 3.0 
covers applications in fields outside the previous two, like IoT, health, supply chain, and 
government.

Although many studies on blockchain technologies [13], we contend that there is little 
focus on surveys based on blockchain-enabled applications. Blockchain applications are 
not completely explained in many review papers [14]. Indeed, some studies aimed at the 
blockchain application and include the privacy and security challenges faced by the appli-
cations. These reviews consider only a few applications [16] and mainly focused on the 
security aspect [15] [18]. Other studies lack the technical details of the blockchain applica-
tions [17]. Some surveys also consider the particular area of blockchain and include the 
details of decentralized IoT applications [21] and big data management [20]. Other reviews 
consider the blockchain’s privacy problems [22] [23] and their potential for trust in service 
systems [24] and P2P networks [25]. In [26] and [27], some technical details of blockchain 
structure such as its consensus methods [26], smart contract vulnerabilities [27], and other 
features like size, bandwidth, usability, data integrity, and scalability were also studied. 
Furthermore, other studies, such as [28–32], are based on the currency dimension of block-
chain and the provided protection and security concepts.

Table  1 presents a comparison of existing literature reviews and survey papers. The 
existing studies lack a detailed and comprehensive analysis of the state-of-the-art applica-
tions allowed by blockchain and its challenges. Hence, this is the motivation behind this 
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work. In particular, we review the current literature and explore the numerous benefits 
and problems of blockchain use. In fact, by addressing the following three questions, we 
attempt to resolve this: (1) How do blockchain-based applications evolve? (2) What are the 
different working areas of blockchain-based applications? (Categories identification). (3) 
What are the challenges of the blockchain architecture in different procedures/processes of 
applications? Which limitations are those? Our research leads to a comprehensive analysis 
of blockchain technology applications. Based on a systematic review approach, we outline 
the academic community’s interest and define three main work fields. First, the description 
of blockchain technology across a wide variety of sectors. Then further category-wise anal-
ysis of blockchain-based applications, taking into account the various limitations posed by 
the applications. In the end, we are guiding researchers through a roadmap of promising 
research areas, challenges, and opportunities needed for future research. It is important to 
note that this study cannot be considered exhaustive since blockchain technology is con-
tinuously increasing.  

The proposed work covers the following new contributions:

1. The authors provide a complete review of six areas of blockchain, including block-
chain core research area, the IoT, healthcare, cloud storage, supply chain, and the latest 
research domains like AI and multimedia.

2. The proposed review includes the latest findings, articles, and documents in the areas 
mentioned above. It provides a systematic approach to studying the domain areas based 
on identified categories such as security and privacy, information storage, access control, 
consensus mechanism, and smart contract.

3. The various open challenges posed by the blockchain applications are thoroughly dis-
cussed, followed by analyzing recent advances, solutions, and future improvements.

The rest of this work is organized according to the following. A brief description of 
blockchain architecture shall be given in Sect. 2. The method followed for the systematic 
review of literature is highlighted in Sect. 3. The literature review descriptive analysis is 
presented in Sect. 4, while various blockchain applications are presented in Sect. 5. Related 
challenges and different lines of study are explored in Sect.  6. Section  7 highlights the 
recent advances and solutions for the open challenges. Finally, the paper concludes in 
Sect. 8.

2  Blockchain Overview

The developments in cryptography and distributed computing have introduced a modern 
computer technology called a blockchain. Blockchain is a distributed ledger that repli-
cates and exchanges data through peer-to-peer (P2P) networks. Satoshi Nakamoto initially 
introduced blockchain, which created Bitcoin to directly trade digital currencies without 
third parties [33, 34]. Nakamoto has developed this paradigm of a network of nodes work-
ing to maintain a decentralized and secure database. As the name suggests, blockchain is 
an ordered list of blocks. By referencing the previous block’s hash, each block is distin-
guished by the hash sequence and ties to the preceding block. The only anomaly is the first 
block, called the genesis block, which does not have the previous block’s hash value [35]. 
Blockchain is the main backbone of cryptocurrencies. It can be regarded as both a techni-
cal breakthrough and financial advancement. It provides a solution to any problem, where 
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a trustworthy ledger is required in a decentralized setting, and there is no trust among 
the entities. Various literature reviews review the blockchain technology are application-
specific like business applications [36], e-governance [37], healthcare [38], etc., but this 
paper reviews the six blockchain technology applications without being specific to particu-
lar applications, thus addressing its current trends, classifications, and challenges. Further-
more, blockchain technology is an information technology that can be used in software, 
business, and trade sectors [39]. The blockchain is viewed mainly as an accounting book 
or digital distributed database [40–45]. The architecture of the blockchain is illustrated in 
Fig. 1.

Blockchain technology is a distributed network that combines distributed data storage, 
cryptographic algorithms, and decentralized consensus mechanisms. Hence, this technol-
ogy enables individuals to concur on a specific situation and record that ascension safely 
and undeniably in a different type of blockchain structure (Table 2) [46–48].

3  Research Methodology

This section presents scientific and systematic literature to give a transparent and reproduc-
ible review of applications based on the blockchain. The literature review presented by [49] 
has been suggested to understand their limitations. The presented methodological approach 
consists of the following essential steps:-

1. A review protocol has been developed by identifying the need for blockchain users and 
presented a review proposal.

2. Identification of various studies from the scientific journals by accessing their quality 
in terms of data extraction and synthesizing the data.

3. The results of the developed review protocol have been reported.

4  Research Studies

The primary research question has been addressed by initiating research in August 2019 
without any time restrictions, and results were subsequently updated during March 2020. 
Google Scholar is considered the main database in which blockchain and associated 
terms have been searched in the main title block. Firstly, recent papers of 2019 have been 

Fig. 1  Blockchain architecture
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searched to determine the research gap. Additionally, referenced work in the searched arti-
cle is also considered called a snowball effect. Consequently, grey literature was composed 
of unpublished work and reports commissioned through the public institutions identified 
through the electronic media. Other words, such as ‘application’ and ‘blockchain chal-
lenges’ was used to enhance the search procedure. The past grey literature in reports and 
policy draft reviews from the private and government sectors has been reviewed.

The strategy implemented to enhance the search paradigm is depicted in Fig. 2. Also, 
refinement studies from IEEE, Elsevier, and Springer are extensively described in the pre-
sented research. The abstract and conclusion of the past research have been studied, and 
when the abstract was not described, the full article has been retrieved as per its relevancy, 
such as m = 161 in the presented research. The articles having full text irrelevant to the 
research have been eliminated, such as m = 25. The articles having more citations and pub-
lished in high-impact journals have been considered to enhance the research.

4.1  Assessment of Quality and its Evaluation

The study was conducted following the elimination criteria in which two exclusion princi-
ples were used to retrieve the meaningful data in the presented research. One was entirely 
based on the titles, and the other was based on the abstract and conclusion. The papers 
related to non-engineering concepts were eliminated. For instance, papers that discuss the 
ethical issues and economic aspects of the blockchain and cryptocurrencies were elimi-
nated. Finally, the remaining papers from different domains of the blockchain have been 
included in the list. The selected articles were evaluated based on their quality and finally 
included in the introduction and literature section—the retrieval and elimination process of 
the research articles given in Table 3.

Fig. 2  Search mechanism
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4.2  Data Synthetization and its Analysis

All the research papers and articles fitted in the inclusion criteria were analyzed using anal-
ysis software such as MAXQDA11. The thematic analysis was performed by the authors 
independently. Afterward, three groups were constructed in which previous review articles 
related to blockchain were placed in the first group, articles of blockchain, with its applica-
tion placed in the second group. Finally, the third group consists of challenges faced by the 
researchers related to blockchain.

5  Descriptive Research Analysis

This section analyses the various research articles to understand the blockchain technology 
research trends worldwide with the proposed research analysis discussion.

5.1  Timeline of Blockchain Research

We have studied the various bibliometric analysis of blockchain technology to identify the 
current research status [161–165]. Figure  3 presents the year-wise distribution of publi-
cations to illustrate the proliferation of blockchain research in the last 5 years [162]. As 
shown in Fig.  3, the number of blockchain papers is increasing rapidly in recent years. 
As the number of published papers in blockchain increases, we can also see an increasing 
trend in citations year-wise [163–165]. We can see there are only 57 citations in 2016. This 
is followed by drastic changes in the citations numbers in 2017 and 2018, increasing from 
556 to 1246 citations. Further, the number of citations from 2018 to 2019 increases at the 
double rate for the blockchain articles indexed by Web of Science (WoS) [162].

Similarly, in Fig. 4, we have analyzed the various domain-wise bibliometric studies to 
identify the current trends in blockchain technology applications [163–165]. According to 
the research study by Taylor et al. [161], IoT is the most trendy topic in blockchain technol-
ogy, and most of the research is done in this area [163]. Then, blockchain in cloud storage 
and sharing is the second most popular topic, followed by healthcare, supply chain, AI, 

Table 3  Retrieval and elimination process

Selection strategy Scientific journal papers Grey research

Assessment Articles related to blockchain in different domains (Journal 
papers, conference papers, reviews, surveys, book chap-
ters, editorial notes, etc.)

Draft reports

Analysis Cited in the citation manager Reports related 
to blockchain 
are analyzed 
firmly

Evaluation During abstract and title screening
Elimination During abstract and full-text screening Generic reports 

having no 
relevant data 
eliminated

Inclusion Remaining screened articles
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and multimedia. As per the studies, 45% of the blockchain technology research papers are 
based on IoT, whereas 16% of papers use cloud data storage and sharing system followed 
by the other domain fields [161–165]. Figure 4 indicates the potential and opportunities of 
this advanced technology in various application areas. It is showing tremendous growth in 
IoT, cloud, and healthcare to indicate further improvements. Whereas, for other domain 
areas such as supply chain, AI, and multimedia, it indicates a baseline for researchers to 
initiate or bring new blockchain-based projects.

5.2  Proposed Work Research Analysis

The authors have analyzed the research papers related to blockchain and its applications 
published between 2015 and 2019—the grey research, including draft reports and generic 
reports extracted from descriptive analysis. The research analysis of descriptive types pro-
vides interesting facts about the blockchain, applications, and challenges. The analysis pro-
vides depth knowledge about blockchain implementation in different areas. The thematic 
content was prepared based on two criteria: the content published by type and content pub-
lished over time. In this paper, year-wise, papers published in various international journals 

0

2000

4000

6000

8000

10000

12000

2016 2017 2018 2019 2020

Pu
bl
ic
at
io
ns

Year

Citations

Publications

Fig. 3  WoS indexed publications and citations of blockchain

0

200

400

600

800

1000

1200

2016 2017 2018 2019 2020

N
um

be
r o

f P
ub

lic
at

io
ns

Year of Publication

IoT

Healthcare

Cloud Storage

Supply Chain

AI

Multimedia

Fig. 4  Application-wise worldwide number of publications



1210 P. Sharma et al.

1 3

and conferences are illustrated in Fig. 5. The graph obtained shows that interest in block-
chain techniques has risen from the year 2015 onwards. It is also observed that from the 
year 2015 to date, there is a rise in blockchain applications publications in vivid fields. Fig-
ure 6 summarizes the important references that have been referred to in the current review 
study. It lists the references that published the blockchain applications between the years 
2015 and 2019.

6  Blockchain‑Based Applications

Blockchain technology has greatly influenced the trade, business, and research sectors. The 
blockchain-based applications are analyzed based on the following categories, security, 
data storage, access control, consensus, and smart contracts. The following are some of the 
solutions offered by the blockchain applications:

Security and privacy: To researchers, the greatest fear is having the year-long study and 
findings hacked. Similarly, in every sector, the security of online data attracts attention. 
Thus, the question is how to share the data related to various transactions while preserving 
data safety. Blockchain answers these questions by adjoining the security of common trans-
actions in social and academic sectors. Blockchain offers a great platform and provides 
solutions with full attention to security and privacy issues.

Information Storage: Data form an essential part of any organization and enter-
prise. Reliability issues with data storage can be successfully answered with blockchain 
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technology. The technology decentralizes the data and provides solutions to manage the 
data digitally. In the decentralization process, the data are not handled by a single agency 
and are distributed among numerous blocks. This system of storage is also useful in data 
management.

Access Control: Access control is a method that regulates access to resources at the 
system in the computer domain. The existing control systems suffer from many problems, 
such as third-party interference, inefficiency, and lack of privacy. Blockchain can address 
these issues, which have received considerable attention in recent years and has several 
potential benefits.

Consensus: A consensus mechanism is a method by which all blockchain network mem-
bers reach a shared agreement on the distributed ledger’s present state. Thus, consensus 
algorithms attain durability in the blockchain network and build trust in a distributed com-
puting system between unknown peers. The consensus protocol essentially ensures that 
every new block added to the blockchain is the only version of the truth accepted by all of 
the blockchain members.

Smart Contract: A smart contract is a computerized transaction protocol that helps users 
translate contractual clauses into a coded form, minimizing external risks. It is defined as 
decentralized scripts that are processed and stored without any requirement of trusted par-
ties and provide a solution for limitless applications. Thus, the applicability of blockchain 
has rapidly increased [50]. National and international trading requires open collaborations 
for business growth. Blockchain technology offers a solution to inter-organizational busi-
ness processes by developing contracts where enterprises can automate the transaction pro-
cesses without manual confirmation [51].

Figures 7 and 8 list various blockchain applications studied in the present review along 
with the corresponding references to publications in those fields. These applications have 
been discussed category-wise in the following section.

6.1  Blockchain and Internet of Things (IoT)

The Internet of Things is an interface of heterogeneous smart devices. The different 
application areas of IoT are based on a centralized architecture. The centralized sys-
tem has problems like failure of a single point, trust management, and privacy prob-
lems. The blockchain-based architecture for the IoT system connects all devices in 
a distributed manner and provides a more secure method to share resources or data. 
As shown in Fig.  9, the centralized architecture of IoT is converted into distributed 
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blockchain-based architecture to resolve the security and single failure problems. The 
integration of IoT and blockchain technology makes the device robust and tamper-
proof. The paper [52] clarified the blockchain-based trust protocol in the IoT scheme. 
The detailed description of IoT applications and security problems are summarized in 
[53]. It explained the IoT architecture and described the details of the thread model. In 
[54], the authors proposed a blockchain-based authentication method for IoT devices 
that generated zero-knowledge proof to validate the device and used the signature con-
cept for the verification process. Similarly, [55] described the encryption and digital 
signature methods with IoT model-based applications. In [56], the authors surveyed 
the industry IoT architecture concepts and analyzed the implementation process’s secu-
rity requirements. The paper [57] described the primary architecture models, commu-
nication models, security, and privacy problems of the various IoT applications.

There are many research application areas of IoT by using blockchain. This paper 
categorized the blockchain-based IoT application into five categories, as shown in 
Table 4. It presents the category-wise comparative analysis of various applications in 
the field of blockchain-based IoT systems.

Fig. 8  References details

Reference 
Details

IoT:
[15], [21], 
[54]-[82]  Healthcare

:
[39], [83]-

[112]

Cloud 
Storage: 

[113]-
[136]Supply 

Chain:
[40], [36], 

[137]-[146]

AI:
[34], [147]-

[151]

Multimedi
a:

[152]-
[161]

Fig. 9  Centralized and blockchain-based IoT architecture
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6.2  Blockchain‑based Healthcare System

The healthcare system is an information-intensive medical environment where large 
amounts of data are routinely generated, obtained, and disseminated. Due to the sensitive 
nature of data and restricting factors such as protection and privacy, storing and distribut-
ing this vast volume of data is crucial and significantly challenging [82]. In healthcare, 
secure information protection has been innovated throughout the last decade through a vast 
number of platforms, software, and communication technologies, all aimed at improving 
the security of healthcare records. The first health records of paper were translated into 
Electronic Health Records (EHRs) [83]. EHRs must be regularly distributed and exchanged 
by various healthcare centers, doctors, pharmacy manufacturers, and administration to pro-
vide a realistic way for a patient’s health background to prompt treatment. In the case of 
a conventional client–server data management healthcare system, each hospital/healthcare 
center retains its database of sick person medical records; the delivery of EHRs becomes 
a slow and costly task. Web-based health information monitoring methods [84–86] have 
been presented previously to solve the accessibility, data usage, single failing point, safety, 
and security issues in the client–server architecture. There is still a single failure in cloud-
based systems, information protection, and the patient’s security threat occurring in the 
platform. Blockchain is a recent development in computer technology. Blockchain tech-
nology offers transparent, shared, and digitized ledger. All the entities participating offer 
shared resources without a single failing point, thereby eliminating the possibility of cen-
tral point bottlenecks, as shown in Fig. 10.

Many study results have employed the technology to fix the weaknesses in existing 
EHR. Many research publications [87–91] utilized blockchain to solve health documents’ 
privacy and security issues by maintaining cloud information hash within the blockchain. 
Several studies either introduce new data encoding/decoding techniques [92–94], or a more 
modern digital signature method [95], or a protected scheme of information transmission 
[96, 97] or keys generator method [98] used by the blockchain for health information. The 
various blockchain-based healthcare applications are summarized in Table 5.

Fig. 10  Blockchain-based health-
care architecture
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6.3  Blockchain‑based Cloud Storage Service

Cloud computing outsourcing service provides potential benefits to the cloud users. 
This service addresses the limitations of computationally weak devices by outsourcing 
their data in the cloud with the help of a pay-per-use approach [112]. The user can rent 
and pay the storage services or utility computation depending on cloud infrastructure 
requirements. For the data, confidentiality is vital because of the privacy requirement, 
and the service provider is not trusted. The researchers’ major challenge explored and 
highlighted is the processing and storing of data into the cloud. The cloud environment 
and the technology of the blockchain are adapted for this usability. Therefore, for the 
improvement in existing applications’ performance, these two approaches are combined 
[113]. Hence, blockchain is one of the decentralized or secure networking environments 
containing several computers called nodes. Furthermore, this technology to improve 
increases accuracy.

A lot of new technologies and frameworks have been introduced with the current keen 
interest in blockchain technology. Numerous review articles were published to demonstrate 
the advantages of blockchain for existing applications. For example, reference [114] pro-
vides a detailed overview of privacy and security concerns in cloud computing, covering 
potential threats and detection methods based on blockchain. Reference [115] presents key 
concepts of various sharding mechanisms focused on blockchain technology. In [116], 
the authors address safety, security, and transaction processing issues regarding the use of 
blockchain for cloud exchange. Moreover, [117] is dedicated to blockchain for edge com-
puting systems and their potential uses. This paper provides a detailed overview of the 
usage of blockchain technology in cloud computing. From a research point of view, lots of 
work has been done in the cloud computing field using blockchain; these are summarized 
in Table 6.

6.4  Blockchain‑based Supply Chain

Supply chains are currently becoming extremely complex in structure, challenging in terms 
of tasks and diverse stakeholders. Several businesses do not have an integrated view of 
the entire supply chain. Several global companies have developed their own identities and 
platforms to retain global operational exposure and have the ability to direct their sup-
pliers. They have to focus on centralized administrative or intermediary bodies. In terms 
of confidentiality, traceability, authentication, and verification method, this low transpar-
ency causes many problems and difficulties in the supply chain process. Blockchain is a 
revolutionary computer technology that can support many possible operations and supply 
chain-related applications. It is important to notice that blockchain is well suited to the 
complexities of supply chains. Blockchain technologies can also contribute to the domain 
of operations and the supply chain [136]. For example, Fig. 11 represents the blockchain-
based supply chain management architecture for tracing product details. The architecture 
utilized a blockchain ledger to store the product details in the form of blocks with the help 
of smart contracts, and customers are allowed to trace the product by using product RFID 
code through the mobile application. Thus it is vital to implement blockchain technology, 
with its immutability, openness, and trustworthiness functionality [137], to have more 
transparency and security in the supply chain domain. Table 7 summarizes the analysis of 
supply chain applications that focused on blockchain technology.
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Fig. 11  Blockchain-based product traceability in supply chain system

Fig. 12  Challenges of blockchain applications
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6.5  Blockchain and Artificial Intelligence (AI)

AI and blockchain prove to be a powerful integration that changes almost every sector in 
which they are applied. Blockchain and AI collaborate to improve all fields, from food pro-
curement distribution to an automated system sharing health care information. Integrating AI 
and Blockchain includes many fields like secure AI, decision making, and prediction models. 
AI can efficiently mine and develop new scenarios through a huge dataset and find patterns 
based on data behavior. Blockchain effectively supports the elimination of bugs and malicious 
data sets. New AI-generated classifiers and patterns can be verified using a distributed block-
chain network. It may be utilized in any user-based company, such as retail purchases. Infor-
mation captured from users can be used to create marketing automation through AI and the 
blockchain infrastructure. Perhaps AI and blockchain’s integration produces the most robust 
technology that enabled the decision-making mechanism in the world, which is practically 
tamper-proof, offering vital perspectives and decisions. It has several advantages, such as 
improved business models, transparent systems, smart models, etc. Table 8 lists the various 
application in the domain of artificial intelligence and blockchain technology.

6.6  Blockchain in Multimedia

Multimedia protection, material rights, music files, pictures, and video/movies become a prob-
lem for distributors, creators, and artists [152]. Media processing and dissemination are typi-
cally supported by CDs, DVDs, pen drives, or email. One of the most known examples of a 
security violation being the illegal electronic distribution of multimedia before the scheduled 
release date, which resulted in a major loss for the show’s creators and distributors [155]. To 
avoid these incidences and to identify and convict the individual culprits, it is critical that the 
media file owner should have full access, permission, and a safe channel to exchange his data 
[151]. If data were leaked, the owner would be able to claim his rights over the content. Digi-
tal technology, such as online cloud storage such as Dropbox or peer-to-peer networking, is 
the best possible platform for quick and secure data exchange [152].

Multimedia violations over the last few years have raised issues about privacy in this area. 
Each time a problem is raised, innovations and work are pursued to mitigate it. Therefore, 
multimedia breaches allow developing alternative solutions that allow customers to save and 
exchange the data securely. The system should support the owner’s authorization and protec-
tion controls to track a third party’s operation [153]. There are presently many studies under-
way in this field, and various views and approaches have originated. Many research works 
have concluded with the owner deliberately disclosing specific information [154]. Even 
though cloud infrastructure is extremely powerful and more secure than computers, there 
are many external and internal threats to data integrity. Occasionally there are occurrences 
of cloud data leakage. It is important to notice that blockchain is well adapted to tackle mul-
timedia issues. Thus, it is significant to implement blockchain technology with its immutabil-
ity, openness, and trustworthiness functionality to have further protection in this field. Table 9 
presents the multimedia applications using blockchain.
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7  Open Issues and Challenges

In this section, we discuss and identify the current challenges associated with combining 
blockchain technology with different domains  as shown in Fig.  12. Despite the exciting 
advantages and the incredible foreseen potential of blockchain, there are major obstacles 
in implementing and delivering existing and proposed networks that would require fur-
ther investigation. Some of the potential challenges faced by blockchain applications are 
explained in the following subsections.

7.1  Internet of Things

Despite the exciting advantages and the incredible foreseen potential of Blockchain and 
IoT, there are significant obstacles that would require further investigation:

Restriction with Storage Facility: In the IoT environment, the storage space needed for 
sensors and devices is less than that of the blockchain ledger. In IoT, strong, unified server 
storage is enabled, whereas each ledger needs to be stored at each node in the blockchain. 
Compared to the current capacity in IoT devices, this increases the data size over time.

Workforce Scarcity: Trained workforce for the blockchain platform is very low, and the 
figure is incredibly small when blockchain is integrated into the IoT concept. This implies 
that there is a very less-skilled worker who knows about the blockchain-integrated IoT 
concept.

Variation of Computational Capabilities: IoT networks are distributed and linked over a 
large network; this structure becomes more complicated when the blockchain is combined 
with IoT. It is essential that all things connected to the blockchain-based IoT system run the 
encryption. In such cases, not all of the algorithms used to run the encryption may have 
similar computing capabilities, thus results in variation problems.

Complex Technical Challenges: The challenges related to scalability, safety, crypto-
graphic implementation, and reliability specifications of novel blockchain-based IoT appli-
cations still need to be addressed. Additionally, blockchain systems face design drawbacks 
in communication efficiency, authentication protocols, or smart contract implementation, 
which require further investigation.

Interoperability and Standardization: To achieve complete interoperability and the 
implementation of blockchain in IoT would require the cooperation of all stakeholders and 
the integration of existing systems. It will require collaborative applications and interna-
tional standards to protect access control, authentication, and authorization.

7.2  Healthcare

While there are various advantages offered by blockchain technology, some inherent disad-
vantages pose some challenges. Storage, scalability, alteration, safety, and policies are the 
primary healthcare issues facing this technology.

Storage: Healthcare and medical records generate massive volumes of data from the 
patient and wearable IoT devices. While the blockchain architecture enables limited data 
storage, various operations on blockchain data are also expensive if the data size is larger. 
Thus, this factor should be considered while designing a blockchain application.

Modification: On the one hand, blockchain data immutability features to protect the sys-
tem, but on the other hand, it does not provide the data updating and deleting operation. 
Either there is a need to build a new block out of all nodes by consensus or create a new 
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chain. These two approaches are expensive and not beneficial. Therefore, the development 
of blockchain applications must be the lowest need to modify the data.

Scalability: The scalability problem is less severe because of the decentralized architec-
ture. Nevertheless, there are millions of customers of various networks, including health-
care centers, business research agencies, insurance providers, patients, IoT businesses, etc. 
It is highly unlikely that they will all be able to maintain the same blockchain distributed 
structure. Blockchain also requires high computing capacity that needs high network equip-
ment electricity consumption. To make blockchain popular, the healthcare scalability issue 
needs to be considered seriously.

Privacy and Regulations: Blockchain significantly increases the confidentiality of the 
data. Cryptographic, open, autonomous, and immutable blockchain features can ensure 
complete protection of the information. Healthcare data is all about storing confidential 
patient information. In contrast, it can be dangerous to have a copy of such data in each 
node which requires further consideration.

7.3  Cloud Storage

Although blockchain provides disrupting services to a cloud environment, its development 
still suffers from various vital complexity, scalability, and security issues. Here are a few 
reasons why blockchain is not quite ready for large-scale usage cloud application needs.

Scalability: The existing blockchain networks have extreme bottlenecks in scalability, 
with minimal availability, power, and cost. Due to block size constraints, many blockchains 
have lengthy processing periods for transactions to be appended onto the chain. Hence the 
block creation time is rapidly increasing, limiting the overall throughput of the system. 
Additionally, if all transactions are stored in a chain, this increases the blockchain’s capac-
ity. Considering complicated cloud computing environments, consumer data is massive, 
leading to exponential growth in blockchain size, making it impossible to handle large data 
volumes. Because of these constraints, many application developers do not consider block-
chain a viable option for large-scale industries.

Complexity: In the blockchain-based cloud environment, cloud users execute the con-
sensus algorithm to process the complicated mathematical puzzles that need powerful 
computing hardware to implement transaction validation. However, due to cloud infra-
structure limitations, this is difficult to fulfill these specifications. Also, the blockchain pro-
cess’s complexity can cost expensive energy and human capital resources for devices with 
relatively small processing capabilities.

Security Fault: The main blockchain disadvantage is an unavoidable security flaw. 
When more than half of the computers operate as blockchain nodes to monitor processing 
resources, attackers can change consensus structures and keep new transactions from hav-
ing permission for malign access. It is also called an attack of 51 percent. Blockchain can 
be at risk of a data breach and system damage without having comprehensive management 
of transactions.

7.4  Supply Chain

The following lists some of the potential challenges of a blockchain-based supply chain 
system:

Privacy: Concerning technological problems and specifications, a primary concern is 
data protection and consumer security. This, along with the drawbacks of IT infrastructure, 
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particularly for medium-sized businesses, are the main technical factors that cause resist-
ance among market participants and make them hesitant to apply blockchain technology to 
their use cases. The researchers explore the features and criteria of the possible blockchain 
systems specifically for supply chain integration, mainly between companies. They point to 
the inefficiency of the current status of businesses and analyze the expected requirements 
and functionalities of supply chains offered by the blockchain network.

Scalability: The major concern is the scalability problem of blockchain technology, 
which reduces the transactions and data that can be handled and controlled in a limited 
time with the available technology. Because most businesses are part of large and com-
plicated structures, the present state of blockchain is creating concern about the scale and 
scope of use cases that can be applied at this time. The need to implement the smart con-
tracts in the system and the constant updates of the digital profiles were identified as criti-
cal challenges that impede the usage of blockchain in the supply chain system.

Policy and Regulations: Because of the technology’s distributed nature, its success 
depends heavily on conformance and basic agreement among the various supply chain par-
ties. It also suggests a heavy reliance on blockchain operations and a need for trust between 
different parties and between businesses and technologies themselves. From a technical 
point of view, these concerns are appropriate requirements rather than challenges, and it is 
clear that all of these constraints affect both the industry and the financial sector.

7.5  Artificial Intelligence

This section addresses and describes the emerging problems of integrating AI and Block-
chain technology. The following lists some of the conceivable challenges of merging and 
incorporating both technologies:

Privacy Policy: Public blockchain ledgers facilitate safe and accurate data collection, 
but the data obtained is publicly available and open to all readers. That can be evasion and 
a privacy concern. Data privacy can be secured by promoting encryption and providing 
managed access to private blockchain ledgers. Nonetheless, these private blockchain sys-
tems may limit access and transparency to the vast amount of data AI might need to man-
age and perform reliable and correct decision-making and analytics.

Blockchain Security: Blockchain’s distributed ability may suffer from exploitation and 
misuse. Although blockchain offers effective predictive processing schemes, the block-
chain networks are vulnerable to cyber-attacks, such as 51 percent attacks. Depending 
on the miner’s hashing power, the consensus algorithm can be corrupted and can work 
around a few mining entities that control consensus as a centralized platform. For shared 
blockchains like Ethereum and Bitcoin, this security issue is more apparent. Private block-
chain systems suffer less from this problem, as protocols of consensus between parties are 
predefined.

Vulnerability of Smart Contracts and Deterministic Implementation: Ensuring that the 
deployment of a smart contract is bug-free, security breaches, and secure from attacks is 
crucial. Protecting the coding and details on the network is critical, as they can be suscepti-
ble to attack. This can present a crucial problem for distributed AI, in which decision-mak-
ing algorithms and machine learning are carried out by the mining nodes using smart con-
tracts, in which the execution result is typically not deterministic but somewhat arbitrary 
and unreliable. This results in an innovative approach for working with provisional calcula-
tion and designing consensus protocols for mining nodes to agree on outcomes with a lim-
ited degree of reliability, precision or consistency, and extremely fluctuating data content.
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Governance: Implementing, designing, and controlling a blockchain structure among 
various stakeholders and members is complicated. For a private cooperative blockchain, 
significant problems emerge relating to the blockchain type to be implemented, who 
administers and troubleshoots the blockchain, which codes the smart contracts, conflict 
resolution, protocols for off-chain operations, implementation of side channels, and control 
of side channels. This requires research aimed at developing governance models.

7.6  Multimedia

Blockchain has generated some hype, and it’s still under discussion on how the technology 
can be implemented for mass adoption in the entertainment industry. There is a need to 
set regulations and standards to maximize the value blockchain can create. The process of 
introducing new technology is costly and time-consuming.

Blockchain Architecture: A robust platform or network that can satisfy all the criteria 
for using blockchain in multimedia systems must be built. Many research methods address 
commitment, privacy, and security depend on policy and controls across domains. The 
governments, for example, should establish a blockchain structure to provide public inter-
est cases.

Storage: Large quantities of records to be kept at the blockchain nodes due to the num-
ber of “transactions” (images, streams, videos, etc.) across all channels of the multime-
dia system. Conversely, the blockchain model enables minimal on-chain storage of data. 
Blockchain’s distributed and hashed architecture is too expensive to store the data. Simi-
larly, if the size of multimedia is larger, access, maintenance, and functions on blockchain 
data can also be costly. Hence blockchain applications must be designed with these factors 
in mind.

Regulations: Absence of legislation, vague advantages, and communication gaps 
between technical experts and policy-makers are major problems that do not promote tech-
nology implementation. Common standards for blockchains still need to be agreed upon. 
Many potential stakeholders in the multimedia system must approve common blockchain 
platforms and interoperable blockchain standards.

8  Recent Advances

This section identifies the solutions and recent advances to the identified open challenges 
and also explores the chances of further improvements.

Storage: To resolve the storage requirement, researchers utilize off-chain storage solu-
tions like bigchainDB, Swarm, IPFS, Filecoin, Sia, Storj, etc. [166]. BigchainDB expands 
the blockchain features as a big data distributed system increases the throughput with 
immutability and decentralized blockchain system [167]. Other necessary decentralized 
storage solutions manage a large amount of data since it is difficult to store them inside the 
blockchain structure. The decentralized storage system provides a peer-to-peer distributed 
file-sharing system that increases blockchain-based systems’ efficiency and storage capa-
bility [166]. The decentralized storage network utilizes the blockchain structure to store the 
meta details and allow the users to access the information at any time.

Workforce: The demand for professionally qualified blockchain developers is increas-
ing dramatically, whereas the existing blockchain-based domains suffer from a shortage of 
trained or skilled people. According to [168], the demand for blockchain developers has 
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increased by 2000% from 2017 to 2020. Therefore it is a major concern in the current sce-
nario for the organizations. The blockchain is still evolving. Thus it requires time for the 
educational institutions to introduce relevant courses to alleviate the market demand.

Scalability: The recent Blockchain platforms have severe bottlenecks of scalability. 
Many blockchains have long waiting times to add new transactions, making it difficult to 
process high volumes of data due to block size restrictions. Also, transaction validation is 
the key component of blockchain technology that uses consensus protocol to validate the 
transaction of each block. The computational power required to generate a block depends 
on the number of transactions in a block, which affects the transactions confirmation times. 
Thus, the consensus algorithms have a direct impact on blockchain technology scalabil-
ity. Recent advances such as GHOST [171] utilize the chain selection rule to improve the 
scalability of the bitcoin network. Bitcoin-NG [169] proposes a new consensus protocol to 
improve the latency of the transaction. Similarly, the off-chain storage solutions [172] per-
form the transactions offline and increase the blockchain network bandwidth. Another pro-
posal Litecoin [170], confirms the transactions faster and improves the storage efficiency 
due to the reduction of block generation time.

Privacy: To increase privacy, the Hawk [173] compiler is designed that stores encrypted 
transactions. The Hawk translates the generic code into cryptographic primitives to enable 
transaction anonymity. Similarly, the Enigma [174] solution splits the data into multiple 
chunks and distributes them into peer-to-peer networks so that no node accesses the data. 
It uses the distributed hash table to store data references details in a decentralized offline 
manner. Also, the privacy problem in private blockchain networks resolves by using the 
private permissioned blockchain structures such as Quorum [175], Hyperledger Fabric 
[176], a blockchain that utilizes access control and membership functionality.

Security/Technical Fault: The most common 51% attack or majority attack [177] is a 
significant security concern in blockchain technology. If more than half of the Blockchain 
nodes act maliciously, they may risk a data breach and prevent new transaction confirma-
tions. The researchers propose many consensus algorithms for blockchain technology to 
prevent majority attacks. In reference [178], the authors discuss the solo mining incen-
tive or peer-to-peer mining concept to alleviate this problem. Still, the proposed consensus 
mechanism is susceptible to 51% attacks, specifically those that utilize the centralized con-
sensus among a limited number of users.

Policy and Regulations: The absence of central authority makes blockchain technol-
ogy suspected of promoting and facilitating illegal conduct. Due to the lack of governance, 
many countries are developing new regulations to legalize virtual currency and distributed 
technology [179–181]. The legal implication of virtual currency is a significant concern 
as it directly or indirectly affects blockchain applications. Thus, the key to increasing con-
fidence in blockchain technology could be requiring governments’ or companies’ poli-
cies and regulations in their development. Current initiatives such as Alastria [182] aim to 
consider multiple authorities to develop a blockchain-based national regulation system for 
public notaries, universities, and private organizations. These initiatives allow a legal wal-
let or account for each person that represents digital proof of possession. This information 
is used for many services like storing healthcare, cloud, or IoT data legally or trustworthy.

Interoperability: Blockchain applications want to implement interoperability in their 
platform to create an ecosystem to enable communication between different blockchains. 
The interoperable blockchain relies on several functionalities like integration with existing 
systems, request transactions in other systems, conduct transactions with other blockchains, 
integrating with applications, and provide easy switch between the platforms. Specifically, 
one blockchain network cannot meet a given transaction’s needs in the supply chain, IoT, 
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healthcare, finance, etc. In reference [183], the authors propose a chain of things platform 
to provide identity, security, and interoperability in the blockchain-based IoT system. It 
presents three case studies to focus on interoperability, identity, and security features. The 
majority of interoperability solutions are based on public blockchain; therefore, there is a 
need to provide a blockchain solution that provides cross-communication between public 
networks, private networks, and private and public networks.

Smart Contract Vulnerability: To address the smart contract vulnerability, some tools 
should be deployed to test smart contracts’ vulnerabilities or bugs before deployment to 
evaluate the smart contracts’ security states [184]. In reference, [185], the authors present 
Hawk a privacy-preserving smart contract that ensures on-chain privacy and cryptographi-
cally hides the contract details from the public’s view. Similarly, in [186], the authors pro-
pose a ChainSpace that gives privacy-preserving extensibility in the smart contract plat-
form. The suggested platform provides a highly scalable and secure platform by using a 
sharding mechanism with the help of the S-BAC distributed atomic commit protocol.

Modification: In reference [187], authors develop building information modeling (BIM) 
that allows manipulation of information, data and management flow. It combines BIM as 
a cloud service to the blockchain network for the big data sharing process. The timestamp 
concept is utilized to trace and allow modification in history records. Similarly, in [188], 
the authors design a smart provenance system using distributed blockchain technology that 
prevents malicious modification in the captured data and utilizes the smart contract concept 
to record immutable data trials.

Complexity: The blockchain network relies on complex algorithms to provide security 
and establish consensus on the distributed network. Complex algorithms must run to prove 
that the user can update the chain, which requires much computing power and cost. Thus, 
to reduce the complexity of the consensus algorithms utilized in blockchain technology, 
some alternative consensus algorithms are developed, such as Proof of Stake, Proof of 
Burn, Proof of Importance, Proof of Capacity, Paxos, etc. That reduces the computational 
power requirement [189].

Blockchain technology is still a new technology in many domains, and new ways to 
employ it can still be found and researched. Each blockchain solution or system is formed 
for a specific platform and designed for a specific goal. Each recent advance or solution 
to overcome the existing challenges of each domain can be causal for the future direction. 
For further improvement, certain key issues are found in the above solutions that need to 
be focused on while using blockchain. These include the issues related to throughput and 
speed while maintaining the large volume of data, node synchronization issues, risk man-
agement problems, security challenges, encryption algorithms security issues, and regu-
latory-related problems. Although many solutions exist for the above issues still there is a 
need to provide more optimized, efficient, and reliable solutions for blockchain technology.

9  Conclusions

Blockchain technology is a decentralized, peer-to-peer network and the distributed ledger 
that is available to all nodes. Since 2008 Bitcoin and Blockchain have been the two most 
significant innovations in the information system. Numerous applications use blockchain 
to carry out operations in a trustworthy environment without any trusted authority. This 
study initially discusses the research method, followed by the introduction of blockchain. 
Then six applications where blockchain provides a solution to the existing centralized 
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architecture problems in a decentralized manner are analyzed. Some of the most potential 
domains have been outlined, such as IoT, healthcare, cloud computing, supply chain, etc. 
Also, we described the individual features that are mostly required for each application 
area. This allows the selection of blockchain and the appropriate structuring methods to the 
application’s actual needs.
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