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Abstract
The Internet of Things (IoT) has emerged as a modern wave of Internet technologies that 
promises great transformation of life in areas such as smart health, smart cities, smart 
homes, intelligent transport, amongst others. However, security often serves as a critical 
reason for the widespread adoption of any innovation. While the IoT has increased busi-
ness productivity and enriched diverse areas of life over the years, the world is yet to see 
a methodical revolution of its humongous application and transformation given its ubiq-
uity and highly interconnected global network structure. The main culprit for such lapses 
is principally attributed to security and privacy issues which have been widely discussed 
in research articles and reviews but remain largely unaddressed in the literature. Hence, 
this paper provides a state-of-the-art review of IoT security and its challenges. It overviews 
technical and legal solutions that are useful to private, organizational, and governmen-
tal enterprises. The study encompasses the review and security analysis of IoT’s evolu-
tion and revolution, IoT security assessments, requirements, current research challenges in 
security and much more. Consequently, it offers potential solutions to address the security 
challenges discussed and further present open research issues, research gaps, opportuni-
ties, future development, and recommendations. This overview is intended to serve as a 
knowledgebase that will proffer novel foresight to guide users and administrators in posi-
tioning themselves and their organizations in a manner that is consistent with their overall 
objectives, mission, and vision for remarkable outcomes. Likewise, interested scholars and 
researchers can explore topics and directions from the study in providing better solutions to 
the numerous problems in IoT security.
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1 Introduction

The human race is on an expedition to digitize the world and an ever-evolving dataSphere 
is the ensuing after-effect. The global world is witnessing a sensorized magnitude of intel-
ligence which apparently the Internet of Things (IoT) is a major and integral contribu-
tor. An IoT object or device refers to a uniquely identifiable "thing" or endpoint that can 
autonomously connect bi-directionally utilizing connectivity to exchange data via the web. 
In their course of connection, they generate data that enables observation, management, 
investigation and analysis to be performed on the state of the objects or the surrounding 
environment.

According to a recent prediction from a world-known premier global provider of mar-
ket intelligence called the International Data Corporation (IDC), the year 2025 will bring 
about 41.6 billion connected IoT devices/things (a composite of sensors, machines, cam-
eras, etc.) which will be generating 79.4 zettabytes of data. Their prediction was borne 
from an accumulated analysis over the years 2018–2025 where they ventured that the IoT 
devices would see a compound annual growth rate (CAGR) of 28.7% over the forecasted 
period [1].

The number of connected IoT devices progressively ascends in tandem with the amount 
of data generated. Thus, data becomes the shared factor enabling the exchange of infor-
mation from people, things, and processes to create value for enterprises, governments, 
and people across diverse spheres of life ranging from industrial, automotive, household, 
medical, amongst others. It is critical for organizations to understand the volume of data 
generated from the multitude of associated devices to enable the development of solutions 
that can scale in the data-driven market of IoT. Nevertheless, such obligation comes with 
diverse security vulnerabilities and privacy concerns which must be addressed before any 
massive adoption can be experienced. For instance, the development of drones which helps 
to access remote areas which are difficult to view/cover by traditional cameras, deployment 
of 4G and 5G networks which offers higher bandwidth with low latency and dense cover-
age all show the potential the IoT offers. The adoption of such high-tech devices remains 
low due to security, private and public safety concerns.

Securing the Internet of Things (IoT) is a matter of public opinion that involves all 
stakeholders, including, the service providers, manufacturers of devices, organizations, 
vendors, and clients. As discussed above, even with the current phase four industrial revo-
lution, referred to as Industry 4.0, the IoT is yet to function well due to security challenges. 
Without the intervention of the government at various levels, the IoT will stand to be dan-
gerously insecure.

Recently, the United States of American’s (USA) Senators introduced a bill designed to 
improve IoT security. The IoT cybersecurity improvement act of 2017 is a modest piece of 
legislation [2]. The bill was meant to leverage the government’s buying power to nudge the 
market; that is, any IoT product the government purchases must satisfy minimum security 
standards. It requires vendors to ensure that devices can not only be patched but rather 
patched in an authenticated and timely manner, and not having unchangeable default pass-
words, and must be free from vulnerabilities. This singular move by USA senators would 
considerably improve security and at the same time, it speaks volumes about the current 
state of IoT security challenges.

Several incidences in the past have made the IoT devices challenging to trust [3, 4]. 
Smart televisions, phones, computers, and cash machines have been hacked [5], which have 
negatively affected consumers’ trust and questions the capability of the effective delivery 
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of confidential service of business enterprises. Other challenges impeding IoT’s wide adop-
tion, such as device identification, addressing, interoperability, mobility, massive scaling, 
management, energy efficiency, etc., remains widely discussed but not fully addressed [6].

In the research community, there have also been articles and reviews which serve as 
efforts to tackle some of the various challenges of IoT from various angles, including secu-
rity and privacy. Some of the works closely related and have touched the security perspec-
tives of IoT include a survey work by Alaba et al. [7], where they taxonomically character-
ized security threats and vulnerabilities with regards to application, architectural design 
and communication. They delineated the contrasts between conventional devices and the 
sensor-based IoT devices and how the same kind of security measures cannot work for both 
genres of devices. Hence, they proposed their taxonomy which is different from the tradi-
tional layered architecture.

Khan and Salah [8] overviewed IoT security with respect to its application in block-
chains. Their widely cited research categorized security issues into a high, intermediate 
and low-level IoT layers by utilizing parametric analysis of security vulnerabilities and 
mapping them as a potential response to IoT security challenges. They further examined 
the essential attributes of the blockchain-based security solutions and analysis of their 
viability for securing IoT. Likewise, Granjal et al. [9] investigates security protocols and 
mechanisms for the secure operationality of IoT. Other studies explore the security of IoT 
in the context of intrusion detection system [10, 11], cryptographic primitives [12, 13], 
fog computing [14–16], security issues emanating from the nature of the service delivery 
models of an IoT system [17–19] amongst many others [20–24]. Unlike other works, this 
review work is not tailored to a specific protocol. It overviews all the boundaries in IoT in 
the context of security. Additionally, it is different from other review works in literature as 
it gives the following contributions:

1.1  Contributions

1.1.1  An Up‑to‑Date Overview

This review will assemble, analyze and synthesize abundant resources of current works as 
regards to the security of IoT with the sole purpose of bringing together what exactly is the 
state-of-the-art in IoT security. Generally, it is developed on top of existing works to high-
light the research efforts of other works while converging the state-of-the-art in terms of 
what is attainable today in IoT and its security. Ultimately, it is an extended effort to inform 
government, business enterprises, and private personnel on the state of IoT security espe-
cially the urgent need to navigate and manage new security concerns and vulnerabilities 
resulting from the effective adoption of the IoT infrastructure.

1.1.2  Look‑Up Manual

Experts, practitioners, researchers and analysts in the domain seek clarity in understand-
ing the effect of security and privacy on adopting the Internet of Things. Moreover, it 
will serve as a useful guideline or referential manual for prospective researchers joining 
the field to quickly understand some critical concept and grasp the keywords in IoT. The 
knowledge will save time and increase efficiency by guiding the potential researchers or 
enterprise to align their business with fail-proof architectures to improve the performance 
of their business.
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1.1.3  Future Perspectives and Directions

Elaborate discussions on current trends, constraints in the security of IoT, potential solu-
tions and prospective future research explorations and directions are given. Exploring such 
factors highlights the contributions and limitations of the reviewed papers with the inten-
tion of delineating novel concepts in IoT security and the underpinnings of future research. 
In summary, this paper presents the state of the art of different levels of IoT’s security by 
analyzing various existing research proposals and pointing out some problems and open 
research issues.

2  Review Methodology

This review work overviews and report the current state of the security of IoT research. It 
investigates and examines contemporary literature on current trends, security design, revo-
lution, security analysis, security requirements, assessments and much more.

A comprehensive study of related works in literature were reviewed to achieve the objec-
tives stated above. The reviewed literatures were extracted from the abundant resources in 
well-established and reputable databases containing journal articles, reviews, conference 
papers and proceedings, books, edited volumes, thesis, symposiums, preprints, gray litera-
ture and magazines amongst others.

The relevant works in the literature were identified by querying related search terms 
such as, “Internet of Things”, “IoT”, “Security and privacy challenges in the Internet of 
Things”, “Solutions to IoT security and privacy challenge”. The returned results were 
downloaded, read and relevant papers were collated for the final analysis. The scholarly 
databases queried for the literature are as follows:

• IEEE Xplore
• ACM Digital Library
• ScienceDirect
• Scopus
• ResearchGate
• Springer
• EBSCO Host
• Taylor and Francis
• Google Scholar

Overall, 104 papers were used for the review.

3  Overview of IoTs and Its Security

IoT refers to billions of physical devices that are connected to the Internet to collect 
and share data. The IoT digital revolution materialized in this current era of the world’s 
phase four industrial development. A computer and innovative digital expert, named 
Kevin Ashton, was popularly said to be the first person that used the term IoT. The digital 
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revolution of the IoTs can be traced back to the first, second, and third phases of industrial 
development and now that the world is in her fourth phase called Industry 4.0. The Indus-
try 4.0 framework on digital technologies can be represented in Fig. 1.

Figure 1 represents the Industry 4.0 framework features on digital technologies. One can 
easily understand that it involves the connection of heterogeneous systems for information 
gathering and sharing, especially in the business entity.

3.1  Security Design in IoT Device

Although the IoT is reshaping lives, it concurrently raises issues due to their low security 
level, which is vulnerable to attackers for malicious intent [25]. In addressing the burning 
issue of IOT security, one of IoT start-up companies of industry 4.0, Winix Technologies 
has developed and implemented an IoT platform that can be used for diverse purposes. An 
example of the platform’s use case is Wireless Tracking System (WTS) called Wi-MAP. 
The Wi MAP is an Indoor Location Intelligence Platform (ILIP) that combines the best of 
Bluetooth, Wi-Fi, and low energy sensors to function.

Besides, it can be used to gather movement of people in a geographical location, then 
provide them with turn-by-turn indoor guidance on either a map or floor plan, and trig-
ger actions when a device is close to or leaves a targeted point. Moreover, Wi-MAP has 
features that users can use to track people’s movements, assets, and more in real-time 

Fig. 1  Industry 4.0 framework- digital technologies
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scenarios. The remarkable part of it is that all these features were developed while taking 
cognisant of people’s privacy.

Furthermore, Wi-MAP is built as a part of the retail infrastructure to accurately define 
the point of service (POS) by knowing a customer’s movement in real-time. In the schools, 
Wi-MAP is used to establish better security, such as assisting teachers in knowing their 
pupil location. It also helps parents know their children’s location and ward or in real-time, 
from inside the school bus to their classrooms. Wi-MAP could target public spaces such as 
shopping malls, shops, exhibition halls, museums, hospitals, etc.

3.2  IoTs Revolution

The revolution of IoT can be viewed as a gradual growth in technology that is related to 
time. Standalone machines were the beginning of the computing world; the next was the 
era of networking to enable resources and information sharing. Consequently, the intercon-
nection of computing objects leads to the emergence of the most innovative and useful 
network called the Internet. The Internet consists of various intranets, personal computing 
devices, and organizations’ computing devices. Progressively, the Internet now has wire-
less connectivity. The advent of wireless connectivity and miniaturization of computing 
devices bring the world to mobile computing. With all these advancements in technologies 
and the availability of many devices together with electronic equipment such as sensors 
and actuators, the new phase of technology is a situation where every device is assumed to 
intelligently sense with some computing abilities, that become the era of IoT.

The IoT has three major components:

1. The “things” (i.e. technologies, devices, objects, animals, or humans).
2. The networks of communication that connect the device.
3. The computer networks through data streaming from the Internet to device.

The IoT is the network of physical objects and other items that are embedded with elec-
tronics, sensors, software, and network connection, which permit these objects to collect 
and change data. The main strength of the IoT evolution is the high effect it has on distinct 
areas of daily-life and users’ behaviour. For example, home security systems could let one 
remotely monitor the thermostats or locks on doors in the house. IoT as a network of many 
networks is represented in Fig. 2.

It is clear from Fig. 2 that the IoT is not a single technology, and rather it is an idea in 
which many objects are either connected or interconnected and activated. For example, 
objects with embedded sensors, streetlights that are networked together, image or object 
recognition abilities, near field communication with protocol, augmented reality, services, 
and new resources management, etc. The main idea of the IoT is to help obtain better infor-
mation about the close or remote environment so that one can understand, control, and 
respond to the collected information to support human existence.

These integrations of objects have brought many business opportunities. Nevertheless, 
its complexity of management in the field of telecommunication and information technol-
ogy, especially security and privacy issues require to be addressed for effective advance-
ment and success in technology.

Though IoT is an evolving paradigm with significant momentum, however, the evolv-
ing technology continues to be plagued with security and privacy problems. Security and 
privacy concerns require urgent and timely solutions as the world continues to increase in 
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tandem with IoT connected device. Based on the enumerated figures and facts, the ratio 
between the number of connected devices and the population figure could be estimated. 
This estimation and generated ratios are presented in Table 1.

Concerning Table  1, in 2003, the world population was computed to be 6.3 billion, 
while connected IoT devices were about half a billion (0.5 billion). Also, in the year 2010, 
the connected devices were 12.5 billion and the world population was 6.8 billion. More 
also, in 2015, the population became 7.2 billion. Meanwhile, the number of connected 
devices grew to a whopping 25 billion. With the current trend of the IoT, by the end of the 
year 2020, the population figure will attain 7.6 billion, and the connected devices will grow 
to about 50 billion [1, 26–29].

3.3  Possibilities, Opportunities and Security Analysis of IoTs

IoT, as a system of interrelated intelligent devices, digital and mechanical machines, 
objects, people, or animals is assigned unique identifiers (UIDs). The interconnection 
possesses the capability to send data over a network without requiring human-to-human 
or human-to-computer interaction. The high-level connectivity of intelligent compu-
tational devices and their severe constraints in the IoT brings about different security 
challenges that do not streamline with the classical design of wireless networks. For 

Fig. 2  IoT as a network of many networks to benefit humanity

Table 1  Ratio of the World 
population with IoT connected 
devices from year 2003 to 2020

Years World Population (in 
billion)

IoT Connected devices 
(in billion)

Ratio

2003 6.3 0.5 0.08
2010 6.8 12.5 1.84
2015 7.2 25 3.47
2020 7.6 50 6.58
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instance, in terms of technology and deployment, how IoT security and privacy issues 
work differs from how it works with conventional and wireless networks. The layout 
of IoT networks is based on low-power and lossy networks which are constrained by 
energy, processing power and memory. Consequently, lightweight encryption schemes 
are leveraged for ensuring the security of the IoT environment. Even though they have 
been discussed extensively in the literature, such aspects of IoT have remained largely 
unsolved [7, 30, 31].

Recently, an organized body, the defence advanced research projects agency (DARPA) 
has identified a “security shield” for IoT as a project with a potential effect wider than 
the Internet itself. According to Banafa [32] and Sicari et al. [12], security is one of IoT’s 
challenges. Most of the security challenges associated with IoT are complexity in establish-
ing safe, private, and secure communications. The IoT complexity is caused by different 
components that converge at the network node, which hampers smooth safety and secure 
communication.

Additionally, there are some data confidentiality and secrecy issues related to IoT. For 
example, the system operation involves the interconnection of networks, a problematic sit-
uation whereby most users cannot control individual networks—enabling data leaks and 
other confidentiality and secrecy vulnerabilities. Moreover, IoT comprises of many devices 
and heterogeneous network systems [33–35]. This heterogeneity of interconnected objects 
makes it challenging to access, identify, and monitor sensitive components to ensure com-
pliance even with security laws and policies [6, 36]. Furthermore, it is challenging to pro-
vide a complete level of secure communication of information, privacy, and trust among 
various vertical and horizontal computer infrastructures of IoT [37–39].

Indeed, IoT affects people, data, processes, and things. It affects people because more 
objects are connected in terms of the machine to man, which can be controlled, monitored, 
and subsequently aid the individual’s capabilities. Also, the IoT affects processes, as users 
and more machines would be able to communicate with each other in real-time. The com-
munication enables complex tasks to be accomplished quickly as the time of engagement 
and finishing in doing a job are significant. The IoT has also impacted data, the capability 
to collate data at a higher frequency and its reliability can enable rational decision-making 
on the issue at hand.

Furthermore, the IoT affects “things”: the ability to control things like devices (sensors, 
processors, and actuators) that could communicate with each other to deliver a meaningful 
purpose and more precisely. Hence, the value of objects like mobile devices will be more 
helpful. IoT is one of the new markets that can offer numerous opportunities for businesses 
in diverse fields.

Importantly, changes occur by a small difference, and the IoT could be the source of 
billions of changes in many areas in just a few years. Consider the IoT as one source for 
generating data that affects information technology (IT) infrastructure. The utilization of 
improved approaches in data analysis is part of exceptional and critical opportunities in 
data generation [40]. Gathering, preparation, and analysis of massive amount of data is 
not an easy task. Firstly, the volume of data could be doubled or tripled in a few months. 
Secondly, the nature of this type of data has its peculiar complexities. This type of data 
template variability is vast and always involves numerous pseudo structured or unstruc-
tured formations. Most significantly, to achieve a comprehensive view of the sensor’s data, 
it should not be impossible to evaluate and manage structured and unstructured data. An 
analysis based on a particular data template can significantly limit the innovative potential 
idea. Considering its composition, data analysis provides an inclusive analytical perspec-
tive to managers who make strategic decisions on the business.
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IoT devices, such as sensor data, smartphones, intelligent software, and social media, 
are useful to decision-makers. It avails them the opportunity of getting valuable data about 
users, fraud detection, and anticipate future trends. Likewise, consumer connected devices 
like smart speakers, smart TVs, toys, smart appliances, and wearable devices provide 
valuable data about users, fraud detection. With the generation of transparent and usable 
data, big data can create values for organizations to make the changes understandable and 
widening their performance. The use of generated data from the IoT and the analytical 
tools brings many opportunities for organizations. These tools utilize predictive modelling 
techniques, clustering, classification to provide solutions to data mining. IoT improves the 
decision-making knowledge of decision-makers.

The emergence of IoT and related technologies, like cloud computing, provides the 
capability to eliminate data sources in various domains. Usually, any data is useful in the 
domain itself, and data on shared domains can provide various strategies. Artificial intel-
ligence (AI) such as, machine learning algorithms or deep learning algorithms, are key 
technologies that are applied to offer value-added applications along with IoT and big data 
besides their utilization in a stand-alone mode [41]. However, the use of these intelligent 
computational systems was impossible before the advent of cloud computing and IoT, sim-
ply due to the extensive data and the need for computational power.

Emerging platforms such as business intelligence platforms, data analysis platforms, 
and analytical applications help industries and organizations transform processes. Thus, 
improving productivity which can detect a fault. It is expected that the speed of techno-
logical advancement in the next ten years will be equivalent to the last thirty years. Hence, 
the need to update the IoT technology regarding software, hardware and particularly their 
security.

Currently, physically unclonable functions (PUFs) are used as one of the promis-
ing advanced technologies to secure IoT, simply because of its capability to identify and 
authenticate IoT objects. It is made possible based on the security protocol of PUFs which 
utilizes unique keys and timestamps to substantiate nodes and information switch in a 
given network. However, the approach has a shortfall as it requires a plethora of comput-
ing energy to authenticate all the objects and messages over the IoT network [6]. Likewise, 
the approach of using an authentication server could cause a bottleneck that can reduce 
performance.

Data sensors, data processing, data connection, software information, smart applica-
tions, and several intelligent services connecting to the Internet in collecting and sharing 
data have tremendously widened the IoT domain. However, these connected devices have 
resulted in several IoT challenges, which include connectivity, scalability, big data, hetero-
geneity, security, privacy, and so on. These several challenges are based on different IoT 
security assessments from multiple sources.

3.4  IoT Security Assessments from Multiple Sources

3.4.1  Data at Rest

Data stored in databases, software applications, or in the cloud can be referred to as being 
“at rest.” Most private and public organizations depend on traditional perimeter-based 
defences, using anti-virus or firewall programs, in protecting data at rest. But cybercrimi-
nals discover these stores of data attractive and vulnerable. Thus, the cloud security alli-
ance (CSA) and broadband internet technical advisory group (BITAG) help recommend 
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the deployment of both software and hardware encryption techniques to maintain the integ-
rity and security of data at rest.

3.4.2  Data in Use

The data “in use” should be accessible to devices and users through an application or gate-
way; this situation makes the data difficult to secure. Therefore, with data in-use, security 
relies on the power of verification or authentication and authorization procedures and the 
number of devices and users accessing the data.

3.4.3  Data in Flight

This involves data transition from one place to another, such as from a device to the Cloud. 
Well-established Internet communication protocols armed with modern cryptography 
algorithms make it virtually impossible for cybercriminals like hackers to decipher data in 
transit. Although numerous IoT devices support multiple security protocols, few provide 
security as part of the initial configuration. IoT devices that are connecting to either remote 
gateways or mobile software applications utilize the hypertext transfer protocol secure 
(HTTPS), and secure file transfer protocol (SFTP). It also utilizes transport layer security 
(TLS), domain name system (DNS), security extensions, and other secure encryption pro-
tocols. The main problem is that IoT and connected objects are entirely new; therefore, 
security was not often the priority in many products design.

Different factors influence the security assessment of IoT and how it is addressed. Most 
of these factors accurately identify previous, current, and future security risks, calculating 
financial cost and non-financial cost. That is, estimating the cost of eliminating security 
risks. Likewise, there is a need to focus security assessment on IoT’s multifaceted security 
requirements such as confidentiality, integrity, authentication, authorization, access, and 
integrity. Such security requirements in the domain of the IoTs is discussed in the next 
section.

4  IoT Security Requirements

Security issues often accompany new technologies, just as in the IoT domain. It does not 
hinder their immediate adoption, but it affects their full adoption in every field and their 
effective usage. People are interested in new technologies because they want to understand 
the novel idea behind such technology. Hence the craving for utilization without knowing 
that there is little or no security defence in such technology. Nevertheless, insufficient secu-
rity defences and legal protections in new technology can have low adoption in the nearest 
future.

Currently, the security condition of IoT is poor, ranging from architectural design to 
application level. Therefore, it is urgently required to ensure sufficient security and legal 
protection for the IoT. Like traditional information technologies, IoT security requirements 
involve availability, integrity, confidentiality, authentication, authorization, and access con-
trol. These requirements should not be limited to data, but need to include the “Things”, 
sensing objects, network communications, and applications of IoT. Some of the require-
ments are briefly discussed as follows:
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Accessibility accessibility or access is about allowing only the legal users to retrieve or 
get data or information from a digital device. The legal users are not deprived of using such 
data or information.

Confidentiality confidentiality is about ensuring that data is stored privately with only 
the legal users of the data. Confidentiality involves providing the security mechanism in 
the form of encryption protocol that would seal the IoT system and make it impossible for 
a hacker to launch attacks. In so doing, confidence is given to the users to utilize the IoT 
without fear of insecurity or thought about an intruder’s threat. Cryptographic techniques 
have gained the popularity of ensuring confidentiality in the usage and functionality of IoT 
for security purposes.

Authentication has to do with the verification of data to ensure that the request is not 
coming from an unauthorized source and that it is delivered to the real user or sender.

Authorization after verification of data, then access or service can be granted to the user 
that is presumed to be legal. The security requirements of IoT are presented in Table 2.

5  Security Challenges of IoT

IoT security refers to the safeguarding measures taken to ascertain the smooth functionality 
of IoT devices, minimizing their operational or handling damages and also limiting suscep-
tibility to remote attacks by criminals. Security and privacy are now an issue with the type 
of ubiquitous computing that is coming in the future. Data security would continue to be an 
issue in IoT devices and on the cloud platform. Similarly, there are concerns in the aspect 
of privacy. Over the years, the number of devices connected to the Internet has rapidly 
increased.

The increasing threat to IoT underlines the significance of researching for practical solu-
tions. The practical solution that can address the trending insecurity issue and eliminate 
or drastically mitigate the rate at which IoT systems may be attacked by hackers operating 
from the cyberspace. In the year 2016, one can recall that the distributed denial of service 
(DDoS) attacks affected IoT services and devices across the World. It was an eye-opener 
and a proof that the security threat against IoT is not abstract but is real. Notwithstanding, 
a solution can be feasible when personal security measures could use safeguard devices 
against known and unknown cyber-attackers.

Today, intelligent transportation, smart cities, smart home, smart grids, smart health-
care, and others have significantly expanded the IoT network. IoT networks are not just 
a kind of sensor network, but they are multi-complex and implement or use the WSNs 
scheme as a sub-part of their entire ecosystem. Since many devices are connected to the 
Internet, therefore, there are different challenges in IoT, especially in the aspect of its vul-
nerability. These challenges include the rise of botnets, lack of encryption, weak password, 
connectivity, financial breaches, unreliable detection model, scalability, big data, heteroge-
neity, security, privacy, etc.

5.1  New Security Vulnerabilities

In as much as more businesses embrace the IoTs, then new security vulnerabilities will 
continue to emerge. The increased risk of security breaches may be attributed to device/
object limitations. Some of the challenges in the security of IoTs are discussed as follows;
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1. The Rise of Botnets

Recently, there has been an increase in botnets attacks. Botnets are a network of com-
puters infected with malicious software and controlled as a group without owners’ knowl-
edge among IoT devices. A botnet exists when malicious hackers remotely control internet-
connected devices then use the information acquired for illegal purposes. An enterprise 
like a hospital can have their computer network devices co-opted as part of a botnet with-
out the management knowing it. The problem is that most organizations, like the hospital, 
lack real-time security solutions to track botnet.

2. The large volume of IoT Devices

In the past few years, cybersecurity experts were focused mainly on protecting com-
puters and mobile devices. Nevertheless, today, IoT devices have proliferated private and 
public organizations. There are currently about 7 billion devices around, and that number 
could increase to 20 billion by the year 2020. More IoT devices mean growing security vul-
nerabilities causing an increasing challenge for security experts.

3. Lack of Encryption

Though encryption technique is a great measure to halt hackers from gaining access to 
data, however, it is one of the key IoT security challenges. These IoT devices could lack 
storage and processing abilities that may be inclusive on a traditional computer. The result 
is an increasing attack where hackers could easily manipulate the designed algorithms for 
safety and protection.

4. Outdated Legacy Security

Another concern is the interconnected legacy systems. In an enterprise with an increas-
ing number of IoT devices, legacy technologies seem to be out of place. A breach in a 
specific IoT device may result in a violation of an interconnected legacy system that has no 
modern security standards.

5. Weak Default Passwords

Most IoT devices have weak default passwords. Though the practice is that passwords 
should be changed, yet some information technology (IT) managers fail to take this sim-
ple instruction. A weak or easy-to-guess password can make a particular IoT device to be 
vulnerable to a brute force attack. This is a critical issue common in some country which 
requires urgent attention. For instance, in the USA, California authorities banned default 
passwords in the year 2018.

6. Unreliable Threat Detection Models

Many enterprises have numerous techniques for detecting data breaches involving spot-
ting indicators, monitoring user’s activity, and security protocols. An increasing number of 
IoT devices and device complexities, conventional threat handling approaches may not be 
reliable, but be of a challenge.
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7. Small Scale Attacks in IoT

Although cyber-security practitioners are focusing on preventing large scale attacks, 
however, the small-scale kind of attack is amongst the security challenges of IoT. Small 
scale attacks are more complex to detect and can easily happen without the awareness of an 
organization. Hackers could breach major technologies of an organization such as cameras, 
scanners, and printers.

8. Phishing Attacks

Phishing is already a cyber-security concern across all organization technologies, and 
IoT devices could represent the latest attack vector. Most hackers may send a signal to a 
particular IoT device that could trigger various complications. Although it is one of the 
common forms of cyber-security attacks, it can be prevented. Nevertheless, most organiza-
tions fail to enlighten their staff on the latest phishing threats and how to ward off or handle 
different episodes in a case scenario.

9. Inability to Predict Threats

Although security professionals must be more proactive in preventing IoT security 
breaches early before it occurs. However, some organizations lack the flexible management 
system which can monitor activity and enable insights into any potential threats. Without 
this type of proactive solution, an organization will not have the ability to identify potential 
breaches early enough.

 10. Lack of Frequent Software Updates

Software regular updates are one method that IT professionals manage security on 
mobile devices and computers to ensure their safety. Some IoT devices lack software 
updates that other technologies may receive; some organizations also struggle to provide 
important security updates to IoT devices.

 11. IoT Financial Breaches

With some organization like a bank using IoT devices for electronic or e-payments, 
there is usually a risk for hackers breaching sensitive information and has access to steal 
money. Recently, many organizations are integrating machine learning or blockchain to 
curb financial fraud before it occurs. Yet, not every organization or enterprise has deployed 
this solution. The summary of IoT security attack classification is presented in Fig. 3.

Figure 3 depicts various attacks in the IoT, particularly on the hardware and software 
domain. Several attacks are classified in different forms such as physical attacks, software 
attacks, network attacks, and encryption attacks. The solution to the challenges must offer a 
flexible and interoperable communication system with the devices.

 12. User’s Privacy

Importantly, enterprises must protect user data, that is, the user’s data for both the 
organization’s internal and external users. It is a concern because many staff are utilizing 
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IoT devices provided by their organizations. When a breach occurs and data is compro-
mised, an enterprise reputation would be affected. In light of such challenges, privacy is 
one of the key IoT security challenges that must be addressed.

 13. Heterogeneity of connected devices and Environment

More importantly, the connected system’s heterogeneous environment makes manage-
ment of IoT complex, especially concerning security management [42, 43], and service 
functions [44]. Therefore, effective and efficient management becomes a problem due to 
IoT heterogeneity of connected devices and environment. While the IoT system brings the 
potentiality of improving people’s quality of life due to its diverse applications, it comes 
with many challenges that require immediate addressing for broader adoption.

6  Proposed Solutions to the Security Challenges in the IoT

Many researchers have suggested solutions to the current IoT security challenges for 
improvement, especially in the areas related to software and hardware security challenges 
[45]. Suggested solutions include a software approach to IoT security [46], the use of trust 
management [47], multiple authentication models for IoT [48], and regulation solution 
[49]. Likewise, rule and signature-based intruder detection serve as one of the techniques 
for addressing security challenges in the commercial deployments of IoT [50]. The pro-
posed solutions can be classified into eleven, as highlighted in Table 3.

Fig. 3  Classification of IoT attacks
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6.1  The Proposed Solutions

The classification of the proposed solutions described in Table 3 are discussed as follows;

(a) Trust management

Trust management is crucial in IoT security. The study by [39, 51] illustrated the vital 
role that trust management plays in the IoT system. Having trust management can be of 
help to people in overcoming the risks and uncertainty involving the IoT. Trust can be 
viewed as a concept that comprises of both security and privacy. A study by [53] discusses 
trust management as a necessity for IoT. Also, [53] agreed that trust is about how users 
feel when communicating in the IoT. That is to say, the users have the right to control their 
services at any time, anywhere, and have devices to understand their interactions with the 
IoT systems. More also, they mention that good management can promote trust in the IoT.

Likewise, a separate investigation by [47, 52] identified some trust correlations. There 
are needs for trust between each of the devices of the IoT. Communication and the process 
of changing between the devices must be secure and private. There are needs of trust for 
security and privacy; invariably in each layer, each IoT device must be protected, whatever 
may be the circumstance. Hence, there must be trust between the user and the IoT device.

Furthermore, [52] enumerated other areas of trust management in the IoT functionality. 
The research team stated that the core objectives of trust in the IoT are the capability of 
generating new models for shared trust. Establishing trust will enable the execution of trust 
paradigm for cloud computing and the design of applications based on node trust. They 
state that trust assessment should be automated and autonomous. Generally, it is necessary 
to have a security mechanism that limits data mismanagement and provide extensive infor-
mation sharing to strengthen the IoT.

(b) Authentication

Designing of multiple authentication models for IoT can help in securing and provid-
ing privacy services. The work by [57, 58] shows authentication models for IoT security 
and privacy. The models may authenticate by security token, authenticate by a gateway, 
authenticate by trust chain or authenticate by global trust tree. That is, each model has its 
own merits and demerits. Similarly, [56] made a proposition of lightweight two-level ses-
sion key management for end-user authentication in IoT. The paper contributes to a two-
level session key (TKS) based authentication mechanism for IoT security. In addressing 
the challenge of user authentication in ubiquitous networks, [55] applied a password-based 
authentication to roam in ubiquitous networks to improve security. A subsequent study by 
[48], attempted to fix the security flaws in the work of [55] by introducing the biometric-
based authentication scheme using bio-hash to implement a three-factor authentication. 
The result proved that the proposed scheme was appropriate for resource-constrained ubiq-
uitous networking environments.

(c) Privacy Solutions

There are several solutions to privacy issues as identified in the literature. For exam-
ple, the work by [53] provides unique solutions for privacy concerns in the IoT. Every 
user should pose the tools to manage their data. Thus, at the process of a design, privacy 
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issue is borne in mind; this is referred to as the principle of privacy by design. Also, 
there is a principle of transparency. In the context of IoT, transparency means that users 
need to know which body or structure is managing their data and how and when it is 
in use. Hence transparency policies must be put in place to fortify privacy. Data man-
agement is another proffered solution. That is, knowing who is responsible for manag-
ing the data kept in secret. There is a need for different policies on data management 
and likewise, policy-enforcement systems for privacy solutions. The study by [59] pro-
posed a suitable solution to address privacy concerns of IoT data in cloud environments. 
The proposed solution, which was referred to as User-driven Privacy Enforcement for 
Cloud-based Services in the IoT (UPECSI), allows users to control their sensitive public 
information before uploading to the cloud space.

(d) Policy Enforcement

Nowadays, the policy enforcement role is viewed as an essential method to tackle any 
security problem in every society. According to the European Union (EU) legislation, 
data protection is critical to people’s privacy; that is, privacy rights should be protected 
during every party’s interaction in the digital world of IoT. The work by [61] focuses 
on a software approach to IoT security. It proffers solution in the security architecture 
comprising micro security functions known as µmboxes. The architectural solution has 
a centralized IoTSec controller that can monitor the environment and creates a general 
understanding of cross-technology policy enforcement. Network managers can represent 
and configure novel µmboxes and their transmission mechanisms from the created gen-
eral understanding.

On the IoT design standardization, the paper by [46] proposed the design of a stand-
ardized network security policy for the IoT devices. It demonstrates that the network 
behaviour of massive consumers of IoT devices seems to be predictable, simple to pro-
file, and constrain. Thus, there is a need to address the lack of generic policy frame-
works for instrumentation and assurance of various execution policies for IoT services. 
The study by [60], proposed P4SINC as an implementation of a policy framework that 
addressed various functionalities of services deployed in software-defined machines for 
the IoT infrastructures.

(e) Fault Tolerance

Different requirements for IoT systems on fault-tolerant have been proposed. Due to the 
growing number of attacks on the Internet and its devices, [16] focuses on securing the IoT 
by cultivating a novel solution for safe and ethical use. In their approach, they listed diverse 
requirements for IoT devices to achieve fault-tolerance. According to them, it entails three 
requirements. Firstly, all devices should be secure by default. Secondly, all IoT devices 
should be activated to know the status of the network and services. Thirdly, every device 
or object must be able to defend itself against any network failures and attacks. Once an 
attack interrupts the service, the devices should respond fast and recover from or withstand 
any damage. An investigation by [62] presented learning automata (LA) and mixed cross-
layered-based fault-tolerant routing protocol for IoT. The LA successfully delivers packets 
of data, even amid faults between a pair of source and nodes.
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(f) Secure Communication

Several protocols for IoT systems have been proposed to address secure communica-
tion. For instance, the study by [63] discusses how the IoT protocol stack can relate to 
the classical Internet host to generate extended Internet, which will enable the utiliza-
tion of various existing security solutions. Furthermore, the investigation by [64] estab-
lished secure communication protocols by providing solutions based on asymmetric and 
symmetric pre-distributed keys for securing communication in IoT.

(g) Secure Routing

More also, many protocols exist on enhancing secure routing for IoT systems. The 
work by [66] presents secure routing protocols for preventing routing attacks. These 
routing protocols include a secure multi-hop routing protocol (SMRP), and a trust-aware 
secure routing framework (TSFR). In addition to two-way acknowledgement-based trust 
(2-ACKT), a collaborative lightweight trust-based routing protocol (CLT), and a group-
based trust management scheme (GTMS) to address secure routing challenges in IoT. 
The research by [65] proposed secure routing for MANET connected IoT systems with 
a concentration on the standardized routing protocol for lossy networks and low power. 
Analysis of the result shows that some key research challenges identified in MANET-
IoT connectivity were resolved using the proposed approach.

(h) Distributed Denial of Service (DDoS) Protection

In the literature, there are many solutions proposed to handle DDoS attacks in IoT 
networks. DDoS disrupts service by creating network congestion and then disabling 
normal functions of network devices. This disruption of services is even more unsafe for 
IoT devices and users. In 2015, [57] proposed a learning automaton (LA) to solve DDoS 
attacks in IoT systems. The LA is capable of intelligently computing the packet sam-
pling rate from the environment. The DDoS prevention part in each device can monitor 
the requests the device receives, and once a pre-set maximum level is exceeded, it will 
issue out a DDoS alert to neighbouring nodes. As soon as the alert is issued, the devices 
will sample the IP addresses and attempt to detect the attacker. When the attacker is 
identified, other nodes can be notified of the attacker and would automatically drop any 
packets arriving from the attacker’s IP.

Based on this technique, Zhang et al. [58] led the research team to propose their para-
digm for detecting and preventing DDoS attacks in an IoT system. Aside from the Zhang 
et  al., approach in tackling DDoS attacks, other approaches back-up the sink node, 
that is, a node that accepts the data collected by sensors. Then the new node will be a 
redundant channel to hold a portion of the sink node’s responsibilities. However, this 
approach can be cost-effective. Likewise, at application-level, DDoS attacks through 
compromised devices of IoT is emerging as a critical issue. The application-level and 
legitimate nature of traffic make most current solutions ineffective and inefficient. Simi-
larly, the distribution of traffic makes mitigation costly.

In addressing this problem, the work by [67] suggested a new approach that leverages 
edge computing to apply edge functions that collect information on in-coming traffic 
and communicate such information by a fast-path with a close-by detection service to 
handle such attacks. The investigation by [57] focuses on a preventive measure to avoid 
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DDoS attacks over IoT network. The idea uses a lightweight defensive algorithm for 
DDoS attack over the IoT network environment to test against several scenarios and dis-
sect the interactive communication among types of network nodes.

(i) Spam Prevention

In providing a solution to IoT insecurity, spam prevention is another option. The use of 
digital signatures to sign the content in 2D barcodes can be effective. For example, recent 
work by [68] concentrated on spamming the IoTs; the result of the study recommends that 
to prevent IoT’s spam is to utilize digital signatures to sign the content in 2D barcodes. 
Technologically, the barcode would have the original content, the barcode creator’s public 
key, and digitally signed content. The certificates authenticating the creator’s identity can 
be placed in the uniform resource locator (URL) where the barcode points. An application 
would then verify the quick response (QR) code’s integrity and also verify the certificate 
chain.

(j) IoT Architectures

IoT devices are rapidly increasing, and the connectivity option varies along with the 
evolution of information and communication technology. Companies are implementing 
various IoT architectures. However, the architectural technology of IoT is still evolving. 
Indeed, architecture plays a critical role in the IoT security challenge. Most recent work 
by [69] in 2019, presents an architecture for behavioural-based device identification. The 
result demonstrates a security model that uses semantic logic for critical infrastructure, and 
it played a major role in evaluating the infrastructure’s security.

The survey work by [70], presents the four most dominant IoT architectures and ana-
lyzed their security and privacy components regarding the requirements. The analysis dem-
onstrates a common area of security and privacy requirements for IoT in addressing the 
challenge of IoT architectures, especially from the angle of security, privacy, and trust. The 
result showed the IoT architecture bridging the gap between the virtual entities and actual 
devices that bring about services.

Moreover, the paper by [71], describes an overall architecture for IoT and analyzes 
some known and unknown threats for the trust (SPT) security, and privacy at different 
levels of architecture. Notably, the outcome presents a tentative layered view of security 
architecture.

(k) Regulation Solutions to the IoT insecurity

The regulation solution is the first step of consideration for addressing the security chal-
lenge of new technology such as the IoT. Law and policies should guide devices usage and 
punishment for cybercrime. In the year 2013, RAND was asked by the European Com-
mission to establish rules for the IoT. The RAND reported that the best regulation for IoT 
is “soft law”, that must have standards, supervision, and moral support while ensuring 
freedom for the industry. Legislation must embrace the right to information, provisions to 
restrict or prohibit the utilization of mechanisms of the IoT.

There should be law and policy measures to ensure the architecture’s resilience of 
attacks, data authentication, authorization, access control and user’s privacy. The robust 
legal framework should consider the underlying IoT technology and should be established 
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by a national and international legislator. Likewise, there can be an establishment of a spe-
cial task force comprising of computer professionals, judicial and law experts researching 
the security, privacy, and legal challenges of the IoT. Current security solutions are not yet 
satisfied with the growing number of IoT devices as there are a plethora of security and 
privacy challenges facing the IoT industry.

The work by [49] focuses on IoT standardization in terms of challenges, perspectives, 
and solutions. It introduces a security framework for the organization to bridge the lack of 
guidelines in the IoT industry. In [3], the researchers recommended efficient mechanisms 
for collecting, processing, and delivering data generated from medical equipment, sensors, 
wearable devices, and humans to advance healthcare services. They implemented a frame-
work that is a flexible policy based on the IoT paradigm to face security and quality threats 
of massive dynamic scale and heterogeneity in smart healthcare environments.

7  Research Gaps in IoT Security

There are some identified research gaps in IoT security, most chosen articles emphasize 
those topics under its focus; however, some pointed out more general research gaps. [72] 
reported that they observed two issues that need further research in the study by [4]. They 
mentioned swarm attestation in the next generation of IoT devices and secure management 
for IoT devices.

1. Swarm attestation

Attestation of the device is a great and promising solution to the peremptory operational 
requests of embedded devices, particularly those extensively utilized in IoTs and cyber-
physical systems [73]. The swarm attestation approach was proposed to efficiently detect 
illegitimate changes in a vast network such as cooperative remote attestation scheme by 
[74]. Also, Carpent et al. [75–77], proposed lightweight swarm attestation and also remote 
attestation via self-measurement in 2018. Notwithstanding, most of the methods do not 
enable scalable identification of detected systems, which is vital in keeping a swarm net-
work trustworthy in practice.

In solving this scalable identification problem, the paper by [54] introduced a light-
weight attestation approach with efficient, scalable identification of some targeted devices. 
The proposed method was referred to as “Collective Attestation for Manageable IoT Envi-
ronments (CAMIE). The result demonstrates that CAMIE can facilitate the management 
process. However, it still has challenges, because it assumes that the network topology was 
static at the attestation process, and it might not be in the like condition for high mobility 
environments. This is a loophole in the system’s practical functionality since to support 
high mobility swarm network systems; there is a need to address frequent modifications of 
region members.

Likewise, there is a need to improve the membership management in the attestation and 
operational phases as future work. More research attention is required on swarm attestation 
in IoT without the assumption that the network topology is static at the attestation process 
or otherwise to achieve better success. Therefore, the attestation of these systems, referred 
to as swarm attestation in IoT, is still an open research problem.
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2. Secure management for IoT devices

The humongous increase in the proliferation of IoT devices in every sphere of human 
lives continues to make device management extremely complicated. Several propositions 
have been made to handle the complexity of device management in the IoT. A paper by 
Perumal et al. [78] applied a lightweight IoT device management framework to home ser-
vices. Although the framework can be deployed at home gateways and consumer smart 
devices. Notwithstanding, there is a need for practical implementation and performance 
assessment for secure IoT management. The research by [79, 80] recommended the need 
for a secure privacy-preserving solution for the IoT. They noted that the current solutions 
are computationally extensive for the resource-constrained gadgets that largely constitutes 
the IoT. They agreed that IoT applications require a solution that is not based on expensive 
bilinear pairing but enable short signatures and is easy to deploy in memory-constrained 
devices.

A study by [16] opined that there had been little advances in managing access control 
law and policies in the distributed IoT. The current access control law and policies can-
not be used in distributed environments due to consistency and scalability issues. Like-
wise, role-based access control policies using certificates require an urgent infrastructure to 
authenticate the certificates in a cross-domain environment.

The work by Singh et al. [81] highlighted multiple research aspects that are yet unex-
plored in the IoT and cloud environments. These aspects of unexplored IoT and cloud envi-
ronments include in-cloud data sharing, auditing cloud security, composite service respon-
sibility, data combination, and the impact or effect of cloud decentralization. These are a 
few amongst many other areas requiring further research to provide better security for IoT 
systems.

3. Identifying sensitive data

In managing IoT devices, there is a need to identify sensitive data by distinguishing 
between sensitive and non-sensitive data. In the context of IoT, data is perceived as been 
sensitive since data will summarise different areas of the physical environment, such as 
highly critical data about an individual, groups, organizations, and government. Also, data 
may have physical consequences, like actuating commands. The security paradigm must 
be designed to take account of the potential sensitivity of the data. Hence, it is necessary 
to conduct research that handles the IoT security paradigm to cater for potentially sensitive 
data.

4. In-cloud data security

Future research is required for in-cloud data protection, as most cloud service providers 
cannot protect data within their services to prevent data leakage. There is no cloud data 
security put in place during data transmission, during data processing, even at data storage 
in the cloud platform. Regrettably, data leakage to cybercriminals continues to be a prob-
lem given the incessant attacks that continue to ravage our infrastructures [82, 83]. There 
are no complete mechanisms for protecting unauthorized parties (such as cloud insiders 
and cloud users) from data leakages. Hence, more investigations are required to address 
security challenges in IoT to mitigate in-cloud data insecurity.
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5. In-cloud data sharing

Currently, cloud computing offers services such as data sharing without means of 
securing the data. The current cloud service providers may also have no means of pro-
tecting the data from multiple processing streams. To offer such a service, the IoT sys-
tem needs to be designed to control multiple applications. Therefore, there is a need to 
protect data when in transit, storage, and during sharing. The paper by [84] proposed 
applications that allow the reuse of highly distributed IoT resources, and the result 
granted secure access to the data shared by devices. Nevertheless, more works are 
required to address insecurity in-cloud data sharing.

6. Data combination

In the Internet of things, the word “things” like the connected devices often act as 
data producers and consumers, thereby generating or processing data of different levels 
of sensitivity. Some streams might be inherently sensitive, such as an individual’s heart-
rate sensor, or a location sensor on someone’s device. Nevertheless, even if individual 
data streams are harmful, data combination applications could cause critical privacy and 
security issues.

7. Auditing cloud security

The recent stream in cloud activities, and the evolving IoT commerce has indicated a 
need for work on the audit. Trustworthy audit services are necessary for cloud providers, 
clients or tenants, and end-users. Users and tenants can be assured that the cloud is per-
forming as it ought to be, that is, getting value for money spent and getting protection from 
data leaks, misconfigurations, and other security challenges. Also, auditing is relevant for 
confirming compliance with policy guidelines and law. As such, information is useful in 
reinforcing accountability.

More also, such information would be helpful to bodies charged with responsibility for 
enforcing information that is related to the policy framework on auditing. [85] proposed 
a framework where a cloud provider could generate an audit log for cloud tenant to show 
compliance with policy regulation. It is important that audit mechanisms are developed, 
not only to address the scale of the IoT objective. But for ensuring that all relevant areas are 
captured and that access to audited information is appropriately regulated. Hence, research 
is required in the area where data can be used and reused for various purposes and suc-
cesses without compromising its security.

8. Composite service responsibility

Normally, there are three models of cloud service that can be compared relatively. The 
three models of cloud service are Infrastructure as a Service (IaaS), Software as a Service 
(SaaS), and Platform as a Service (PaaS). Each of these models of cloud service has its 
benefits and variances. Therefore, it is vital to know the differences amongst IaaS, SaaS, 
and PaaS, to effectively select a suitable one for oneself or an organization.

Cloud service providers often leverage several third-party services. For example, a plat-
form as a service (PaaS) is usually regarded as a cloud computing model whereby a third-
party provider offers hardware and software tools, especially those required to develop an 
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application for people on the Internet. PaaS provides computing platforms that usually 
include the operating system (OS), web server, database, programming language execu-
tion environment, etc. Examples of PaaS are Google App Engine, AWS Elastic Beanstalk, 
Heroku, Force.com, OpenShift, Apache Stratos, and Windows Azure. Unfortunately, the 
legal obligations that can enable security of service integration among these cloud service 
providers are not yet properly harmonized.

Also, some third-party services might be involved in providing analytic tools and log 
archiving. Observably, the legal obligations between providers, tenants or clients, end-
users, and the whole supply chain providers could be unclear. However, some recent stud-
ies handled these concerns. Henze et al. [59] proposed an annotation, negotiation, and audit 
system for the multi-party layered cloud that provides (SaaS, PaaS, and IaaS) to support 
tenant or clients specified requirements. Such concerns become more multi-complex in an 
IoT context, whereby services can be composed dynamically to a greater degree. Thus, 
future work is needed to address multi-complexity in cloud computing models in the con-
text of IoT both technically and in legal provision for a better security purpose.

9. Impact of cloud decentralization

The concept of cloud decentralization attracts security solution. Cloud decentralization 
could mitigate the attack surface of the cloud model, and also reduce the vulnerability of 
DDoS since fewer ‘things’ will directly connect with cloud services in a remote area. On 
the other hand, the smaller, decentralized entities may be less reliable, especially about 
security mechanisms that can be used, and more vulnerable to DDoS, due to the absence 
of resource elasticity. Moreover, decentralization could be susceptible to regular attacks, 
which can be directed against a person, cloud provider, data flows, cloud infrastructure. 
These attacks could cause more management concerns and cost implications. All these 
concerns call for future research to provide improvement for more adoption of IoT.

 10. Certification of cloud service providers

Certification could mean system configuration, and the related management processes 
such as risk management, either at a human point of view, that is, engineer’s involvement, 
or regulating physical access. Then to a more technical angle, that is adherent to security 
standards, etc. Government and health regulated sectors may only consider cloud service 
offerings that are certified as being compliant over the relevant control landscape. Cur-
rently, certification is always the only option to show compliance with regulations [86]. 
The automation of certification processes has been considered [87, 88]. Notwithstanding, 
certification is a human-centred protocol that evaluates system behaviour during the audit-
ing. Modifications to deployment could trigger the necessity for recertification, that attract 
time and cost process.

The installation of new software or gadgets requires going through a certification pro-
cess; hence, constituting inefficiencies. Generally, such constraints do not tally with the 
flexible vision of cloud computing, or IoT-Cloud. Thus, a more technical approach of dem-
onstrating compliance and defining the cloud provider’s behaviour is urgently required to 
strengthen security in the IoT.
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 11. Malicious ‘things’ protection of provider

The cloud provider often maintains different access, and other controls, in protec-
tion against targeted attacks, for instance, a criminal ‘thing’ trying to exploit the ser-
vice, may be using injection attack. Assuming the attacks are successful, cloud isola-
tion mechanisms provide containment by limiting their fallout. Hence, there is a need 
to explore superb DoS techniques taking cognizant that IoT expansion can increase the 
chance of such an attack, especially as ‘things or devices’ become substantially inte-
grated on cloud services.

 12. Malicious ‘things’ protection of others

Since the cloud would function as a coordinator and mediator between ‘things’; it 
provides potential in enhancing security over the IoT ecosystem. This security enhance-
ment is because the cloud offers a natural “choke-point” between ‘things’, where secu-
rity policy could be developed, executed, and enforced. Hence, thereby requiring input 
data to go through an authentication process, enabling the cloud to actively disconnect 
or disregard inputs from ‘things’ discovered or detected as malicious.

Also, this detection can help to ensure the integrity of data, as only valid data in the 
form of rate or format instead of those from a faulty, malicious (compromised), or inap-
propriate probably from non-malicious ‘thing’ can penetrate a possibly shared database 
or transmit to others through the cloud. A fundamental consideration is in ascertaining 
the ‘things’ that were compromised as affirming malicious things could be relevant at 
various levels, considering the situations. The methods can involve knowing the mali-
cious or untrusted areas in a network. Also, compromised things may be determined by 
patterns of behaviour, analysis of the data outputs, or reputation of a ‘thing’ or perhaps 
involve human intervention, such as reporting a device missing. Therefore, future work 
is required on creating such techniques, that can determine malicious things by new 
advancements in technologies and their applications. 

 13. Security for WSN

WSN is a sensor network representing a crucial component in IoT environments. For 
instance, WSN can cooperate with RFID systems to enhance tracking, obtain informa-
tion about movement, position, temperature, etc. Sensor networks are usually composed 
of a high number of sensing nodes, that can communicate in a wireless multi-hop fash-
ion. Special nodes, such as sinks are typically employed to collect results. WSNs could 
provide different useful data in areas such as healthcare and environmental services like 
natural disaster forecasting.

It provides data helpful in defence such as in military target tracking and surveil-
lance, useful data in seismic sensing, hazardous environment exploration, government, 
etc. Nevertheless, sensor networks face several challenges concerning their communica-
tions, i.e. short communication range, mobility, reliability, security, privacy, etc.

Likewise, sensor networks face several challenges in resources: power considerations, 
bandwidth availability, processing capabilities, storage capacity, etc. Besides, WSN has 
its design and resource constraints such as application and environment and depend 
heavily on the environment’s size under monitoring. Scientifically, many issues in the 
WSN have been deeply addressed, including concerns associated with sensor networks 
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at various layers such as reliability, energy efficiency, scalability, robustness, etc. Nev-
ertheless, more research is still needed in WSN to tackle reliability, energy efficiency, 
scalability, and robustness issues, especially those requiring security and privacy.

 14. Legal framework establishment

The development, establishment, and implementation of the adequate legal framework 
in the IoT requires a systematic approach associated with the legislative process. Thus, the 
research about RFID using scenarios is systematically conducted to prove relevant and suf-
ficiently understood facts before an adequate legal framework could be drafted. Potential 
legal problems and occurring legal challenges can be addressed systematically by coor-
dinating along with four technical angles, that is, ubiquity, vertically, technically, and 
globally. The legal framework of IoT and RFID security and privacy require qualitative 
and quantitative harmonization. Notably, the question of how much privacy civil society 
is ready to accept to increase connectivity needs addressing. Significant legal solutions 
should be considered for security and privacy, not as against, but as rules that influence 
each other.

Uploading or transferring data to the Internet is a source of many problems to infor-
mation technology (IT) organizations as hacking increases. Transferring data on the Inter-
net, especially data associated with a sensitive device, could be unsafe. Many IoT devices 
need to consider security as an important aspect, then ensuring that any leaks are prevented 
before hackers discover it. Hence, research is necessary to put a security mechanism in 
place in the manufacturing of IoT devices.

8  Future Directions

Recently, various security architectures and models were proposed as a solution to IoT 
security and privacy challenges. Most of these propositions are focused on securing a spe-
cific area of IoT and they require additional investigation. They include:

1. Architecture—that is, the cyber physical, social-based security model [89, 90]. The 
studies concentrated on Unit IoT and Ubiquitous IoT (U2IoT) architectural model, and 
the grid of security method to protect the software-defined networking (SDN) based 
architecture. SDN is a method for utilizing open protocols, like OpenFlow, to control 
the nodes or edges of the network in accessing networking switches and routers that 
usually can make use of closed and proprietary firmware.

2. Things- such as object-based security architecture (OSCAR) [91–93] was introduced. 
OSCAR is used to secure communication between constrained application protocol 
(CoAP) nodes [94–96]. Likewise, to secure physically unclonable functions (PUFs) 
based verification protocol [97, 98] for securing RFID system.

3. Security architectures and models on networks include a lightweight security mechanism 
for IPsec, DTLS, and IEEE 802.15.4 link layer requires further research attention for 
more successes [99, 100]

4. Security architectures and models on applications require further study for more suc-
cesses. Examples are media-aware security frameworks for a diverse multimedia service 
[101–103]. Notwithstanding, most of these studies are focused mainly to secure the 
“things”, systems, networks, and applications in terms of point-to-point defences. Exam-
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ple, connection and communication over the IoT systems are secured through traditional 
network security protocol like LDAP, Kerberos, IPSec, RADIUS, Diffie-Hellman SSH, 
etc.

Meanwhile, the traditional access control systems (ACS) is applied to control data 
access by authenticating the user’s credentials. With the diversification of IoT architecture, 
the traditional security paradigms which are limited to point-to-point defences for “things”, 
systems, networks, and applications is inefficient to address the emerging cyber advanced 
persistent threats (APT) and malicious insider attacks. The malicious attack can be directed 
towards identified sensitive points in the infrastructure of IoT. An example, a multi-hop 
wireless broadcast communication in the IoT network is susceptible to intruding. These 
scenarios become dangerous in an environment of Bring Your Own Technology (BYOT) 
or Bring Your Device (BYD).

Furthermore, the exponential growth of heterogeneous connected devices from many 
networks becomes worrisome based on the issues of scalability and interoperability of tra-
ditional security mechanisms. It was observed from the literature that there are no single 
security and privacy model that can address all the issues in the IoT networks and appli-
cations. Therefore, future work should explore an alternative to secure IoT architecture, 
applying a data centric security method directed to protecting the data wherever it transits 
to throughout its lifecycle (i.e. data-in-transform, data-in-transit, and data-at-rest).

9  Recommendations

Aside from the earlier possible solutions to IoT insecurity as discussed in prior sec-
tions, both parties need to consider certain things, that is, IoT users should ensure a safer 
approach while leveraging the IoT devices. The recommendations for IoT service providers 
and users are outlined as follows;

1. Social Engineering With the tremendous impact of social media platforms, many end-
users share their private details publicly on social media sites like Instagram, WhatsApp, 
Facebook, Twitter, etc. With such a massive user-base, the cyber-hawkers see social 
media as a lucrative or new place to spread malicious malware. Hence, IoT users should 
not disclose their private information to an unknown individual either across social 
media sites, on the phone or by email.

2. Software Installation Updates There is a need to ensure that the mobile app and IoT 
devices are updated. Also, end-users must desist from downloading any malicious or 
untrusted software or clicking on any adware program link to avoid inviting the dan-
gerous malware into their devices. For example, end-users may receive any health or 
bytes promotion ads by clicking on the adware link or downloading a targeted malicious 
app. IoT users could allow the cyber-attacker to gain access to their devices, and they 
will be able to monitor the user’s privacy remotely. After the attacker compromises the 
user’s mobile device, they can secretly acquire private information without the user’s 
knowledge. Therefore, before downloading any app or clicking on such adware links, 
IoT users should verify the authenticity or source of the links to prevent the installation 
of malicious malware into either their mobile app or IoT devices.
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3. Firmware/Application Updates Cybercriminals are often searching for weak links to 
attack targeted victims, which could be through IoT users or mobile apps. For example, 
obsolete mobile apps are the most vulnerable to security threats. Therefore, there is a 
need for regular updating on mobile apps to ensure the IoT device’s latest firmware to 
mitigate the zero-day attacks; such as the latest security threats unknown to security 
systems. End-users should update their device apps and firmware to prevent malicious 
security breaches [104].

4. Creation of Awareness Program IoT service providers should create awareness against 
attackers. By putting these countermeasures into practice, the possibilities of security 
and privacy threats targeted toward the IoT environment can be mitigated or averted, 
therefore enabling a safe and secure remote caregivingprograms like online training 
workshops or surveys to keep educating the IoT users regularly to be familiar with the 
latest information on cybercrimes, hacking, tactics, and to know possible countermeas-
ures.

5. Fixing broadband Internet I suggest that broadband Internet should be fixed globally to 
balance accessibility inequality between low-income earners and high-income people. 
That is, using unique town-level data on broadband adoption and quality with security 
and privacy in mind for safe utilization.

10  Conclusion

Taking cognizance and understanding the volume and value of data generated from the 
stacks of connected devices (known as the Internet of Things) enables merchants and 
organizations to build effective solutions that can scale, preserve their data and perform 
at an optimum in this accelerating data driven IoT market. It also helps in understanding 
diverse trends in the consumption, usage and storage of data. However, public and private 
safety concerns, ranging from security in the form of confidentiality, integrity, accessibility 
amongst others has hindered the strong, rapid and extensive adoption of the IoT even with 
the great potential it offers.

Leveraging on the above insights, this paper explores literature to identify the security 
and privacy problems in the IoT revolution. It presented IoT security and privacy issues, 
concerns, challenges and possible approaches of mitigating the identified insecurity prob-
lems and achieving secure networks. Likewise, open issues, research gaps, future works 
and recommendations were highlighted.

It was found that the security and privacy challenges of the IoT are still new and increas-
ing daily due to more connected devices. To address future challenges, it is necessary to 
promote a better understanding of the IoT network’s challenges. Also, the awareness of the 
effects of attacks on the IoT must be investigated to prepare potential solutions. Therefore, 
it is our interest that this paper makes significant contributions to security and privacy in 
the IoT networks.
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