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Abstract
Mobile ad hoc network is composed of wire free nodes that are moving in nature and they 
are configured to form a self-configured infrastructure less network. So, the energy con-
sumed by every node is varied due to the movement of the nodes. Open Shortest Path 
First is the shortest path estimating routing scheme which is created more energy and more 
delay for data transmission when the link fails in the network. To overcome this difficulty, 
this paper proposed an efficient innovative hello based path recovery (HBPR) routing pro-
tocol for the shortest path calculation. During transmission, if the link fails in the network 
layer then the HBPR scheme creates the alternate path, thus it reduced the delay time and 
energy consumption. Subsequently, the novel simplified honey pot optimization (SHPO) is 
introduced to predict the harmful nodes within the network. This SHPO maintains the path 
stability and node security of the network also it will improve the quality of service param-
eters. The implementation of this research is done by MATLAB R2018b and the simula-
tion results illustrate the performance of the proposed algorithm. This approach achieves 
better results in packet delivery ratio, delay, average energy consumption, and throughput 
compared to other existing approaches.

Keywords  Mobile ad-hoc network · Routing protocol · Path recovery · Link crash · 
Harmful nodes · Quality of service in MANET

1  Introduction

Wireless ad hoc network (WANET) is termed as a mobile ad hoc network (MANET) 
[1]. It consists of the number of movable nodes that linked wirelessly [2] in a self-con-
figuring, self-organizing, and fewer infrastructure networks in which nodes move freely 
[3]. Also, WANET nodes are applied to change the network topology in a dynamic man-
ner without any conditions that are the common behavior of ad-hoc networks [4]. More-
over, MANET is the set of nodes which creates the network temporarily of any form 
of structure [5]. Here, all nodes communicate directly using single-hop or circuitously 
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and multi-hop routing for sending their packets to far-away end and there is no base 
station in MANET [6]. These routing approaches can be elaborated into hybrid, proac-
tive [7] and reactive routing schemes based on the network scaffold [8]. Furthermore, 
MANET is handled in numerous applications like range sensors for the surroundings, 
vehicular ad hoc communication, and robots, etc., [9]. The behavior of the network is 
improved by re-developing the break nodes or links [10] to send the packets in the equal 
path proceeding in this manner the normal end-to-end delay is reduced [11]. Routing 
can be used to transfer the information from source node to destination that contains 
two concepts, initially identify the path and then transfer the information through an 
internetwork.

MANET is referred to as a decentralized independent operation. Here, nodes are 
engaged in MANET frequently operate as clients/servers. This mobile node involves a 
home PC, laptop, MP3 player, mobile phone, and personal digital assistants. Nodes may 
be located on ships, airplanes, or land, irrespective of their location as they can partici-
pate in the communication. Self-connectivity and easy deployment of MANETs makes 
it apt for an emergency, surveillance situations, and rescue operations.

Moreover, OSPF is a link state routing scheme and each router should know the detail 
about the entire view of the network. Also, the routing information is passed through the 
routers of an autonomous or independent system (AS). OSPF is one of the router proto-
col used to identify the best path for packets. Generally, AS composed of a lot of routers 
and communication among the routing or directing information is done by the routing 
scheme. Also, this protocol keeps tracking the path for sending data and the router sends 
periodically a hello messages for the establishment of adjacency with its neighbor and 
describes the link state advertisement (LSA) connection status. The shared information 
between two routers is called LSA and the topology changes in the OSPF scheme are 
detected via LSA. Because, LSA contains LSA type, destination id along with area-id, 
path type, its associated cost, and id of next hop. The OSPF is an active scheme that 
quickly detects structural or topology variations through LSA. Also, LSA is the division 
of information expressing the router’s state over the network.

However, a node which cannot transmit the packets directly to the destination ini-
tially finds the shortest path and transfers the messages to the nearest neighboring node 
[12]. Also, packet losses are happened because of harmful node activities in various 
methods and the recovery of the broken link in the network is based upon the routing 
schemes [13]. Moreover, the losses between direction request and reply message create 
more difficulties like packet losses [14]. QoS is a better service for dissimilar appli-
cation based activities [15], to broadcast under a good condition of the data stream, 
throughput, packet loss, delay [16], etc. In MANET, a wireless node can be the sender, 
receiver, or an intermediate node for data conduction [17]. The identification of node 
crashes is necessary for secure data transmission because wireless networks are get-
ting the effects of attacks [18]. Hence, the network topology varies in every interval 
[19]. The link crash predicts the local routes then provides the low back-to-back delay, 
reducing packets, and raises the packet delivery rate [20]. Thus, the proposed approach 
introduces the innovative routing protocol for predicting link failure and communicating 
in a secure shortest way.

The rest of this research is ordered as follows. Section 2 presents an overview of the pre-
vious work of the prediction of node/link crashes in MANET. Section 3 details the system 
model of the network. Section 4 specifies the proposed methodology. Section 5 describes 
results about the proposed work and Sect.  6 provides the overall conclusion of the pro-
posed work.
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2 � Related Work

Some of the recent works of literature related to node/link crash prediction in MANET 
are summarized beneath:

Dynamic features of MANET proposed numerous difficulties to achieve the protec-
tion parameters like availability, confidentiality authentication, integrity, and non-revo-
cation. To block the typical directing task noxious hubs make utilization of the vulnera-
ble steering conventions. Also, identifying the routing protocol act against the attacks is 
a difficult task. To beat this issue, Soni et al. [21] introduced the protocols secure ad hoc 
on interest distance vector (SAODV) and ad hoc on interest distance vector (AODV) 
for the action against the attacks. Furthermore, this protocol gives better protection and 
lastingness in MANETs.

Protection threads and vitality proficiency are estimated as the preeminent factors 
in MANET while poor protection may be developed because of their difficult attrib-
utes. To defeat this, Merlin et  al. [22] projected a novel trust based vitality directing 
instrument for MANETs. The speculative and trial therapy demonstrates that trust based 
energy aware routing (TEAR) gadget display recouped execution than that of the prior 
research works. The TEAR instrument exceptionally improves the life period of the sys-
tem by keeps away from the dark gap assault and drastically developing the opportunity 
of blasting information steering.

The MANETs are the foundation of random allocation of the nodes whereas the 
nodes of the actual network are usually containing self-position preference. However, 
these causes the collision of random boundary crashes on the MANET topology. So, 
Liu et al. [23] detailed the average shortest path length (ASPL) which is an imperative 
characteristic of the network topology. The ASPL in MANET is calculated after the ran-
dom crash for enhancing the exactness and constraints of the node’s power consumption 
and connection distance.

MANETs are founded and deployed spontaneously without any infrastructure in the 
geographical areas. The performance of the network is satisfied only when all the mem-
ber nodes have the intensity to work in a collective manner. But, due to the lack of any 
centralized unit, it is vulnerable to various attacks. To overcome these types of attacks, 
Prabha et al. [24] proposed the Trusted-Differential Evolution algorithm that deals with 
malicious node and inhibits to become a member of the data communication route. 
Also, the dynamic of trust is handled by a modern trust-updating scheme along with the 
punishment factor for malicious node.

Energy is a huge basis for a decentralized system. By the pleasing physical layer 
arrange coding framework, the commitment of energy broadcast can be diminished. 
Here, Femila et al. [25] proposed by the regular power-mindful algorithms, an efficient 
power aware routing (EPAR) strategy to survey the information steering is performed 
with elevated mobility in a dynamic environment. To energy, utilization can be dimin-
ished and consequently life length of a hub can be better. The energy utilization rate is 
limited, so the system life period and the execution are better. The power usage rate can 
be diminished to 80% by utilizing the EPAR scheme in MANETs.

The novel contributions of the proposed work include the following steps,

•	 Initially, the HBPR protocol predicts the node/link failures in the network and iden-
tifies the alternate secure path for data transmission.
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•	 Also, the proposed HBPR routing algorithm enhances the throughput and reliable com-
munication upon the route crashes caused due to the movement or mobility in the net-
works.

•	 Simplified HPO is used to predict the dangerous nodes and path stability maintenance 
also it improves the security of the network.

•	 This proposed scheme handles the QoS infringement that occurs due to the mobility 
and traffic in the network.

In everyday life, multimedia communication plays an important function in wireless 
networks. Multimedia data is stipulating for QoS improved multicast routing protocol in 
MANETs. However, these networks are affected by various malicious attacks that break 
the nodes and links. The major objective of the proposed routing protocol is to predict the 
node/link failures in the network and to improve the QoS parameters. Initially, the nodes 
are created for transmission and the proposed approach predicts the node/link failures and 
recovers the shortest path for data transmission. Also, it enhanced the security of nodes and 
networks against the different categories of attacks & malware using SHPO.

3 � System Model

MANET is the wireless network that has wireless transmitters and receivers with direc-
tional antennas. Moreover, the messages are sending through the mobile node and are 
received by neighboring nodes. If the node needs to convey the message for another node 
that is not in transmission range then the intermediate nodes act as the router and forward 
the message. Due to the various hazardous conditions create node failure at any time in the 
working environment that will be crash the network and decrease the energy supply. More-
over, these node failures break the links between the nodes, which is represented in Fig. 1.

Each node performs as a host and a router that sends the data packets to neighboring 
hosts and consumes more energy. In MANET, link failure is one of the common criteria 
because of weak nodes or less energy nodes. But, the proposed method overcomes these 
issues using innovative routing algorithms.

3.1 � Link State Database (LSDB)

The collection of router’s LSA data is called LSDB. The link status between two neighbor-
ing routers is explained in LSAs and these LSAs are reserved in LSDB of each router in the 
structure of a graph.

3.2 � Splitting of Network into Areas and Segment

In OSPF, the operation is based on the area and the entire nodes are interconnected to one 
another. Also, the transmission delay in the OSPF routing is high when the area in the 
network is very large. Because all the nodes send the data packets to the entire neighbor-
ing node so this takes many periods for transmission. To overcome this delay, the network 
area is segmented into a lot of small network area and this reduces the congestion and 
delay in the network. In the segmented network, all the areas are associated with the back-
bone or central area or the area 0 otherwise routing will not take place. The default area is 
called area 0 or backbone area. The communication between area 1 and area 2, there is no 
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possibility to communicate directly from area 1 to area 2. For that, it should communicate 
via the backbone area i.e., data is transmitted from area 1 to area 0 (backbone area).

3.3 � Election of Designated Router (DR)

In MANET, every node is connected to each other because there is a large possibility to 
form the congestion. This congestion creates traffic in the network and to solve this, des-
ignated router (DR) and backup designated router (BDR) are used. The communication is 
taking place via the designated router where the DR is selected through the election which 
is based on the priority value. DR is nothing but the ordinary router which acts as an inter-
mediate node between source and destination that can solve the traffic in the network. The 
source is not having the capability to directly send the messages to the destination. The 
source initially sends the message to DR, the message contains the destination id, and then 
the DR is to send the messages to the destination. The priority value of the node is used to 
select the DR and the selection is dependent on the election. The node with higher priority 
value is assigned to DR and the next priority value is assigned to DBR. If DR crashes, then 
BDR performs the function of DR. If all the routes having a similar priority value then the 
router ID is considered as the selection process.

3.4 � Routing Table

After the complete synchronization of LSDB across the routers, the routers present 
in the system are used to estimate the routing table by Dijkstras shortest path algo-
rithm which contains the routing information about the destination node. The routers 
can able to calculate the routing table using Dijkstras shortest path algorithm for the 

Fig. 1   Link failure in MANET
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data forwarding function. The routing table has the necessary information to transmit a 
packet from source to destination by the shortest path that is calculated using Dijkstras 
shortest path algorithm. The routing table is decomposed into two regions. The First 
one has the details about destination information and the next one has the set of the 
shortest path to the destination.

In MANET, the link or node failures are the common issues in the message transfor-
mation of the networks that increase the network unreliability and degradation. Also, 
the link or node crashes increase the delay and power for transmitting the data. For this 
reason, the innovated routing approach is introduced for predicting the node failures. 
After that, the message can be transmitted in a secure way without any delay using this 
innovative routing.

4 � Proposed HBPR‑SHPO Methodology

MANET can rule the IT world in the present life but there are some difficulties in mes-
sage sharing. In OSPF, if a link crash happens during the transmission then the nodes 
send a Route Error (RERR) message back to the source. After the reception of the error 
message, the source node restarts the route discovery. In OSPF, if any one of the nodes 
fails during data transfer which causes the delay and packet drop because the OSPF 
scheme must be created the alternate path from the source node and it is susceptible to 
several kinds of attack. To overcome this problem, this research develops the innova-
tive HBPR routing protocol for generating the alternate shortest path when predicting 
the crashes of link/nodes. Moreover, the introduced SHPO provides the protection and 
predicts the harmful nodes then maintaining the path stability. Also, SHPO maintains 
the security for every node and the proposed work improves the QoS parameters. The 
workflow of the proposed is depicted in Fig. 2.

Fig. 2   Proposed HBPR-SHPO methodologies



731Prediction of Node and Link Failures in Mobile Ad Hoc Network…

1 3

4.1 � Proposed Hello Based Path Recovery (HBPR) Scheme

MANET is represented by the number of nodes that are used for communicating between 
source and destination. Here, the HBPR approach creates the shortest path for communica-
tion also, it is reduced the delay and power consumption during transmission. The proposed 
HBPR routing scheme is deployed in every node in the network. In MANET, every node in 
the network layer waits for the reception of the RERR messages. If any one of the nodes fails 
during transmission, it can be identified using the HBPR method then it generates the optimal 
shortest path at the place of crashes. If the link is failed during the transmission time, then the 
whole packet or information will get attack or any other malicious activities have happened. 
Hence, the HBPR routing protocol predicts the link/node failure and creates an alternate path 
for data transmission, which is represented in Fig. 3.

In this HBPR scheme, every node in the network transmits the hello message to all the con-
nected nearest nodes periodically. This will confirm the status of all the connected nodes in the 
network. If the verification message is not accepted or received by the nodes at a certain inter-
val (delay) then it decides that the link or node is dead. In this, HBFK can predict the node and 
link failure during transmission after that, it creates the alternate path for transmission, which 
is exposed in Eq. (1).

where, F(u, v) denotes the secure path for data transmission, Uxy represents the total 
number of nodes, Ax(x = 1, 2,… ,m) denotes mth position of destination nodes and 

(1)F(u, v) =

m∑

x=1

n∑

y=1

Uxy
‖‖‖Ax − By

‖‖‖

2

Fig. 3   Hello based path recovery scheme
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By(y = 1, 2,… , n) is the nth position of harmful nodes. The mathematical equation for the 
calculation of maximum delay (δ) is exposed in Eq. (2).

where, L is the number of missing hellos, T  denotes the hello interval and � is the negligi-
ble variance due to channel congestion and � has a uniform distribution on [(L − 1)T , LT] . 
According to this � average (��

) is mentioned in Eq. (3).

where, L denotes the number of missing hellos. In the value of (�) exceeds certain intervals 
then it checks the remaining additional parameters. If it desires the node is inactive or use-
less, then the position and crash of the node are predicted by the weight correlation mode. 
The quality of the link is measured by the expression Eq. (4),

where, Uxy represents total number of nodes, the energy consumption of the node can be 
calculated using Eq. (5),

Where, Tp is the transmitted packet strength, Tk(t) is represented as the time taken for trans-
mission. The sender node transmits the ‘hello’ message to the neighboring nodes. These 
nodes are sending the accepted message when they receive the ‘hello’ message. At that 
time, the SHPO monitors the time interval of reached ‘accepted’ messages from neigh-
boring nodes. When this message does not receive at the sender node at a particular time 
then the SHPO decides the link is weak or fails. If the condition of the link or node is 
weak or fails, then HBPR chooses an alternate path for data transmission. Subsequently, 
this research used the SHPO for the detection of harmful nodes to maintain path stability 
and protection.

4.2 � Security Maintenance Using Simplified Honey Pot Optimization

MANETs are affected by attackers which are crash the network. The attackers can able to 
reduce the throughput of the network, increasing the packet latency, and collapse the link 
between the nodes. To avoid these limitations and maintaining the security of MANET this 
research introduced the innovative SHPO technique.

Initially, the SHPO monitors the network there are any harmful nodes present or not 
also, it can identify the path in which the attacker tries to attack the transmission nodes. 
Moreover, SHPO calculates the time period in which the nearest nodes are forwarding the 
‘accepted’ message. If the attacker present in the network then they have some delay to 
receive or send the message. Consequently, SHPO calculates the time interval of the nodes 
message transmission, which is explained in Fig. 4.

Consider the network S =
(
N,Nh, nr

)
 where N is the total number of nodes in the 

network, Nh is the harmful nodes and nr is the connection between the neighboring 

(2)� = LT + �

(3)�
� =

(2L − 1)T

2

(4)Qx =
F(u, v)

1 + Uxy

(5)E =
Tp

Tk(t)
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node clusters (destination nodes). Here, SHPO monitor the harmful nodes and alert the 
source node SN = N∕nr . The time interval of the node transmitting path is calculated 
using Eq. (6).

where, Tk(t) lifetime of path k, Ti(t) is the predicted lifetime of node in path k, H denotes 
the frequently transmitted ‘hello’ messages.

In this technique, the SHPO can detect the harmful nodes and transmit the data 
through the safest node. So, the detection behavior of the SHPO can be adopted for 
detecting the malicious nodes during transmission. Consequently, SHPO sends an 
acknowledgment to the admin of the network when the attacker attacks a node and 
then provided a message to the client to monitor the activities of the attacker. During 
transmission, if any harmful nodes are present in the network or any attacker tries to 
attack the node, which is detected by SHPO then the HBPR algorithm regulates the 
data transmission through the safest nodes also maintains the path stability.

Initially, the source node transmits the ‘hello’ message to the neighboring nodes in 
the transmission region of the network. If the neighboring nodes receive the message 
then it will send the ‘accepted’ message to the source node. Sometimes the nodes or 
links not able to receive the message because, the node or links crashed by attacks. It 
was monitored by the proposed SHPO approach that is alert to the source node. So, the 
innovative HBPR routing protocol creates the alternate path for secure transmission, 
which is elaborated in Fig. 5.

(6)Tk(t) =
minTi(t) ∗ H

N − nr

Fig. 4   Process of SHPO
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5 � Results and Discussion

To represent the effectiveness of the proposed technique, the node formation of MANET 
implementation is done using MATLAB library. The projected scheme aims to achieve the 
task in the MANET nodes and transmit the data in a secure path. During data transmission 
between the nodes, the nodes or links may be crashed by the attackers, which is predicted 
by the innovative SHPO approach. Consequently, the proposed novel HBPR routing pro-
tocol generates an alternate path for data transmission with low delay and lower energy. 
Also, the proposed approach provides low PDR, end-to-end delay, and throughput ratio.

5.1 � Case Study

Let us assume the ad-hoc network is formed by connecting all mobile nodes in a group of 
people gathered in the conference at a place when no network services are accessible. If 
any message is transmitted by the mobile node then it should be received by all its neigh-
boring nodes. Also, the source node transmits a message to a mobile node but it is not in 
the transmission range so the intermediate nodes act as a router and forward the message.

Considered ten numbers of mobile nodes and one source node for transmitting the mes-
sage also, this network has six destination nodes. The information is transmitted from source 

Fig. 5   Work flow diagram for HBPR-SHPO



735Prediction of Node and Link Failures in Mobile Ad Hoc Network…

1 3

node to destination without any node and link failure. In this network, all destination nodes 
and intermediate nodes are monitored before transmitting the messages. Initially, the source 
node sends ‘hello’ messages for all the neighboring nodes, if the neighboring nodes receive 
the ‘hello’ message then it sends the ‘accepted’ message to the source node.

The neighboring mobile nodes transmit the ‘accepted’ message in a particular interval of 
time, which is calculated using Eq. (6) then obtained results are mentioned in Eq. (7),

Thus, the nodes are sending a reply message at the time interval 11.6 s that is measured 
using SHPO. When the neighboring nodes are not sending the message in a particular time 
then SHPO considered that node is crashed node. Let us considered the number of missing 
hellos as L = 5, hello interval between the nodes T = 11.6 s are substituted in Eq. (3) then the 
delay time is obtained in Eq. (8),

Thus, the mobile nodes taking more 52.2  s for sending the accepted message, which is 
assumed as link/node failure in the network, which is predicted by SHPO and alert the source 
node. Subsequently, the alternate path was created by the HBPR routing protocol based on 
Eq. (1).

where, F(u, v) denotes the secure path, Uxy = 10 denotes the total number of nodes, thus 
Eq.  (9) details created an alternate path in the interval of 10  s by the HBPR routing 
protocol.

Also, the quality of the mobile nodes and links are measured using Eq. (4) and the created 
alternate path provides high quality which is represented in Eq. (10),

Thus, the HBPR routing protocol created a 90% high-quality alternate path for transmis-
sion between the mobile nodes Moreover, the energy consumption of the mobile nodes can be 
calculated using Eq. (5). Where, Tp is the transmitted packet strength, Tk(t) is represented as 
the time taken for transmission.

Consequently, the proposed approach provides 0.1 J lower energy for transmitting neigh-
boring 25 mobile nodes, which is represented in Eq. (11). Hence, the proposed strategy uti-
lized to provide secure transmission between the mobile nodes that creates lower energy and 
a high-quality path for message transmission. Also, the proposed HBPR routing protocol pro-
vides less throughput ratio, low PDR, and low delay.

(7)Tk(t) =
5(21)

10 − 1
= 11.6s

(8)�
� =

(2 ∗ 5 − 1)11.6

2
= 52.2s

(9)F(u, v) = 10‖6 − 5‖2 = 10s

(10)Qx =
10

1 + 10
= 0.90

(11)E =
1.2

11.6
= 0.1J
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5.2 � Performance Analysis

The proposed approach measured the QoS parameters such as end-to-end delay, through-
put, and PDR. Here, the comparison is performed between the proposed routing protocol 
and various existing routing approaches. The simulation time of the proposed protocol is 
very low compared with the execution time of various parameters. Also, the results of the 
proposed approach parameters like delay, PDR, throughput, and energy consumption are 
compared with existing schemes. Some of the existing approaches are EE-RA [26], FIS 
[27], DVSM [28], QoSTRP [29], EED-M [30] and LEACH-DT [31].

5.2.1 � End‑to‑End Delay

The mean period interval between the creation of a packet from a source node and an effec-
tive transmission of the packet is measured at the target node. It calculates every prob-
able delay that can happen in the source and all middle nodes, together with queue period, 
packet broadcast and dissemination, and rebroadcasting at the network layer. The proposed 
approach transmits the message with a lower delay compared with existing methods, which 
are shown in Fig. 6.

Also, the queue period can be developed by network obstruction or inaccessibility of 
suitable routes. The end-to-end delay of the proposed network is very low compared with 
other approaches that values are shown in Table 1.

5.2.2 � Packet Delivery Ratio (PDR)

PDR is the fraction of the quantity of data packets effectively distributed to every desti-
nation node and the measurement of information packets produced by the entire source 
nodes. The calculation for the PDR is mentioned in Eq. (12).

Fig. 6   Network size versus end-to-end delay
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In this simulation, the parameters of packet size were examined while determining 
the packet delivery ratio. The PDR of the proposed scheme has improved when the 
pause time enlarges is shown in Fig.  7. It illustrates that the proposed HBPR routing 
scheme has sustained a superior packet delivery ratio of about 90% while differing the 
pause time.

An exhaustive performance assessment shows that the proposed scheme has enhanced 
the potential of discovering the best possible route with the assist of the HBPR scheme. 
The packet delivery ratio of the proposed HBPR-SHPO approach is compared with 
existing methods, which values are given in Table 2.

(12)PDR% =
Number_of_packet_received

Number_of_packet_sent
× 100

Table 1   End-to end delay End-end-delay (s)

No. of nodes EE RA DVSM HBPR-SHPO 
(proposed)

5 13 3 2
10 17 6 5
15 16 8 6
20 18 10 7
25 20 12 10

Fig. 7   Packet delivery ratio
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5.2.3 � Harmful Node Detection

The node activity is sometimes monitored and captured by some un-trusted party. The 
activity for predicting this behavior is called harmful node detection. In the proposed meth-
odology, only 1% of harmful nodes are predicted out of 25 nodes.

In this simulation, the amount of harmful nodes is obtained with the total quantity of 
nodes present in the network. The proposed method is having the fewer number of harmful 
nodes than node predicted in the existing technique. The harmful nodes are predicted by 
SHPO from the total number of nodes, which are given in Fig. 8. The proposed approach 
has less number of harmful nodes when compared to the existing scheme like QoSTRP and 
EED-M scheme is given in Table 3.

5.2.4 � Throughput

It is the quantity of packets (bytes) that are received successfully in a unit period (packet 
transmission period) is called throughput, and it is represented in kbps. The packet 

Table 2   Packet delivery ratio Time (s) Packet delivery ratio (%)

EE RA FIS HBPR-SHPO 
(proposed)

12 75 80 83
24 78 85 84
36 76 82 87.5
48 80 89 92
60 83 93 95

Fig. 8   Number of nodes versus % of harmful node detection
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transmission line is calculated by subtracting the start period from the stop period. The 
equation for the throughput is mentioned in Eq. (13).

In this simulation, the parameter of pause time (transmission time) was examined 
while determining the throughput. The evaluation is based on the measurement of 
throughput with various existing schemes like EE-RA and FIS that is shown in Table 4. 
The proposed HBPR achieves higher throughput when compared to EE-RA and FIS are 
shown in Fig. 9.

5.2.5 � Energy Consumption

The amount of energy required for data transmission is called the power consumption 
of the nodes in the network. The proposed methodology requires less energy because of 
OSPF-LLFR generate the shortest path for data transmission.

In the proposed scheme, the energy consumed in the network is very low when com-
pared to the existing scheme like LEACH-DT and QoSTRP. The graphical illustration 
of the energy consumption of nodes with a linear increase in the number of nodes is 
represented in Fig. 10. The proposed approach gets less energy consumption when com-
pared to the existing schemes given in Table 5.

(13)Throughput(kbps) =
Received_packet(bytes) ∗ 8

1024 ∗ (stoptime − starttime)
× 100

Table 3   Prediction of harmful 
nodes

Number of nodes Malicious node prediction

QoSTRP EED-M HBPR-SHPO 
(proposed)

5 4 2 1%
10 8 1.5 1%
15 8 1.1 0.9%
20 16 0.8 0.2%
25 25 0.8 0.1%

Table 4   Comparison for 
throughput

Pause time Throughput (Kbps)

EE_RA FIS HBPR-SHPO 
(proposed)

12 80 700 710
24 90 680 682
36 100 660 650
48 130 640 650
60 150 600 620
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5.2.6 � Pause Time Versus End‑to‑End Delay

In this simulation, the impact of the number of node increases obtained delay is meas-
ured based on node pause time (transmission time) in seconds. The evaluation of the 
proposed approach is based on the measurement of delay, which is shown in Table 6.

The delay obtained in the network with various existing schemes like EE-RA and FIS 
is exposed in Fig. 11. This graph shows that the proposed HBPR has a low delay when 

Fig. 9   Pause time versus throughput

Fig. 10   Number of nodes versus energy consumption
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compared with EE-RA and FIS. Also, the presence of end-to-end delay depends on the 
node pause time and the total number of nodes.

Finally, the proposed HBPR-SHPO approach predicts the harmful nodes and creates 
an alternate path for data transmission. Thus, the proposed technique achieves better 

Table 5   Comparison for energy 
consumption

Number of 
nodes

Energy consumption (J)

LEACH- DT QoSTRP HBPR-SHPO 
(proposed)

5 0.08 0.5 0.03
10 0.09 1 0.07
15 0.1 1.5 0.08
20 0.11 2 0.05
25 0.13 2.5 0.1

Table 6   Comparison of delay 
based on pause time

pause time End-to-end delay(s)

EE-RA FIS HBPR-SHPO 
(proposed)

12 4 30 2.9
24 2 22 2
36 4 28 3
48 4.5 24 5
60 5 20 4

Fig. 11   Pause time versus end-to-end delay
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output in QoS parameters like throughput, end-to-end delay, packet delivery ratio, and 
energy consumption using a variety of network sizes and pause period.

6 � Conclusion

In MANET, security maintenance is a complicated task because of the existing routing 
schemes is created more energy and more delay for data transmission when the link fails 
in the network. So, this paper proposed an HBPR routing protocol for reducing the delay 
and energy consumption of nodes in the network. Here, HBPR predicted the crashes and 
generates the alternate path when the node/link failures occurred in the network. Moreover, 
the node security is improved by SHPO that is helped to transmit the data optimally and 
securely. This approach reduced the PDR as 95%, the delay time is 10 s and 0.03 J lower 
energy and it improved QoS parameters while comparing to the existing techniques.
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