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Abstract
In general, Internet of Things (IoT) devices collect status information or operate according 
to control commands from other devices. If the safety and reliability of externally accessed 
devices are compromised, the risk of exposure of internally collected privacy informa-
tion or abnormal operation of internal devices increases. This paper proposes a method 
of building a safe smart home environment by pre-blocking devices that may cause a risk 
by performing mutual safety verification between devices prior to data transmission and 
reception through the Session Initiation Protocol (SIP) of the home network. Using a Sam-
sung’s commercial smartphone, not a development board to implement the device’s own 
verification function, and using an open source application and a SIP server providing free 
service, we established a test environment that is practically applicable and proved the fea-
sibility of the attestation operation of the device. As a result of an operation test involv-
ing the capturing of packet data on a communication channel between two devices, it was 
confirmed that the transmission of parameter data for the actual attestation in SIP/Session 
Description Protocol packets succeeded without any problems. It was also confirmed that 
the final verification result of the target device was correctly derived. With the proposed 
method, it is possible to establish a safe trust relationship between smart home devices and 
external smart devices or between various IoT devices while also securing the smart home 
environment by blocking communications with devices that intentionally seek to do harm.
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1  Introduction

Based on data from Gartner [3], as shown in the Fig. 1, the number of connected things, 
referring to IoT devices, is expected to reach 20.4 billion worldwide in 2020, marking steep 
increases every year. These IoT devices are the main components of smart grids and smart 
homes. Also, smart homes present readily applicable environments for IoT devices.

Various IoT devices in a smart home, of growing interest to consumers, interoperate 
while connected to the home’s network. There are devices that check the status and collect 
information about the home environment, such as temperature sensors, air quality sensors, 
gas sensors, and window open sensors, while other devices perform specific operations 
through Machine-to-Machine (M2M) communications, such as room temperature control-
lers, light controllers, gas locks, and door lock controllers. There are also devices that issue 
commands to perform a particular operation; that is, they perform control functions. These 
IoT devices are connected to each other via a home network and also to the external Inter-
net through a home gateway.

The emergence of many IoT devices has been of interest to attackers and has resulted in 
several types of security threats. Examples of these are attacks that take control of smart 
LED lights, resulting in power outages [19, 40], attacks that collect private information 
using baby-monitor cameras [25], and attacks that result in severe threats through vulner-
abilities in home automation solutions such as WeMo [38] and similar products.

A smart home network is an environment in which internal various IoT devices and 
communication devices form a single network to undertake information exchanges and 
where control and media data transmissions occur through PCs and smart devices from 
outside the home. For distributed device-to-device communication, each IoT device man-
ufacturer can use its own proprietary protocol or can use the universally preferred Ses-
sion Initiation Protocol (SIP) [27]. Bertran et al. [16] propose a method for communication 
between heterogeneous devices using SIP as middleware on a home automation platform. 
It uses messages in SIP, such as “MESSAGE” and “PUBLISH,” for command transmission 
and status notification between devices. Das and Tuna [18] and Hrabovsky et al. [26] also 
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discuss the usefulness of SIP for device-to-device communication in smart home environ-
ments given that SIP has the advantage of being flexible and easy to use compared to other 
protocols. In this way, SIP makes it possible to perform tasks such as sending commands 
from an external smart device to a home network device, obtaining measurement informa-
tion, and sending media between different devices. In this paper, a method for applying the 
usefulness of SIP to remote attestation is proposed for communication between devices on 
a home network and external devices.

In this paper, we propose a hardware-based remote attestation scheme and correspond-
ing protocol for a secure Internet of Things. The proposed scheme guarantees a reliable 
smart home environment using SIP and gives an effective means of mutual safety veri-
fication between devices. The implementation and operation experiments conducted here 
utilized specific scenarios of smart devices outside the home network and internal smart 
devices as examples to demonstrate the applicability of the proposed method. We propose 
a practical method using a commercial smartphone by Samsung equipped with the Knox 
platform rather than the board-type platform. To the best of our knowledge, Samsung’s 
Knox platform is the only commercially available smart device platform capable of device 
attestation using TrustZone and the platform that provides development interfaces to use 
attestation capability. Therefore, we used the Knox platform for the attestation test. This 
paper makes the following contributions.

•	 We propose a method of device verification on a home network to prevent data expo-
sure and/or abnormal operations within home network.

•	 By applying the proposed method to commercial smartphones and open-source soft-
ware, we confirm that it is possible to verify remote devices and demonstrate the appli-
cability of the method.

•	 The mutual attestation method ensures confirmed safety between devices.

This paper is organized as follows. Section 2 introduces related research areas, such as the 
work done on remote verification, safety verifications of smart devices, and smart homes 
via SIP, and Sect. 3 details the components of the method proposed in this paper. Section 4 
describes the proposed method, and Sect. 5 describes a system configuration example and 
corresponding implementation process. Section 6 presents the results of the implemented 
system with an analysis. Finally, Sect. 7 concludes this paper.

2 � Related Work

2.1 � Remote Attestation Methods

Device attestation is a method used to verify the safe operation of a target device. Since the 
1990’s, there have been numerous studies of the device attestation [14]. Attestation results 
of devices have a variety of uses. Depending on the results, additional operations of the tar-
get device may be halted, recovery to the original state may be attempted through the net-
work [13], or other corresponding operations may be performed. There is also local attesta-
tion to assess the safety of the device itself when it is booted as well as remote attestation 
to check the safety of a target device on other devices. In this paper, we focus on remote 
attestation to assess the level of safety between devices, as remote attestation is essential in 
a smart home environment.
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Attestation can be divided into three categories according to the implementation 
method. These are software, hardware, and hybrid methods. Software-based attestation 
involves assessing whether a operation code of a device has been tampered with through a 
time-based checksum without the help of any hardware [29, 34, 35, 44, 45]. Assumptions 
related to the software-based attestation are so limited that actual multi-hop remote attesta-
tion over the Internet may be in violation of these assumptions, making this approach not 
suitable for practical use. Hardware attestation undertakes attestation by adding a secure 
hardware device. Examples of hardware used in the attestation are Trusted Computing 
Group (TCG)’s Trusted Platform Module (TPM) [10], Intel’s Software Guard Extensions 
(SGX) [4], and ARM’s TrustZone [1]. A TPM usage has been proposed in performing 
attestation in the Android platform [41]. Lastly, hybrid attestation refers to a means of miti-
gating the higher cost due to the use of additional hardware devices. This method allows 
attestation through certain modifications of the Micro Controller Unit (MCU) in an embed-
ded device [20, 21, 30].

2.2 � Security Enhancement Using TrustZone in the Smartphone

Many Android-based smart devices use ARM processors with TrustZone, and several 
methods have been proposed to enhance the safety of smart devices using TrustZone. 
VeriUI [37] proposes a secure password input method using TrustZone for authentication 
on a smartphone using the OAuth protocol [22, 24], which is a method that undertakes 
user authentication through the authentication of one representative server instead of pass-
word authentication for multiple web servers. AdAttester [32] provides a way to verify 
with TrustZone whether an actual user, not an automation script code, touches on a mobile 
advertisement screen and watches a product advertisement. Other studies have introduced 
technology such as SchrodinText [12] to protect text input by users through a UI and VBut-
ton [33] to verify user button input data. Another study has investigated the method of the 
integration of TrustZone with Android OS [46]

Samsung Electronics, a smartphone manufacturer, designed the Knox platform, which 
uses TrustZone, on its smartphones to ensure that the smartphones remain safe from a boot-
ing state to a running state. It also provides Application Programming Interfaces (APIs) of 
the Knox to check the current safety status. This feature also includes an attestation func-
tion that checks whether the smartphone has been updated using an unauthorized device 
image, referred to as a custom ROM or has been compromised through real-time checking 
of the kernel. Researchers have analyzed Knox’s internal structure and have noted the pos-
sibility of vulnerabilities [15, 28, 39]; however, many improvements have been made since 
the introduction of Knox 2.0 and 3.0. As the development of TrustZone’s OS and Trustlet, 
an application of TrustZone OS, is security-sensitive issue, the disclosure related with the 
internal structure and development methodology is thus far extremely limited. The installa-
tion of Trustlet on TrustZone is also limited because of the same reason. This explains why 
it is only handled by smartphone manufacturers, TrustZone OS developers, or carriers. For 
this reason, there is no other way for general developers to use TrustZone on commercial 
smart devices when developing security-related applications except using Samsung Knox 
as an indirect method.
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3 � System Overview

3.1 � Structure of a Smart Home

As an example of a smart home configuration, as shown in Fig. 2, several heterogene-
ous devices form a network together, with the home gateway connected to the external 
Internet.

Among the devices on the home network, there are active devices such as a gas lock, 
door lock, and a light controller that perform specific operations according to com-
mands from other devices. On the other hands, there are passive devices such as sen-
sors that measure values in the environment and transfer these values to other devices. 
Interphones, IP cameras and Telephony systems are interactive media devices that can 
continuously transmit voice and video streams. In an environment using the SIP as pro-
posed by Benjamin et al.  [16], a SIP server can be included in the home network as a 
communication connection node between devices, and external smart devices can com-
municate with the devices on the home network.

The threat situations considered in this paper are as follows. All devices inside or 
outside the home network are targeted and at least one of them is compromised. There 
are two possible attack scenarios. The first case is when an external smart device is 
compromised. In this case, privacy information through IP cameras and various sensors 
inside the home network may leak in the external compromised smart device. Also the 
malfunctions of active devices such as gas, light, or door controllers can occur by the 
control of the compromised device. This leads to a serious situation. The second case is 
when the internal sensor device on a home network is compromised. In this case, data 
collected from the sensor may be forged and transmitted to the external device. As an 
example, the measured data of a smart meter in a smart grid system at home is used for 
billing. Compromising of a smart meter can be conducted for less billing. In order to 
cope with such attacks, remote attestation, which is a method of confirming whether a 
communication device is compromised, is required.
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Fig. 2   Smart home configuration
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3.2 � Remote Attestation Mechanism

Device attestation is a method of verifying the trust of a device. During the attestation 
operation, there are two entities: a verifier and a prover. The prover is the object to be 
inspected for the checking of the safety of the device itself. The prover can be the target 
device of the verifier. The verifier is an object seeking to determine the security status of 
the prover.

Local attestation is the term used when the verifier and the prover are the same entity. 
There are several scenarios using verification result after local attestation. If a prover 
fails to pass the verification procedure, it is no longer operated or the verification result is 
stored and sent to the requester later, or it is restored to its original state through a recovery 
process.

Remote attestation is is the term when the verifier and the prover are separate entities 
remotely located from each other. In general, if it turns out that the prover is not safe after 
verification, the verifier rejects prover-related service operations.

Root of Trust (RoT) should be implemented and operated on the prover, which is the 
subject of verification as a basic element of device attestation. RoT is the basis for the trust 
of the device, meaning that the start of the device is processed from RoT. RoT’s operation 
code is stored in a non-modifiable hardware element such as ROM, and the device starts 
boot process with this code when powered on. RoT checks the next execution region to 
verify that the integrity of the code has not been compromised before executing the code. 
The code executed in this region includes fundamental operation process again to verify 
the integrity of the subsequent execution region. If there are no problems with the next 
code region, the current program counter jumps to the next code region. This successive 
chain of execution steps allows the verification of the kernel area of the Operating System 
(OS) to determine that the device is running in its intended state. If an integrity mismatch 
is detected, no further action is taken or the current measurement results are stored in a 
secure area so that they can be transmitted when requested from an external device. In a 
PC environment, TPM [10] or SGX [4] is used to build such a trust system. In the mobile 
environment, the attestation can be done with TrustZone [1].

Checking a prover’s safety through the trust chain is done in a verifier by remote device 
attestation. Figure  3 shows the basic remote attestation method. The verifier creates a 

generate nonce

Verifer Prover

nonce

Device measure

measurements
= f(nonce, …)

signature verification &
check of the measurement validity  

measurement, signature

Fig. 3   Basic procedure of remote attestation
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nonce with a non-overlapping value, which is used to prevent a replay, and sends it to the 
prover. The prover performs an attestation measurement taking the nonce as a parameter, 
signs the measurement result, and sends it back to the verifier so that the verifier can check 
that the measurement is correct. Through this sequence, the verifier can confirm the safety 
of the prover, which is the target device, and reject any prover-related request if it is found 
to be compromised.

In a mobile environment using TrustZone, the following remote attestation method can 
be considered. Operating environments of ARM-based mobile devices such as Android 
smartphones equipped with TrustZone are divided into the secure world and the normal 
world, referring to the terms used in the TrustZone architecture. In the normal world, 
the Android OS and general applications are running. For isolation and protection of the 
secure world from the normal world, TrustZone runs its own OS and trustlets, applications 
running in the TrustZone’s OS, run in the secure world. As soon as the device boots up, 
TrustZone’s OS takes control of the device, and after taking measurements of the normal 
world, it transfers control to the normal world. Measurements for the normal world are 
stored into a secure area within TrustZone. If there is an attestation request outside of the 
mobile device, TrustZone responds with a stored measurement or a re-measurement for 
that device. The public key method is used to verify the integrity of the measurement itself. 
TrustZone of the mobile device signs the measurement with the device’s private key and 
exports it, and the external device verifies the signature of the measurement with the public 
key of the mobile device.

In summary, RoT should exist on the smart device for accurate operation of the remote 
attestation system so that the execution of start-up code can be performed from it, and there 
should be a Trusted Execution Environment (TEE) such as TrustZone that performs safe 
operations without external influences. Measurements and signatures must be available, 
and procedures for remotely verifying signatures and measurements should be available.

3.3 � Knox Attestation

The Knox platform, mounted on Samsung’s Android smartphones, provides APIs to per-
form attestation of the device to verify its safety. A detailed description of the downloading 
of the SDK, necessary to use the attestation API, and the procedure of the attestation oper-
ation are provided in the literature [8]. A summary of the attestation sequence is shown in 
Fig. 4.

1.	 A verifier that wants to check the safety of a smart device sends a request of a nonce for 
attestation to an attestation server. The nonce is used to prevent replay attacks, and the 
nonce is managed to prevent duplication on the attestation server.

2.	 The attestation server creates a nonce and sends it to the verifier.
3.	 The verifier sends a nonce to the prover and requests a binary large object (blob). A 

blob is a binary string that contains various measurements, identifications, a nonce, and 
signatures of measurements generated from the Knox platform of the device.

4.	 The API of the Knox platform is used to perform measurements on the device. The 
Knox platform, based on TrustZone, operates safely regardless of external factors of 
the device. The Knox platform takes measurements and outputs blob, which contains 
signature values that cannot be tampered with even if the device is compromised. The 
reliability of the device is measured using the TrustZone-based Integrity Management 
Architecture (TIMA), implemented on the Knox platform, which not only checks the 
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integrity of the static code, but also performs real-time and periodic monitoring of the 
operating kernel by means of Real-time Kernel Protection (RKP) and Periodic Kernel 
Monitoring (PKM).

5.	 The blob is passed to the verifier, which sends it to the Knox attestation server to request 
validation of the blob.

6.	 The Knox attestation server checks the signature and verifies that the blob has been sent 
from the target device and that the blob has not been tampered with, and then deduces 
the attestation result from the blob. The blob contains the nonce used during the attesta-
tion process. The attestation server checks the expiration time of the nonce as recorded 
in the server database upon the generation of the nonce. If the nonce is expired, the 
attestation server returns an error code.

7.	 Knox attestation server terminates the process by sending the final result to the verifier 
in the form of a verdict.

The data in the transmission channel between the prover, the verifier, and the Knox 
attestation server must be protected by a channel encryption method such as Secure 
Socket Layer (SSL) so that data integrity is not compromised to ensure the reliability of 
the final result.

KNOX 
Attestation

Server

Prover

Verifier
1. Request nonce

2. Nonce

3. Attestation request with 
nonce

4. Generates attestation result 
(= blob)

5. Blob

6. Check blob
7. Verdict

Fig. 4   Attestation process of the Knox platform
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3.4 � Session Initiation Protocol (SIP)

SIP is a protocol for managing sessions between devices. Figure 5 shows the SIP proce-
dures performed between device A, device B, and SIP server. One session can be com-
prised of session connection, Real-time Transport Protocol (RTP) media delivery, and ses-
sion termination.

In order to establish a connection between two devices with the SIP, the three SIP mes-
sages of INVITE, 200 OK, and ACK are generally used in a three-way-handshake method. 
Device A wants to connect to device B using an INVITE message, and when device B 
acknowledges (ACK), device A and device B can perform mutual media transmissions. 
The extensibility of the SIP allows each message (e.g., INVITE, ACK, 200 OK, Re-
INVITE) of the SIP to include an additional data parameter called a Session Description 
Protocol (SDP) [23] parameter. The SDP is described as “parameter name = parameter 
data” in a SIP message, and it can be considered as a method for transmitting attestation 
data.

4 � Proposed Scheme

4.1 � Attack Scenarios

We can consider the following security threats in a smart home. Smart devices such 
as smartphones and tablets can perform various status checks of home and control the 

SIP server
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Fig. 5   SIP procedures for session management
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home devices via the Internet from outside of the home network. Home network attacks 
can be categorized as passive attacks and active attacks. There may be a passive attack 
such as exposing the homeowner’s life patterns or privacy information to the outside 
through the collection of internal state information, or an active attack such as control-
ling specific IoT devices to perform a specific operation. In order to respond safely to 
these operations from an external device, an access control function, that is, a device 
authentication or user authentication function, must initially be performed. Many IoT 
devices can be targeted due to a lack of authentication [42].

There are two types of threats to consider when performing access control. The first 
is when an attacker attempts direct access through his device, and the second is when an 
attacker attempts indirect access through a normal user’s device by invading and taking 
control of it. The normal user does not know whether the device is compromised. In the 
first case, to prevent unauthorized access to the home network from the outside, a vari-
ety of authentication methods can be used. Such methods range from simple methods 
such as password authentication to more in-depth methods such as Fast IDentity Online 
(FIDO) [36, 47]. FIDO is a method which integrates device authentication and online 
authentication [17]. However, in the second threat case, in addition to authentication for 
devices and users for home network access control, it is necessary to check the safety of 
the smart device itself. If access to the home network is granted only through authenti-
cation, compromised smart devices can expose all information or take over control of all 
communications with the home network to attacker. There must be confirmation that the 
smart device is not compromised and will operate safely.

External smart devices may be exposed to various security threats, and the users 
of smart devices controlled by an attacker may not be aware of the situation. In such 
a state, an attacker may cause a harmful situation by exposing sensitive data between 
the smart device and the home network to the outside or by controlling an internal IoT 
device after the normal user’s home network authentication process. With regard to 
information transmitted through data-collection devices such as IP cameras and voice 
devices on the home network, if taken over by an attacker, there is a risk of privacy 
exposure. In the smart grid environment, with data measured by smart meters attackers 
can identify the signature of separate devices and analyze the behavior patterns of the 
owners, possibly learning when the house is empty, increasing the potential for burglary 
[31]. For a temperature control device, a fire can be caused by an overload through an 
attack; for a door lock, the door may be opened by an externally compromised smart 
device, which may also be used for burglary.

In a smart home, there are some attack scenarios utilizing the aforementioned secu-
rity threats. It is assumed that the external smartphone used as a controlling or monitor-
ing device has been compromised by one of a variety of potential attacks. When the 
smartphone is compromised, the smartphone is expressed as rooted in other term. Root-
ing is accomplished by burning a custom ROM image of the smartphone or by exploit-
ing a vulnerability of the OS when the smartphone is running. There are many rooted 
custom ROM images available on the web sites such as firmware.mobi [2] and TWRP 
[9]. Moreover, numerous OS vulnerabilities have been released and patched thus far. 
An authentication mechanism between a smart home and a smartphone is useless on a 
rooted smartphone because the user of a smartphone who does not recognize that the 
smartphone is compromised can pass the authentication procedure of the smart home. 
After the authentication, the attack code in the rooted smartphone can access an appli-
cation connected to the smart home and leak data to the external attacker, or can control 
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the application to execute malicious command on a smart home device. One case of 
malicious ordering is the opening of a door connected to the smart home.

Another specific attack scenario is for VoIP communication between a smart home call 
device and an external smartphone. Users of devices want voice data to be securely trans-
mitted and not to be leaked to a third party. It is assumed that the network traffic encryption 
methods are used for the protection of data transmitted between two users. While the data are 
protected in the communication channel, the data in the smartphone are not. A compromised 
external smartphone can leak the voice stream of a VoIP application without being known to 
the application or the user. The attack procedure is as follows. On Android, sound processing 
is handled by the Advanced Linux Sound Architecture (ALSA) driver library which is called 
tinyAlsa. Code modification of the tinyAlsa library can leak all sound stream data processed 
on an Android smartphone. Specifically, when an Android smartphone is rooted and the tin-
yAlsa library is replaced with a malicious library, all voice data can be exposed to the attacker.

On an Android smartphone, without modification of the tinyAlsa driver, the acquisition 
of voice data of other application is very hard because the sound library cannot be accessed 
from multiple applications simultaneously. If two applications access the sound library at 
the same time, a conflict occurs. Android framework does not allow simultaneous access to 
the sound library. Because only one of the two applications can preempt the library and use 
a sound-related function, the other application cannot access the sound library. This means 
that a malicious application cannot reveal other application’s voice data in a normal device 
which is not rooted. However, in a compromised smartphone, even when the users of voice 
calls are authenticated by each other and voice data are transmitted securely, the voice data 
are not protected from leakages. Moreover, these leakages are not noticeable to the users.

4.2 � Security Remedies

The system model for a secure smart home can be explained as Fig. 6 and Fig. 7. Smart home 
device in the internal network is device (A) and external smart device is device (B). Devices (A) 
and (B) communicate using the protocol of SIP through SIP server. The security level check of 

Smart Home Device

Home Network

SIP
server Internet

Home Gateway

(A)

(B)

External Smart
Device

Attestation 
block

1. Nonce

2. Blob

Attestation 
Server

Fig. 6   System model when the security check of an external smart device should be performed
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the other device in each device should be performed to protect various attacks. There are basic 
two system models to solve this problem. The first is when a smart home device should check an 
external smart device. One of examples of these cases is when an external smart device tries to 
access the smart home device and control it. Before communicating between device (A) and (B), 
the security level check of device (B) should be performed in device (A). This means that device 
(B) should have attestation capability. Device (A) sends a nonce and gets a blob calculated based 
on the nonce in the attestation block of device (B). During the blob calculation process, the secu-
rity check is performed in device (B). This blob is analyzed in an attestation server. Device (A) 
can get a result whether a blob is correct or not. The nonce and blob are transferred through SDP 
in SIP. These are not secure data and are used only for the verification of device (B).

The second is when an external smart device should check a smart home device. One of 
examples of these cases is when an external power measuring system of power company 
wants to get smart meter data in home. The data of home should be trusted by the power 
company. Before communicating between device (A) and (B), the security level check of 
device (A) should be performed in device (B). The scenario to solve the problem is same 
as above model. If the two devices try to check the security of the other device at the same 
time, above two models can be applied in duplicate.

In two system models, if the attestation process succeeds, then device (A) or (B) can trust 
the security of the counterpart device and accept the access of the other device. If the result 
of the attestation shows failure, device (A) or (B) cannot trust the counterpart device. The 
target device is considered to be compromised. Therefore, further communication between 
the devices are not allowed and sensitive or secure information don’t leak out of the device.

The basic suggestions for building a secure smart home are as follows. First of all, the 
target device should have attestation capability. In the device, the attestation function, the 
booting process starting with the RoT, and the measurement function should exist to verify 
the safety of the device itself and to respond to external attestation requests. For one-way 
attestation between a device in a smart home and an external smart device, the external 
smart device should have an attestation function. Regarding mutual attestation, both the 
smart home device and the external smart device should have an attestation function. If 
a device has a attestation capability, the other device trying to contact to the device can 
check the security level of the device.

In addition, devices participating in attestation should perform functions such as media 
data transfers, command transmissions, and should perform specific operations for com-
mand through the SIP server of the smart home.

Finally, the design and implementation of the attestation operation in the smart home 
configuration are necessary to confirm the safety between devices.

4.3 � Proposed Scheme

The blob, i.e., the attestation output of the device created by the TrustZone-based TEE, 
should contain information which can be used to check the safety of the target device on 
the attestation server, and also the integrity of the blob must be guaranteed. A public-key-
based signature is used to ensure the integrity when the blob is composed.

The blob configuration is as follows. The notations are summarized in Table 1. The TEE 
can take a nonce as a variable factor to calculate the measurement or can use a fixed meas-
urement. In the first case, the measurement value is calculated according to an external 
measurement request. In the second case, the measurement value recorded when the device 
boots is used. The result of each measurement on request is a function of the nonce.
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This measurements and various eigenvalues make up the data for the blob.

The blob consists of the data, the corresponding signature value, and a certificate. Signing 
is accomplished using a hash function and public key encryption.

(1)M = f (nonce, ...)

(2)
data = measurements||deviceIMEI||nonce

||packageName||creationTime

||deviceImageVersion

(3)blob = data||Signdevice[h(data)]||Certdevice

External Smart
Device

Home Network

SIP
server

Internet

Home Gateway

(A)

(B)Attestation 
block

Smart Home Device

1. Nonce
2. Blob

Attestation 
Server

Fig. 7   System model when the security check of an internal smart device should be performed

Table 1   Notations used in the 
attestation procedures

Notation Definition

M Measurements of the device
AS Attestation server
h(data) Hash operation over data
EPubA

[data] Encryption of data using A’s public key
DPriA

[data] Signing or decryption of data using A’s private key
PriA Private key of A
PubA Public key of A
SignA[data] Digital signature with Private Key of A over data. 

Same with DPriA
[data]

CertA Certificate of A
|| Message concatenation
NA Nonce obtained from an attestation server in device A
BA Blob calculated by TEE in device A
VA Verdict obtained from an attestation server in device A
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In the above formula, Certdevice includes the public key of the device and the signature of 
the public key made by the attestation server.

In addition, SignAS[h(Pubdevice)] included in the blob is the value signed with the private 
key of the device paired with the public key included in the certificate. Signing using 
the public key cryptography guarantees the integrity of the transferred data. This blob is 
sent to the attestation server through the verifier. The attestation server checks that the 
Certdevice in blob is valid using attestation server’s public key, and then checks whether 
Signdevice[h(data)] is correct using the device’s public key incorporated in the certificate. 
The signature value is generated using the private key of a device as in Eq. 5 and verified 
using the public key of a device as in Eq. 6.

After it is confirmed that all of the above are correct, the attestation server checks whether 
the nonce included in the data is the nonce issued during attestation within a valid time 
after creation. Subsequently, the measurement value is checked using the version informa-
tion and International Mobile Equipment Identity (IMEI) which the unique value of the 
device, and the device is finally concluded to be safe.

The basic algorithm for the remote attestation is explained in Algorithm 1. There are 
three entities of a verifier, a prover, and an attestation server. A verifier decides whether a 
prover is trusted or not. A prover makes a blob to prove that it can be trusted. A attestation 
server manages a lot of nonce and checks that a blob is correct or wrong based on a given 
nonce. A communication between a verifier and a prover is accomplished via SIP. 

Algorithm 1 Basic algorithm for the remote attestation
Require: Verifier and Prover are registered in SIP server
Ensure: verdict==Yes
1: Verifier: Nonce request → AS
2: AS: Nonce (Nv) generation
3: AS: Nv → Verifier
4: Verifier: Embedding Nv in SDP in INVITE SIP message
5: Verifier: SIP message (INV ITE) → Prover
6: Prover: Fetching Nv in SIP message
7: Prover: Calculating blob (Bp) based on Nv in device TEE
8: Prover: Embedding BP in SDP in 200 OK SIP message
9: Prover: SIP message (200 OK ) → Verifier
10: Verifier: Fetching Bp in SIP message
11: Verifier: Bp & Nv → AS
12: AS: Checking Bp & Nv and outputs verification result (Vv)
13: AS: Vv → Verifier
14: Verifier: Parsing Vv and check verdict field
15: if verdict == Yes then
16: continue the session
17: else
18: refuse the session and stop the communication with Prover
19: end if

(4)Certdevice ∋ Pubdevice, SignAS[h(Pubdevice)]

(5)Signing ∶ DPridevice
[h(data)]

(6)Verifying ∶ EPubdevice
[EPridevice

[h(data)]] = h(data)
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The detailed explanation of the attestation protocol based on the Algorithm 1 is as 
following. The attestation protocol between the two devices can be divided into one-way 
single attestation and two-way mutual attestation. One-way attestation serves to check 
the safety of external smart devices only, and it is not necessary to check the safety of 
smart home devices. The detailed communication protocol is shown in Fig.  8. In this 
case, the smart home device becomes a verifier and the external smart device becomes 
a prover.

The SIP session procedure for one-way device attestation is as follows. 

1.	 The external smart device A attempts to send a SIP INVITE message to connect to 
device B inside the smart home.

2.	 Device B that receives the SIP INVITE message submits a request to the attestation 
server to obtain a nonce.

3.	 Device B receives a nonce from the attestation server.
4.	 This nonce is transmitted to device A as the data of the NB parameter, which is the Ses-

sion Description Protocol (SDP) parameter of the SIP 200 OK message.
5.	 Device A reads the NB value of the 200 OK message and calls the Knox API to get BA , 

a blob data, which is the output of device attestation using the Knox platform.
6.	 Device A sends the BA to device B in a SIP message via Re-INVITE. The added param-

eter at this time is defined as the BA . In the three-way-handshake method of INVITE, 200 
OK and ACK for session setup, if the SDP parameter is included in INVITE, only the 
message header is transmitted without data in the ACK. That is, because the BA cannot 
be transmitted in ACK, it is transmitted using SIP Re-INVITE which is a message after 
ACK.

7.	 Device B that received the BA sends it to the attestation server to receive a verdict, VB , 
which is the safety result of the external smart device, to check whether the external 
smart device can be trusted. If the device cannot be trusted, the connection between the 
two devices is refused by device B.

In the case of mutual attestation, attestation is performed by exchanging additional 
data for the other way one-way attestation. When using this method, the external smart 
device checks the safety of the smart home internal device, and the smart home internal 
device checks the safety of the external smart device. The detailed communication pro-
tocol is similar to that shown in Fig. 8. Figure 9 shows the additional flow of data. Dur-
ing the step to verify device A, device A becomes the prover and device B becomes the 
verifier. During the step of verifying device B, device B becomes the prover and device 
A becomes the verifier. Mutual attestation adds extra fields to the SDP in the SIP to per-
form both processes in one SIP session.

The procedures for mutual device attestation are as follows. 

1.	 The external smart device A attempts to send an INVITE message to device B for access 
to smart home device B. Before this operation, a nonce should be received from the 
attestation server.

2.	 This nonce is transmitted as the data of the NA parameter, which is an additional param-
eter defined in the SIP INVITE message.

3.	 Receiving the INVITE message, device B obtains the value of the NA parameter from 
the message and gives this value to the KNOX platform’s attestation API as input to 
obtain the BB . At the same time, it asks the attestation server for another nonce, NB.
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4.	 The BB and NB of device B are sent to device A in the SDP parameter of the SIP 200 
OK message.

5.	 Device A sends the BB to the attestation server to receive a verdict, VA , a value regarding 
device B’s safety. At the same time, it reads the NB value of the 200 OK message and 
gets a blob, BB , the output of attestation function from the Knox platform.

6.	 Device A sends the attestation output BA to device B in the form of a SIP Re-INVITE 
message. The parameter at this time is the BA.

7.	 Receiving BA , device B sends it to the attestation server to verify that device A can be 
trusted by receiving a verdict, VB , the safety result for device A. If all of these procedures 
are successfully performed, the external device can check the safety of the smart home 
device, and the smart home device can check the safety of the external smart device.

INVITE

200 OK(NB)

NB

Request nonce

Re-INVITE(BA)

BA

VBOK

ACK

200 OK

ACK

Attestation 
ServerMachine in 

a Smart 
Home

(B)

External 
smart 
device

(A)

Get measurement based on NB

BA

Nonce generation

Check Blob and output 
verification result

Fig. 8   SIP session setup for the one-way device attestation
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4.4 � Analysis of the Proposed Scheme

Using the proposed method, two devices in the communication channel can trust each 
other. Here, trust means that a peer device performs only normal and intended operations. 
If a peer device is not trusted, it is assumed that the device is compromised and will under-
take unexpected behavior irrespective of the intentions of the device owner. In an untrusted 
situation, privacy is compromised, secure information between two devices will be leaked 
and unintended operations will occur through control of the compromised device. In the 
IoT environment, it is important to know precisely whether the communication party is 
secure or not. We can say that the proposed method provides a reliable environment in the 
smart home.

Attestation 
Server

Request Nonce

NA

INVITE(NA)

200 OK(BB, NB)

Request Nonce

BB

VB

Re-INVITE(BA)

BA

VB

OK

OK

ACK

200 OK

ACK

Attestation 
Server

External 
smart 
device

(A)

Machine 
in a 

Smart 
Home

(B)

Nonce generation

Get measurement based on NA

BB

Nonce generation

NB

Get measurement based on NB

BA

Check Blob and output 
verification result

Check Blob and output 
verification result

Fig. 9   SIP session setup for mutual device attestation
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The method described above has the advantage of checking the safety of the device 
using the smart device TrustZone which is implemented in most ARM CPUs recently, but 
it also has the following limitations. First, an attestation server, a separate server that per-
forms nonce management and verification of the measurement data generated by Trust-
Zone, is needed. Because an attestation server built by a smart device manufacturer has 
a database of information about commercial devices, and it knows the device image and 
kernel image information operating on such devices, the measurement values can be veri-
fied without any problems. If an individual or a company wants his own attestation server, 
he has to build and manage an attestation server independently. This requires the coopera-
tion of the manufacturer. The difficulty in managing an independent attestation server is 
the limitation. Next, an individual device requires a separate procedure to create a private 
key with which to sign the measurement and a public key for signature verification, while 
also embedding these keys in the device’s TEE. Because these keys are security-sensitive 
data, there should be no key injection process after the market release of the commercial 
product. These keys should be injected during the factory process. Of course, when using 
an attestation server built by the manufacturer, there are no special considerations because 
the above conditions are provided.

In the next section, we design a testbed for mutual attestation that can be experimented 
on to verify the proposed method. We also explain how to implement it.

5 � Testbed Design and Implementation

5.1 � Testbed Structure

The following experimental testbed was constructed to check the attestation operation of 
the device using the SIP, an application protocol used between smart devices and a home 
network.

A hypothetical scenario is the process of a call setup between a telephone device 
inside a home network and an external smart device. Each device performs attestation 
on the other device. In case of verification failure, it refuses to provide service. Specifi-
cally, it disconnects the call setup. This protects sensitive data from being transmitted to 
the other side. Although channel data between A, B, and the SIP server should be pro-
tected by SSL in real environment, encryption is omitted to monitor the raw data in the 
original form during this test.

The smart devices used in the experiments were Samsung smartphones. We used 
a commercial smartphone by Samsung Electronics that can utilize the Knox platform 
[15, 28] to check the attestation operation. To the best of our knowledge, Samsung’s 
Knox platform is the only commercially available smart device platform that can per-
form device attestation using TrustZone. The attestation API of the Knox platform was 
called to check the safety of the device, and the modified source code of Linphone [6], 
an open-source-based Android smartphone app, was used to test voice data transmission 
through a SIP. The Linphone server and an IPTEL [5] server, providing free services as 
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a SIP server for relaying SIP signals were used. Although only one SIP server may be 
configured, two servers were used to confirm that there were no compatibility problems.

For the experiment, Machine A was registered on the SIP server of IPTEL and 
Machine B was registered on Linphone’s SIP server, as shown in Fig.  10. A SIP ses-
sion example in this scenario is a session for voice data transfer between Machine A and 
Machine B. The session setup process for voice transmission between Machine A and 
Machine B is performed through the SIP, and when the setup is successfully completed, 
Machine A and Machine B undertake voice communication with each other through the 
RTP [43] which is a media data packet delivery protocol.

5.2 � Remote Attestation Protocol Design and Implementation

In accordance with the proposed attestation method, the source code of the Linphone 
application was modified to add parameters for attestation to the SDP so that the corre-
sponding operation could be performed at every step of the SIP. The attestation algorithms 
using the SIP for sender’s part and receiver’s part are shown in Algorithm  3 and Algo-
rithm 4, respectively. Algorithm 2 explains the common functions used in the sender and 
the receiver’s algorithms. In these algorithms, the sender is the session initiation part and 
the receiver is the peer part. The abbreviated notations in these algorithms are defined in 
Table 2. The overall operation sequence is shown in Fig. 11.

SIP SIP

SIP Server
: sip.linphone.org

KNOX 
Attestation

Server

Machine A Machine B
SIP Server
: iptel.org

SIP

Fig. 10   Experimental setup for the remote attestation test
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Algorithm 2 Common functions
1: function GetNonce()
2: Pass In: nothing
3: Requesting nonce to the attestation server
4: Pass Out: nonce
5: end function
1: function GetBlobInMessage(SIP message)
2: Pass In: SIP message
3: Parsing SIP message
4: Fetching blob binary
5: Pass Out: blob
6: end function
1: function GetNonceInMessage(SIP message)
2: Pass In: SIP message
3: Parsing SIP message
4: Fetching nonce binary
5: Pass Out: nonce
6: end function
1: function BlobCalculationKnox(nonce)
2: Pass In: nonce
3: Calculating blob in the Knox Platform
4: Pass Out: blob
5: end function
1: function GetResultBasedOnBlob(blob)
2: Pass In: blob
3: blob → the attestation server
4: Receiving result for the blob’s correctness
5: Pass Out: result
6: end function

Algorithm 3 Procedure on the Sender’s Application
Require: Sender is registered in SIP server
Ensure: verdict==Yes
1: NS = GetNonce()
2: NS → SDP in INVITE SIP message
3: INVITE SIP message → SIP server
4: wait Receiver’s 200 OK SIP message
5: BR = GetBlobInMessage(200 OK message)
6: NR = GetNonceInMessage(200 OK message)
7: BS = BlobCalculationKnox(NR)
8: Result = GetResultBasedOnBlob(BR)
9: result parsing
10: verdict field fetching in result
11: if verdict == Yes then
12: BS → SDP in Re-INVITE SIP message
13: Re-INVITE SIP message → SIP server
14: continue the session
15: else
16: refuse the session and stop the operation of the application
17: end if
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Algorithm 4 Procedure on the Receiver’s Application
Require: Receiver is registered in SIP server
Ensure: verdict==Yes
1: wait Sender’s INVITE SIP message
2: NS = GetNonceInMessage(INVITE)
3: BR = BlobCalculationKnox(NS)
4: NR = GetNonce()
5: NR, BR → SDP in 200 OK SIP message
6: 200 OK SIP message → SIP server
7: wait Sender’s Re-INVITE SIP message
8: BS = GetBlobInMessage(Re-INVITE)
9: result = GetResultBasedOnBlob(SB)
10: result parsing
11: verdict field fetching in result
12: if verdict == Yes then
13: continue the session
14: else
15: refuse the session and stop app’s operation
16: end if

Because we used a third-party commercial SIP server operated irrespective of the pro-
posed method, there were no modifications of the SIP server part. In the final step of attes-
tation, the verdict received from the attestation server was checked to determine whether 
the session connection would continue.

The attestation server is managed by Samsung on the Internet and provides https service 
as a protocol for attestation operation with the devices. For the http protocol implementa-
tion in the Linphone app, the open source OkHttp package [7] was imported. This http 
package is used during the transmission of the nonce, blob, and verdict information related 
to the attestation process.

There are two main roles of an attestation server. The first is the management of the 
nonce. When there is a request for a nonce, the attestation server must create a non-dupli-
cable value and retain this value in memory. When a nonce-blob pair is received, the server 
must check the elapsed time after the creation of the nonce relative to the received time. 
There should be a limitation on the elapsed time to reduce the security surface. This is 
implemented to prevent a replay attack. The second role is to check that the value is cor-
rect through a verification process using a public-key-based signing and a blob calculation 
process, and to notify the verifier.

6 � Experiment and Result Analysis

6.1 � Experimental Setup

The basic experimental environment was configured as shown in Fig. 10, and the Linphone 
application was modified to include the attestation protocol on smart devices A and B. The 
IP addresses and SIP addresses of A and B are configured as shown in Table 3. Machine A 
was registered with the account name of kajae1 at iptel.org, and Machine B was registered 
with the account name of kajae2 at linphone.org.
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Twelve different smartphones were used as smart devices to test the attestation function 
in this experiment and the experimental results in those devices were analyzed. The basic 
information about smartphones and a tablet used in the experiment are shown in Table 4.

6.2 � The Evaluation Results

To check the SDP parameters related to attestation in the SIP packet between Machine A 
and B, the capturing of network packets was performed using Wireshark [11] PC program 
and WiFi access point. The capture point is between Machine A and the SIP server. It was 
shown that all SDP parameters in each SIP message during each step were included in the 
SIP packets.

The verifier sends the blobs received from the prover to the attestation server to check 
the status of the prover. The verifier then receives the verdict contained in the response 
from the attestation server. The procedures between a device and an attestation server are 
explained in Figs.  12 and 13. Figure  12 shows the case when two devices are safe and 
not compromised. In the figures, 1  and 1 ′ represent the verdict request to the attestation 
server. On the other hand, 2  and 2 ′ represent the verification result from the attestation 
server for the request. The procedure of 1  corresponds to the procedure [9. BR ] in Fig. 11. 
and the procedure of 2  corresponds to the procedure [10. VS ] in Fig. 11. The procedure of 
1

′ corresponds to the procedure [13. BS ] in Fig. 11. and the procedure of 2 ′ corresponds 
to the procedure [14. VR ] in Fig. 11.

There are several fields that indicate unique information of the device and several fields 
that show security marks in the verification result, the verdict data. When there is no secu-
rity problem, the verdict field of the verdict data has a value of “Yes.” If the result is “ver-
dict”=“No,” no further sessions should proceed. The verdict contents shown in Fig.  12 
indicate that neither device is compromised because the verdict field values of both devices 
are all “Yes.” Among the fields, tamperBit is related to whether the smartphone binary 
image has changed. If the smartphone is overwritten with a custom image binary for root-
ing instead of the manufacturer’s pure binary, tamperBit changes to 1 and the verdict result 
is always “No.” This is a value that is fused into the hardware, so it is cannot be restored 
to 0. Whenever attestation is performed, this value is checked to determine whether it is 
the manufacturer’s smartphone binary image. The tamperBit field of 1 represents that the 
smartphone manufacturer’s binary was replaced with a custom image, and the device is no 
longer reliable.

For comparison, another smartphone rooted using a custom recovery image is used in 
the experiment. The verdict content in this case is shown in Fig. 13. The data of the verdict 

Table 2   Notations in the attestation application using Knox

Notation Definition

NS Nonce of the sender which is obtained from an attestation server
NR Nonce of the receiver which is obtained from an attestation server
BS Blob calculated in the sender
BR Blob calculated in the receiver
VS Verdict of the sender which is obtained from an attestation server
VR Verdict of the receiver which is obtained from an attestation server
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field in the verdict data on the left is “Yes,” indicating that device B is is not compromised. 
The data of the verdict field on the right verdict data is “No.” This indicates that device A 
is compromised. In this case, the device B is assured that its peer device is compromised, 
and further operation should be stopped.

Smartphones A and B, which have Knox platforms, could connect successfully to each 
other after verifying the respective attestation results through each Linphone app, and after 
the connection was made it was verified that the transmission and reception of RTP media 
data were accomplished without any problems in the absence of a compromised device. 
When there was a compromised device, the verdict was checked and no further operations 
were performed. These verdict check tests were performed 100 times, sufficient to assess 
the operation reliability for each configuration, with the verdict fields always having cor-
rect values. This is also a natural result of the circuit design of the device.

An additional experiment was performed to assess whether voice data were leaked on 
the compromised smartphone. In this experiment, another smartphone was rooted using the 
custom image, and the “tinyalsa.so” library file was replaced with one capable of leaking 

1. Request Nonce

2. NS

9. BR

10. VS
5. Request 

Nonce
6. NR

13. BS 14. VR

Sender Receiver

Knox
Attestation 

Server

3. INVITE(NS)

4. Calculate blob (BR) using Knox

7. 200 OK(NR, BR)

SIP Server8. Calculate blob (BS) using Knox

11. Determine the session 
continuation

12. Re-INVITE(BS)

15. Determine the session 
continuation

Fig. 11   Flow sequences of remote attestation of this experiment

Table 3   Connection 
configuration of machines A 
and B

Device IP Address SIP Address

A 192.168.10.173 kajae1@iptel.org
B 192.168.10.221 kajae2@linphone.org
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sound stream data. Several steps were taken to disable the Android dm-verity function 
which guarantees system directory integrity. Finally, all voice data on this smartphone 
could be transferred to a third party.

In the experiment in which the compromised smartphone, rooted and with the tinyAlsa 
library patched, is used for communication instead of a normal smartphone, the verdict 
content is similar to that shown in the left part of Fig. 13. The result indicates that the ver-
dict is “No,” meaning that the target smartphone is compromised and should no longer be 
used for communication. If this attestation method is not used, the voice data of VoIP com-
munication would be leaked without any restriction in the rooted smartphone with the tin-
yAlsa library patched as in the experiment. For the prevention of further voice data leakage 
in the rooted smartphone, this attestation method should be used. Also when the verdict 
field from the attestation server shows “No,” communication with the target device should 
be restrained.

Table 4   Android versions, Knox versions and CPU specification of smartphones used in the experiment

Name Android version Knox version CPU

Galaxy A8 8.0.0 3.1 2× 2.2 GHz ARM Cortex-A73
6× 1.6 GHz ARM Cortex-A53

Galaxy A70 9 3.3 2× 2.0 GHz Kryo 460
6× 1.7 GHz Kryo 460

Galaxy A90 9 3.4 1× 2.84 GHz Kryo 485
3× 2.42 GHz Kryo 485
4× 1.8 GHz Kryo 485

Galaxy Fold 9 3.3 1 2.84 GHz Kryo 485
3× 2.42 GHz Kryo 485
4× 1.8 GHz Kryo 485

Galaxy Note 10 9 3.4 2× 2.73 GHz Exynos M4
2× 2.4 GHz ARM Cortex-A75
4× 1.95 GHz ARM Cortex-A55

Galaxy Note 10 Plus 9 3.2.1 1× 2.84 GHz Kryo 485
3× 2.42 GHz Kryo 485
4× 1.8 GHz Kryo 485

Galaxy S8 9 3.2.1 4× 2.3 GHz Exynos M2 Mongoose
4× 1.7 GHz ARM Cortex-A53

Galaxy S8 Plus 9 3.2.1 4× 2.3 GHz Exynos M2 Mongoose
4× 1.7 GHz ARM Cortex-A53

Galaxy S9 8.0.0 3.1 4× 2.7 GHz Exynos M3 Mongoose
4× 1.79 GHz ARM Cortex-A55

Galaxy S9 Plus 8.0.0 3.1 4× 2.7 GHz Exynos M3 Mongoose
4× 1.79 GHz ARM Cortex-A55

Galaxy S10 Plus 9 3.3 2× 2.73 GHz Exynos M4
2× 2.31 GHz ARM Cortex-A75
4× 1.95 GHz ARM Cortex-A55

Galaxy Tab S6 9 3.4 1× 2.84 Hz Kryo 485
3× 2.42 GHz Kryo 485
4× 1.8 GHZ Kryo 485
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The latency times of each of the operations, referring to the time required to obtain 
a nonce from the attestation server, the time required to calculate the blob on the Knox 
platform, and the time required to obtain a verdict from the attestation server, are shown in 
Figs. 14, 15 and 16 for the test smartphones. All the graphs were shown in the form of box 
plots, which represent minimal, first quartile, median, mean, third quartile, and maximum 
value.
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Verdict Verdict
"tamperBit":"0"

"IMEI":"0CBB4 "
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Fig. 12   Verdict content in the absence of a compromised device
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Fig. 13   Verdict content in the presence of a compromised device
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The time for obtaining nonce can be composed of network latency and nonce generation 
time as follows. Network latency is the sum of treq and tres.

where:

tnonce = nonce obtaining time in device
treq = the latency of request packet from a device to an attestation server
tres = the latency of response packet from an attestation server to a device
tng = nonce generation and management time in an attestation server

Similarly, the time for obtaining verdict can be composed of as follows.

where:

tverdict = verdict obtaining time in device
treq = the latency of request packet from a device to an attestation server
tres = the latency of response packet from an attestation server to a device
tveri = device verification time based on request data in an attestation server

Network latency, treq + tres , is a variable value depending on the network environment, not 
on the test device. As the server processing time, tng or tveri , is assumed to be similar for all 
test devices, the times of tnonce or tverdict are also similar. Figures 14 and 15 shows that the 
nonce obtaining times or the verdict obtaining times are similar for all 12 devices.

(7)tnonce = treq + tres + tng

(8)tverdict = treq + tres + tveri

Fig. 14   Latencies ( t
nonce

 ) when obtaining the nonce from an Attestation Server for 12 devices



321Design and Implementation of Hardware-Based Remote Attestation…

1 3

The times required to calculate the blob shown in Fig. 16 are different depending on the 
device type. This is related to the device performance. As the figure shows, the device of 
Galaxy A8 is worst and the device of Galaxy Note 10 Plus is best.

The latency values are summarized in Table 5 and shown as a graph in Fig. 17. This 
table shows that the latency time when obtaining data such as a nonce and a verdict from 

Fig. 15   Latencies ( t
verdict

 ) when obtaining the verdict using Knox platform for 12 devices

Fig. 16   Latencies when calculating the blob from an attestation server for 12 devices
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the attestation server is not large considering practical usage. Because calculating the blob 
is an inner process on the Knox platform, the time is very small compared to other net-
work-related operation times. As Fig.  17 shows, the blob calculation time is very small 
compared to other two values of nonce obtaining time and verdict obtaining time. This 
value is related to only the device itself. This is the reason why the latencies vary between 
devices. It is considered that in general the effect of blob calculation time is small as the 

Table 5   Average values of nonce obtaining time from the attestation server, the blob calculation time on the 
Knox platform, and the verdict checking time from the attestation server

unit: s

Device Obtaining nonce Calculating blob Obtaining verdict Sum

Galaxy A8 1.729 0.935 1.798 4.463
Galaxy A70 1.690 0.265 1.753 3.708
Galaxy A90 1.631 0.221 1.683 3.536
Galaxy Fold 1.585 0.196 1.710 3.492
Galaxy Note 10 1.643 0.214 1.657 3.514
Galaxy Note 10 Plus 1.603 0.181 1.637 3.421
Galaxy S8 1.632 0.404 1.756 3.792
Galaxy S8 Plus 1.742 0.477 1.749 3.968
Galaxy S9 1.669 0.427 1.787 3.882
Galaxy S9 Plus 1.764 0.515 1.753 4.032
Galaxy S10 Plus 1.527 0.236 1.625 3.388
Galaxy Tab S6 1.564 0.187 1.656 3.406
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Fig. 17   Average latencies of obtaining nonce, calculating blob, checking verdict in each device
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CPU performance of smart devices is getting better. For one SIP session setup, there is 
additional time of 3.3 s ∼ 4.5 s on average for entire attestation. It is assumed that this addi-
tional time should be accepted to ensure the proper checking of the security of the devices.

These values were influenced by the location of the server, the connection speed of the 
network, the time required to generate and manage the nonce, and the time to check the 
validity of the blob at the attestation server, But in general, the entire attestation operation 
can be completed within a few seconds, making it practical to apply.

When a smartphone is rooted and the relevant library is patched for malicious activity, 
all data on the smartphone is assumed to be exposed to the unknown external attacker. 
This is a critical weakness. Hence, a checking procedure for the devices of other parties is 
essential for secure communication.

Because new methods of attack are appearing daily, we cannot be sure that such a 
method can prevent all attacks, but at least it is assumed that known kernel attacks includ-
ing rooting can be detected and prohibited from executing malicious operations.

A limitation of these experiments is that smart devices on which it will work are limited 
to devices with the Samsung Knox platform installed. However, thus far only Samsung 
devices can provide developers with an attestation environment using TrustZone. Accord-
ingly, experimenting with the proposed method universally was limited.

As a further work, experiments in various environment such as poor quality network 
situation will be accomplished. Based on the experiment, the attestation feasibility for this 
environment will be analyzed. Then, the mathematical complexity analysis for the attesta-
tion dependent on device performance and algorithms will be evaluated. A way to over-
come the limitation of the proposed method will be considered.

7 � Conclusions

Remote attestation can be considered as a method by which the level of the safety is 
checked between devices in a smart home environment. In this paper, we designed an attes-
tation protocol between devices using the scalable SIP of the type used in a smart home 
and implemented the protocol on a smartphone with a modified open source application. 
In the attestation experiment, the testbed was composed of a SIP server, smart devices, and 
an attestation server. The experiment using twelve different smart devices showed that the 
nonce obtaining and the verdict obtaining from the attestation server took a few seconds 
which was larger than the blob calculation time in the device, because the blob calculation 
time was dependent on the device itself and in general it is small than the network related 
time. Depending on the performance of the device, the blob calculation time varied some-
what from device to device. The additional time of 3.3 s ∼ 4.5 s which is necessary for the 
entire attestation is assumed to be endurable for the smart home network security.

This method can be applied directly in the field because it utilizes the functions of actual 
commercial smartphones instead of the experiment board-level type, and the experimental 
results confirm that there were no problems related to attestation operations. The attes-
tation experiment is limited to a specific manufacturer’s smartphone device because the 
attestation function is implemented only on the Knox platform of Samsung. However, if 
the attestation protocol using the SIP is adopted as presented in this paper and attestation 
functions using TrustZone are implemented on the smart devices of other manufacturers’, 
attestation between heterogeneous devices will be possible and will be a universal method 
of smart home protection from attackers.
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With the proposed method, it is possible to assess the safety of devices connected to a 
smart home, thereby preventing an attack with the exposure of internal privacy information 
through a compromised external smart device or the unintentional malfunctions of internal 
devices caused by a compromised device.
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