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Abstract

Wireless sensor networks are randomly deployed and responsible for monitoring geo-
graphical area wide. In WSN, the aggregation of data is very complex because of its lim-
ited power and computing capabilities. Issue in data aggregation is that the data may be
passed on malicious node. All the existing data aggregation techniques undergo security
issues because of the transfer of large amount of data. In this paper we propose a protocol
named Secure Data Aggregation Protocol (SDAP) which identifies the malicious node by
providing a logical group in the form of tree topology. In the tree topology the aggrega-
tion is formed by aggregating the nodes, which are non-leaf node and high level of trust is
required to provide a better approximation and accuracy against the security threats. Thus
the data is securely aggregated and the efficiency is achieved in data aggregation.

Keywords Wireless sensor networks (WSN) - Secure data aggregation protocol (SDAP) -
Certificate authority (CA) - Malicious node detection

1 Introduction

A Wireless Sensor Network (WSN) is defined as a highly distributed network formed by
large number of small, lightweight sensor nodes where each node is equipped with a sensor
to detect physical phenomena such as light, heat, pressure, etc. WSN consists of a base sta-
tion, a sink and sensor nodes. The sensor nodes are mostly deployed in harsh environments
and they have the facility to sense, process data and communicate with each other via a
wireless connection. Sensory information collected by the sensor nodes is communicated
to the base station which is the centralized point of control within the network through hop
by hop transmissions. The data collected is aggregated at the aggregator node and only the
aggregate values are forwarded to the base station. Using aggregation, the overall energy
requirements of the network can be reduced by decreasing the amount of network traffic.
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Data aggregation makes the already existing security challenges more complicated. Secure
data aggregation in wireless sensor networks refers to providing security to aggregate data.
The two main security issues in secure data aggregation are confidentiality and integrity of
data. Highly sensitive data may be communicated by the sensor nodes such as key distribu-
tion. So it is important to build a secure channel in a wireless sensor network. Data confi-
dentiality is the ability to hide messages from a passive attacker. Encryption is the technique
used to provide confidentiality in wireless sensor network. While performing aggregation, the
aggregator has to decrypt the encrypted data which makes the data unprotected. In a similar
way, false data can be injected into the aggregate by the aggregator, and sent to the base sta-
tion. Data integrity refers to the ability to confirm that the data being sent is not altered.

A certificate can be used for secure encrypted information as well as to uniquely iden-
tify the holder. An appropriate cryptography method for sensor nodes should be selected to
provide secured services in WSNs. In the existing systems, different algorithms are used to
achieve the security during data aggregation. In general, existing symmetric cryptographic
solutions for WSNs focus particularly on the efficiency of key establishment after the deploy-
ment of the network. Many works focus on the lightweight adoption of asymmetric crypto-
graphic algorithms.

Iterative filtering technique which is more robust against collusion attacks aggregate data
from multiple sources simultaneously usually in a form of corresponding weight factors. The
sensor nodes are divided into disjoint clusters, and every cluster has a cluster head which acts
as an aggregator.

The secure data aggregation protocol is used to overcome the faults that are present in the
existing systems. In the existing systems, the raw data is transferred to the base station. There-
fore more amount of energy is utilized. To provide the energy constrained protocol, the trans-
fer of the unwanted data must be prevented. This is achieved by using Secure Data Aggrega-
tion Protocol (SDAP). Here the hierarchical structure is formed as a tree. The root is the base
station. The sensor nodes other than the root are aggregators. The aggregators are not the child
nodes. The group is formed with the data aggregators. All the available processing is done
within the group. Now, all the groups transfer the processed data to the static base station.
From the received data, the groups with malicious nodes are identified.

The security to the data packet is provided using the cryptographic keys. The aggregation
is performed through hop-by-hop. This executes efficiency at each sensor node to detect the
malicious node. The difficulty arises when using per-hop aggregation, since it does not verify
the correctness of the data.

The major challenge in SDAP under the tree topology is that, a high level trust is needed
for the aggregator’s node. Therefore, to provide a better accuracy, divide and conquer method
is adopted. A logical group is formed to reduce the threat to the sensor nodes. To provide the
security to the groups, a commit and attest technique is used. In this technique, when a pre-
sent group is committed to aggregate, it cannot be denied. To validate the present groups, the
bivariate-multiple outlier detection algorithm is used. The validation process is done based on
the attestation from the group.

2 Related Works

In wireless sensor networks, the sensor nodes are placed randomly and information is
collected from the sensor nodes, it is aggregated and then transferred to the base station.
Base station has sufficient amount of energy. The base station is assumed to be secured
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with unlimited available energy while the other are assumed to be unsecured with lim-
ited available energy. During aggregation it reduces the occurrence of the traffic in the
network which in turn helps to reduce the energy consumption on the sensor nodes. The
two main security issues in secure data aggregation are confidentiality and integrity of
data.

Hu and Evans [1] designed the first Secure Data Aggregation (SDA) scheme which
works under the assumption that at most a single node is malicious. This protocol secures
in-network aggregation by providing a light weight security mechanism to effectively
detect node misbehaviour. In another secure data aggregation study Przydatek et al. [2],
proposed Secure Information Aggregation (SIA), which works under the assumption of a
single-aggregator model. The authors use “Aggregate-Commit-Prove” approach where the
base stations check the correctness of the aggregated data by requesting sample small data
pieces from sensors.

ESPDA protocol presented by Cam et al. [3] provides energy—efficient data aggrega-
tion together with secure data communication in wireless sensor networks. It is a cluster—
based data aggregation protocol and aggregates data by pattern codes. So the cluster-heads
are not required to know the contents of the transmitted data. Ozdemir et al. [4] developed
the Secure Reference-Based Data Aggregation (SRDA) protocol which incorporated both
data aggregation and security concepts together in cluster-based wireless sensor networks.
The raw data sensed by sensor nodes are compared with a reference data and then only the
difference between the sensed data and the reference value are transmitted.

A secure hop-by-hop data aggregation protocol using a tree-based topology to com-
pute the aggregation in the presence of a few compromised nodes was proposed by Yang
et al. [5] Divide-and-Conquer and commit-and-attest are the two principles on which this
scheme has been designed. Recently, several data aggregation schemes based on privacy
homomorphism encryption have been proposed and investigated on wireless sensor net-
works. These data aggregation schemes provide better security compared with traditional
aggregation since cluster heads can directly aggregate the ciphertexts without decryption;
consequently, transmission overhead is reduced. An approach that uses homomorphic
encryption and Message Authentication Code (MAC) to achieve confidentiality, authenti-
cation and integrity for secure data aggregation in wireless sensor networks has been pro-
posed by Othman et al. [6]. Privacy Homomorphism (PH) proposed by Rivest et al. [7]
allows aggregating encrypted data.

To achieve the integrity of data the researchers use three data aggregation techniques
which provide more security to the message, lessens the computation cost and makes the
communication easy. The first one is a homomorphic MAC which defines that all the data
collecting sensor nodes share one global key with the base station and uses a symmetric
key approach. It provides better computation and efficient communication. The other two
techniques use a public key based homomorphic hashing.

Girao et al. [8] proposed a protocol called CDA which uses an additive and multiplica-
tive homomorphic encryption scheme that allows the aggregator to aggregate encrypted
data. The developers of this protocol had applied the Privacy Homomorphism (PH). Since
PH is unsecure against chosen plain text attacks, CDA ensures only data confidentiality.
Wagner [9] addressed the issue of measuring and bounding malicious nodes’ contribution
to the final aggregation result for the single-aggregator case.

Secure hierarchical data algorithm is a new technique that provides security to the
aggregated data. Effective public key cryptography (Elliptic curve cryptography) is used
to achieve an end to end security. There is no intermediate node to aggregate data. There
is a direct aggregation between source and the sink nodes. Thus the energy efficiency is
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improved and more protected by using the end to end communication and also there is no
intermediate node failure.

Perrig et al. [10] had proposed security protocols for sensor networks which address
the key establishment problem. In the approach which is based on authentication between
sensors with a shared secret key, all nodes trust the base station at the network creation
time and each node is given a master key which is shared with the base station. To achieve
authentication between a sensor and base station, a Message Authentication Code (MAC)
is used.

Junior et al. [11] suggested detecting malicious node through detection of malicious
message transmissions in a network. A message transmission is considered suspicious if
its signal strength is incompatible with its originator’s geographical position. The work
reported by Curiac et al. [12] proposed to detect malicious node by comparing its output
with an aggregation value. A neighbor-based malicious node detection scheme for wireless
sensor networks was proposed by Yim and Choi [13]

Iterative filtering algorithm is also a new technique which only concentrates on collision
attacks. One of the fundamental usages is to determine trust-worthiness. It is calculated
through the distance from the sensors and is compared for the correctness of the previous
iteration. Through this estimation the level of trust is determined. An improvement for the
IF algorithms has been put forward by Gomathi et al. [14] by providing an initial approxi-
mation of the trustworthiness of sensor nodes which makes the algorithms not only collu-
sion robust, but also more precise and faster converging.

Ayday et al. [15] introduces an Iterative method for Trust and Reputation Management
referred as ITRM. The proposed algorithm can be applied to centralized schemes, in which
a central authority collects the reports and forms the reputations of the service providers
as well as report/rating trustworthiness of the consumers. Jinfang et al. [16] proposed an
Efficient Distributed Trust Model (EDTM) for WSNs. The authors selectively calculated
direct trust and recommendation trust according to the number of packets received by sen-
sor nodes. Then, they considered communication trust, energy trust and data trust during
the calculation of direct trust. Furthermore, they defined trust reliability and familiarity to
improve the accuracy of recommendation trust. Their proposed EDTM can evaluate trust-
worthiness of sensor nodes more precisely and prevent the security breaches effectively.

Chang et al. [17] devised a methodology to classify the nodes behaviour based on their
cooperative bait approaches which predicted the attacks in the network. The problems of
the conventional malicious node detection system were tolerated by implementing Coop-
erative Bait Detection Scheme (CBDS).The anomaly nodes were detected based on fuzzy
theory and revised evidence theory. The malicious nodes in a network can be identified by
monitoring the behaviours of the evaluated nodes with multidimensional features and inte-
grating this information, thus, the normal operation of the whole network can be verified.

Kresimir et al. [18] dealt with the security aspects of these IPv6-based WSNs. The
authors proposed the solution to an adaptive distributed system for malicious node detec-
tion in the IPv6-based WSN. Their intrusion detection system is based on distributed algo-
rithms and a collective decision-making process. It introduces an innovative concept of
probability estimation for malicious behaviour of sensor nodes.

Nirmal Raja and Maraline Beno [19] carried out to prevent the Sybil attack and increase
the performance of the network. The authors presented the novel security mechanism and
Fujisaki Okamoto algorithm and also application of the work. The Fujisaki-Okamoto (FO)
algorithm is ID based cryptographic scheme and gives strong authentication against Sybil
attack. In this scheme the authors analyzed broadcasting key, time taken for different key
sizes, energy consumption, Packet delivery ratio and Throughput. Xie Jinhui et al. [21]
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aimed at the hybrid DoS attack in wireless sensor network. The authors proposed a new
intrusion detection method based on energy trust IDSET)on the existing detection mecha-
nism, which improved the detection rate of hybrid DoS attacks.

3 Overview

This section shows the aggregation process through various models. The following models
show the data aggregation. The models are as follows:

3.1 Network Model

The network model shows the environment in WSN. In this model, the nodes are clustered
depending on the network. The head node is determined as an aggregator. The security
algorithms are provided to determine the trustworthiness. The disturbance in the itera-
tive filtering algorithm has been overcome by efficient SDAP. In SDAP, large number of
resources constrained sensor nodes are used. It helps to connect the sensor network and the
outside network. Here, the aggregation is provided by means of the tree topology. It can be
used for real time application.

3.2 Privacy Determination Over Attack Model

It is primarily used for the authentication phenomenon. It easily defeats the outside con-
tender. The attacks are many over the cluster based aggregation protocol. Depending on the
behaviour of the node, many types of attacks are formed. In this privacy determining over
attack model, the defence is provided against the attacks.

3.3 Contender Model

The contender model is mainly used for adversary. It is used to produce the false data. For
instance, consider the remote environment where the sensors are placed. The security algo-
rithms are enhanced because the contender sends the false data to the aggregator.

3.4 Goals to be Achieved

The main goal is to transmit the data in secure manner through the secured path. By the
usage of the proposed protocol, the goals are achieved in which the groups are formed by
means of the cluster formation. The created groups are efficiently used to determine the
attackers. The certification / attestation is provided by Certificate Authority. It ensures the
privacy for the transmission of data.

4 Proposed Scheme
To overcome the disadvantage that arises when using the iterative filtering algorithm, a

new technique called Certificate Authority (CA) has been introduced in each cluster.
Iterative filtering algorithm works better for solving the issues of collision attacks. Data
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Aggregation is used to aggregate data by the cluster head and transmit it to the static sta-
tion or base station. The base station collects all the data from the cluster head and aggre-
gates for a secured data transmission. To perform the aggregation more secure, the CA
is used to check each node’s condition whether it is a is trust node or malicious node. By
using the CA the node’s processes are monitored. The data must be transmitted from a
member node to the cluster head and from cluster head there to either the cluster head or
base station with in a given time.

The data should be transmitted through the secure path and for this secure data trans-
mission Path Verification Packet (PVP) is used. The Path Verification Packet contains a
return back message. The path is analyzed using PVP. The packet is transmitted to the
base station through the secure path and if the acknowledgement is received then the path
is considered to be secure path. Otherwise different path is selected for data transmission.
After the path analyzation gets over, the data is transmitted from the cluster head to the
base station.

If a cluster head data transmission time exceeds or any modifications made in the data
then the certificate authority checks the threshold value of that node. If the threshold value
is in range, then the node is a trusted node and data aggregation is done through this node.
If the threshold value is out of range then the node is marked as malicious node. After
marking the malicious node, the data is not transferred to that particular node. By using
PVP, the path security is checked and the data is transmitted through the selected secure
path. Thus the data is transmitted only through the trusted node and it can be aggregated
more securely and efficiently.

4.1 Data Aggregation

The data is gathered from the Cluster Member and transmitted to the Cluster Head. The
collected data is transmitted from the Cluster Member to the Base Station. If the Base Sta-
tion is present far away, then the data is transmitted between the Cluster Heads and finally
transmitted to the Base Station. The Certificate Authority is present in the midst of the
network and the Certificate Authority is used to select the trust node among the Cluster and
then offer the certificate for every trust node present in the network. The nodes which are
not trust nodes will not be allowed to transmit the data to the Cluster Head. For finding the
trust node, the threshold value is considered.

Figure 1 represents data aggregation. The data are transmitted from the Cluster Member
to the Cluster Head. The Cluster Head aggregates the transmitted data and forward it to the
Base Station.

4.2 Finding the Trusted Node

In the above figure, the routing manager decides the status of the node to transmit the data.
Based on the requests of data, the routing manager process the requests. The client con-
nections are managed by the client manager. The routing manager helps to establish the
connection between the client and the server. Depending on the status of the node, the node
is either added to the node list or added to the block list. If it is difficult to determine the
status of the node, then the threshold level is estimated. The threshold value of the corre-
sponding node is compared with the associated threshold value. Through this comparison
the status of the nodes are determined. If it is equal or exceeds the estimated threshold
value, the node is added to the node list else it is added to the block list. The threshold
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Fig.1 Data aggregation

value is calculated depending upon the number of data packets transmitted and the number
of data packets successfully obtained (Figs. 2, 3 and 4).

4.3 Certificate Authority

When the node in the network is determined, (i.e. present) the clustering is done. The clus-
ter head is used to provide the request to the routing manager. The data are stored in the
data unit. The routing manager provides the acknowledgement in response to the request.
Then the verification is done for the malicious node by the network monitor. The network
monitor identifies whether the node is vulnerable or not. If the node is not vulnerable then
the node is stored in the member list. The node is blocked for the transmission of data if
the node is determined as thread. The network monitor determines the authorized users to
transmit the data. The certificate authority helps to issue the certificates to determine the
efficiency in the transmission of the data to prevent the failure of the nodes, a node can
transmit while it has CA permission, throughput differs from efficiency because it deals
with time.

Fig.2 Trusted node identifica-
tion Node List

Transmitter/
> Receiver

Block List
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Fig. 3 Certificate authority
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Fig.4 Performance graph between CA, CH and secure path

4.4 Algorithm

The algorithm describes that how the data are securely aggregated and transmitted by
using the secure aggregation protocol.

5 Algorithm 1: Secure Aggregation Algorithm
Input: A set N of x tuples (L, C, C;, A;) where L is a cluster leader id, C; is the cluster

count value, A; is the cluster aggregation result and C is the total number of clusters.
Output: Secure aggregated data D to the base station in secure manner.
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5.1 Procedure:

1. loop
Compute the p. and s, for all the counts in the set N where . is the mean and s is the
standard deviation;

3. Compute the mean p, and standard deviation s, for all the values use in the given set
N;

4. Find the maximum count value C; in the set N;

5. Compute the statistic S, for count C; =(C;—unu,) / S, (where Sc —statistical data of
cluster node)

6. Compute p-value P, based on the statistic S_; p=1-Sc

7. Compute the statistic S, for the corresponding value A}

8 ( | Ap—u, | )/ s,; A cluster agg node count

9. Compute p-value P, based on the statistic S,;
10. If (P, * P,)<a then (« is threshold for node)
11. N=N-{(L,C., A} (Nis over all set count, which has X tuples)
12. D=DU({L}

13. else

14. break;
15. endif
16. end loop
17. return D;

The above algorithm checks three stages

5.1.1 Checking the Aggregated Message

The static base station receives the aggregated data packet from cluster heads. Each
cluster head has a separate cluster head id which is denoted by L. After the base station
receives the aggregated data it checks whether the data is authenticated or not. Each
node has a separate key denoted by K; . By using this key count value C; [cluster count
& key count are same] and aggregated value A; are determined. If all the values are in
certain range then the data is an authenticated data. Range is fixed by WSN capability
(maximum cluster node value).

5.1.2 Providing the Certificate
WSN has mathematical function which helps to set the formulae needed and set the
threshold value. If any node count value exceeds the maximum value the node is

declared as the malicious node. The certificate is not issued in the node. Certificate is
provided based on Pc* Pv.

5.2 Path Verification Packet
The data which are involved in the transmission should be passed through secured path.

For the secure transmission the Path Verification Packet (PVP) is considered. The Path
Verification Packet (PVP) consists of return back message. The paths present in the
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networks are analyzed using Path Verification Packet. The PVP packet is transmitted
through the from Cluster Head to the Base Station. The path is considered as secured
when the acknowledgement is received from the Base Station. If the PVP packet is not
transmitted then they select a different path for the data transmission. After the path
analyzation gets over, the data is transmitted from the cluster head to the Base Station.

5.2.1 Path Verification Request

The Cluster Head sends the request to the Base Station and the request is considered as
verification request. The verification request contains the details such as “return back mes-
sage” and the sent time. After viewing the return back message by the Base Station, if the
path is secured then they are returned to the required Cluster Head through the same path.

5.2.2 Path Verification Reply

The Base Station sends the reply message to the Cluster Head and the reply is considered
as verification reply. The verification reply has the information details like return back mes-
sage and the receive time. After the Cluster Head viewing the return back message, the
data transmission involves through the secured path. Thus the path is secured and the net-
work is also secure.

6 Performance Evaluation

The proposed work deals with the identification of trust node and secure path. For the
identification of trust node, Certificate Authority is used. For path security, Path verifica-
tion packet is used. The Path verification Packet is transmitted between the cluster head
and the base station. If the acknowledgement is received from the base station then the
path involved in verification is to be secured. In this section, the screenshots as well as the
detailed description about the performance graph is described.

If acknowledgement is not received from the base station then different path for commu-
nication is selected in order to perform secure transmission. The Certificate Authority does
not provide certificate to the node whose threshold value is above the range and confirmed
that particular node as a malicious node. If the cluster head changes into malicious node
then different cluster head is selected from same cluster. Thus for secure data transmis-
sion the certificate authority and path verification packet is considered and security gets
increased.

6.1 Simulation

The simulation section provides the detailed description about the screen shots and clearly
verifies the generated output. The Network Simulator NS2 software has been used for the
simulation section.

In Fig. 5 the nodes are placed in the network randomly. Totally there are 50 nodes
placed in the network. Node 26 denotes the base station of the present network. The net-
work contains five clusters. Each cluster has a separate Cluster Head. The Node number
24, 25, 30, 31, and 35 are the cluster heads. The cluster heads are selected based on initial
energy of the nodes. On the basis of energy and stable feature, these nodes are selected as
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cluster heads. Each node is placed in a specific point. Each cluster has a specific Certifi-
cate Authority. The base station, cluster heads cluster members and certificate authority are
simulated by separate colours.

In Fig. 6, Path Verification Packet is sent through the aggregated path. It travels through
the shortest path to the base station. When it reaches the base station it will be returned
back to the exact node. If the packet is received then it is a secure path. Otherwise a new
path is selected for aggregating the data.

Figure 7 represents the Verification Request of the Path Verification Packet. The request
packet is transmitted from the Cluster Head to the Base Station. The Base Station verifies
the path and the Cluster Head condition. The path is analyzed and if the path is secured
then the Base Station transmits the message back to the Base Station. The verification
packet contains the sent time of the Cluster Head.

Next represents the Verification Reply of the Path Verification Packet. The reply packet
is transmitted from the Base Station to the Cluster Head. The Base Station verifies the path
and the Cluster Head condition. Using the secure path, the reply packet is transmitted and
the transmitted packet reaches the Clusters. The Reply Packet contains the received time
of the packet. After the process is ended, the data transmission starts through the secured
path.

The data aggregation between the client and the server is explained. Each cluster
member sends the data to their own cluster head. The data is collected by the aggregator
and transmitted to the base station. If the base station is in the farthest distance, then the
transmission is done between two cluster heads. The farthest cluster head can transfer
the data to its coverage neighbour cluster head and again this is transferred to the base
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station. The transmission is done only in the WSN coverage area. In the below figure,
the ring shape denotes the coverage area of the network.

In Fig. 8, the cluster heads 24 and 31 have changed into malicious nodes. During
aggregation, the cluster head has changed to malicious node so the aggregation process
has stopped suddenly. The node is marked as malicious node and the data are not trans-
mitted through the malicious node as per the rule.

In Fig. 9, a new cluster head is selected for data transmission since the previous clus-
ter head turns into malicious node. When the malicious node is found, a new cluster
head is selected for data transmission. After selecting new cluster head, the path is veri-
fied by using path verification packet. If the path is a secure one then the aggregation
process starts.

During the aggregation technique security is one of the main issues. To aggregate the
secure data a new protocol named as secure data aggregation protocol is used. At each
level it checks whether the data is secure or not. If it identifies the malicious node then
the data transmission is not present through this node. Thus the security is achieved dur-
ing data aggregation.

6.2 Performance Graph

Figure 10 shows the comparison between two secure aggregation methods. If the nodes
present in the network are less in number, then the Iterative Filtering Algorithm (IFA) is
efficient. If the nodes present in the network increases in number then the SDAP proto-
col is efficient.
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7 Conclusion

In this manuscript, secure data aggregation protocol for wireless sensor networks is pro-
posed. By using this technique data aggregation is more secure and the certificate authority
is provided by each trusted node. In this protocol, each node is checked whether it is trust-
worthy. Thus the security is achieved during aggregation. In future work, we will enhance
the same protocol with additional routing protocols.
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