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Abstract

Security of cloud computing and Internet of things (IoT) enabled sensor networks are
two significant areas of research that have a great impact in developing numerous societal
applications such as smart healthcare, smart city, smart agriculture etc. in a secure man-
ner. The devices involved in these technologies are exposed to vulnerabilities since they
are distributed in nature and moreover they try to fetch real-time information and forward
it to cloud for processing. Cloud computing offers a platform for storing and processing
the data sensed and sent by the sensor devices. In the previous literature, many research-
ers have studied the security issues and challenges of IoT and Cloud separately. Still, there
is a gap in the literature and it is required to explore the integrated security issues in the
Cloud integrated IoT environment. Analyzing the integrated security issues of the existing
technologies is of much importance and novel idea for their successful implementation. In
this paper we focused on exploring the vulnerabilities of the integrated environment. In
addition, we had presented the security issues and challenges in the cloud and IoT enabled
sensor environment.

Keywords Internet of things (IoT) - Cloud computing - Sensor network - Security

1 Introduction

In telecommunication field Internet of Things (IoT) [1] is considered to be one of the grow-
ing technologies where the network enabled devices access upon the pervasive environ-
ment in a ubiquitous manner. This technology mainly consists of various set of things,
objects, vehicles, and sensors for transferring the information from one or other devices in
the network [2]. Thus it is very beneficial for communication purpose over the environment
as machine to machine, machine to human, human to human communication. The data is
transferred consistently among the users. [oT is mainly considered to be the set of networks
consisting of physical objects or things embedded with electronics, software, sensors and
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network connectivity which enables these object to collect and transmit the data accord-
ingly. This is also referred as Internet of Everything (IoE) [3], since it process upon the
network enabled devices in order to collect and transmit the data by using processors, sen-
sors and hardware which are used for communicating purposes. It is also known for its
unique process and also referred as “smart devices” where devices will communicate and
transfer data for processing [4]. When the communication takes place between the machine
to machine it is also called as Machine to Machine communication (M2M) [5].

The stages of IoT involves (a) Collecting data for processing (can be accessed upon
everywhere such as office, house, etc.). (b) Transfer data for communication process (can
be home based network, data center, desired platform) (c) analyze data for processing (d)
implement data according to required information (will be sent through m2m, sms, email,
text, m2m communication). The problems being faced by IoT are Exploitation of IoT
devices, infiltration of data, information fusion, occurrence of errors—space and time com-
plexity, inefficient infrastructure and inefficient data collection.

Wireless Sensor Network (WSN) [6] is considered to be most prominent technology in
the current world. It can be defined as a set of embedded devices which is used for commu-
nication purpose by gathering required information from the set of monitored field through
wireless links [7]. It consists of spatially dispersed clusters with required sensors for check-
ing consistency, monitoring and recording the conditions such as temperature, sound, wind
etc. of the surroundings. The nodes are interconnected through set of gateway nodes with
the wireless Ethernet. The main advantage of WSN is the replacement of wired technolo-
gies [5]. It mainly communicates with the environment through wireless manner. With the
help of this technology we can overcome the wired environment issues and can enable the
network to process in a decentralized manner [5].

The various set of topologies for communicating purpose are [8]: (a) star topology
where all nodes in the network are connected through a gateway, here every node cannot
send and receive messages to each other (b) mesh topology where within radio transmis-
sion range the nodes can able to communicate with each other (c) tree topology in which
nodes are connected in a hierarchical manner, placed higher manner and those nodes con-
nected through a gateway. The various types of sensor networks are as follows [9]: (a)
terrestrial WSNs that helps these nodes to communicate with the base station effectively
among hundreds and thousands of nodes in a structured or unstructured manner (b) under-
ground WSNss that help the nodes to communicate in underground level for communica-
tion purpose but it is difficult to recharge. It also leads to larger issue since attenuation and
loss of signal (c) underwater WSN’s that mainly consists of limited set of power and can-
not be recharged or replaced (d) multimedia WSNs that used for monitoring and tracking
the events in the form multimedia such as image, video or audio (e) mobile WSNs where
nodes communicate in a mobile manner and can be interacted with physical environment
effectively.

The challenges faced by sensor networks are unauthorized intruders, reduction in loyalty
of data center, low power consumption, storage area, dynamic nature of network, corrup-
tion of data, less efficiency, larger consumption of energy, retransmission of data packets,
less secure over sensor nodes, inaccurate prediction, potential security issues, challenges
over IPv6 in wireless personal area network, two way communication between wireless
and active sensor, no prior knowledge about assets, undesired emails, zero day attacks,
non-traceable source of the issue, forensic challenges, operational challenges and technical
issues.
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Cloud computing technology is considered to be one of the fast developing technolo-
gies; it can be accessed through a set of data with the help of hardware and software at
anywhere and anytime in the environment. Thus data in the environment is stored in an
abundant manner and can be processed whenever it is required [5, 10]. It is the process of
using both software and hardware requirements in order to provide the services over the
network. With the help of this technology we can access the files and use applications in
the presence of a pervasive environment. Thus the method of using the network of remote
servers hosted on the internet to store, manage and process data other than a local server or
personal computer. The cloud computing technologies mainly make use of the following
cloud deployment models [11].

The models that come under the cloud deployment category [12] are: (a) Public cloud
which can be processed according to pay per user basis. It is mainly owned by the Cloud
Service Providers (CSP) and is obtainable through a subscription (b) Private cloud that
provides a flexible environment for the local users and results in delivering more efficient
and convenient cloud services (c) Hybrid cloud that is made of with both private and pub-
lic clouds. The hybrid cloud is majorly accessed for using the big data operations such as
non-sensitive data that is kept in public cloud whereas sensitive data that is kept in pri-
vate cloud environment (d) Community cloud which is the recent variation of private cloud
model for business communities. The business related information is shared by the service
providers for the software and development tools which are required to meet the commu-
nity needs.

Cloud computing technology has various cloud based services [11, 13] like (a) Infra-
structure as a Service (laaS) that is used for accessing the process of storage, computing
and networking with the help of virtualized IT resources. The services over this model are
based upon the rented cloud infrastructure according to their chosen OS environment (b)
Software as a Service (SaaS) that is used for accessing software applications as a service
over cloud environment by providing lower cost by the provider side and no initial invest-
ment on customer side for servers or software license (c) Platform as a Service (PaaS) that
is used for the process of developing, deploying and managing the execution of applica-
tions in a cloud platform with a proper software environment. It mainly consists of an oper-
ating system and a library support [14]. Nowadays the applications that are based on cloud
depends on the time-critical processing of data or throughput of the network. These appli-
cations requires the ability to reconfigure the given infrastructure on demand as well as
whenever there is a change in condition [15]. Cloud based time-critical applications such
as early warning systems have constraints on the quality of service that affects the proper
delivery of data on time [16].

With IoT enabled sensors in WSN and cloud computing, the process of integrating IoT
smart devices with set of cloud technologies it is considered to be Claudio (or) [17] Cloud
of Things [18]. It is also known as IoT Cloud computing for the purpose of computing in
this environment [19]. Access upon the various business resources over cloud environment
for better accessing is possible in this hybrid environment. Since the process of accessing
data take place in a smart environment and devices will communicate in a peer-to-peer
manner, data can be stored and accessed whenever it is required [11, 20]. This hybrid tech-
nology is related with several security issues since it is used in various set of applications
such as smart city, health monitoring, smart agriculture, smart home, wearable, connected
cars and even more. Fog or edge computing with mobility aware framework using IoT Sys-
tems based on cloud is gaining popularity in the recent research field. These sorts of real-
time frameworks make use of different layers for IoT, Edge, Fog and Cloud [21].
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Smart Cities Example applications like the street light can be automatically turned on
whenever the user is in need of it, otherwise it can be turned off. In case of smart parking,
vehicles can be located through web and help the users to park vehicles in the available area
[22, 23]. Smart Home In case of smart home sensor devices sense automatically to open the
doors, alert in case of non-availability of stocks in refrigerator, turning of light whenever it
is not required, preheat the showers when it is required [24, 25]. Wearable 1t is mainly used
to access data in the environment with set of wearable devices such as chip, smart watches,
dashbon masks etc. With the help of smart watches, users can be tracked out; with dashbon
mask the users can listen, play and watch entire movie and TV collection over the internet
[26]. Health Monitoring In case of emergency, it will alert the neighborhood by calling ambu-
lance, patients can be treated in nearby hospitals and report their families in the emergency
period automatically. It also monitors patient’s record through wireless manner over the inter-
net [27]. Figure 1 shows various applications based on Cloud integrated IoT enabled sensors.

As the technology evolves day by day, we need to provide a well secured environ-
ment for data and it is inevitable to notice that larger number of attackers arise to access
vital information. Thus it is proposed to investigate various types of attacks in IoT ena-
bled cloud computing environment and preventive measures for securing our data in the
cloud surroundings.

The rest of the paper is organized as follows. Section 2 presents various levels of secu-
rity in cloud architecture and related attacks. Section 3 discusses security of integrated
environment of IoT enabled WSN infrastructure in different layers with its related attacks.
Section 4 presents detailed related research work of Cloud Security and IoT enabled WSN
Security along with research issues and solutions followed by the comparative analysis.
Finally conclusion of the security of integrated environment review is presented.
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Fig.1 Applications based on cloud integrated IoT enabled sensors
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2 Cloud Infrastructure Security

Cloud computing environment implements the following security services at infrastructure
level basis. The security services at various levels are as follows [28]:

2.1 Network Level Security

It provides confidentiality and integrity over data among the organizations for transmitting
and receiving information from public cloud provider ensures services with proper access
control (authentication, authorization, and auditing) for resources available in the cloud
environment and replaces the established network zones and tiers with domains.

2.2 Host Level Security

It provides host security services over PaaS and SaaS level and these services hide the host
operating system from end users. The responsibilities of host level security at SaaS and
PaaS are transferred to CSP which ensures virtualization software security that includes
hypervisor security, threats: Blue pill attack on the hypervisor, Customer guest OS or vir-
tual server security: attacks to the guest OS such as stealing keys used to access and man-
age the host based services.

2.3 Application Level Security

It is responsible for both CSP and customer. The application level security includes secu-
rity at the cloud services level basis as follows: laaS level security keeps the customer
applications in a well secured manner, not responsible for application level security. PaaS
level security provides a safer environment over the platform and customer related applica-
tions on the PaaS platform. SaaS level security accesses the information in a well secured
manner between service provider and customer.

Though cloud computing process a larger database, it leads to several issues in access-
ing and results in number of threats in this domain [29]. These are the following threats in
cloud environment as shown in Fig. 2.

2.4 Denial of Service (DoS)

Denial of Service (DoS) is a significant attack in cloud environment, in which attackers
cannot access the services of authorized users. The attackers send larger number of mes-
sages to access the authentication request with the invalid return address. The DoS attacks
lead to the problems like ineffective services in the network, non-accessibility of services
and disturbance of network traffic and connection interference.

In malware injection attack the attackers place incorrect codes or services which
results like services are placed priory in the network. This attack is also known as
“driven by downloading” or “meta data spoofing”. The intruders provide an illusion
environment to make the users to download software or opening up the spam mails and
steal information from the system. Malware injection attacks leads to problems like
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Fig.2 Threats in cloud environment

users downloading malicious software, creating an illusion environment to make users
to believe, minimizing access by the user and implementing the malicious activity in
cloud and gain access on the targeted services.

Target shared memory attacks provide advantage of memory sharing, the combina-
tion of both physical and virtual memory. This attack leads to side channeling and
malware injection attack. The attackers gain unauthorized access to database such as
retrieving the total number of running process, count of users who were logged in the
specific system. The problems faced by target shared memory attacks are malware
injection, side channel attack and attackers gaining access upon the services.

Phishing attack leads to the issue of retrieving personal information of the user by
sending unwanted emails, webpage links and false messages repeatedly. This attack
creates real working environment as it comes from authenticated person by providing
false access location. Phishing attacks leads to problems like accessing sensitive infor-
mation of the user and results in longer recovery time from the attack.

Botnet attack process distributed DoS attacks, steals their personal information and
makes the intruders to gain access to the system and their connection. The master can
able to control the botnet by using the command and control software in the system.
The attackers who control over the botnets are known as “bot masters”.

In audio stenography attacks the users store their confidential messages in audio
format and send their secret messages through audio files and the attackers make use of
this method to access the authorized files.

Data stealing attack is the process of accessing the confidential information in
unauthorized manner from the unknown targeted system. The possible ways of data
stealing methods are used in applications like e-commerce, password cracking, eaves-
dropping and laptop theft.

Flooding request attack is one of the types of DoS attacks, used to service down
with larger amount of traffic. This attack occurs when service of the network weighed
down with the packets initiated with incomplete connection requests.

@ Springer



Cloud Integrated loT Enabled Sensor Network Security: Research... 753

3 loT Enabled WSN Infrastructure Security

WSNs attack leads to several kinds of threats. It is further divided into three types of
attacks based upon [30-32] attackers capability (outsider attacks vs insider attacks, passive
attacks vs active attacks, moteclass vs Laptop class), information in transit (software com-
promise, network based attacks) and protocol stack (physical layer, data link layer, network
layer, transport layer, application layer). Figure 3 shows the types of attacks in IoT enabled
sensor network.

Physical layer faces attacks such as jamming that cause the communication channel
busy by protecting other nodes involving in communication and radio interference where
the interference is produced in large in amount.

Data link layer leads to the attacks like continuous channel access where the media
access control is continuously disturbed with the malicious node by transmitting and
receiving over the channel and collision where when two nodes attempt to access upon the
same frequency range.

Network layer faces attacks such as sinkhole attack with fake routing update where the
compromised node will attack network traffic, hello flood attack with the periodic distur-
bance of network security by the malicious nodes sending the hello packets with more sig-
nal strength and man in the middle attack where the third party interrupts the system and
generate false information.

- iy l Insider vs Outsider attack |
z|pPl2E
9 g g R | Passive attacks vs Active attacks |
£ =
= < U
B | Moteclass vs Laotob class |
E —

(=~ .
§ = z Software compromise attack

- “ 1
o | E S| Jammine
2 S Radio Interference
5 = & Network based attacks
ANEE
B
E > Continuous channel access
= : isi
< | Physical Layer attacks Collision
E o
S Hello Flood attack
8 | Data Link Layer attacks -
= 2 Sink Hole attack
g g
z ©» —»>| . .
3 3 »| Network Layer attacks Man in the middle attack
— > 2 .
3 < Flooding
E = De-Synchronizati
g l»| Transport Layer attacks €-Synchronization
— Data Identity Theft attack
=}
L]

> Application La.yer attaCkS < Over“rhelm attack
Path-Based DOS attack

Fig.3 Types of attacks in IoT enabled sensor network

@ Springer



754 R. Geetha et al.

Transport layer leads to attacks such as flooding where the desired node cannot be
accessed in time due to multiple connection requests by the attackers, De-Synchroniza-
tion where the intruder continuously sends the false messages to both endpoints in getting
the essential data and nodes requests for the missed frames and data identity theft which
involves accessing upon someone’s personal information such as credit card number, name,
etc.

Application layer faces attacks like overwhelm attack where the base station receives
large number of traffic due to overwhelm network node with sensor stimuli and path-based
DOS attack where the leaf nodes inject the replayed set of packets that create starvation of
network with large number of traffic.

4 Related Research Review
4.1 Cloud Security Issues and Solutions

Liu et al. [33] have discussed the problem with well-known features of attacks in physical
sensor node and virtual sensor node. The significant issue is that cloud computing environ-
ment is prone to various attacks. The key challenge was to accomplish the lower storage
for the virtual sensor service nodes and to maintain energy consistency over the physical
sensor node. Sensor cloud is prone to attacks through the characteristics of both physical
and virtual sensor nodes by periodic occurrence and reduction of false alarms. To over-
come this problem the authors had suggested a game theoretic approach, which was used
for accessing variety of decision making strategies. Thus the intrusion detection system
installed over both physical and virtual sensor nodes can able to make decisions on their
own and send the alarms to the gateway nodes. It also reduced the burden of managing the
intrusion detection system and energy consistency thus resulting in generating the evolu-
tionary stable strategy.

Sahi et al. [34] have discussed about the effects of Distributed DoS (DDoS) TCP flood
attacks and provided an idea to overcome those attacks through a newer method known
as Classifier System (CS_DDoS) system. DDoS TCP attacks are very much difficult to
identify the authenticated users since the attackers send the packets from the undesired
users and make the server too busy for a longer time. Thus it increases bandwidth usage
and majorly this attacks lead to the financial losses. The CS_DDoS approach is one of the
classification models and used to identify the desired attacks from where they are generat-
ing in the network. The classification was done with the basic process such as distinguish-
ing, classifying and differentiating the larger number of multiple objects. The classification
includes the Least Square Support Vector Machine (LS-SVM), Naive Bayes, K-nearest and
multilayer perception. In turn it is used to identify the packets source within a time frame,
in order to identify that the packets that have been generated from the desired nodes.

Cheng et al. [35] have discussed that cloud computing environment is not secure by
using the traditional privacy process, due to the openness and abundant storage of the data
in the network. They had implemented accountable privacy preserving mechanism based
upon the issues such as data integrity problem, data protection problem, lock-in prob-
lem and governance problem. Since cloud environment is used to store larger volume of
data it is well known prone to attacks in this domain and also possess good data center
for accessing various sources of data in the network. These are the reasons why the cloud
environment is more vulnerable to attacks. Accountable privacy preserving mechanism is
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significantly used for concentrating the illegal behavior of network in order to secure the
participants in the cloud environment and also to overcome the description logic for defin-
ing the privacy concepts. The authors provided the desired results and potential account-
ability implementation.

Anglano et al. [36] discussed about the security concern in the data outsourced cloud
environment. There are many malicious entities that affect the cloud environment, but they
considered about the pollution related attacks and their preventive measures. The malicious
entities attempt to overwrite the stored data which affect the security in the cloud envi-
ronment. Thus the pollution attacks lead to most dangerous issue over the data integrity
problem which was subdivided into separate parts and then encoded to process with the
fragmented codes, in this case two problems arises: (a) sequence of bits are valid coded
fragments (b) it is not very easy to understand which coded fragments received by the users
are polluted. Thus with the help of the rate less codes the authors were able to create an
early pollution detection algorithm, in order to identify an intruder when fetching the data
from the cloud storage. The alarm trigger procedure was used to locate the polluting nodes
with the help of proposed system algorithm and also locates the intruders to permanently
remove them from the system. Thus the authors provided an analytical model to identify
the overall attackers in the cloud storage and desired levels of robustness were achieved
during the realistic storage of disk.

Li et al. [37] have discussed about the attribute —based encryption method which is
used to solve the security threat in the cloud environment. It reduced the threats using the
cryptographic primitive known as Attribute based encryption scheme with outsourcing
key issuing and outsourcing decryption that in return access the Keyword Search Func-
tion (KSF-OABE).The significant problem here is that it deals with openness and access
of larger number of users in cloud environment which states the data in cloud to be less
protective with great computational cost. They have implemented Keyword search func-
tion using (KSF-OABE) which can partially decrypt the cipher text without the knowl-
edge of plain text with the help of Cloud Service Provider. This method mainly consists
of two schemes ABE namely KP-ABE: Key-Policy ABE and CP-ABE: Cipher text policy.
It is very simple approach since it downloads only the partial decryption of the cipher text
according to the desired keyword. Thus it results in lesser time consumption and also com-
putational cost is compatible between both the trusted authorities and users.

Al Hamid et al. [38] have discussed about severe security threats over the healthcare
data in cloud environment and have implemented a security protection of data in cloud
environment with the help of fog computing technology. The major issue faced in this
environment was security breaches due to following criteria namely larger storage, lack of
transparency and cyber security. They provided solution for multimedia data over the cloud
environment using the Fog computing technology by providing two photo galleries such as
DMBD and OMBD. The OMBD was placed secretly over the environment, was accessed
only upon the authorized users and DMBD acted like a honeypot. Thus data in the medical
database was placed very much protective over the environment.

Win et al. [39] have discussed about the virtualized infrastructure which provides a way
for cyber attackers to launch new attacks in the cloud environment. The author proposed a
Big-Data based Security Analytics (BDSA) process to discover the forth coming attacks
priorly. The significant drawback in this virtualized infrastructure is based upon the man-
datory issues in the cloud environment such as Scalability and Virtualized infrastructure.
Thus the identification of malware detection can be done by the following steps: Moni-
toring the hooks and Signature based attacks updation. This paper provided a solution by
implementing the BDSA approach in the following consecutive process (a) guest VM’s
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network logs and the user application is mainly collected and stored in the HDFS peri-
odically. (b) Machine learning is mainly used to identify the presence of attack. (c) Logis-
tic regression is mainly used for calculating the conditional probabilities of attacks with
respect to the individual attributes. The features of attacks are extracted by the correlation
graph and Map reduce phrase. Thus BDSA approach provides an advantage of distributed
HDFS and real time access to Map Reduce.

Yan et al. [40] have discussed about DDoS attacks in the cloud environment. This
was identified using the advancement in the technology related in cloud computing and
those attacks can be overcome through the Software-Defined Networking (SDN). SDN is
capable of handling software based traffic analysis, centralized control over the network,
enriched view of network, dynamic updating of forwarding the rules and identify as well
as react to DDoS attacks. It also faces significant challenges in cloud due its performance,
availability, scalability and security. DDoS attacks in cloud lead to on-demand self-service
which causes Botnets outbreak, broad network access and rapid elasticity. Resource pool-
ing leads to victims more vulnerable to DDoS attacks, rapid elasticity and new breed of
DDoS attacks. These can be overcome by the mechanisms such as source based mecha-
nism, network based mechanism, destination based mechanisms and hybrid mechanisms.

Chen et al. [41] have discussed about the security of data protection in cloud with the
searchable cloud storage by using public-key encryption technique namely keyword search
(PEKS), and resulted in failure since it was prone to Keyword Guessing Attack (KGA).
To overcome this failure they have implemented new PEKS framework known as Dussal-
Server Public Key Encryption using Keyword Search (DS-PEKS) and a new variant of
Smooth Projective Hash Functions (SPHFs) named as Linear and Homomorphic SPHF
(LH-SPHF). The main problem they have discussed was the Keyword Guessing Attack
(KGA), this process accessed the required text by trial and error method by guessing the
correct word which has been in the encrypted form. For generic construction of DS-PEKS
it was done by the method of new variant linear and homomorphic SPHF.

Wang et al. [42] have discussed about the Searchable Encryption (SE) which have
been addressed in both academic and in the industrial area for the research basis. For bet-
ter security purposes they have implemented Searchable Symmetric Encryption (SSE)
with higher security strength called IDcrypt. The significant problem discussed was the
inference attacks in the cloud environment, like query recovery attack which converts the
opaque query intruders into the desired keywords. These schemas require some changes in
modification of existing applications, those results in less practical, weak in usage and hard
to implement. Another main issue was the multiple indexing of the query and transferring
the data among multiple users. This work provided secure concern over the Searchable
encryption of data in cloud with the comparison among Index-based SE and Token-based
SE. For the better encrypted search, ID Crypt makes over the indexes at proxies along with
the identifiers. The token-adjustment search scheme access different indexes. For sharing
the encrypted data they have used two layered encryption scheme. They also stated that
for better indexing of data it is required to map more number of protocols in the cloud
environment.

Wang et al. [43] have discussed the significant problem in the Outsourced Database
Model (ODB) which reduced the cost of maintenance by delegating the database from the
data owners to the CSP. It also resulted in various challenges, such as secrecy, verifiabil-
ity, lack of correctness and completeness. To overcome these problems the authors made
use of new verifiable auditing scheme, which processed the correctness and complete-
ness of data at the same time. The process was secured in case of semi-honest-but-curious
server model, which provides confidentiality in processing the data. This method can be
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implemented in dynamic database with the knowledge of the verifiable database with set
of tuples. This methodology also let us to the dynamic database by incorporating with the
updated verifiable database.

Wang et al. [44] have proposed a model to overcome fault tolerance and analyzed about
the reasons behind the failure occurrence in the model. They have provided solutions by
continuous monitoring, checkpoint, restart and replication. They have discussed about the
Byzantine failures which is significant fault tolerance methods in the cloud computing.
This kind of failure makes the system to behave in an abnormal manner and produce inap-
propriate outcomes. To overcome the fault tolerance it is necessary to do the periodic steps
with the continuous repetition of checking, monitoring and reporting. They have also illus-
trated the following methodologies in these fault tolerance namely: same clusters having
multiple machines, data center having the multiple clusters, more number of data centers.
The faults in cloud can be handled in cost effective and efficient manner. Thus it makes the
process in a more reliable manner and it also reduced the system failure and helped in a
progressive mode of accessing the data over the cloud.

Elhoseny et al. [45] have discussed about the overview of most vulnerability existing in
hardware, software and network layers. Then stated the critiques of existing state-of-the-
art mitigation techniques and the problem faced by the technique is also presented elabo-
rately in the following manner as: Increase in number of cyber-attacks due to exponential
growth of internet interconnections, Malware is the primary choice of weapon to carry out
malicious intents in cyberspace. The above mentioned problems are overcome by assigning
new attack patterns in emerging technologies is discussed. Eg: Social media, smart phone
technology, critical infrastructure, various tracking techniques and the process for future
research is given. It also access upon the malware attacks in the existing applications in
order to safeguard the confidentiality resources.

Juliadotter and Choo [46] discussed about various methodologies of cloud computing
technologies and risk assessment factors over the cloud environment. They have summa-
rized cloud attacks and provided solutions to overcome those attacks by defining root cause
of the attack till their defensive mechanisms. The major problems that they have discussed
were the lack of security guards over the resources in the cloud domain upon the author-
ized users. DDoS attacks are significant reasons for vulnerabilities over cloud domain since
it makes the server busy with the false assurance over the data. The solutions they have dis-
cussed was about identifying the vector for exploiting the resources over the cloud and also
accessing the target that resulting in providing the defensive mechanism by source, vector,
target, impact and defense. By the use of OWASP they were able to assign a parameter
value between low risk (1) and high risk (9). The authors calculated the average through
the likelihood of the impact of cloud environment. According to the different set of threats
over the cloud they achieved strategies, policies and resources in desired time duration.

Shaik and Mandal [47] have discussed about the important kind of attacks such as web
security attacks, browser security attacks, cloud malware injection attacks and flooding
attacks. The authors have provided solutions for severe attacks and took preventive meas-
ures as following: web security attacks: This kind of attack can be overcome through the
WS-Security, XML signatures and XML encryption. Browser Security attacks: They have
overcome this attack using X.509 Certificate with the wrapping SAML token. Cloud Mal-
ware Injection attacks: This attack is overcome by the integrity checks and accessing the
data over the hash value over the resources. Flooding attacks: This attack can be overcome
with the installation of the firewall over the network or with the Intrusion Detection System
(IDS). The authors have concluded with the above preventive measures for the significant
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cloud attacks in the cloud domain. Table 1 shows the comparison of the cloud security
issues and solutions.

4.2 lot Enabled WSN Security Issues And Solutions

Vacca [48] discussed about the outsourcing decryption of data which enables authorized
users to retrieve desired data without computing the decryption process. The author had
used on-key policy attribute-based encryption which they found that it was not secured,
since the reduction in loyalty of the data center. Hence he implemented novel partiality
outsourcing decryption to achieve data security and computational efficiency. The signifi-
cant problem discussed here was the outsourcing of data encryption based upon two issues
namely (a) The untrusted public cloud data center: In this case they can modify the data
and reduce the storage space according to their continence. (b) Unauthorized intruders: In
this case the unauthorized users can access the data without any knowledge of the desired
user. To overcome this problem the author has introduced key-policy attribute based
encryption which resulted in lower computational cost and higher security protection.

Elhoseny [45] had discussed about clustering techniques. The nature of cluster is said
to be dynamic, limited memory spacing and lower power processing which has been con-
sidered to be a significant drawback. To overcome this problem he has proposed a “Novel
Encryption Algorithm” for the secured data transmission in the network flow, which lever-
ages elliptic curve cryptography algorithm to propagate binary strings for each sensor and
also combines with node id, cluster head, and index of the transmission to form a unique
176-bit encryption keys. The encryption and decryption process were effectively achieved
using the exclusive-OR, substitution and permutation operations. The work was signifi-
cantly highlighted by these two parts namely (a) Novel-encryption key generation which
randomly selects the secret key for accessing the network. (b) No decryption process was
required in data aggregation of cluster heads, which also eliminated recovery of data from
the nodes of the cluster.

Chen et al. [49] discussed about very large scale integration circuit design for IoT ena-
bled WSN with Micro Control Unit (MCU). They provided a sustained monitoring, mobile
health, self-health management and biological analysis in the home care management. This
system was mainly used for protecting the physical management of wireless information
over the network. To overcome the problems faced by the network, they have implemented
novel hardware sharing filter design which used transmission powerlessness compressor,
an adaptive trending predictor and extensible hybrid entropy. The additional asymmetric
architecture was provided to protect the confidential information over the transmission.
This resulted in increased of benefits over the process with higher comparison rate and
higher security for losses data transmission over the wireless network medium.

Lu et al. [50] have discussed about the attacks due to the limited computational energy,
storage resources, and sensor nodes. They have implemented with a proposed methodol-
ogy such as the Wireless authentication center (WAC) with mixed encryption known as
“MEWAC”. It was based upon the MCU and Wi-Fi (Wireless Fidelity) which makes use of
the following algorithms such as RSA, Advanced Encryption Standard (AES) and Secure
Hash Algorithm (SHA) for deriving high performance authentication protocol and encryp-
tion of data services on sensor nodes. They have discussed about the security threats related
in IoT enabled WSN. They also discussed about the following parameters to be achieved:
consumption of energy, retransmission of the data packets, and larger storage of the data.
To improve the security the authors had implemented wireless authentication center with
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mixed encryption “MEWAC”. It mainly reduced DoS attacks, tampering, overhead, and
retransmission. It not only resulted in lower power consumption, cost compatible and good
performance but achieved advancement protection in sensor nodes.

Sofwan et al. [51] discussed about the problem of load on the slope grows due to
increase in water content in the soil during the rainy season which leads to landslide. To
overcome this problem they have provided the following sequential steps for processing (a)
Arduino ATMega 2560 microcontroller which was used to collect data from the sensors
which were placed in different geographical regions (b) Sensed data was transmitted into
cloud through GSM communication modem. The authors provided the network design in
case of the landslide with the two types of data values: measured value and actual value
in order to access the system with the more protective manner with respect to slope, tem-
perature, humidity and soil moisture over the IoT enabled WSN for the secure and accurate
progress of data.

Khalil et al. [52] have discussed about the strong level of complexity in case of consid-
ering the interoperability between the heterogeneous internet things, with the set of mobile
handheld devices and wireless sensors in the internet. They have provided a real world test
bed deployment WSNs in IOT and provided some set of integration over the networks. The
significant set of problems they have discussed was the control over the electrical appli-
ances in case of smart building by: (a) identification of the challenges in the deployment of
IPv6 over 6LoWPAN with the interface associated with IPv4 networks. (b) Identification
of the challenges in the deployment with the two way communication between wireless
sensors and internet users. They provided the system with the integrating WSNs into IOT
with the essential blocks over the WSN, Gateway server, Middleware and mobile client.
They have implemented the system in reliable manner and the level of performance over
the system.

Ivana et al. [53] discussed about the applications and also stated the pervasiveness over
the cloud environment and also provides the security over the internal and external data.
The significant problem they have discussed is with the potential security issues over the
sensor networks based upon the privacy, data integrity and availability over the cloud
resources in the network. In the previous cases they have just identified the results over
the security challenges and the causes for the threat in the IOT. According to the threats
they have analyzed various set of attacks over the wireless domain with the respective of
the layered architecture in WSN by the various attacks such as Eavesdropping, Intelligent
jamming, Selective forwarding, Data integrity and attacks on reliability. In addition to that
they have stated with the implementation of Cooja, security module for the evaluation of
the network performance.

D’Orazio et al. [54] said that the accessibility of big data and storage of data in a range
of IOT devices is increasing widely. They have demonstrated how an attacker could exfil-
terate data from IOS devices. The issues were exploitation of IoT devices, software and OS
due to unhealthy pairing and Exfilteration of data from a paired iOS devices by abusing a
library and a command line tool distributed with iTunes. To overcome these issues they
made preventive measures for device manufacturers and for device users. The significant
contribution of this paper was to provide a concept application to demonstrate the practical
approach with better understanding capabilities of attackers over the iOS devices using the
trusted computers.

Zhou et al. [55] discussed about the significant drawback as the Information fusion
which can decrease the throughput of transmitted information in internet of vehicles
by compressing the redundant information to improve the wireless resource efficiency.
To overcome this issue they have suggested the following calculative steps: (a) Spatio
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temporal correlation status parameters of different vehicles are calculated by Cauchy’s
equation. (b) The probability of status parameters is obtained through Bajarktarevic
mean function. (c).The time and location parameter sets are fused by Dempster fusion
rule respectively. Thus with the use of the Cauchy’s equation it provides an improved
efficiency over the correlation decision and reduces the concept of probability function
over the metric process. Finally it also reduces the complexity and ensure with reliabil-
ity progress over the process.

Cheng et al. [56] have discussed about the concurrent data collection trees specifi-
cally designed for IOT applications and comparison of existing single-user data collec-
tion structure systems with proposed tree structures. This system mitigated the yield of
the concurrent data collection process. The significant issues were as follows (a) low
effectiveness in the data collection process in IOT systems. (b) Challenges in the design
of efficient data collection process. These issues can be overcome through the following
process (a) performance of proposed network structure was analyzed using computer
simulations-MATLAB. (b) A delay-aware network structure specifically designed for
concurrent data collection process in IOT systems. This resulted in providing intercon-
nected systems over the different parties for accessing the multiple resources among
variety of user with the same set of IOT devices and reduction in the delays of the col-
lection process over the concurrent data.

Bouabdellah et al [57] have mainly classified the various attacks that targets network
layer functionalities, existing detection techniques and countermeasures that highlight
the main security challenges for such networks. They have provided the results in ana-
lyzing the attacks which have been targeted to access upon the network layer functions
by introducing the existing attacks in traditional wireless networks and analyzed the fea-
sibility study over the progress.

Smith [58] discussed about securing data over the network which was really very
confidential process, since it is bonded with larger number of resources over the inter-
connected network domain thus results in larger vulnerability to the attacks by the unau-
thorized users. This mainly follows the CIA criteria over the process. The significant
reason for these attacks is access of unauthorized users over the network makes the
information to be less protective over the internet. It safeguards the network using the
firewall methodologies over the network. Thus the threats over the network should be
identified initially and allow the authorized persons to have access upon the resources
over the network. It resulted in safeguarding over the information in the network domain
and ensured the data in a confidential manner.

Xiong et al. [59] introduced an efficient and multi-level conditional privacy preserva-
tion authentication protocol based on ring signature. The process of producing secure
vehicular communications was demonstrated through extensive analysis. The signifi-
cant challenges analyzed here proved that the previous methods were insecure and also
expensive in case of tracking an issue and high storage requirements that were needed
in existing protocol. They have overcome above challenges by conditional privacy pres-
ervation authentication. The authors have arrived desired solutions of progressing the
resources in the wireless domain with the process of authentication mechanism over
the secured information. Table 2 shows the Comparison of IOT enabled WSN Security
issues and solutions.

Table 3 shows the Comparison of the Cloud integrated IoT enabled Sensor network
Security Issues and the possible Solutions.
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5 Conclusion

IoT is a collection of devices enabled with internet and the devices are more often sen-
sors that sense/measure the real time environmental parameters and transfer the parameters
to cloud environment for processing through IoT. Unfortunately the aforementioned para-
digm suffers from a variety of vulnerabilities since their devices are exposed in nature. This
paper presents a survey on the security issues and challenges faced by the cloud assisted
IOT enabled sensor networks. This integrated paradigm is of more important in providing
solutions to various real time problems. We conclude that this survey has more significance
in recent years and we have identified the various security issues faced by the Cloud inte-
grated IoT enabled sensor network environment and the possible solutions provided in the
recent literature. Since security of integrating these two important technologies is of more
significance, better solutions can be proposed to mitigate the security issues in future. The
security issues reviewed in this paper can be utilized to propose better solutions.
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