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Abstract
Most of recent researches carried out into wireless sensor networks are concerned with 
homogeneous networks in which all network nodes have the same features and key man-
agement mechanisms presented for them aim to enable as many nodes to establish shared 
cryptographic keys as possible. Hierarchical networks have shown a better performance 
because of using clustering features. This issue motivated us to present a method for key 
establishment in hierarchical wireless sensor networks based on symmetric cryptogra-
phy. Since symmetric cryptosystems consume to have low energy, they are a good choice 
for sensor networks. Although symmetric cryptosystems consume to have high memory, 
this shortcoming can be diminished by appropriate techniques. The simulation results 
have shown that our proposed method can significantly reduce the memory consumption 
resulted from saving keys alongside reducing the energy consumption resulted from com-
munications in all network nodes than related works while it presents a favorable level of 
security.

Keywords  Hierarchical wireless sensor networks · Key establishment · Symmetric 
cryptography

1  Introduction

Wireless sensor networks (WSNs) that have various applications both in military and non-
military domains are comprised of a set of small nodes used to collect data from a particu-
lar environment. WSNs don’t have a specific infrastructure or topology and its constituent 
nodes are faced with Fundamental limitations in terms of energy, memory and processing 
power. The limitations of WSNs don’t let us apply normal mechanisms in these networks. 
For example, most cryptographic mechanisms are based on asymmetric cryptography. 
These mechanisms, however, can’t be used in WSNs due to their high energy consump-
tions. In WSNs, consequently, mechanisms should be presented which fit the particular 
conditions and limitations of these networks. WSNs can be divided into homogeneous and 
heterogeneous networks. In homogeneous networks, all nodes have the same features in 
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terms of energy, memory and processing power. Besides, all of them play the same role 
in networks. These networks have their own limitations which are pointed out in some 
researches [1, 2].

Since exchanging data between sensors are important, especially in military applica-
tions and are exchanged through wireless media, a security mechanism should be available 
to make sure of integrity and confidentiality of data. One of the fundamental challenges in 
key management protocols based on symmetric cryptography is establishing shared secret 
keys between nodes, so they can encrypt data, and use basic security services including 
message confidentiality, data integrity and also authentication using these keys.

Symmetric or asymmetric algorithms can be applied to encrypt data in WSNs. Sym-
metric algorithms such as AES [3] and 3DES consume low amount of energy, but their 
memory consumption is naturally high. Using appropriate techniques, however, as will 
be stated in the following sections of this article, can counteract this drawback. In other 
words, it is possible to use natural characteristic of symmetric cryptography, which is low 
energy consumption, and also reduce memory consumption resulted from saving the keys. 
On the other side, although asymmetric algorithms require low memory, they consume so 
much energy compared to symmetric algorithms [4]. This issue causes symmetric algo-
rithms being more favorable to be used in sensor networks since nodes of these networks 
aren’t capable to perform asymmetric algorithms for a long period, since they have limited 
resources of energy. In this research, we can, secure all wireless media and encrypt the 
data transferred through them by saving only one key in each cluster node and two keys in 
each sensor node; this method can be applied in networks with any scales and numbers of 
nodes. Thus, the number of keys saved in different nodes does not depend on number of 
cluster heads and sensor nodes as it is fixed under any circumstances, and is equal to one 
for cluster heads and two for sensor nodes. In HWSN, nodes are divided into three groups 
regarding their hardware and resources; nodes with higher resources act as cluster heads, 
and nodes with more limited resources sense and collect data in each cluster [5–7]. Data 
collected by these nodes should be sent to cluster heads; then the data collected in all clus-
ter heads should be sent to base station which is unique in the network and has the highest 
amount of resources among all network nodes. Cluster heads are connected to base station 
either directly or indirectly through other cluster heads. Sensor nodes, which should be 
located in each of the network clusters, are connected to cluster heads directly or through 
other sensor nodes which are in the same cluster. A sample of HWSNs is illustrated in 
Fig. 2.

The following conditions should hold in order to encrypt the exchanged data, and to 
ensure that all wireless media are secure: (1) if a cluster head is directly connected to the 
base station, a key should be shared between the base station and that cluster head. (2) If 
a cluster head is connected to the base station indirectly through another cluster head, a 
key should be shared between those two cluster heads. (3) If a sensor node is connected 
to a cluster head directly and without an intermediary sensor node, a key should be shared 
between them and (4) if a sensor node is connected to a cluster head through another sen-
sor node, a key should be shared between those two sensor nodes. If a key establishment 
can satisfy these four conditions, we can be sure that all collected data in sensor nodes will 
be received by base station in an encrypted form and intruders won’t be able to access the 
data.

Generally, key establishment mechanisms based on symmetric cryptography and key 
transfer policy which also authenticate the new nodes in HWSNs can be divided into four 
stages: (1) entrance of new node to network and selection of parent. (2) Sending the reg-
istration request to competent authority by new node through its parent node. Competent 
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authority can be different in the different protocols; in our protocol, the base station is 
responsible for this role. It is responsible for key generation and authentication of the new 
nodes. (3) Authenticating the requesting node by the competent authority. (4) Final opera-
tions of key establishment.

Some of researchers discuss about authentication and key agreement scheme using 
WSNs for specific purposes, for example, WSNs for healthcare through body sensor net-
works [8–10], WSNs for military [9] or multimedia [11] or agriculture monitoring [12].

As mentioned above, the base station, in our proposed method, has been used as the 
only competent authority to authenticate new nodes and generate keys. At first, maybe it 
seems that under such circumstances the base station will be a performance-bottleneck 
for the network, and the whole key establishment mechanism will be destructed upon los-
ing base station, but it is completely wrong because of the following two reasons: Firstly, 
regarding the features of HWSNs mentioned in [13], base station is trusted and its energy is 
not supplied by battery. In addition, it is not located in unattended areas like cluster heads 
and sensor nodes; it is not suffering from limited resources like cluster heads and sensor 
nodes. As it is mentioned in [2], base station has rich resources which can be used for 
data processing when it is necessary. Secondly, since the base station is where all collected 
data in network are sent towards, if the base station is not accessible or it is destroyed, the 
whole network will be destroyed. In this situation collected data will not be able to get to 
the networks’ owners. Therefore, using base station as competent authority can’t lead to 
problems that using battery-powered cluster heads as competent authority can. So Cluster 
head considered an assistant who has all the information of network, When base station is 
not accessible or destroyed to keep the network in the normal condition.

The following sections of this paper are organized as follows: in Sect. 2, we will review 
the related works in the field of key establishment in WSNs. Section 3 provides the impor-
tant concepts about key establishment in WSNs, which are important to understand our 
proposed method. The proposed method will be completely explained in Sect. 4. Evalu-
ation of the proposed method in terms of authenticity and its resilience against various 
security threats will be studied in Sect. 5. Section 6 involves simulation and comparison 
with related works. Acknowledgment is in Sect. 7. Finally, conclusion will be presented in 
Sect. 8.

2 � Related Work

In this section, a brief explanation is given about the previous methods presented in the 
field of key establishment in WSNs. These methods can be generally divided into two 
groups which will be mentioned as follows: 2.1. The first group includes methods based 
on asymmetric cryptography [13–16]. In these methods, asymmetric cryptography algo-
rithms such as ECC [17] and RSA are mainly applied; these algorithms, generally, reduce 
the memory consumption resulted from saving keys compared to symmetric algorithms. 
These algorithms have a variety of applications in wired networks because of presenting 
a high level of security. However, they are not considered as a good choice for WSNs due 
to high energy consumption. Although energy consumption of ECC algorithm is less than 
RSA [18], this level of energy consumption is too high for WSN nodes which face a lot of 
resource limitations. In some other methods, a combination of asymmetric and symmetric 
algorithms is used [19–21].
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The second group includes methods based on symmetric cryptography [22–26] in which 
cryptographic algorithms like AES can be used [27]; symmetric algorithms have shown a 
good performance [28]. One of the usual techniques for key establishment based on sym-
metric cryptography in sensor networks is Random Key Pre-distribution [29, 30] in which 
a set of keys called “key-pool” is available before network initialization, and subset of key 
pool should be saved in the memory of each node which is called “keyring” and the num-
ber of its keys is equal to K. Moreover, the total number of initial keys in key-pool is equal 
to P. Selecting appropriate number of keys for each node and the initial number of keys in 
“key-pool” is very influential and vital in performance of these techniques. This issue is 
very important because P and K have a direct impact on the possibility of existence of, at 
least, one shared key between adjacent nodes in WSNs. The smaller the K is, the less the 
probability is. It can be said, this is the main shortcoming of Random key pre distribution 
technique; we should save more keys in the memory of nodes to increase key connectiv-
ity while the wireless sensor network nodes are hard-pressed for available resources. On 
the other side, the key connectivity between adjacent nodes of network will be reduced 
if we would like to reduce the memory consumption resulted from saving keys. We can 
use various keying materials for key-pool. For example, it is proposed in [31, 32] that key 
pool includes P symmetric t-degree bivariate polynomials over Galois field Gf (q) where 
q should be a prime number and much greater than total number of nodes available in the 
network. In addition, it is suggested in [33, 34] that key pool includes P matrix M1, M2, 
…, MP with size N (t + 1) where these matrixes must be over Galois field Gf (q), and the 
N is equal to the number of nodes in WSNs, t is the security parameter and q is equal to a 
prime number which must be much greater than the total number of nodes.

As previously mentioned, in Random key pre-distribution, there is no guarantee that a 
shared key exists between all adjacent nodes in WSNs. Because of this reason, it is sug-
gested in [35] that if no shared key is available between two adjacent nodes, these two 
nodes can generate a shared key in case of having at least one shared secret key with 
another node which is in Adjacency and radio transmission range of both of them; the third 
node is called “Trusted third party” (TTP), and should generate a new shared key for A and 
B as follows:

To learn about cryptographic symbols you can refer to Table 1. Although the suggestion 
proposed in [35] can increase key- Connectivity level in some conditions, there is still no 
guarantee that, another node is available to perform as trusted third party. A method is pro-
posed in [36] that can guarantee the existence of a shared key between any two nodes of 
network in random key pre-distribution. It works as follows: K unique keys must be 
selected for each node. Therefore, there are P!

K!(P−K)!
 ways to select K keys. It means that 

there can’t be more than P!

K!(P−K)!
 nodes in the network. In case of K > P/2, this method guar-

anties that there is, at least, one shared key between any pair of nodes in the network, the 
shortcoming of this method is high memory consumption because K should be bigger than 
P/2.

Some other methods which are based on Random key pre-distribution technique are 
proposed in [37, 38]. For example, a suggestion proposed in [38] increases the level 

(1)KA,B = F
(
KA,CKB,C

)
,C = the id of TTP

E
(
KA,C,KA,B

)
and send to node A

E
(
KB,C,KA,B

)
and send to node B
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of security in Random key pre-distribution. It is suggested that adjacent nodes A and 
B shouldn’t use that key directly in cryptography in case of having a shared key. They 
should use it as a keying material to generate another key. For example, KA, B in ith 
communication between nodes A and B can be generated as follows:

Generally, K0 is also available to all nodes in the network. If the intruders can access 
to KA,B , so they can obtain all keys for future sessions between nodes A and B which 
is the disadvantage of this method. One of the simplest mechanisms in the field of key 
establishment in WSNs is Network-wide key in which only one key is shared between 
all network nodes [37–40]. Because of natural simplicity of this method, all protocols 
extracted from this method have a high level of flexibility. In addition, since only one 
key is saved in each node, memory consumption is minimal. In the networks using this 
method, it is so easy to add any number of nodes after the initial deployment of the 
network because only by saving one key, each node can enter into the network. In this 
method, key-connectivity between the network nodes is maximal. All protocols based 
on Network-wide key has basic security problem because intruders can decrypt the 
whole data of the network by accessing to only one of the network nodes. One of the 
challenges in the field of key establishment in WSNs is to share as many keys between 
network nodes as possible. According to the method proposed in [41], each of network 
nodes should have a shared key with n-1 (n is the total number of nodes) of the other 
nodes. Although this method presents the maximum level of Key-Connectivity, it results 
in so much memory consumption; this method cannot be used in networks with large 
scales because the limited memory of sensor nodes does not allow us to save such a 
large number of keys.

In some methods, key establishment is done alongside nodes authentication [13, 26]. 
These methods present a mechanism which is able to do the key establishment process 
in HWSNs with the features stated in [42], and also authenticate the nodes for which the 
new keys are to be generated. In [26], authors apply cluster heads as competent author-
ity to authenticate the new nodes, and generate new keys for them; in some conditions, 
it results in saving a large number of keys in cluster heads and also sensor nodes. More-
over, because of using inappropriate criterion for new nodes to select their parent nodes, 
the level of energy consumption resulted from communications is too high.

In [13, 26], it is suggested that new nodes should select a node as parent which has 
the most signal strength; therefore, in normal conditions, the node which is closer to the 
new node is selected as the parent node. According to the scenario shown in Fig. 1, we 

(2)Ki = F
(
ki − 1,KA,B

)

Table 1   Notation for specifying 
cryptographic protocols

Symbol Meaning

A, B Sensor node A, B
KA,B Shared key between A and B
NA,NB Random numbers generated by A and B
E (K, M) Encryption of message M using key K
D (K, M) Decryption of message M using key K
F (K) Hash function F applied to K
|| Concatenation operator
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can proof that this criterion increases energy consumption resulted from communication 
in many cases.

In the scenario presented in Fig.  1, when the new node enters the network, LS3 and 
LS4 are located in its transmission rang and based on criterion presented in [13, 26], 
LS3 should be selected as parent node because it is closer and therefore it has more sig-
nal strength. However, if LS4 was selected as parent node, it would lead to a condition in 
which more nodes are located in the route of sending data from the new node to the base 
station. Consequently, the average of energy consumption resulted from communication in 
whole network would be lesser. In these methods, it is also mentioned that to help the new 
sensor nodes to select their parent nodes, cluster heads must continuously and at unequal 
intervals send a message called “Hello” with the maximum power, so the new nodes can 
easily select their parents by receiving this message. This issue results in high energy con-
sumption among cluster heads while in many sensor networks; it is possible that all sensor 
nodes are deployed in the target site at the beginning of network life time. After a while, 
either no new node enters the network or a few nodes enter the network while cluster heads 
should spend a large amount of their energy on sending Hello messages. Figure 1 shows 
the way in which new nodes select their parent nodes in related tasks.

3 � Preliminaries

In this chapter, we will explain the HWSNs characteristics and their architecture. We will 
then study the cryptographic symbols in Table 1.

3.1 � HWSNs

As previously mentioned, are consist of three different node types. The first type is 
sensor node which severely limited in terms of available resources. In HWSNs, sensor 
nodes are introduced as LS-nodes [13]. The second type is cluster-head which is in a 

Fig. 1   The way new nodes choose their parent nodes in related works
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better condition than LS-nodes regarding resources, in spite of being battery-powered. 
In HWSNs, cluster heads are introduced as HS-nodes [13]. The third one is base sta-
tion; in network, there is only one base station which benefits from rich resources and 
its energy is not supplied by battery. IN Fig. 2, a sample of HWSN is presented. HWSNs 
discussed earlier should satisfy the following properties according to [13]:

(a)	 Sensor nodes (LS-nodes) are not equipped with Tamper-resistant hardware.
(b)	 Cluster heads (HS-nodes) are equipped with Tamper-resistant hardware.
(c)	 All LS-nodes and HS-nodes should have a unique ID.
(d)	 Based station is trusted in HWSNs.

It should be noted that one of the characteristics of HWSNs stated in [13] is that sen-
sor nodes are stable and are aware of their location by using GPS. However, since our 
method can also be used in mobile networks, it doesn’t need to satisfy this property. It 
may seem that the stage of selecting parent nodes by new nodes is not related to key 
establishment and is more related to the architecture of HWSNs, but in methods such 
as ours that supports mobility, once a node separates from its parent node, the process 
of selecting parent node and registering in network plus other key establishment stages 
should be repeated. Consequently, to culminate key establishment methods which sup-
port mobility in HWSNs, it is better to add this stage to them. Figure 2 shows an exam-
ple of hierarchical wireless sensor networks.

3.2 � Notation for Cryptography

Notations which are used for cryptography and will be used in the next sections of this 
article are explained in Table 1.

Fig. 2   An example of the hierarchical wireless sensor networks
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4 � Proposed Scheme

Our proposed method is based on symmetric cryptography, authenticates the new 
nodes and also supports mobility. We have divided our proposed method into 4 parts as 
follows.

4.1 � Entrance of the New Nodes to Network and Selection of Parent Node

After locating in the area covered by sensor network, nodes must start to send a message 
called “parent find request (PFR)”. Sensor node broadcast PFR message for several times 
during a fixed period of time, and the length of this period can be changed regarding the 
network circumstances. For example, if the density of nodes is high in the covered area, 
we can reduce the length of this period since in networks with more density, the number 
of neighboring nodes which receives the PFR message is more after sending PFR mes-
sages for each time. Then, sensor nodes can find a node as parent sooner. Neighboring 
nodes of the new node, both LS-nodes and HS-nodes, should answer PFR message upon 
receiving this message in such a way that a variable named “Hops to Base Station (HTB)” 
which is equal to the number of hops available between them and base station is sent to the 
new node in response. The new node saves all response messages received from neighbor-
ing nodes, and then prioritize them. The criterion for the new nodes to select parent node 
should be in such a way that cluster heads have the highest priority for LS-nodes, because 
if an LS-node connects directly to a cluster head, it doesn’t waste energy of other LS-nodes 
which are intermediary between them. For new cluster heads, only the other cluster heads 
are possible to be selected as parent node since cluster heads can’t connect to each other 
through LS-nodes. If the new LS-node receives response messages from more than one 
cluster head, or it doesn’t receive a response from any cluster heads, it should select the 
parent node based on another criterion. In this case, each node with the smallest HTB vari-
able should be selected as parent node and if the HTB variables of two or more neighbor-
ing nodes are equal, the node with the highest signal strength should be selected as parent 
node. In some related works like [7, 20], the only criterion for new nodes to select the 
parent node is signal strength which, unfortunately, severely increases the energy consump-
tion resulted from communications during all network lifetime. Its negative results are not 
limited to key establishment process. Refer to Fig. 3, for more explanation. In Fig. 3, CH2 
and CH4 are located in transmission rang of the new node. In this case, if the parent node 
is selected based on criterion presented in this article, CH2 should be selected as parent 
node because its HTB variable is equal to 2 and is less than HTB variable of CH4 which 
is equal to 3. However, if parent node is selected based on the criterion presented in [13, 
26], Ch4 should be selected as the parent node as it is closer to the new node and its signal 
strength is higher. Consequently, more nodes are located in route from the new node to the 
base station. It means that more nodes should spend their precious energy to transfer data 
from the new node to the base station. Therefore, the absence of variable such as HTB and 
not using it as a criterion to select parent node, increases the energy consumption resulted 
from communication in network.

It should be noted that network nodes should go through this process again as well as 
the next three parts that will be explained in case of their or their parent’s movement and 
being disconnected. Figure  3 shows how the new nodes select their parent nodes in the 
proposed method.
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4.2 � Sending the Registration Request to Competent Authority by New Node 
Through Its Parent Node

In our proposed method, base station is the competent authority to authenticate the requesting 
nodes. As it was mentioned in Sect. 1, because of specific characteristics of base station in 
HWSNs, using it as the competent authority doesn’t make any concerns and will not be a per-
formance-bottleneck like cluster heads which are battery-powered. But when overheads occur, 
The Base Station considered special node in the networks as the Competent Authority for key 
generation and authentication of new nodes, to control overheads and traffics are handled by 
the overloaded BS for a large network.

Moreover, we considered different key establishment mechanisms for HS-nodes and LS-
nodes because of specific characteristics mentioned about HWSNs in [13] and used these 
characteristics for the benefit of the network interests. Due to being equipped with Tamper-
resistant hardware, HS-nodes provide an advantage that makes it possible to use a key estab-
lishment mechanism with minimum memory consumption in these nodes. In our proposed 
method, we used a similar mechanism to Network-wide key mechanism for key establishment 
between cluster heads and base station. However, we don’t use public shared key directly 
between cluster heads and base station in cryptographic operations in order to prevent birthday 
attack. Using a hash function and ID of the communicating nodes, we can generate a new key 
from the public shared key between HS-nodes and base station. For example, key required to 
establish an encrypted connection between two cluster nodes with IDs of CH1 and CH2 can be 
generated as follows: F

(
KHS

||||CH1
||||CH2

)
 . Where KHS is the public key shared between clus-

ter heads and base station. Since KHS is not directly used and hash functions have a one-way 
feature, we can be sure that intruders can’t access to KHS. As the unique ID of base station is 
considered zero in most of sensor networks, when a cluster head wants to send the registration 
request to base station, it should generate a new key as follows:

(3)NEWKEY = F
(
KHS||id of CH node||0

)

Fig. 3   How new nodes choose their parent nodes in proposed method
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The new key is used to encrypt the message of membership request, and then membership 
request is sent to the base station. Membership Request message which is sent from an HS-
node to the base station, should have the following items:

•	 Time Stamp or a Nonce to prevent replay attack.
•	 The unique ID of the cluster head selected as the parent node in the previous stage. If the 

new node is directly connected to the Base Station (its parent node is the Base Station), it 
must send the number zero.

•	 The above-mentioned message is now sent to base station.

The conditions are different about LS-nodes because these nodes are not equipped with 
Tamper-resistant hardware, therefore, for LS-nodes it is not possible to employ a mechanism 
similar to network-wide key, which benefits a lot of advantages including increase of flexibility 
in network and reduction of memory consumption. Regarding the hardware conditions, LS-
nodes should act in such a way that after each node is compromised, only the key of that node 
be enclosed to the intruders and the keys of other LS-nodes remain safe. Therefore, we can use 
a similar process to the one mentioned about cluster heads to generate the pre-deployment key 
which should be saved in memory of each LS-nodes and shared with competent authority. It 
means that we use a key, which is under the control of competent authority (base station), to 
generate LS-node’s pre-deployment key in such a way that this key has a specific character-
istics stated in [26]; it means that generated keys should be computable in higher-level nodes 
and saved in the memory of lower-level nodes. In another word, the nodes in higher levels can 
generate the required keys once they need them, and don’t need to save them for establishing 
an encrypted communication with the nodes in lower levels; finally, this feature of the gener-
ated keys can reduce the memory consumption. As mentioned above, we can use a key like 
KLS which is only under the control of competent authority (base station) for generating of the 
shared keys between base station and LS-nodes to enable the LS-nodes encrypt their member-
ship request messages and send them to base station. In this stage, we can use the one-way 
feature of hash functions and generate a pre-deployment key for an LS-node with the ID of 
LS, and save it in its memory:

Station and that LS-node will be compromised, but shared keys between the other LS-
nodes and base station are still safe. Accordingly, it can be said that LS-nodes should first 
generate a message including the following two parts to send registration request to the base 
station.

•	 Time Stamp or Nonce to prevent replay attack.
•	 The unique ID of the node selected as the Parent node in the previous stage.
•	 This message is then encrypted by pre-deployment key of KT which is generated from 

KLS.

(4)
KT = F

(
KHS||id of CH node||0

)

Mem − Req = EKT (Nonce or Time Stamp||Parent id)

(5)The pre−deployment key for LS = F(KLS||LS)

(6)
{

KT = F
(
KLS||LS

)
, KT is generated by base station and stored in LS.

Mem − Req = EKT (Nonce or Time Stamp||Praent id)
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4.3 � Authentication of Requesting Nodes by Competent Authority

As previously mentioned, in our proposed method, base station is the only competent 
authority that has shared keys with all network nodes including LS-nodes and HS-nodes, 
and it is responsible to authenticate the requesting nodes. Also, provides them with a key 
in order to encrypt and decrypt the data exchanged with their parent nodes. As it was 
explained in Sect.  4.2, different mechanisms are applied for HS-nodes and LS-nodes to 
establish initial shared key with base station. Therefore, upon receiving a request message 
from any node, base station should check, whether that node is HS-node or LS-node. If the 
message is sent by an LS node, therefore, base station should regenerate the shared key 
with that LS-node to decrypt this message:

Then KT is applied to decrypt the message of LS membership request:

After decrypting the message of LS registration request, base station can carry out the 
following process:

1.	 Authenticating LS: since requesting node, except base station, is the only node that has 
KT, its identity is authenticated.

2.	 Registering the parent node of the requesting LS-node: this ID is used for generating 
the new key for LS-nodes.

If the message of registration request is sent by an HS-node, base station should first 
generate the shared key between itself and that

HS-node:

Now, base station should decrypt the message of membership request sent by HS-node.

If the received message is decrypted by KT, HS-node is authenticated.

4.4 � Final Operation of Key Establishment

After authenticating the nodes, a new key should be generated to be shared between them 
and their parent nodes. As mentioned in Sect. 4.2, a mechanism similar to Network-wide 
key is used between HS-nodes and base station. Thus, no new key should be generated 
for HS-nodes and the process will be finished only by sending an acknowledgment mes-
sage to new HS-nodes and their parent nodes. However, if the new node is an LS-node, a 
different measure should be taken. As previously mentioned, generated keys should have 
those characteristics mentioned in [26]; it means that they should be computable by parent 
nodes which are in a higher level, and saved in requesting nodes which are in a lower level. 
This characteristic can reduce memory consumption resulted from saving keys. If the new 
node is an LS-node, there are two possibilities: first, the requesting LS-node is directly and 

(7)F(KLS||LSid) = KT = Shared key between base station and LS − node

(8)DKT (LSMem − Req) = (Nonce or Time Stamp||Parent id

(9)KT = F(KHS||The id of HS−node||0)

(10)DKT(HSMem−Req) = (Nonce or Time Stamp||Parent id)
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without any intermediary LS-node connected to an HS-node; it means that its parent node 
is a cluster head. In this state, base station should first generate its shard key with that HS 
node and use it to generate the new key. Therefore, the new generated key should not be 
saved in HS-node since whenever the HS-node needs it, it can generate its shared key with 
the base station by using KHS, and then uses KHS in order to establish the shared key with 
its LS child node. Accordingly, base station should generate the new key for requesting 
LS-node with the id of LS which has selected a cluster head with id of HS as parent node 
as follows:

5 � Security Analysis

The methods such as ours which establishes shared cryptographic keys in an authentic 
manner should be resilient against various security attacks. In this section, we show that 
our proposed method presents a high level of security. Note that proposed method is based 
on assumptions that base station is trusted and HS-nodes are equipped with tamper resist-
ant hardware.

In the stage of sending registration request to competent authority for membership in the 
network, if intruders want to enter their own cluster heads to network, they should send an 
encrypted request using KHS. In our method, the shared secret key between a cluster head 
with ID of HS and the base station is obtained accordingly “ F(KHS||HS||0) ”. However, 
since only base station and other authenticated cluster heads of the network have KHS and 
cluster heads are equipped with Tamper-resistant hardware, the intruders are not able to 
access to KHS; as a result, they cannot enter the cluster head of their own into the network. 
The intruders, maybe, intend to obtain the keys applied in cryptographic processes between 
cluster heads and base station using birthday-attack to access the KHS. However, KHS is not 
directly applied in cryptographic operation. Also, because of benefiting from one-way fea-
ture of the hash functions, it is not possible for intruders to gain access to KHS. If intruders 
want to enter an LS-sensor into the network, they should encrypt and send the message of 
membership request to base station using a shared key with the base station. Shared keys 
between base station and LS-nodes are obtained as follows: F (KLS||IDoftheL − sensor), 
but since only the base station has KLS, there is no possibility that intruders can generate a 
shared key with base station. Even if intruders can access to an LS-node and the data saved 
in its memory such as its shared key with the base station, they are not able to gain access 
to KLS because hash functions have a one-way feature. Also, there is no possibility to gain 
access to KLS in case of having the shared key of an LS-node with base station. Moreover, 
by gaining access to LS-nodes and obtaining their shared keys with their parent nodes, the 
intruders will not be able to get the other keys of the parent nodes. For example, if the LS1 
is the parent of LS2, and the intruder has access to LS2 and the shared key between LS1 and 
LS2 (F(KLS1||LS2)) they are not able to obtain KLS1 which is the shared key between LS1 
and base station.

In our proposed method, the level of key-connectivity is 100 percent between nodes 
which should have secure communications. It should be noted that there is no need to 
global-connectivity in HWSNs because the communications are hierarchical in these net-
works. Firstly, each node should have a shared key with competent authority to send reg-
istration request. Secondly, should have a shared key with its parent node and all its chil-
dren nodes which are directly connected to it. If these conditions hold, all communications 
of the nodes can be secured; our proposed method observes these conditions because all 
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network nodes, either HS- nodes or LS-nodes, have a shared key with competent authority 
(base station) which is saved in their memory before joining the network; through this key, 
they can also generate their shared keys with all their children nodes which are connected 
to them directly. Moreover, once nodes are authenticated by base station, a shared key with 
their parent nodes is generated and sent for them.

5.1 � Prevention of Attacks

In this section, we discuss how our proposed method is able to prevent some potential 
security attacks:

Replay attack In this attack, intruders try to resend a message which was previously 
sent by one of the network nodes such as membership request message to base station, and 
waste the bandwidth of the base station. Usually, we added a nonce or a time stamp to the 
messages to prevent this attack.

Sinkhole and selective forwarding attack In these attacks, intruders should first inject 
their desired nodes into network structure by using the attack of node injection; however, 
as it was mentioned at the beginning of Sect. 5, the intruders are neither able to inject a 
cluster head into network nor able to inject an LS- node into network because it is not 
possible that they can generate the shared key between them and base station to pass the 
authentication stage, and send the registration request in network.

Masquerade attack In this attack, the intruders try to impersonate their own nodes 
instead of authenticated nodes. This kind of attack is not feasible for HS-nodes since these 
nodes are equipped with tamper-resistance hardware, and don’t allow the intruders to 
access to KHS which is required for HS-nodes to pass the authentication step. However, in 
case of LS-nodes, intruders, by gaining access to one of them, can access to their shared 
key with base station and use it to authenticate their own node. However, they should 
access to one of authenticated LS- nodes in order to masquerade each LS-node of their 
own.

Message manipulation The intruders may intend to make some disorders in network 
performance by altering sent messages, but since our method supports authenticity, the 
intruder cannot carry out this attack as they need the key used in cryptographic operation 
to alter the exchanged messages without the receiving nodes figure it out.

Sybil attack In this case, the intruders introduce a compromised node to network with 
several IDs. It is not possible to perform this attack on HS-nodes because, based on expla-
nations mentioned previously, they cannot be compromised. However, about LS-nodes, if 
the intruders can access to an LS-node, they can introduce it to the network only by ID of 
itself since the shared key of each LS-node with base station is generated using ID of that 
LS-node. Thus, if an LS-node is introduced to the network with another ID, it cannot be 
authenticated by base station.

6 � Simulation Results

NS2 is employed for simulation of the proposed method. Base station, in center, and 
LS-nodes, randomly, are located in the area covered by the network. Also, HS-nodes are 
located in the grid form. Signal range of nodes is about 15 feet. In this simulation, our 
proposed method is compared with RAKE presented in [26]. We selected RAKE method 
because of the following reasons: firstly, RAKE method is presented for HWSNs with 
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features stated in [13]; secondly, this method is based on symmetric cryptography, and ena-
bles nodes to establish cryptographic keys in an authentic manner. Thirdly, based on [26], 
the stimulation results of RAKE compared with two other methods presented in [4, 13] 
have indicated that RAKE has a better performance. In Sect. 5, we analyzed the security 
of our method and showed that it presents a favorable level of security. However, since 
nodes face a lot of resource limitations in WSNs, we compare our method with RAKE 
with regards to resource efficiency including memory and energy consumption. Memory 
consumption includes memory used for saving cryptographic keys, and Energy consump-
tion can be divided into two parts: computations and communications. Energy consump-
tion resulted from computations is so little compared to energy consumption resulted from 
communications. In addition, cryptographic algorithm and hash function used in our pro-
posed method are the same as RAKE (cryptography algorithm is 128–bit AES, and hash 
function is 160–bit sha1). Thus, we made a comparison between our method and RAKE 
regarding energy consumption resulted from communication and memory consumption 
resulted from saving cryptographic keys.

6.1 � Key Storage

Figure 4 provides memory consumption resulted from saving keys in LS-nodes. Accord-
ing to this figure, only two keys, in our proposed method, are required to be saved in LS-
nodes. It should be noted that the number of keys saved in an LS-node is always equal to 
two. However, when the network scale is larger in RAKE method, memory consumption 
increases sharply in LS-nodes; it is considered as an obstacle for extension of network. 
Figure 5 compares RAKE with our proposed method regarding the number of keys saved 
in HS- nodes. As mentioned in Sect. 4.2, network-wide key is used for key establishment 

Fig. 4   Numbers of keys stored in an L-sensor with varying numbers of H-sensors and L-sensors
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in proposed method, among HS-nodes and base station. Thus, the number of keys required 
in HS-nodes to communicate with other HS-nodes and base station is always equal to 
one, and it does not change by changing the network scale. On the other side, HS-nodes 
do not need to save their shared keys with their LS children as they can generate these 
shared keys once they need them. In RAKE, however, by increasing the network scale, the 
memory consumption in HS-nodes increases sharply. Figure 4 shows the number of keys 
stored in the L sensor with the number of different H sensors and L sensors. Figure 5 shows 
the number of keys stored in the H sensor with the number of different H sensors and L 
sensors.

6.2 � Communication

It may seem that energy consumption resulted from communications in our method is much 
more than RAKE since in RAKE, LS- nodes send the request of membership to HS-nodes, 
but in our method, it is sent to based station. Therefore, more communications are required 
in our method during the key establishment process. Although more communications are 
required between HS-nodes in proposed method, two issues should be noted: first, HS-nodes 
have much more resources than LS-nodes, and by increasing energy consumption resulted 
from communications between HS-nodes, we could reduce the memory consumption in LS-
nodes in such a way that only two keys are required to be saved in LS-nodes. Also, memory 
consumption in HS-nodes is reduced as well. Second, as mentioned in section 1.4, the related 
works such as RAKE and [13], use a method in the stage of selecting parent node for new 
nodes which results in more energy consumption in all nodes during the whole network life-
time than our method; since more nodes are located in the route from different nodes to base 
station. This energy consumption reduction is in such a way that although base station plays 

Fig. 5   Numbers of keys stored in an H-sensor with varying numbers of H-sensors and L-sensors



2388	 H. Mirvaziri, R. Hosseini 

1 3

the role of KDC in proposed method, stimulation results have shown that the average of energy 
consumption resulted from communications in ours is less than RAKE, in both LS-nodes and 
HS-nodes. Figure 6 compares RAKE with our method regarding energy consumption resulted 
from communication in LS-nodes. Figure 7 shows the results of comparison between RAKE 
and our method in terms of energy consumptions resulted from communication in HS-nodes. 
Figure 6 shows the power consumption caused by the communication in the L sensors and 
Fig. 7 shows the power consumption caused by the communication in the H sensors.

7 � Conclusions

In this article, we presented a mechanism for key establishment based on symmetric cryp-
tography in hierarchical wireless sensor networks (HWSNs); this mechanism can reduce 
the resource consumption significantly, and provides a favorable level of security. By 

Fig. 6   Energy consumption resulted from communications in L-sensors

Fig. 7   Energy consumption resulted from communications in H-sensors
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presenting appropriate solutions in proposed method, we could reduce memory consump-
tion in such a way that by saving only two keys in LS-nodes and one key in HS-nodes, we 
could secure all wireless media in HWSN; communications can be vertical between nodes 
from various levels or horizontal between nodes available in the same level. Regarding 
solutions presented in this paper, energy consumption is reduced noticeably compared to 
related works, and stimulation results have proved this. We presented our proposed method 
based on symmetric cryptography since energy consumption resulted from computations is 
low in symmetric cryptography and its memory consumption can be even less than asym-
metric cryptography by using appropriate techniques. In addition, the method presented in 
this article can be applied in HWSNs with any scales.
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