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Abstract

Recently, biometric based authentication scheme gains popularity due to its high secu-
rity, integrity, and authenticity properties. In the recent past, Qi et al. improved Chaudhry
et al.’s scheme, which is susceptible to the DoS attack and fails to achieve perfect forward
secrecy. In this paper, we analyze Qi et al.’s biometric based authentication scheme and
show that the scheme cannot withstand key compromise impersonation attack, offline pass-
word guessing attack, and known session-specific temporary information attack. We pro-
posed an improved biometric based authentication scheme using Elliptic Curve Cryptogra-
phy (ECC) with more security functionalities. Further, we prove the mutual authentication
and session key security of the proposed scheme using Burrows—Abadi—-Needham (BAN)
logic and Random Oracle Model (ROM). Moreover, the security analysis endorses that the
proposed scheme is robust enough to provide protection against all well known attacks.
The simulation results using the AVISPA tool show that the proposed scheme is secure and
achieves its goal.

Keywords Authentication - Biometric - Smart card - BAN Logic - Random Oracle Model -
AVISPA

1 Introduction

In recent time, the advancement of the Internet and telecommunication technologies
provide various online services, such as banking, telecommuting, gaming, e-health, etc.
Though these various services make everyday life easy and convenient; the user accesses
these services through an insecure channel making it an easy target for the adversary. Thus,
to protect the sensitive information from the adversary, authentication among the partici-
pants is needed. To ensure the authenticity of the user and server, mutual authentication
and session key security plays a vital role. Authentication can be achieved using single
factor (password), two factor (smart card), and three-factor (biometric). Nevertheless, the
password may be forgotten, and smart card may be shared, lost, or stolen. The biometric-
based schemes have no such issues, and further, it is very difficult to copy, forge, and guess.
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So, the biometric-based authentication schemes attracted wide attention of researchers. To
design a secure authentication scheme, cryptographic functions such as RSA cryptosys-
tem, ECC cryptosystem, bilinear pairing, one-way hash function, etc. are used. To ensure
the requirement of practical applications, many password, smart card, and biometric-based
schemes have been proposed using several cryptographic functions [1-4].

In 1981, Lamport proposed a password-based authentication protocol using one-way
hash functions which store the hash value of the password in the server’s database [5].
Later, to provide security and efficiency, several password based remote user authentication
schemes have been proposed for various applications [6-9]. Later, it was shown that pass-
word-based authentication schemes could be easily breached if the database is compro-
mised or revealed. To overcome these weaknesses, two factor based authentication schemes
have been suggested [10-20]. However, two factor schemes have some weaknesses such as
the smart card can be lost, shared with others, or the information can be extracted from
it. Thus, biometric-based authentication schemes have been suggested based on different
cryptosystem [21-26]. Although, both RSA and ECC facilitate the same level of security,
ECC cryptosystem is more efficient due to its less key length size.

In 2013, Yoon et al. [27] suggested a biometric-based remote user authentication
scheme using ECC for multi-server environment. Yeh et al. [28] suggested a biometric-
based authentication scheme for client-server networks. However, Wu et al. [29] found
that Yeh et al.’s scheme could not resist impersonation attack and failed to achieve ses-
sion key agreement, mutual authentication. Later, Kim et al. [30] pointed out that Yoon
et al.’s scheme is not secure against offline password guessing attack, lost smart card
attack. He et al. [31] also found that Yoon et al.’s scheme is susceptible to insider attack
and impersonation attack. However, He et al. pointed out that both Yoon et al. and Kim
et al.’s scheme suffer from the impersonation attack. Further, Odelu et al. [32] proved that
He et al.’s scheme is insecure against the replay attack, impersonation attack, and known
session specific information attack.

Based on analyzing Tan et al.’s [33] scheme, Arshad et al. [34] suggested an improved
biometric-based authentication scheme using ECC. Afterward, Lu et al. [35] observed that
Tan et al.’s scheme could not resist user impersonation attack, off-line password guessing
attack, and suggested an enhanced authentication scheme. Nevertheless, Chaudhry et al.
[36] pointed out that Lu et al.’s scheme is vulnerable to user impersonation attack, server
impersonation attack and fail to achieve user anonymity, user traceability. In 2015, Mir
et al. [37] presented an ECC based authentication scheme for telemedicine networks. Fur-
thermore, Chaudhry et al. [38] proved that Mir et al.’s scheme suffers from lost smart card
attack and could not achieve user anonymity. However, Qi et al. [39] found that Chaudhry
et al.’s scheme failed to provide perfect forward secrecy and could not withstand denial
of service attack. Then, Qi et al. suggested an improved new scheme claiming that their
scheme can resist various attack. However, in this paper, we point that Qi et al.’s scheme
cannot prevent the known session-specific temporary information attack, key compromise
impersonation attack, and offline password guessing attack.

We present a biometric-based authentication scheme using ECC. The contributions of
the proposed scheme are outlined as follows.

1. We analyzed the security of Qi et al.’s scheme and demonstrated that the scheme is
insecure against key compromise impersonation attack, offline password guessing attack,
and known session-specific temporary information attack. To overcome the above weak-
nesses, we present a biometric-based authentication scheme using ECC.
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2. The formal proof has been done with the help of ROM which proves the session key
security of the scheme and is secured against an adversary for retrieving user’s identity
and secret key.

3. The mutual authentication of the proposed scheme has done using widely accepted
BAN logic. Moreover, informal security analysis shows that the scheme is secure and
can withstand several known attacks.

4. Further, we simulated our scheme using the AVISPA tool, which shows that the scheme
is secure under OFMC and CL-AtSe backends.

5. The proposed scheme provides high security along with several security features and
less communicational cost compared to other existing schemes.

The remaining part of this paper is organized as follows: Sect. 2 describes the math-
ematical preliminaries such as hash function, ECC, and Bio-hashing. We briefly review
Qi et al.’s scheme and point out the weaknesses of their scheme in Sect. 3 and Sect. 4
respectively. In Sect. 5, we proposed a biometric-based authentication scheme using
ECC. Formal and informal security analysis of the proposed scheme are demonstrated
in Sect. 6. The simulation and the performance analysis of the scheme are presented in
Sect. 7 and Sect. 8 respectively. Finally, Sect. 9 presents the conclusion.

2 Mathematical Preliminaries

This section discusses the mathematical preliminaries used for the proposed scheme.

2.1 Hash Function

The properties of one-way hash function % : {0,1}* — {0,1} is to takes an arbitrary
length of input string k € {0, 1}*, and generates fixed length [ of output string. It is con-
sidered as a secure hash function which has the following properties:

1. For a given hash value y, it is difficult to find any input k such that y = h(k).

2. To compute k, for a given k, is computationally infeasible, such that k; # k,, where
h(k,) = h(k,).

3. Itis difficult to find two different message (k,, k,) such that i(k,) = h(k,).

Definition 1 (Collision-Resistant One-way Hash Function) The hash function
h:{0,1}* = {0,1}! is considered as a deterministic algorithm which takes an arbitrary
length of binary string and produces / length of the output string. If ADV/’;AS” (r)is a A’s
advantage in finding a collision, then we have

ADVIAH (1) = Pr{(k1,k2) € gA : k1 # k2, h(k1) = h(k2)]

Pr[S] denotes the probability of random event S and (k1, k2) € A denotes the pair (k1, k2)
randomly selected by an adversary A,. An adversary computes probability in advantage
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over the random value with execution time 7. if Adv{*5" (1) < e, for any sufficiently small

e > 0, then hash fuction A(.) is called collision-resistant.

2.2 Elliptic Curve Cryptography (ECC)

The ECC equation is y> = x> + ax + b over the finite field Z, where a, b € Z, and a non-
singular elliptic curve must satisfy 4a® + 27b> mod p # 0. In ECC, the scalar multiplica-
tion is defined as the repeated addition. Let G be a base point on elliptic curve E, whose
orderben. If G ¢ E, then nG = G+ G + --- n (n times).

Definition 2 (Elliptic Curve Discrete Logarithm Problem (ECDLP)) Against two arbitrary
points G, T € Z,(a, b), computes a scalar n such that T = nG. An adversary can compute
n during the polynomial time 7 is ADVEPYP (1) = Prb[(A(G, T)) = x : xeZ,]. The ECDLP
infers that ADVEPP(1) < e.

2.3 Bio-hashing

The biometric technology plays an important role in the authentication system to vali-
date a legal user. Generally, hash functions produce huge differences in hash value
because of the minute change in inputs. The biometric characteristics such as the face,
fingerprint, palmprint etc. may behave differently each time these are collected. How-
ever, a little deviation of biometric data or a change in the order of data input will result
in a huge difference in hash values. To overcome this drawback, bio-hashing are used
in which a legal user can be authenticated in case the user’s biometric data has a little
deviation.

2.4 Adversarial Model

Here, we consider the following capabilities of an adversary. The assumption is an adver-
sary can extract the secure information from the smart card using power analysis attacks
or reverse engineering procedures [40, 41]. The Dolev—Yao [42] threat model has been
used in which both user and server communicate each other over an insecure channel. An
attacker may eavesdrop, modify and replay the messages over an insecure channel.

3 Review of Qi et als Scheme

This section presents a brief review of Qi et al.’s [39] authentication scheme. Qi et al.’s
scheme has four phases, namely system initialization phase, user registration phase, login
and authentication phase, password change phase. There are two participants, namely user
(U,,) and server (S). The phases are demonstrated in Table 2 and Table 3 respectively. The
notations used in Qi et al.’s scheme are listed in Table 1.
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Table 1 Notation used

Notation Description

U, mth User

S Server

SC Smart card

D, User’s (mth) identity

PW,, User’s (mth) password

B, User’s biometric

X,y Server’s long term private key
h(-) Secure one way hash function
Eyy /Dy Encryption/decryption operations
Il Concatenation operation

(&) Bitwise exclusive OR operator
KS Session key of user and server
A Adversary

Table 2 Registration phase of the Qi et al.’s scheme

User (U,,) Server(S)

Chooses ID,,, PW,, and biometric B,,

Computes MB,, = h(PW,,||H(B,,))

--—{ID,,MB,,}

- {Am’ Vm’ Wm’h()}
Secure channel — — — —

Insecure channel ——

Generates a random number y
W,, =y @ h(D,, || x)
V,=y®MB,,

A,, = h(D,,||MB,,)

3.1 Initialization Phase

The server selects a large distinct prime number p over a finite field Z, on an elliptic curve.
Server chooses a secure one way hash function 2 : {0,1} — Zjand a bio-hashing operator
H:{0,1} - Z. The server generates its private key x € Z and computes the public key
P, = x.G, where G is the base point.

P
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Table 3 Login and authentication phase of Qi et al.’s scheme

User (U,,) Server(S)

The user puts his smart card and enters
ID:W, PW;I, and B,,
MB, = h(PW,,||H(B,,))
A,, = h(ID,,|MB',)
Generate r and calculates
y =V, ®WMB,)
S =rG, S, =rpP,,
C,, = EUD,, |h(PW,, INIIW,,)
Auth; = YD, |R(PW,, IDIIW,, IS, IIT)
{Auth;, C,,, S, T;}
Verify (T/ = T)) < AT
Computes S} = x.5,
D, IInPW,INIW)) = Dy(C,)
Y =W & hdiD, |lx)
Auth!; = h(y' |ID,, |W(PW,, INIIW], IS} 1IT;)
If (Auth, = Auth), aborts if not true
Generates a random number ¢
S; =1tG,S, =15,
KS = h(S, ||l (PW,,Ir))
Authg = h(y'||KS|IS, 1S511T,)
{Authg, S5, T,}
Verify (T! — T,) < AT
Computes Sg =r.S;
KS' = h(S) |h(PW,Ir))
Auth, = h(y' ||KS"||S{ 1S5 1T)
Checks (Auth! = Auth,)

If not true, then ABORT
Auth;, = h(h(PW,,||N||KS"||S5)
{Auth;;}
Authy, = h(h (PW,, [INIIKS||S3)
If (Auth;, = Authg;), then
Session key is verified

Otherwise, Abort the session.

3.2 Registration Phase

To get service from the server, the user first registers himself to the server by performing
the following steps.

Step 1 U, chooses his identity ID,,, password PW, and imprints his biometric
B, via a sensor. Then, computes MB, = h(PW, & H(B,,). Now, U, sends
{ID,,,PW,,H(B,,)} to the server through a secure channel.
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Step 2

After receiving the message, server chooses a secret key x and computes
W,=y®hUD,, || x),V,, =y®MB,,A, =h(UD,|MB,), where y is a random
number generated by server. Then, S stores {W,,,V, A, ()} into the SC and
issues it to U,, securely.

3.3 Login and Authentication Phase

To login into the system, U,, inserts his smart card into the card reader to access the server.
The following steps are carried out during the login phase.

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

User enters his ID,,, PW,, and imprints biometric B,, through sensor.

SC , computes MB}’n = h(PW,||H(B,,)) and checks whether
A, =h(D,|IMB!) or not. If both are equal, then the smart card gen-
erates a random number r and compute Y =V, ® MB),S, =r.G,
Sy = Py, C,, = E(ID,,I(PW, I |W,,), Auth, = h(Y||ID,,|W(PW,, )W, IS, IT)) .
Then, sends the login message {Auth;, C,,,S,,T;} to the server through an open
channel.

After obtaining the login message, S first check the time stamp
(Tl.’ -T)< /A\T. After successful time-stamp  verification, S com-
putes S, =x.5, Dg(C,)=UD,||h(PW,[NIW,), y =W & h(ID, |x),
Auth = h(y' |lID, ||h(PW,, |IN[IW,, IS, 17,)

If (Auth; = Auzh;) satisfies, then the server generates a random number ¢ and cal-
culates S; =1.G, S, = 1.5, KS = h(S,||W (PW,,||r), Auth, = h(QY' || KS||S, ||S5 1| T,).
Then, sends {Auth,, S5, T, } to the user through a public channel.

U, first checks the time stamp (77 —T,) < AT. After successful time-
stamp  verification, U,, computes S, =r.S;, KS =h(S,|[h(PW,[r),
Authg = h(y'||KS'||S;11S;1|T}). Then, he verifies whether (Auth! = Auth,).

If it is true, U,, calculates Auth;, = h(h(PW,,||r)||KS’||S;) and sends Auth,, to S
through a public channel.

Upon receiving the message from user, S computes Authy,; = h(h' (PW,,||")||KS||S5)
and compares with Auth;. If both are same, then both U,, and S are mutually
authenticated and agrees to communicate through the shared session key.

m m

3.4 Password Change Phase

The user updates his password without interacting with the server as follows.

Step 1 User enters his identity ID,,, password PW,,, and scans his biometric B,,.
The smart card computes MB;n = h(PW,,||H(B,,)). Then, verifies the condition
A,, = h(ID,,|IMB’).

Step 2 If both are equal, then the smart card asks the user for a new password
PW?e. After entering the new password, SC computes MB'" = h(PW""||H(B,,)),
vier=v, ® MB:n © MB™", A = h(IDm||MBZ"W) and replaces V,,, A,, with Vi, Any
respectively.
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4 Cryptanalysis of Qi et al.'s Scheme

In this section, we have demonstrated that Qi et al.’s scheme is susceptible to key compro-
mise impersonation attack, offline-password guessing attack, and known session specific
temporary information attack.

4.1 Key Compromise Impersonation Attack

Key Compromise Impersonation (KCI) attack is a popular attack, in which the private
key of the participating entity is revealed. Qi et al.’s scheme could not withstand the KCI
attack. Suppose, the private key x is revealed. An adversary can perform KCI attack as per
the following steps.

Step 1 Let an adversary can eavesdrop the login message {Auth;,C,,,S,,T;}
from the public channel. Then, verifies the time stamp and computes
S; = x5, D}(C,,) = (D, I (PW,, [N IW;,),y" = W), @ h(ID,||x).

Step 2 Now, he successfully validates and generates his own random number #*. Com-
putes S; =t*.G,S, = t*.8,, KS* = W(S} |/ (PW,,|Ir)), Auth} = h(y'||KS*||S, S5 T,) and
sends it to the user.

Step 3 Then, user verify Auth, = Auth! and this verification will get true. In this manner,
an adversary may lunch a successful 1mpersonat10n attack and fool the user.

4.2 Offline Password Guessing Attack

From the aforementioned analysis, the adversary can obtain A(PW,,||r) by decrypting C,,. He
chooses a new password PW, and computes Auth; = h(y' |[ID/ ||h(PW,||")||W! |IS;||T;) where
ID! , y';,and W/ known to the attacker. Again S, and 7; eavesdrop from the public channel.
The check continues until the correct password is obtained. Thus, the scheme could not resist
offline password guessing attack.

4.3 Known Session-Specific Temporary Information Attack

Let, an adversary get the user’s session random number r unexpectedly. Then, Qi et al.’s
scheme has the following drawback:

Step 1 Both wuser and server compute the session key KS as
KS = h(S4||h(PW,,||1)) = h(S;Hh(PWer)) = h(t.r.S;||h(PW,,||r)). An adversary can
calculates the session key using known session random number r.

Step 2 An adversary intercept the login message {Auth;,C,,,S;,T;} sent to the server
and checks whether .G matches with S,. If it matches, adversary confirms that r corre-
sponds to the login message. The adversary sends the login message to the server with-
out any modification. Upon receiving the message, the server will check the validity
and respond the message {Auth, S5, T, }. As the adversary knows the r, so he can easily
compute S = r.S;. As discussed in Sect. 4.1 an adversary can get /(PW,,||r), now the
adversary can easily compute the session key as KS = h(S [|A(PW,, ||r)) and compute
Auth;; = h(h(PW,, INIKS [|S5) without knowledge of a vahd user. Thus, this scheme
could not achieve session key security.
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5 Proposed Scheme

To overcome the flaws of the Qi et al.’s scheme, we proposed an improved three-factor based
authentication scheme. The proposed scheme consists of five phases: initialization phase, reg-
istration phase, login phase, authentication phase, and password change phase. There are two
participants, namely server (S), and user (U,,). We used the same notations as presented in
Table 1. The details of each phase are illustrated below.

5.1 Initialization Phase

The S chooses a large distinct prime number p over a finite field Z, on an elliptic curve.
A non-singular elliptic curve equation is defined as y* = x* + ax + b, where a, b € Z, and
must satisfy 4a® + 27b> mod p # 0.

The server selects a point P on the curve E,(a, b) over a finite field Z,. Then, chooses
a secret key y and computes Pub =y X P. Now, S declares {x,y} as its private key and
{E, P, Pub} as public key.

5.2 Registration Phase
A new user needs to register with the server by performing the following steps.

Step 1 The user (U,,) freely selects his identity ID,,, password PW,

»» and personal biom-
etric B,, at the sensor.

Table 4 Registration phase of the proposed scheme

User (U,,) Server(S)

Choose ID,,, PW,, and
biometric B,,,.

Computes
PW,,, = h(PW,,|IH(B,,))
--—|{ID,,,PW,

o HB,,))
Generate private key x and y,
and pseudonym identity PID,,
M; = h(ID,,|H(B,,).P = (P, P,)
N,, = h(ID,,||x)

P, =N, ® hUD,||PW,,)
Q,, = h(ID,, |PW,,|IN,,)
UID,, = ID,, ® h(x||y)

—--{P,,0,,UID, PID, h(.)}

m>

Stores {ID,,, PID,,, M;}

m>

Secure channel — — — —

Insecure channel ——
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Step 2 Then, U,, computes his dynamic password PW,,, = h{(PW,,||H(B,,))} and sends
the message {ID,,, PW,,, ., H(B,,)} to the server S.

Step 3 Upon receiving registration message {ID,,,PW,  H(B,)}, the §
records H(B,) for future use. Then, selects a private key x and calculates
M; = h(ID,,||H(B,,).P = (P, P)), N,, = h(ID,,||x), P, =N, ® h(ID,,||PW,
0, = UD,,||IPW, IIN,), UID,, = ID,, & h(x|y).

Step 4 S generate a pseudonym identity PID,, for the user U,,. For new user registration,
the server sets N = 0, otherwise, N = N+1 where N is the number maintained by the
server.

Step 5 Finally, S embedded the parameters { UID
card and issues it to the user. Server stores { UID,
of the registration phase are described in Table 4.

ﬂW

> PID,,, P, O,,,h(.)} into the smart
ID,,, B,,} for future use. The details

m?

5.3 Login Phase
In order to login to the server S, the U,, performs the following steps:

Step 1 The user puts his smart card into the card reader and imprints his biometric B,),
on the device. Also, inputs his user name (/D,,) along with the password (PW,,). SC
computes PW* = h(PW, ||H(B,)), N: = P, & h(ID, ||PW? ), Q" = (D, ||PW: |IN*).
Step 2 Then, SC compares computed Q7 with the received parameter Q,,. If the match
goes wrong, then the smart card aborts the session. Otherwise, it continues for the next
step.

Step 3 The SC generates a random number n, and computes M} = h(ID,,||H(B,,)).
P=(P.P),Z =n.P, Z, = n,.Pub, Zy = Ep D, |1Z|n)). Zy = n, @ M}, Z,
= h(ID,,||M?||N}, |ln;11Z,). Finally, U, sends login message {UID,,, PID,,, Z5,Z,} to the
server through a public channel.

m?

5.4 Authentication Phase

After getting the login request, {UID,,, PID,,, Z;,Z,}, both S and U,, perform the following
steps. Table 5 represents the details of the authentication phase.

Step 1 The S calculates ID,, = UID,, @ h(x||y) and searches for ID,, from the data base.
If exists, then computes ny =Zy & M;, Z{ = n}.P, Z; = h(ID,, ||M*||N ln}11Z,). Now,
checks if Z, = Z* or not. If it does not hold then server terminates the session. Other-
wise, proceeds to the next steps.

Step 2 S generates a random number n, and computes ¥, =n, P, Y, = E,,(n,||Y}),
Sy =ny.Z}, KS = h(S,||N,,), Authy = h(SID;||KS|IN,,||Y;). Then, sends {Y,, Auth,} to the
u,.

Step 3  After receiving the authentication message from the S,
user decrypts the message D, (Y2) = (m,]|Y}) and computes
T, =n, - Y\,KS = W(T\|IN},), Auth} = h(SID;||KS||N; || Y}).
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Table 5 Login and authentication agreement phase

User(U,,)

Server(S)

User inserts SC and
Inputs ID,,, PW,,.B,,
SC calculates

PW, = h(PW,|H(B,))

N? =P, @ h(ID,,|PW?,)

m
Q;, = h(D,, |PW; IIN;)

Checks 0, = O,

If true, generate a random number n,
M = h(D,,||H(B,)).P = (P, P)
Z, =n.P,Z, =n,.Pub

Zy=n ®M;

Z, = hUD, IM; N lIm, 1))

{(UID,,, PID,,. Z;.Z,}

m>

{Y,, Auth,}
Computes D, (Y,) = (n,[|Y)
T, =n,.Y,, KS = h(T,|IN};)
Auth] = h(SIDjllKSHN;;”Yl)

Verifies Auth, = Auth

If the condition fails, session is termi-
nated

Otherwise, the user calculates M,
Auth;, = h(ID,, || KS||n, ||n,)
{Auth; }

Computes ID,, = UID,, ® h(x||y)
Search for M,, if ID,, exist
Computes n} = Z; & M;

Zy =n|.P

Z; = hUD, M, IN; 175 11Z;)
Checks Z, = 7

If true, then user is valid

Server generates 71, and computes
Yy =ny.P,Y, = E,,(m,||Y})

Sy =ny.Z}, KS = h(S,|IN,,)
Auth, = h(SID;||KS|IN,,11Y,)

After getting the message, server will
verify
2
If Auth;; = h(ID,,||KS||n; ||n,)),
Then session key is verified, otherwise
terminate the session
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Step 4 Now, U,, verifies whether Auth, 2 Auth? or not. If verification fails, the session is
terminated. Otherwise, U,, computes Auth;, = h(ID,,||KS||n,||n,))and sends {Auth; } to
the server. )

Step 5 After receiving the message, server checks if Auth,, = h(ID,,||KS||n, |In,)) is true
or not. If it holds, then session key is verified, otherwise server terminates the session.

5.5 Password Change Phase

In this phase, a legal user U,, can change his password using the following steps.
Step 1 U,, enters his SC into a card reader, inputs his ID,,, password PW,,, imprints

his biometric B,,. Then, computes PW = h(PW, ||H(B,)), N} = P, @ h(D,,||PW} ),

Q7 =D, ||PW: |IN*). Now, SC verifies Q,, 2 Q. If the condition is not satisfied,

the request is rejected for password change and terminates the session. Otherwise, SC

allows the user to enter a new password PW)¢*.

Step 2 SC again calculates PW!"* = h(PW"*"||H(B,,)), NI = P, @ h(ID,,||PW""),

oY = (UD,||PW;e¥||N'Y). Finally, the parameters {P,,Q,} are replaced with

{Prev, Qre} in smart card.

5.6 Smart Card Revocation Phase

The user can revoke his smart card if the smart card is lost or stolen. The user can re-regis-
ter with the same identity to obtain a new smart card.

Step I For revocation of a smart card, U,, keeps the identity and biometric same but
chooses a different password PW,. Then, computes h/(PW,||H(B,,)) and sends it to the
server along with pseudonym identity PID,,.

Step 2 Upon receiving the message, S verifies the registration of user by checking the
user identity. If user ID,, exist, then it sets N=N+1 and computes {M,,, P,,, Q,,}. Other-
wise, it rejects the session.

Step 3 Now, S embedded the computed parameters into the SC and issues it to the U,,,.
And, updates N = N + 1in its database.

6 Security Analysis of the Proposed Scheme

This section describes the formal security of the proposed scheme. Both BAN logic and
random oracle model have been used to prove mutual authentication and session key secu-
rity. Later, the informal security analysis of the proposed scheme, such as passive and
active attacks, are discussed. Also, the proposed scheme achieves mutual authentication,
session key security, and user anonymity.

@ Springer



Improved Biometric-Based Mutual Authentication and Key... 1003

6.1 Authentication Proof Using BAN Logic

BAN logic is widely used to proves the mutual authentication between the user and server
[43]. In this section, we proved the authentication between the user and server using BAN
logic. Let symbols y and ¢ are principals, k and v range overstatements, and A ranges over
the cryptographic key. We have taken some notations of the BAN logic as follows:

Y|=« : y believes k.
#(k): k is fresh.
¥ = k' y has jurisdiction over k.
y < k:y sees k after receiving it.
v |~ k: Previously y sent a message including «.
< Kk >,k is combined with v.
(x)y: K is hashed with the key A.
(x);: k is encrypted with A.
4 i, @: Ais a secret share key between y and ¢. Only y and ¢ know about the A and not
others.
The message meaning rule
A
YIEree.r<(),
ri=el~e )

The nonce verification rule

Y=k (0).r|=0l~K

VI=el=x

The jurisdiction rule

rIEe=>kyI=0l=k

rl=x

The freshness rule
y|=t
y|=#(k,0)
The belief rule
YI=0l=(x.0)
7I=0l=(x)

According to BAN logic, our scheme meets following four goals.

KS
Goal 1: U, |I=U,, < S,
KS
Goal2:U,, |=S,|1=U, < S,
KS
Goal 3:S,|=U,, < S,
Goal 4: §,

n

KS
=U,|=U, S,

The following assumptions has been taken to transform the enhanced scheme to the ideal-
ized as follows:

z

Message 1:U,, = S, : (ID,,,M;,n,, U, < S a1
KS

Message 2: S, — U, : (SID;,N,,, Y|, U,, < S)uap, 1)

KS
Message 3:U,, = S, : (UD,,,ny,n,, U, < S,) ks

We make some initial state assumptions to analyze the proposed scheme
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AU, |=4#Z,
A, S, |=4#Y,
h{ID,,||x)
AU, =W, < S,
WD, ||x)

AgS, =W, < S)

AU, =S, 1% (U, < S,)
Ag S, 12U, 1% (U, & )
ApU, =S, 1= U, S S,)
AgS, I2U, | (U, S5,

The idealized form of our scheme is studied based on the BAN logic and the assumptions.
The proofs are as follows:
According to message 1, we have

Step 1S,<(UD,,,M;,n,,U,, <Z—1> Sn)h(leIIx)

According to Step 1, A,, we applying message meaning rule to have

Step 28, |= U, |~ (D, My, Uy, <5 S,)

According to Step 2, A,, we apply the freshness conjuncatenation rule to obtain
Step 35, |= U, |= (D, My, U, < 5,)

From Step 3, we apply ereak conjunctions to produce

Step4S, |= U, |= U, < S,)

From Step 4, A, by applying the jurisdiction rule to get

Step 58, |= (U, &5,

Session key is computed as KS = n,.Z; = n,.n;.P. So, we could obtain following Step
Siep 65, |=U, S5, (Goal-3)

According to message 2, we h%e

Step 7U,, <(SID;,N,,, Y1, U,, < S)uap, 1)

According to Step 7, A, and message meaning rule, we get

Step 8U,, |= S, |~ (SID,, Y,, Uy, < S,)

From assumption A, and freshness conjuncatenation rule, we obtain

Step 9U,, |= S, |= (SID,,Y,, U, & S,)

According to Step 9, we apply the BAN logic rule to break the conjunctions

KS
Step 10U, |=S,|1=U, < S, (Goal-2)
From Step 10, A,, and jurisdiction rule, we have
KS
Step 11U, |=U,, & S, (Goal-1)

From message 3, we have
KS
Step 12 S, < (UD,,,n;,n,,U,, < S,)gg

From Step 12, Ag, and message meaning rule, we obtain
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KS
Step 138, |=U,, |~ UD,,,n;,n,,U,, < S,)
From assumption A, and freshness conjuncatenation rule, we have

KS
Step 148, |=U,, |=UD,,,n,;,n,, U, < S,)
According to Step 14, we apply the BAN logic rule to break the conjunctions

KS
Step 158, |=U, |=U, < S, (Goal-4)

Based on the above analysis, we generalize that both U, and S, believe that a session key is
shared between them.

6.2 Formal Security Analysis

In this section, we construct the formal security analysis of the proposed scheme based on
the random oracle method [44, 45]. The analysis describes the proposed scheme is secure
even if the user identity and secret key are revealed. To apply the method of contradiction,
we assume that there exist the following two random oracles available for an adversary.

® Reveal This random oracle returns the input y from the output hash value ¢ = h(y).
e Extract This random oracle returns the scalar n out of a given point P = nR and R.

Theorem 1 The proposed scheme is provably secure against an attacker for deriving the
user id ID,, and the secret key {x,y} under the hardness assumption of ECDLP and the
one-way hash function which behaves like random oracle.

Proof Consider an adversary A has the ability to derive the ID,, and server’s private key x
by eavesdropping the login message. An adversary can run the experiment EX. Aif/;g;’HASH
against the proposed user anonymity preserving authentication scheme UAPS by simulat-
ing both the oracles Reveal and Extract.

The success probability of EX Afjgl;lgHASH is defined by |2pr[EX Afjgl;?HASH =1]-1|.
The advantage function is defined by Advt1(t,q,,q,) = max{succl}, where A can take
maximum execution time 7, and can make maximum g, extract, g, reveal queries. The pro-
posed scheme can capable to calculate ID,, and secret key {x,y}, if Advtl(t.q,.q,) <€
for any small € > 0. By using Definitions 1 and 2, to break a oneway hash function and
ECDLP is an infeasible work for an adversary. Hence, the theorem is proved. a
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Algorithm 1 EXPYg 5" 45!

1: Assume the login message {UIDy,, Z3, Z4} has been intercepted during the login phase
of proposed scheme, where
Z3 =mn1 @ M, Zy = h(IDm || M]|N;, 1] Z1))

2: Call Reveal 1 on input Z4 and get (ID,’ﬂHMZ”‘/HN;’;; [Inf11Z1) < Reveal (Z4)

3: Call Extract 1 on M} and get (ID,||H(Bm)) « Reveal (M)

4: if (ID}, = ID},) then

5: Compute n] = Z3 @ Mi*/

6 if (n] =n}) then

7 Compute Zj = h(IDy, ||M]|INy,[In711Z1)

8: Call Reveal 1 on N}, and get (ID:"||z) < Reveal (N)

9: if (Z4 = Z}) then

10: Accept ID}* and x
11: return 1
12: else

13: return 0
14: end if

15: else

16: return 0

17: end if

18: else

19: return 0

20: end if

6.3 Security Analysis Against Other Possible Attacks
This section presents the informal security analysis of the proposed scheme.
6.3.1 Key Compromise Impersonation Attack

Let an adversary eavesdrops the login message and also the secret key x and y are com-
promised. Even if {UID,,, PID,,,Z;,Z,} are sent in public channel, and the secret key is
known, an adversary will not be able to verify Z,. For the validation of Z,, adversary needs
ID,,,M;,n; and N,,, where M; = h(ID,,||H(B,,)).P = (P, P,), Z, = n,.P and n, is a random
number generated by the user. Hence, the proposed scheme can resist key compromise
impersonation attack.

6.3.2 Known Session-Specific Temporary Information Attack

The proposed scheme successfully resist this attack. Even if an adversary knows the tem-
porary random number n1, he could not compute the session key without the knowledge
of §y,T),N,,, where S| =ny.Z}, T\ = n,.Y, and N,, = h(ID,,||x). Moreover, Y, is sent by
encrypted form, and N,, is computed by using user identity and the server’s private key.
Thus, the proposed scheme can resist known session-specific temporary information attack.
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6.3.3 Lost Smart-Card Attack

Suppose an adversary can get the user’s smart card. He can easily extract the parameters
{P,.Q,.UID, . PID,k, h(),E,,D,} using the power analysis. Still, he can not derive any
further information from P,, = N,, @ h(ID,,||PW,,), Q,, = (D, ||PW,,I|IN,) because they
are protected by one way hash function and secret key x. In addition, the attacker cannot
guess ID,,, PW,, x at the same time. Thus, our scheme could withstand a lost smart card
attack.

6.3.4 Known Key Security

The session key of the proposed protocol KS = k(S ||N,,) is depends on the nonce n; and
n, generated by U,, and S respectively. As the nonce is generated in each session freshly,
so the session key will be different for each session. Hence, the compromise of one ses-
sion key will not be an advantage of computing another session key. Thus, the proposed
scheme achieves known key security.

6.3.5 User Anonymity

User anonymity intends to preserve the secrecy of the user identity throughout the com-
munication. In the enhanced scheme, the login message, and the smart card information
does not contain user ID,, in plain text. The messages sent through the public and pri-
vate channels are protected by the collision-resistant one-way hash function, from which
user identity could not be retrieved. Thus, our scheme achieves user anonymity.

6.3.6 Perfect Forward Secrecy

In the proposed protocol, the session key KS is computed as KS = h(S,||N,,), where
S =my.Z}, N, = h(ID,,,||x). Even if the secret key x is revealed, an adversary could not
compute the session key because of intractability of Diffie-Hellman problem. Hence,
our scheme could provide perfect forward secrecy.

6.3.7 Stolen Verifier Attack

In the stolen verifier attack, an adversary can read user ID,,, password PW,,, and biome-
tric B,, stored in the verification table at the server. After getting the ID,,, PW,,, and B,,,
the adversary acts as a valid user. In the proposed scheme, the PW,, and H(B,,) have not
been stored in the verification table. From ID,,, an adversary cannot obtain any informa-
tion. Hence, the proposed scheme can resist a stolen verifier attack.

6.3.8 User Unlinkability

User unlinkability means no adversary can distinguish whether the two different ses-
sions are initiated by the same user. However, in the proposed protocol, the login
message computed as Z; = n; @ M}, Z, = h(ID,,||M}||N" ||n;1|Z,), where n, is the ran-

dom number generated by the user. Thus, the login message will be different in each
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session. Although the adversary gets the login message, he could not verify whether two
login messages are from the same user or not. So, the proposed scheme preserves user
unlinkability.

6.3.9 Efficient Login Phase

In the login phase, the smart card verifies the legitimacy of a user by using its stored infor-
mation. When the user inserts his identity, password, and imprints his biometric, smart card
computes PW,,, = h(PW,||H(B,)), N, =P, ®hUD,||PW: ), Or =UD,|PW, |IN}).
Then, it verifies the condition Q,, = Q7 . If the condition does not satisfy, the smart card
terminates the session. Otherwise, the user is a valid user. The SC validates the user first
and then sends the login message to the server. Thus, the proposed scheme has an efficient

login phase.
6.3.10 Mutual Authentication

In our scheme, the user and server authenticated each other as follows.

After obtaining the login message {UID,,, PID,,, Z;,Z7,} from U,,, the server computes
n’{‘, Z’I“, and ZI. Then, the server compares the computed ZZ‘ with the received Z, to check for
the authenticity of the user. If the condition fails, the server aborts the session. Otherwise,
computes the parameters {Y,, Auth }, and sends it to the user. After receiving the authen-
tication message, the user will first compute Aurh] and matches with the received Auth,. If
both are equal, then the user will verify the server, otherwise rejects the session.

7 Simulation of Proposed Scheme Using AVISPA

This section demonstrates the simulation of the proposed scheme using Automated Valida-
tion of Internet Security Protocols and Applications (AVISPA) tool [46]. It is a push-button
tool which analyses and validates security protocols automatically. AVISPA is a modular
and expressive formal language for specifying protocols and their security properties. The
protocol defined in the High-Level Protocol Specification (HLPSL) and translated into
Intermediate Format (IF) using HLPSL2IF translator [47]. There are four back-ends that
are OFMC, CL-Atse, SATMC, and TA4sp. The output of IF is used as input to the back-
ends and produce the output format (OF). The assumption is the transmission channel of
the HLPSL is controlled by the Dolev—Yao model. The structure of the AVISPA tool is
presented in Fig. 1.

7.1 Specifying the Scheme

This section demonstrates the four phases of our scheme using the HLPSL language.
There are two basic roles user (U,,) and server (S). The role of the (U,,) first receives
the start signal and changes its state from O to 1. Then, U,, sends the registration mes-
sage {ID,,,PW,,,H(B,,)} to the S through the secure channel using SND() operation and
receives the smart card having the information {P;, Q;, E;, D;, h(.)} from the S using RCV()
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High-Level Protocol Specification Language (HLPSL)

Y

Translator
HLPSL to IF

Y
| Intermediate Format (IF) |

aERLEE L L e R e L L L LR LR LR LR L '
v \’ v v
On-the-fly CL-based SAT-based Tree-Automata-based
Model-Checker Attack Searcher Model-Checker Protocol Analyzer
OFMC CL-AtSe SATMC TA for SP
S L SO A A

l Output

Fig.1 The architecture of the AVISPA tool

operation. During the login phase, the user sends the login request message {UID,,, Z;, Z, }
to the server through a public channel. Finally, the user receives the authentication message
{Y,,Au} from the server, and sends {Aui} to complete mutual authentication. As channel
(dy) declares insecure, an intruder can insert, modify, or delete the message during the
communication.

The declaration witness {S,A, auth_a_s_Aui,Aui'} expresses a weak authentication
property, which means the user has freshly generated the value of Z1’ for the server. The
declaration request {A, S, auth_s_a_Au,Aul’} shows a strong authenticated which intends
user’s acceptance of value Aul’ generated for the user by a server.

The declaration type secret secret ({Pwi},secl,peke,) depicts that the information
PW,, is kept secret to the user U,, only and characterized by the protocol id secl. The goal
secrecy expresses the variable V is kept permanently secret. The role specification of U,
and S are given in Tables 6 and Table 7 respectively. Table 8 presents the role specification
of session, goal, and environment of the proposed scheme.

The simulation result of OFMC and CL-Atse background is shown in Fig. 2a and b

respectively.

8 Performance Evaluation
This section demonstrates the comparison of related existing schemes and the proposed

scheme in terms of computational cost, communicational cost, and security features.
Table 9 shows the computational cost analysis in which Ty, Ty, Ty, and Tgy, denote
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Table 6 Role of user

role peke_A(A, S : agent,

Snd, Rev :channel (dy),

Snd1,Rcv1 :channel(ota),

Xu : symmetric_key,

Hash,XOR, Mul, Enp, Dep: function)
played_by A def=

local State :nat,

IDi, PWi, Bm, UIDi, N1, N2 :text,
Pwil, Ni, Mi, Y2, P:message,

KS: symmetric_key,

Pub: public_key,

N11, Aul, Au, Aui, G1, Y1: message,
Sdd: message,

Pwill,Pi,Qi,Qil,Z1, Z2, Z3, Z4,Dp :message

secl,sec2:protocol_id

init State:=0

transition

0.State =0 /\Recvl(start)= >

State’” :=1
/A\Pwil’:=Hash(Pwi.Hash(Bm’))
ASnd1(IDi, Pwil’, Hash(Bm"))
Nsecret({Pwi},secl,peke_A)

1.State =1 /\Rcv1(Pi,Qil,UIDi)= >
State’:=2

A\ Pwil’:=Hash(Pwi". Hash(Bm’))

A\ Ni’:=XOR(Pi’,Hash(IDi’.Pwil "))
A Qi’:= Hash(IDi’.Pwil’.Ni’)

A\ N1”:=new()

A\ Mi”:=Mul(Hash(IDi". Hash(Bm’)).P")
A Z1’:=Mul(N1".P’)
AZ2’:=Mul(N1".Pub)
NZ3’:=XOR(NI’,Mi")
NZ4’:=Hash(IDi’.Mi’.Ni’.N1".Z1")
ASnd(UIDi,Z3",Z4")

1.State =2 /\ Rev(Y2,Au)= >State’:=3
AY1:=Dep(Y,)

A\ N2":=Dep(Y,)

AG1’:= Mul(N1".YD’)
AKS’:=Hash(G1.Ni’)
AAul’:=Hash(Sdd’.KS’.Ni’.Y1")
AAui’:=Hash(IDi’.KS".N1".N2")
2.State = 3 /\Snd(Aui’) = >State’ :=3
Arequest(A, S, auth_a_s_gi, Qi’)

N witness(S,A, auth_s_a 74, 74’)
Arequest(A, S, auth_a_s_Au, Aul’)
Awitness(S,A, auth_s_a_Aui, Aui’)
end role
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Table 7 Role of server

role peke_S(A, S : agent,

Snd, Rev :channel (dy),

Snd1,Rcvl: channel(ota),

Xu: symmetric_key,

Hash,XOR, Mul, Enp, Dep : function)
played_by S def=

local State :nat,

IDi, PWi, Bm, UIDi, N1, N2 :text,
Pwil, Ni, Mi, Y2, P:message,

KS: symmetric_key,

Pub: public_key,

N11, Aul, Au, Aui, G1, Y1: message,
Sdd: message,

Pwill, Pi, Qi, Qil, Z1, Z2, Z3, Z4,Dp :message
secl,sec2:protocol_id

init State:=0

transition

0.State =0 /\Rcv1(IDi,Pwil,Hash(Bm))= >
State’ :=1

NAXu’:=new()

/AMil’:= Mul(Hash(IDi’.Hash(Bm’)).P")
/ANil’:=Hash(IDi’.Xu’)
/A\Pi’:=XOR(Nil’,Hash(IDi’.Pwill’))
AQil’:=Hash(IDi’.Pwil’.Nil")

1.State =1 /\Snd1(Pi’,Qil’,UIDi)= >
Nsecret({Xu},sec2,peke_S) State’ :=2
N\ Rev(Z3,74)

A\ Nil’:=XOR(Z3’Mil")

N\ Z1’:=Mul(N1".P")

N\ Z4’:= Hash(IDi.Mi’.Ni’.N1".Z1")
/\ N2’:=new()

A Y1":=Mul(N2’.P*)

N Y2 :=Enp{N2'.Y1'}
NGI1":=N2"Z1
NKS’:=Hash(G1".Nil”)

NAu’:= Hash(Sdd’.KS’.Nil’.Y1")
ASnd(Y2’,Au’)

1.State =2 /\ Rcv(Aui) = >

State’ :=2

/\ Auii’:=Hash(IDi.KS’.N1°.N2’)
N\witness(A, S, auth_a_s_qi, Qil’)

N\ request(S,A, auth_s_a_74, 741")
NAwitness(A, S, auth_a_s_Au, Au’)
Nrequest(S,A, auth_s_a_Aui, Auii’)
end role
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Table 8 Role environment

role session (A, S : agent,

Xu: symmetric_key,

Hash,XOR, Mul: function)

def=

local A_SND, A_RCV, S_SND, S_RCV:channel (dy),
A_SNDI1, A_RCV1, S_SND1, S_RCV 1:channel(ota)
composition

peke_A(A,S,A_SND, A_RCV, A_SND1, A_RCV1, Xu, Hash, XOR, Mul)
\peke_S(A,S,S_SND, S_RCV, S_SND1, S_RCV1, Xu, Hash, XOR, Mul)
end role

role environment()

def=

const

a, s, i: agent,

Xu, pwi :symmetric_key,

hhash,xorr,mul,enp,dep :function,

auth_a_s_qi :protocol_id,

auth_s_a_Z4 :protocol_id,

auth_a_s_Au: protocol_id,

auth_s_a_Aui:protocol_id

secl,sec2:protocol_id
intruder_knowledge=i,a,s,pwi,hhash,xorr,mul
composition

session(a,s,xu, hhash, xorr, mul)

/\ session(a,s,xu, hhash, xorr, mul)

/\ session(i,s,pwi, hhash, xorr, mul)

/\ session(a,i,pwi, hhash, xorr, mul)

/\ session(i,s,pwi, hhash, xorr, mul)

end role

goal

secrecy_of secl

secrecy_of sec2

authentication_on auth_a_s_qi

authentication_on auth_s_a_74

authentication_on auth_a_s_Au

authentication_on auth_s_a_Aui

end goal

environment()

hash function, elliptic curve point, inverse function, and encryption/decryption function
respectively. The total computational cost of our scheme is 15Ty + 7T, + 2Ty, which
is somewhat more than other existing schemes. We have implemented all operation tate_
bilinear_pairing eta and tate_bilinear_pairing ecc package in Python library. The experi-
ment carried on using a laptop running Windows 10 and 64-bit Intel(R) Core(TM) i3 CPU
M380 @2.53 GHz, 4.00 GB RAM. Since the running time of the exclusive-OR operation
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[SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS

PROTOCOL
dQi.if

GOAL as specified
BACKEND OFMC
STATISTICS

TIME 5828 ms

parseTime 0 ms

visitedNodes: 4393 nodes
| depth: 15 plies

‘ View CAS+

Tools

HLPSL

HLPSL2IF
IF
OFMC ATSE SATMC TA4SP

Choose Tool option and
press execute

Execute

(a) Result using OFMC backend

Fig.2 Simulation result result using AVISPA tool

Table 9 Analysis of computational cost

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL
Jusr/spanftestsuite/results/improvedQi.if

GOAL
As specified

BACKEND
CL-AtSe

STATISTICS

Analysed : 0 state
Reachable : 0 state
Translation: 0.12 seconds
Computation: 0.00 seconds

‘ ‘ View CAS+

Tools

HLPSL

HLPSL2IF

IF

OFMC ‘ ATSE SATMC‘ TA4sP

Choose Tool option and
press execute

Execute

(b) Result using ATSE backend

Scheme User Server Total cost
Lu et al. [35] 6T s + 2Ty, 6T s+ 2Ty, 12Ty + 4Ty = 0.248s
Chaudhry et al. [36] 6T g + 4Ty, ATy + 2Ty + 1Ty 10Tyg + 6Ty, + 17T,y ~ 0.3689s

Wu et al. [29]
Qietal. [39]
Proposed scheme

8Ty + 2T + 2Ty,
Ty + 3Ty + 1Ty,
10Ty + 4Ty, + 1Ty,

8Ty + 2Ty + 2Ty,
5Ty + 3T + 1Ty,
5Ty + 3T + 1Ty,

16Ty + 4Ty + 4Tpy, ~ 5.308s
16Ty + 6Ty + 2Ty, ~ 2.898s
15Ty + 1Ty + 2T gy, =~ 2.956s

Table 10 Analysis of
communicational cost

Scheme Message transfer Commu-
nicational
cost

Lu et al. [35] 3 1376 bits

Chaudhry et al. [36] 2 1344 bits

Wu et al. [29] 2 1152 bits

Qi et al. [39] 3 1344 bits

Proposed scheme 3 960 bits

is negligible, the computation cost of EX-OR function is omitted. Compared to the security
features, the increase in computational is acceptable.

Table 10 compares the message exchange and communicational cost of our scheme with
other related schemes. The message exchange in Lu et al. and Qi et al. is three whereas
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Table 11 Comparison of security

features Scheme SF, SF, SF; SF, SFs SF, SF, SFy SF,
Lu et al. [35] X x vV v vV x v V X
Chaudhryetal.[36] X x Vv V VvV x Vv V X
Wu et al. [29] v v v vV x x vV VvV X
Qi et al. [39] X x v v x v vV V X
Proposed scheme v v v v v v vV vV /

SF—user anonymity, SF,—key compromise impersonation attack,
SFy;—lost smart card attack, SF,—known key security, SFs—perfect
forward secrecy, SF,—user unlinkability, SF,—efficient login phase,
SF¢—mutual authentication, SFy—smart card revocation

Chaudhry et al. and Wu et al. is two. The proposed scheme also needs three message
exchange between user and server in the login and authentication phase. For the commu-
nicational cost, the assumption is the length of the identity, length of the nonce/time stamp
is 32 bits, length of the encryption/hash function is 160 bits, and elliptic curve point is 320
bits. With these values, the communicational cost of Lu et al., Chaudhry et al.,Wu et al.,
and Qi et al. are 1376, 1344, 1152, and 1344 bits respectively. The communication cost of
the proposed scheme is 960 bits which is less than other existing schemes.

Table 11 manifests the functionality features of the proposed scheme with other related
schemes. Both of Wu et al. and Qi et al. schemes could not achieve perfect forward secrecy.
In addition, Lu et al., Chaudhry et al., and Qi et al. schemes are vulnerable to key compro-
mise impersonation attack and could not achieve user anonymity. Also, Lu et al., Chaudhry
et al., and Wu et al. schemes are fail to provide user unlinkability. The proposed scheme
is considerably more secure and fulfills the desirable security features. Also, the proposed
scheme achieves the extra feature that is smart card revocation for which the user can re-
register if the smart card lost or stolen.

9 Conclusion

In this paper, we have reviewed Qi et al. ’s scheme and show that their scheme is suscepti-
ble to key compromise impersonation attack, offline password guessing attack, and known
session-specific temporary information attack. To overcome these flaws, we have proposed
a biometric-based authentication scheme for the client-server environment using ECC. We
proved the mutual authentication of our scheme using BAN logic and session key security
through ROM. Further, the formal verification of the proposed scheme using the AVISPA
tool shows the scheme is secure. In addition, the informal security analysis demonstrates
that the scheme is secure against several known attacks. Though the computational cost
of the scheme is a little bit more, the security and performance analysis depicts that our
scheme is secure and suitable for practical application.
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