Wireless Personal Communications (2020) 110:1637-1658
https://doi.org/10.1007/511277-019-06788-y

®

Check for
updates

QoS Aware Trust Based Routing Algorithm for Wireless
Sensor Networks

Thangaramya Kalidoss' - Logambigai Rajasekaran’ - Kulothungan Kanagasabai' -
Ganapathy Sannasi? - Arputharaj Kannan?

Published online: 1 October 2019
© Springer Science+Business Media, LLC, part of Springer Nature 2019

Abstract

In Wireless Sensor Network (WSN), the lifetime optimization based on minimal energy con-
sumption and security are the crucial issues for the effective design of protocols to perform
multi-hop secure routing. In order to address these issues, we propose a new routing protocol
called Secured Quality of Service (QoS) aware Energy Efficient Routing Protocol in this paper
which is designed based on trust and energy modelling for enhancing the security of WSN
and also to optimize the energy utilization. In this proposed work, the trust modelling uses
an authentication technique with a key based security mechanism for providing trust scores.
Moreover, three types of trust scores namely direct, indirect and overall trust scores are cal-
culated in this work for enhancing the security of communication. In addition, a cluster based
secure routing algorithm is proposed in this work in which the cluster head has been selected
based on QoS metrics and trust scores to perform cluster based secure routing. Finally, the
final path has been selected based on path-trust, energy and hop count to efficiently carry out
the secure routing process. The proposed work has been assessed by simulations carried out
using NS2 simulator. The simulation results demonstrate that the proposed algorithm provides
better performance in terms of increase in packet delivery ratio, network life time and security.
Moreover, it provides reduction in delay and energy consumption when the proposed secure
routing algorithm is compared to the other related secure routing algorithms.

Keywords Trust score - Wireless sensor networks - Quality of Service - Security - Trust
based routing - Energy efficiency

1 Introduction

Wireless Sensor Networks (WSNs) comprise of tiny devices called sensor nodes having

low battery power, minimum computational capacity and limited storage capacity which
are deployed in a geographical area for sensing the environment for data collection and
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communicating the data. In this scenario, the sensor nodes route the gathered informa-
tion through intermediate nodes connected through wireless links to send the data to the
sink node. Therefore, a suitable routing protocol is necessary for transmitting the informa-
tion gathered by different nodes present in the network through a multi-hop routing path
within its range to the sink node. In multi-hop routing path, each of the sensor nodes has
to transmit its data as well as other nodes data. The optimization of the power in WSNss is
an important performance metric because of the availability of minimum battery power
present in the sensor nodes based on the design. The usage of energy must be reduced
by applying intelligent decision making techniques based on rules and also clustering [1]
of nodes for performing optimal routing. However forming clusters of nodes, selecting a
cluster head for each cluster and routing through the cluster heads reduces the number of
participating nodes and hence it leads to reduction in energy consumption.

In cluster based routing, the cluster head collects the data from its member nodes, aggre-
gates it and transmits the aggregated data to the sink through a single-hop or multi-hop
routing. The multi-hop routing provides an opportunity for the nodes to monitor the mali-
cious activities present in the nodes of the WSNs. Due to the presence of malicious nodes,
design of secure routing protocols is the most important issue in WSNs. These malicious
nodes may drop the packets purposefully or misdirect the messages in routes or repeats
the routing of active packets from reputed sensor nodes to the trustful neighbour nodes
followed by cluster heads having high trust for effective secured routing in WSN. In such
a scenario, the cluster heads must be selected based on high trust values for preventing the
attacking nodes from becoming the cluster head. Moreover, malicious nodes must be iso-
lated from other cluster members as well for reducing the illegal activities for avoiding the
tampering activities in the network leading to reduction in accuracy of trust values.

As mentioned already, secure routing algorithm design is an important and challenging
issue in WSN due to the presence of attackers. Therefore, it is necessary to develop a secu-
rity mechanism and safeguard the communication in the network. There are two impor-
tant methods with which a secure routing algorithm can be developed. In the first method,
the attackers can be identified by placing firewalls and intrusion detection systems at the
nodes of the network. However, the attackers try to overcome these security mechanisms
by developing efficient techniques to break the security methods provided in firewalls and
intrusion detection systems. In the second method, a trust based secure routing protocol
can be developed by performing user authentication using keys, encryption and decryption
mechanisms. This method needs the support of effective key generation, key distribution,
verification and rekeying algorithms in order to provide enhanced security.

Authentication protocols have been proposed in the past to perform better user authen-
tication. Many methods have been proposed by researchers for centralized key manage-
ment and distributed key management techniques. Both these techniques are useful to
perform user authentication more effectively. Most of the authentication mechanisms use
the user credentials such as the user name, password, Internet Protocol (IP) address and
a Captcha to perform the first step in authentication. It can be further verified using bet-
ter key management techniques with encryption and decryption methods, use of nonce for
enhancing the security and also by generating and sending One Time Passwords (OTPs).
In spite of the availability of all these methods, the hackers try to break the security system
by communicating with the users for getting their credentials in order to perform eves-
dropping attacks and also by hacking the mobile phone numbers in order to know the
security credentials including OTP. Therefore, it is necessary to perform multilevel mutual
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authentication by generating keys, communicating with encrypted messages and also by
exchanging acknowledgements through e-mail, alternate phone numbers and some shared
secret information by maintaining anonymity using privacy preservation techniques.

The trust evaluation process is an important task in multi-hop secure routing in WSNs.
The trust scores are dynamically changing due to the occurrences of various types of
attacks at different times in many paths. Moreover, trust score is a mathematical repre-
sentation of attitude of nodes and also the computation of the attitude of another node in
the network. Trust can be computed either at one time or it can be evolved over a period
of time. If the trust is computed once and it is used for decision making, such a model is
called as static trust model. On the other hand, if the trust values are updated periodically
by observing the node behaviour continuously, such a trust model is called as a dynamic
trust model. In the network environment, dynamic trust model is able to monitor the user
activities and finds the malicious users more effectively when it is compared with the static
trust computation model. Most of the trust computation models simply use the past and
current behaviour of the nodes and assign a trust value. In another method, these assigned
trust values are further improved by considering the trust values evaluated and provided by
the neighbour nodes. However, a centralized trust controller or a coordinator for the com-
munication can make the participating nodes to perform mutual authentication through the
generation of keys, encrypting the identities and by validating the identities using decryp-
tion methods by applying the keys. This type of authentication based dynamic trust mod-
elling includes analysis of past data and present data to perform the prediction of future
behaviour, consideration of neighbour opinions and enhanced security using key sharing
and verification. Hence, a new trust model which performs key based authentication and
considers neighbour information for computing the node trust, path trust and network trust
has been proposed in this work in order to enhance the security of the communication in
the network. Moreover, the proposed secured routing algorithm has been designed in such
way that it performs authentication based trust modelling is proposed to perform cluster
based routing where the cluster head nodes are constrained with high level security.

In the past, many QoS [2] routing protocols have been proposed in the literature with
the aim of increasing the QoS with high packet delivery ratio, low delay and minimum
energy consumption. Among them, the QoS aware Energy Efficient Routing (QEER) algo-
rithm [3] is an important work in the provision of QoS in the routing process. The QEER
model considered two important QoS metrics namely the hop count and energy preserva-
tion for finding the most suitable and optimal route for routing the packets. In this model,
the QoS metrics are focused more but not the reliability with respect to delay and security
[4]. Therefore, it is required to develop a secure routing algorithm that takes care of opti-
mal energy consumption and increased security. Therefore, an efficient QoS based routing
algorithm with an authentication and key based trust modelling has been proposed in this
paper in order to enhance the reliability of communication. The proposed protocol called
Secured QoS aware Energy Efficient Routing (SQEER) has been developed by enhancing
the QEER protocol to work with clustering based effective routing where the cluster head
nodes have been selected with high security constraints for providing an effective secured
routing protocol. The proposed model focuses more on energy optimization in the network
nodes and in finding the secured route for successful transmission of the collected data
packets with security based trust values. Moreover, this proposed SQEER works in three
phases namely hop tree and cluster formation phase, authentication based trust modelling
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phase for security and the cluster head election cum routing phase. The hop tree has been
formed by modifying the algorithm proposed by Logambigai and Kannan [3] with tempo-
ral constraints. In the security phase, trust computation through user authentication, past
and current behaviour analysis using temporal rules for performing prediction based tem-
poral reasoning and the collection of neighbour information to compute the initial trust.
This process is repeated with rekeying and authentication with new keys, cluster head
rotation using new trust values and energy levels in subsequent communications. In the
cluster selection phase, the trust values are used along with residual energy and mobility
parameters for dynamically selecting the cluster heads by applying probabilistic modelling.
Moreover, route establishment is performed by identifying the nodes with minimum dis-
tance, high trust values, minimum mobility and high energy. Finally, routing is performed
through the current cluster heads to send the data to the sink node. The major contributions
of the work proposed in this paper are as follows:

e Proposal of an energy optimized secure routing algorithm for enhancing the QoS met-
rics in WSNs.
An authentication based method for evaluating the genuineness of nodes.
Use of spatial and temporal constraints in the proposed trust modelling along with the
consideration of direct trust, indirect trust and recommendation trust.

e Proposal of a non-monotonic reasoning approach in coordination with spatial and tem-
poral reasoning in the trust modelling for evaluating the medium level nodes.

e Energy modelling to provide energy efficient routing.

The reminder of this paper has been developed in the following sequence. Section 2 pro-
vides the literature survey in the related areas. Section 3 explains the architecture of the
proposed system. Section 4 details the methods used in the proposed system. Section 5
depicts the results derived in this work. Section 6 provides suitable conclusions for this
work and some future enhancements.

2 Related Works

In WSNs, secured and energy efficient transmissions are needed to prolong the network
lifetime. In this direction, many researchers proposed energy efficient protocols using vari-
ous models including cluster based routing techniques. Moreover, there are many articles
that are discussing about cluster based secured routing [5—13]. Routing protocols must be
provided with security since the data travel through multiple nodes in the network. There-
fore in multi-hop routing, secured transmission is very important because the malicious
nodes which are present in the route may attack the packets transmitted through them. So,
many researchers worked on the development of secured routing protocols and many such
protocols are available in the literature [14—17]. In the past, Zhan et al. [18] proposed a
Trust-Aware Routing Framework (TARF) for securing the data communicated in WSN.
They used trust [19] and energy modelling techniques for achieving this goal. Thip-
peswamy et al. [20] proposed another Secured routing [21] based on energy and trust mod-
elling for WSN. However, they considered dynamic flow of data for identifying the attack-
ers. Therefore, the deduction accuracy decreases for new types of attacks.

@ Springer



QoS Aware Trust Based Routing Algorithm for Wireless Sensor. .. 1641

Duan et al. [22] proposed a Trust-aware Secured Routing model to resist various attacks.
In their model, the authors proposed specific methods for trust computation and trust deri-
vation schemes to deal with the attacks. Their protocol considers the trust metric as well
as QoS requirements in the path selection and hence provides additional security mecha-
nisms. Gu et al. [23] designed a secure communication protocol for providing reliable and
secured end to end communication in WSN. In spite of the presence of all these algorithms,
a unique routing algorithm which considers energy and security based on trust modelling is
necessary to enhance the routing performance for providing reliable communication.

Murthy et al. [24] proposed a multipath routing protocol for WSN using digital signa-
ture crypto system for transmitting the data packets in a secure manner. Ganesh and Amu-
tha [25] proposed an efficient and secure routing protocol through SNR-based dynamic
clustering mechanisms. In their work, error recovery process was considered in inter-clus-
ter routing. Mahmoud et al. [26] proposed a new secure routing protocol that combines the
energy with trust values. Their algorithm stimulates the nodes for relaying the data and for
routing strength for providing a secured route report with sufficient battery power.

Li et al. [27] designed a new routing scheme which provides the efficient and fault-toler-
ant routing. In their work, QoS metrics and path vacant ratio are used to assess and locate
an arrangement of connection disjoint paths from all accessible paths. Moreover, they pro-
posed two more algorithms namely a congestion control algorithm and a load-balancing
algorithm for multi-hop routing. Their congestion control algorithm adjusts the load on
multi-paths and their threshold sharing algorithm splits the packets into multiple segments
which are delivered via multipath to the destination using the path vacant ratio in the net-
work. Lee et al. [28] proposed a secured alternate path based routing algorithm for WSN
that identifies and separates the malicious nodes which attempt to infuse conflicting routing
details from the system by introducing a neighbour report framework.

Liu et al. [29] developed an attack detection model using trust values for effective detec-
tion of active attacks. The authors considered the parameters such as node trust and route
trust based on the packet drop probability, drop and successful routing probabilities, secu-
rity score and scalability. Their model is able to detect not only the node trust values but
also it avoids the malicious nodes which are present in the routing path for enhancing the
network performance. Xiong and Qin [30] developed a new authentication technique which
considers non-repudiation as well as client anonymity based on keys for enhancing the
security. Moreover, the authors used a digital certificate-less encryption scheme in their
model along with a revocation scheme that provides facilities such as remote authentication
and scalability. Kerrache et al. [31] explained that the main threats and also the adversary
models are handled by the existing trust based security models. In their survey paper, the
authors highlighted the challenges and concluded that trust modelling and cryptographic
techniques are able to enhance the security of communication effectively.

Hamdane et al. [32] explained about the security methods based on trust modelling for
securing the Named Date Networks. The authors proposed a hierarchical identity based
cryptography for performing signature verification. Their model is providing better per-
formance in terms of key management based security. Selvi et al. [33] proposed a new
Fuzzy Temporal Algorithm for performing Energy Efficient Routing in WSN. Moreover in
another work by Selvi et al. [34], the authors proposed a rule based and delay constrained
algorithm with energy efficiency in WSN. However, such approaches must be enhanced
with security constraints to enhance the security of the routing process. Muthurajkumar
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Table 1 Comparative analysis

S.No. Protocols QoS parameters ~ Security parameters Energy efficiency
(PDR and delay)

1 LEACH High Not considered Yes

2 QEER High Not considered Yes

3 TARF Average Yes Average

4 STEAR Average Yes Yes

5 Trust-aware secure routing framework Yes Yes Not considered

6 CASER Average Yes Yes

7 Active trust based secured routing Yes Yes Not considered

8 Remoting authentication scheme Average Yes Not considered

9 Fuzzy temporal model Yes Not considered Yes

10 Rule based delay aware model Yes Not considered Yes

11 Intelligent secured routing Average Yes Yes

et al. [35] proposed another routing protocol with security and rules for efficiency in the
communication process for MANETS. This work can be extended to work with both static
and mobile sensor networks for providing secured and reliable routing process for WSNs.
Umar et al. [36] proposed a security architecture for performing intelligent and secure
communication in networks. Moreover, the authors applied a fuzzy logic based trust model
for handling uncertainty in the trust estimation process and also to perform secure routing.

In spite of the presence of all these algorithms, the routing performance is affected
due to the attackers [37]. Hence, a new trust and energy aware secure routing protocol
is proposed in this paper. Comparing with the existing works available in literature, the
secure routing protocol proposed in this work is novel in three ways. First, it uses a
key based authentication scheme in which encryption is performed in the authentication
process for enhancing the security. Second, a trust model has been proposed based on
the authentication scheme, history of nodes and links and current trust values. Finally,
an intelligent temporal reasoning approach has been used to predict the future behaviour
of nodes and links based on past data, current data, the rules governing change and
the temporal constraints. Therefore, the proposed model provides a secured and reliable
routing technique which is more secured and reliable than the existing secure routing
protocols.

Table 1 shows the comparative analysis of the existing QoS routing protocols stating
their strengths and limitations.

From Table 1, it is observed that most of the QoS routing protocols did not focus
on the security issues. Few works on secure routing did not consider the energy effi-
ciency as the major focus. Therefore, a new energy efficient and secure routing protocol
is proposed in this paper for enhancing the QoS, security and energy efficiency more
effectively.
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Fig.1 System architecture

3 Sytem Architecture

The architecture of the QoS routing system proposed in this research work is shown in
Fig. 1. It has seven major components including Trace Data, Decision Manager, Secu-
rity Module, QoS Manager, Energy manager, Rule Manager and Knowledge base.

The decision manager controls the overall activities of the secured routing system. For
this purpose, it uses the services of QoS manager, Security Manager and Energy Manager.
The QoS manager performs analysis by calling PDR analyser, Delay Analyser and Error
Rate Analyser for checking the QoS. The security module is responsible for maintaining
trust using spatial and temporal constraint manager and also by interacting with the secu-
rity manager for performing authentication. The energy manager computes the energy lev-
els and sends them to the decision manager for making energy efficient decision. The rule
manager fires the rules present in the knowledge base for making efficient inferences which
are used by the decision manager for making secure routing decisions.

4 Proposed System

The basic system model of the proposed work includes the components namely sensor nodes
which are deployed randomly to monitor an environment. Moreover, the sensor nodes are
homogeneous and have the same initial energy. Sensor nodes and the base station are static.
The nodes in the sensor network are energy limited and are left unattended after arrangement
and the sink is equipped with unlimited energy resource. The base station also called as sink is
collecting the routed data from the nodes.
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The sensor nodes form a cluster [38] of different sizes. A node with high energy and trust
is chosen as the cluster head for each cluster. The data sensed by the sensor nodes is sent to the
cluster head and it is transmitted to the sink. The QoS manager performs the quality analysis.
The security manager and the energy manger are responsible for improving the security and
energy efficiency.

4.1 Energy Model

In this work, the energy model used is similar to the works presented in [39, 40]. The trans-
mission energy is required for sending 1-bit message to a distance d is computed as per the
following Eq. (1)

_ [ 1Ege +legd®  for d<d,
Erld) = { [Ege +legd®  for d>dg M

where dy = | /€4/€,,-

The receiving energy needed for an I-bit message is given in Eq. (2).

ER(D =1 Eelec (2)

elec

where Eg., electronic energy; e, amplifier energy in free space and &,,,, amplifier energy
in multipath.

4.2 Trust Score Evaluation

Trust is a level of subjective likelihood hold by a trust or believing a trustee [41] and it is a
relationship between two neighbour nodes. It is evaluated by a trust degree that one node gets
from another sensor node in order to provide some services. In the literature [42], two types
of trust evaluations techniques namely direct and recommendation based trust are available.
In this work, both direct as well as recommendation trust evaluation have been used for trust
modelling. In addition, the spatial and temporal constraints are also used to compute the final
trust score. The direct trust is the direct observation of nodes which is obtained by the behav-
iour of the node by the trust management system. The recommendation trust is the indirect
observation or recommendations or opinions obtained from other nodes or trustworthy third-
party about their neighbours. Between the two nodes i and j, the direct trust is denoted as
DTS;; and recommendation trust is denoted as RTS; and the spatio temporal constraints are
denoted by f(t1,t2,s) where, t1 and t2 indicate the start time and end time of observation, s is
the situation at which the trust value is computed for a node. It uses the situation logic to per-
form reasoning on situations. Moreover, it uses temporal logic in combination with the non-
monotonic logic to perform reasoning under time intervals with uncertainty.

4.3 Direct Trust Score Calculation

The Direct Trust Score (DTS) is calculated for each node in the network based on the fol-
lowing two groups. When a node sends their acknowledgement to the neighbour nodes, after
receiving the message packets it is considered as Group-1 node which is a genuine node.
When a node drops one or few packets, it is considered as Group-2 node and will be subject to
analysis further based on the network congestion level, type of application and spatio-temporal
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constraints. If a node drops packets very frequently even in scenarios where there is no conges-
tion, such nodes can be black listed those put in Group-3. The trusted routing technique will
choose only Group-1 nodes for important applications and both Group-1 as well as Group-2
nodes for normal applications.

The trust score (TS) for Group-1 is calculated using Eq. (3)

TSg); = [(ACKP/RP) % 100] +f(t1,12,5) 3)

where TSg; is the Trust score of node j when it is group-1, ACKP is the number of
acknowledgement packets sent and RP is the count (number) of packets received from the
neighbours.

Moreover,

IS=1; if TSg; =1,
else TS = TSg;
f(tl1,2,s) =s;if tl =12
else f(t1,t2,8) =tl —t2; if tl >1t2
else f(t1,t2,8) =t2 —tl; if tl <t2

The trust score for Group-2 is calculated using Eq. (4).
TSg; = [100 — (NDP/TDP) * 100] + f(11,12, 5) @)

where TS,; is the Trust score of node j when it is group-2, NDP is the count of packets
dropped, TDP is the overall sum (total) of packets dropped in the network. For every tl,
t2€TC, where TC is the set of time points satisfying the interval comparison operators
defined by Allen [43] for before (t1,t2), after (t1,t2), overlaps (t1,t2), meets (t1,t2) and their
inverse operations. This computation provides an initial value of T'S5y;. Now, TS =TS, if
this value > 1 and the Group-2 node is allowed to take part in the current communication.
Otherwise, add constraints cl, c2, ..., cn to the temporal constraints and re-compute the
value of TS,; and find the TS value. If the new value of TS is greater than the old value of
TS then the node is allowed to take part in the communication. This process is repeated
till all the possible constraints are applied and checked. If the TS value does not improve
under non-monotonic reasoning process used above, the node is isolated and transferred to
Group-3.

If a node has a trust score < threshold, then the node is found to drop greater than 50% of
packets. Hence, the node is put into Group-3 and is not allowed to take part in the communica-
tion at all situations.

The Final Trust Score of node j is calculated using Eq. (5).

(TSg1j + TSgy; + TSgs;)

FTS; = 3 , if t1<t<12,s1<s<5s2,
5
TS + TSch; + TSis;
else FTSj = ( oy 662] G3j)
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Fig.2 Sample network to com-
pute RTS
15
CO——D

Table 2 Recommendation trust

X From node i RTS from its neighbours RTS
score computation

P jp—0.7 0.8
qp—0.8

J pj—0.9 0.9
qj—0.75

Q pq—0.8 0.8
jq—0.77

The Direct trust score of a node j in node i is denoted as

DTS = FTS, ©)

where DTS, is the direct trust score of node j in node i.

4.4 Recommendation Trust Score Calculation

Recommendation Trust Score (RTS) is used in this work for computing the trust of nodes
based on the neighbour information. Therefore, a node gets the recommendation trust value
about a node from different neighbours. A node assigns trust values based on their own expe-
rience with their neighbour nodes. The trusted node gets the recommendation trust value from
its neighbours. The threshold value 7% is set by trust or using Eq. (7) which is the average
value of the all the trust score received from the nodes. The trusted node considers the recom-
mendation trust values of a node from their neighbour nodes which are above the threshold
value.

Th= Z TS;/n (7)
i=1

where Th is the threshold value used in this model and n is the number of nodes present in
the network.
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Fig.3 Path trust score evaluation

After eliminating the recommendation values, if more than one recommendation values
are selected then the trusted node takes the maximum recommendation trust value using

Eq. (8)
RTS;; = max{RTS,, } (8)

where w is the neighbours of j.
Figure 2 shows the part of the network to calculate the recommendation trust score.
Here, we assign the direct trust score for the nodes p, j and q near the node i as 0.7, 0.8
and 0.65 respectively. We also assume the threshold value as 0.6 and the recommendation
trust scores are shown in Table 2.

4.5 Node Authentication

Let G be a cyclic group with generator g and is formed with n members who are given an
identification number using the following formula:

ID(@) = user ID(i)||IP address(i)||group member ID(i)

where, group member ID (i)=user ID (i) mod p, p is a prime number which takes the val-
ues of the members of the cyclic group G.

AU_ID(@)=E(IDC(), k(i)), where k is a key generated by the group coordinator. The
group key K=(klxk2x--xkn) in which the product of kj where i#j is provided by the
group coordinator. The group member must find the value of K using his k(i) value and it is
verified by the co-ordinator before allowing the encryption. The encrypted AU_ID(i) value
must be used in all the communications by every node in order to show that the particular
node is a genuine node.

4.6 Overall Trust Score

In this section, the Overall Trust Value (OTV) of a node is calculated using Eq. (9) after
receiving the direct trust score and the recommendation trust score. If node is authenti-
cated then

OTV; = DTS;; + RTS; )

else, the Overall Trust value is assigned the value of 0.
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Then the Overall Trust value from node i to p, j and q are obtained as 1.5, 1.7 and
1.45 respectively and it is shown in Fig. 3.

4.7 Path Trust Score Evaluation

The route has been selected based on the overall trust values of the nodes present in
the network including the start node, sink node and the intermediate nodes. The sum
of the overall trust values (OTV) of the route is the path trust score (PTS,,)as given in
Eq. (10).

PTS,, = o1V,
' z;‘l ’ (10)

J=i+1

If multiple paths are available between the source and the destination, then those
routes path trust score are greater than the threshold value (Thres) will be selected. The
Thres is the average value of the total trust score of all the nodes in the network.

Thres = Z OTV;/n (an
i

In Fig. 3, the OTVpq is 1.5 and the trust score of the path P(PQTV) is 5.0 (i.e.

PTSpy=0TVpq+OTVor+OTVyy=1.5+1.8+1.7=5.0). From Fig. 3, it can be seen

that there are three different routing paths from P to V are available. Assume the Thres

value as 5.1 and among these routes, the route P(P,R,T,V) is the most trustworthy route

since its path trust score is greater than the Thres value.

4.8 Secured Qos Aware Energy Efficient Routing Algorithm

The main objective of developing this SQEER algorithm is the construction of the energy
efficient tree with trusted path for transmitting the packets from source to sink. The pro-
posed SQEER algorithm is an enhancement of the existing QEER [3] algorithm. In addi-
tion to the QEER algorithm, SQEER algorithm provides the secured path for the effective
transmission. The proposed SQEER algorithm works in 3 phases. In the first phase, the
tree is constructed from the source to sink. The sink node initiates the tree construction
according to [3]. In the second stage, the cluster head selection is made using the proposed
algorithm and the steps are given in Algorithm 1.
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Algorithm 1: Trust based Energy Efficient Cluster Head selection

Input : S - set of nodes in a cluster
Output : Elected cluster head (u)
Step 0: Assign the trust score to 0 for all the nodes.
Step 1:for each node in S calculate the Overall Trust value (OTV) using equation (6),  (8)
and (9).
Step 2: fori:=1t0 S
Step 3: if OTV(i) < Th then remove it from the cluster // malicious node
Else
Step 4: Assign_role (i, CH)
Step 5: Announcement(Event _detection)
Step 6: forj: = 1to N; //Ni — The Neighbors of node i
Step 7: if OTV(j) < Th then remove it from the cluster // malicious node
else
Step 8:if i <>
Step 9.1: if (Hop_Count(i) > Hop_Count(j)) and (Coordy,p(i) <= Coordpe (j)) and
(OTV(i) <OTV(j))then
Step 9.1.1: Assign (Role(i ), Member)
End if
Step 10:endfor
Step 11:if role; = CH then
Step 12: Add(NID(i), Cluster_Head set( C))
End if
Step 13: endfor
Step 14: Node u with maximum Coordy,o, and maximum trust score in the set C will form the
Cluster Head.
Step 15: Announce Cluster Head condition
Step 16: Other nodes( C —Members_of _the _ cluster)

The algorithm works as follows. Once the cluster is formed, the overall trust score
for each node is calculated and the malicious nodes are removed from the cluster. Then
the node with minimum hop count, maximum Coordpmb [3] and maximum trust score
is selected as a cluster head. In the case of tie break, the node with maximum Coord
and maximum trust score is selected as a cluster head.

prob
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4.9 Trust Based Secure Routing Algorithm

The final stage of the proposed work is the route establishment. The cluster members in a
cluster transmit the collected information to the cluster head. Moreover, the cluster head
node gathers the information from participant nodes and transmits to the sink. If the sink is
within the transmission range of the cluster head then it transmits the collected information
directly to the sink. Otherwise, it sends through the relay nodes. Here, the selection of the
relay nodes is very important. The wrong selection of relay nodes may leads to minimum
network lifetime. The steps of the proposed algorithm are shown in Algorithm 2.

Algorithm 2: Trust based Secure Routing Algorithm

Step 1:Source node s discovers the path to the destination d.

Step 2: For each path calculate the PTS (Path Trust Score) from source to destination using
equation (10)

Step 3: If PTS.s> Thres Then

Step 4: Add this route to the qualified route set Q

Step 5: Endif

Step 6: End for

Step 7: If more than one route in Q, then

Step 8: Select the route with maximum energy and minimum hop count as a final route from

source s to destination d

In this protocol, a source node (i.e. cluster head) selects the trusted path based on the path
trust value. If more than one path has the path trust value greater than Thres value, then the
path with maximum energy and minimum hop count to the base station will be selected as
a final route.

5 Results and Discussions

The proposed algorithm SQEER had been simulated by using the NS2 simulator. The
parameters used for simulation are shown in Table 3. The sensor nodes have been deployed
randomly over a region of 200x200 m”. The sensors nodes are varying from 20 to 100
are deployed with the initial energy of 0.5 J. The proposed algorithm is evaluated and
its performance is compared with QEER, STEAR and TARF algorithms. Comparison is
also made with the trust based secured routing algorithm SQEER and without trust based
secured routing QEER.

The throughput of the system is evaluated with different algorithms. Figure 3a, b show
the throughput of the network. The throughput of the system increases as the number of
nodes increases. It is clear from both the figures that the throughput of the proposed model
is higher than the other algorithms.
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Table 3 Simulation parameters Parameter_ name Parameter_Value
Network_Area 200 m X200 m
Nodes Deployed 100 nodes
Initial_energy 0517
Eelec_value 5 0nJ per blt
€s_value 10 pJ per bit per m?
Epmp_value 0.0013 pJ per bit per m*
Packet_size 4000 (bits)
Fig.4 Throughput Throughput Analysis under Security
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(a) Throughput comparison with secured routing algorithms
Throughput Analysis under Energy
100
g 80
3 60
-
2 40 ! W SQEER
(=]
= H QEER
[ 20 -
0 A

20 40 60 80 100
Number of Nodes

(b) Throughput analysis for cluster based routing

In Fig. 4a, the throughput of the STEAR algorithm is better than the TARF algorithm.
But the throughput of this proposed algorithm has been proved to be better when com-
pared to the other existing algorithms. The justification behind is in the proposed work the
cluster head chooses the relay node based on the hop_count, residual_energy and the trust
score. The malicious nodes are identified with the threshold value and only the normal
nodes participate in the cluster formation and routing. In Fig. 4b, the throughput of the pro-
posed work is higher than the other. The reason is in the QEER algorithm the relay nodes
are selected based on the residual energy and hop count. Here the malicious nodes are
not identified. This cause is loss of more packets. But in the SQEER algorithm, malicious
nodes are identified thus reduce the loss of packets.

Figure 4a, b show the energy consumption of the sensor nodes in the network. It is
observed from the figures that the energy consumption of the system is increasing when
the number of nodes is increasing. In these figures, it is shown that the energy consumption
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Fig.5 Energy consumption Energy Consumption Analysis under Security
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(b) Cluster Based Energy Efficient Routing Algorithms

of the proposed work is less than the energy consumption of other algorithms. The reason
is more energy is optimized in the proposed model by using the cluster technique and rules
(Fig. 5).

Figure 6a, b show the packet delivery analysis of the proposed system. In both the dia-
grams the SQEER gives better performance than the existing algorithms. The reason is in
the SQEER, cluster formation and trust based secure routing are performed. This proposed
work identifies the malicious nodes very effectively and it results in transmission of more
number of packets.

Figure 6 shows the number of malicious packets captured in SQEER algorithm. The five
experiments are conducted by increasing the number of nodes from 20 to 100. In all the
experiments, the proposed algorithm effectively identifies the malicious packets when this
model is compared with the other existing security models namely STEAR [20], TARF
[18] and Active Trust Model [29].

Figure 7 shows the comparison of number of malicious packets detected by various
algorithms. From this figure, it is noticed that this proposed algorithm identifies the mali-
cious nodes very effectively than the other algorithms. The reason behind this is that in the
proposed work, the malicious nodes have been identified in the cluster formation as well as
during routing.

Figure 8 shows the malicious nodes detection ratio. From this figure, we can see that
the accuracy of detecting the intruding nodes in the proposed work is higher than the other
algorithms. The reason is that evaluation of the trust score is based on group-1, group-2
types of nodes, individual trust value as well as the path trust value.
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Fig.6 Packet delivery ratio Packet Delivary Ratio Analysis under Security
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6 Conclusion

In this paper, a novel secured and energy efficient routing technique named Secure and
QoS aware Energy Efficient Routing (SQEER) has been proposed for effective routing in
WSNss. In this model, the trust scores are used for selecting the genuine node which acts as
a cluster head in a cluster and is used to identify the malicious nodes. All routing tasks are
carried out only through the genuine nodes which are energy efficient and close to the sink.
Moreover, special trust score evaluation techniques have been proposed for enhancing the
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Fig. 8 Detection accuracy analy- Detection Ratio Analysis
sis of various algorithms 90
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security. The proposed algorithm has been assessed using simulations. From the experi-
ments conducted, it has been noted that our proposed algorithm has shown better perfor-
mance in terms of throughput, delay and packet transmission when compared to related
algorithms. The main advantages of this proposed secured routing algorithm includes the
change in the cluster formation with the genuine nodes, increase in malicious node detec-
tion accuracy, removal of malicious nodes and improvement in the routing performance.
Future works on this model is the application of fuzzy rules for handling uncertainty.
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