Wireless Personal Communications (2019) 108:1493-1511
https://doi.org/10.1007/s11277-019-06481-0

®

Check for
updates

A Hyper-Exponential Factor-Based Semi-Markov Prediction
Mechanism for Selfish Rendezvous Nodes in MANETs

Sengathir Janakiraman' - Bipin Bihari Jayasingh’

Published online: 6 May 2019
© Springer Science+Business Media, LLC, part of Springer Nature 2019

Abstract

In multi-hop wireless network like mobile ad hoc network (MANET), co-operation
between mobile nodes under group communication is inevitable for ensuring reliable
network connectivity as they lack a centralized point of control. In such multicasting net-
work, rendezvous point acts as a trusted intermediary and plays a vital role of relaying
packets between the downstream and upstream nodes for ensuring reliable data dissemi-
nation. The selfish misbehaviour of core group leader node degrades the performance of
the network by intentionally dropping a significant amount of packets. Most of the exist-
ing mitigation techniques contributed for handling rendezvous point misbehaviour relies
on watchdog, path rater and Bayesian filter for detection as they are capable in elucidating
past evidences. But these detection components face certain limitations in quantifying the
reputation of mobile nodes. In this paper, hyper-exponential factor-based semi-Markov pre-
diction mechanism (HEFSPM) is formulated for estimating the likely probability of mobile
nodes that has the possibility of being compromised by rendezvous point misbehaviour.
HEFSPM uses a Semi-Markov process for forecasting the probability as the failure rendez-
vous point node cannot be rehabilitated into a co-operative node Further, Semi-Markov is
highly efficient when they quantify the reputation value of nodes based on their anticipated
future behaviours. Simulation results portray that HEFSPM is predominant in handling
rendezvous point misbehaviour and improves packet delivery ratio and throughput by 24%
and 22% superior to the considered baseline mitigation approaches. An analytical valida-
tion of HEFSPM is also performed using the Rayleigh distribution for proving its efficacy
in forecasting nodes’ misbehaviour.
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1 Introduction

The term ‘Network survivability’ refers to the expected degree of potential rendered by
network in sustaining its reliable services under the impact of malicious behaviours and
random failures. Network survivability is considered as the most significant entity to be
ensured as the multicasting ad hoc networks are highly susceptible to network partition.
Specifically, the transition of rendezvous point core group leader from its co-operative state
to selfishly acting malicious state drastically influences the survivability of the network [1].
Further, network connectivity is used as the significant quantification metric for evaluating
the survivability of the network by a number of diversified works in the literature [2]. In
addition, majority of the mitigation mechanisms proposed in the literature handles rendez-
vous point misbehaviour by computing the reputation value either by quantifying informa-
tion related to the past history or by estimating the conditional probability factor of the
mobile nodes [3-5]. However, these mitigation techniques are not potentially capable of
detecting rendezvous point misbehaviour by forecasting each participating mobile node’s
behaviour using likelihood probability of behavioural transition computed based on its pre-
sent characteristics [6]. Thus the behaviour of each participating mobile node needs to be
forecasted and further network survivability has to be quantified using network connectiv-
ity for maintaining a resilient environment among the mobile nodes [7-15].

Further, Sengathir and Manoharan [16] contributed a Futuristic Trust Coefficient-Based
Semi-Markov Prediction (FTCSPM) mechanism that forecasts the mobile node’s likelihood
probability of possible behavioural transitions. The likelihood probability of mobile nodes
quantifies the magnitude of possibility that induce them to alternate from one behavioural
state to another. This magnitude of possibility is estimated based on stochastic properties
collected from the mobile nodes. FTCSPM emphasizes that a failed mobile node can never
be rehabilitated into a selfish node. Hence, FTCBSMP utilizes a special kind of Markov
chain called non birth—death process by ignoring the restriction of the nearest neighbour-
based behavioural transitions of mobile nodes. Moreover, the Markov chain utilized
in FTCSPM mainly analyses the co-operative, selfish and failure state of mobile nodes.
Finally, Authors [17] proposed a trust and energy integrated future behaviour forecasting
mechanisms known as Hyper-geometric Trust Factor based Markov Prediction Mechanism
(HTFMPM). This Hyper-geometric factor based forecasting technique forecasts the likeli-
hood probability of a multicast shared tree group leader being infected by rendezvous point
misbehaviour. HTFMPM relies on a Hyper-geometric integrated factor that uses a Markov
prediction process for analyzing the possible behavioural transitions of shared tree group
leader under multicasting. The results of HTFMPM prove its remarkable performance in
terms of packet drop rate, average end-to-end delay and energy consumptions. HTFMPM
is analytically validated based on the Weibull distribution for emphasizing its effectiveness
in predicting rendezvous point misbehaviour.

From the literature reviewed, the following shortcomings are identified and listed below:

(a) The majority of the existing Semi-Markov process-based rendezvous point misbehav-
iour forecasting mechanism has not used a non birth—death process with an exponential
parameter for prediction.

(b) A prediction mechanism that models service and repair events based on exponential
distribution and two-phase hyper-exponential distribution for mitigating rendezvous
point misbehaviour for ensuring maximum network survivability has not been inves-
tigated.
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The aforementioned limitations induces us to formulate an Hyper-Exponential Factor-
based Semi-Markov Prediction Mechanism (HEFSPM) for effective and efficient mitiga-
tion of selfishly behaving rendezvous point nodes.

In this paper, Hyper-Exponential Factor-based Semi-Markov Prediction Mechanism
(HEFSPM) is proposed for forecasting the mobile node’s likelihood probability of possi-
ble behavioural transitions. The likelihood probability of mobile nodes defines the magni-
tude of possibility that induce them to alternate from one behavioural state to another. This
magnitude of possibility is estimated based on the stochastic properties collected from the
mobile nodes. In addition, HEFSPM mechanism emphasizes that a failed rendezvous point
core leader can never be rehabilitated into a selfishly acting rendezvous point node. Hence,
HEFSPM utilizes a special kind of Markov chain called non birth—death process by ignor-
ing the restriction of the nearest neighbour-based behavioural transitions of mobile nodes.
Moreover, the Markov chain utilized in HEFSPM mainly analyses the co-operative, com-
promised rendezvous point and failure state of mobile nodes under multicasting.

The remaining sections of the paper are structured as follows. Section 2 depicts an
Hyper-Exponential Factor-based Semi-Markov Prediction Mechanism that helps in the
futuristic behavioural prediction of mobile nodes under multicasting. Section 3 portrays
the analytical validation of HEFSPM using Rayleigh distribution. Section 4 highlights on
the simulation setup used for implementing HEFSPM with the comparative investigation
carried out with the considered baseline mitigation schemes. Section 5 concludes by high-
lighting the major contributions and future enhancements feasible from this research.

2 Hyper-Exponential Factor-Based Semi-Markov Prediction
Mechanism (HEFSPM)

HEFSPM is an efficient Semi-Markov forecasting mechanism proposed for effectively
identifying and isolating rendezvous point misbehaviour through the computation of
futuristic probability. Futuristic probability quantifies the possibility or chance of a root
node mobile node being compromised by malicious behaviour. HEFSPM is a distributed
approach that investigates the behaviour of each shared tree root node or rendezvous point
node for maliciousness.

In HEFSPM, failure time and repair time of each mobile node follows exponentially
distribution and two-phase hyper-exponential distribution respectively. Hence the life time
of each mobile node based on repair time distribution is

Ly = Ay + dyppe™! )

Let ‘m’ be the possible states of each mobile node and its state space is denoted as (0,
1, 2, 3,..., m). The stochastic process of HEFSPM follows Semi-Markov as the transition
of each mobile node behaviour depends on the present state and to some extent on the past
history.

The states of HEFSPMis denoted using two tuples (i, j), where i and j represents the
initial and final state of transition of each participating mobile node. Based on the possible
behaviour of mobile node, the complete set of states of HEFSPM is

(i) P(0,0)—The probability of the mobile node to exhibit co-operative behaviour with-
out any misbehavior.
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Fig.1 Transition diagram of HEFSPM

(ii)
(iif)
(iv)

(v)
(vi)

P(1,0)—The probability of the mobile node to get transited from selfish rendezvous
point misbehavior to co-operative behaviour

P(0, 1—The probability of mobile node to get transited from co-operative behaviour
to selfish rendezvous point misbehavior.

P(2,0)—The probability of mobile node to get transited from selfish and network
pruning induced rendezvous point misbehaviour to co-operative behaviour

P(1, 1)—The probability of mobile node to get retained in selfish rendezvous point
misbehaviour

P(0, 2)—The probability of mobile node to get transited from co-operative behaviour
to selfish and network pruning induced rendezvous point misbehaviour.

From transition diagram depicted in Fig. 1, the balance equations of HEFSPM are derived

as

AP(0,0) = 4, P(1,0) + u,P(0, 1) 2

y +/1)P(1,0)=/41P(2,0)+A,P(0,0)+%P(l,l) 3)
(4y + HPO, 1) = 4y P(0,2) + 4,P(0,0) + %P(l, 1 @
1 P(2,0) = A4, P(1,0) )

12P(0,2) = 44,P(0, 1) ©6)
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Ch;m)HLD=AMHQD+A%HLm )

Further, the parametric solution of the above equations in terms of P(0, 0) are derived as

Al
P(1,0) = —P(0,0) )
Hq
Ay
P(0,1) = —=P(0,0) )
2
(%)
P0,2)={ —= ) P,0) (10)
Hy
<Aﬂl>2
P2,0)=( — | P(0,0) an
Hy
12/1,)»2
P(1,1) = P(0,0) (12)
1H2

The probability of mobile node under its normal behaviour P(0, 0) is computed based on
the normalization condition given by

P(0,0) + P(1,0) + P(0,1) + P(2,0) + P(0,2) + P(1,1) =1 (13)
Further the reduced description probability of mobile node in co-operative state P(0,0) is
P(0) = P(0,0) (14)

Furthermore the reduced description of HEFSPMin terms of P(1) that combines P(1,0)
and P(0,1) that represents the mobile in either selfish or network pruning induced rendezvous
point misbehavior is

P(1) =P(1,0) + P(0, 1) (15)

In addition, the reduced description of HEFSPM in terms of P(2) that combines P(2,0),

P(0,2) and P(1,1) that represents the mobile node in selfish or network pruning induced ren-
dezvous point misbehavior or in exhibiting both the kinds of rendezvous point misbehavior is

P(2) = P(2,0) + P(0,2) + P(1,1) (16)
Hence, from the derived parametric equations, the aforementioned probabilities P(1) and

P(2) calculated using P(0) from equation in order to forecast the type of root node misbehavior
at any instant of time is

A A
P = A —+— )P0 (17)
Hi M
NUEAY
PQ2)= 1" —+—=) PQ) (18)
Hi M
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Fig.2 Analytical validation of HEFSPM through Rayleigh distribution

From the forecasted value of P(1) and P(2) that represents the mobile node in self-
ish or network pruning induced rendezvous point misbehavior or in exhibiting both the
kinds of rendezvous point misbehavior, the decision of mitigation of root node attack is
initiated when the forecasting threshold is below 0.35 based on [18].

3 Validation of HEFSPM Mechanism

HEFSPM prediction scheme is validated through analytical and simulation experiments
by calculating the cumulative density function of rendezvous point misbehaviour nodes.
HEFSPMis analytically validated using Rayleigh distribution as it is the predominant
probabilistic distribution which is potential in investigating the lifetime of mobile nodes
using probability density function. Analytical investigation of HEFSPM proves that it
requires an average transition time of 6.49 s for being compromised by rendezvous point
misbehaviour from its co-operative state. Figure 2 depicts that analytical validation
using Rayleigh distribution is highly correlated with the simulation results.

Moreover, HEFSPM defines the rendezvous point misbehaviour survivability rate as
the observed proportion of mobile nodes identified as selfish to the probable number
of mobile nodes that has the inductive probability of being compromised. HEFSPM
in an average possesses a rendezvous point misbehaviour survivability rate of 34% in
withstanding the network connectivitymore than FTCSPM, ECNBM, CNBM and PBM
approaches considered forcomparative study. The analytical results of HEFSPM also
prove that rendezvous behaviour of mobile nodes iswell identified between the maxi-
mum and minimum detection time of 110 and 130 s respectively.
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4 Simulation Experiments and Results Analysis

The performance of HEFSPM is thoroughly studied using network simulator ns-2.32.
The main objective of this simulation investigation is to prove the correctness of the
proposed HEFSPM. The performance of HEFSPMis then compared with the selfish ren-
dezvous point misbehaviour forecasting mechanisms like FTCSPM, ECNBM, CNBM
and PBM. The comparative performance of HEFSPMis carried out using performance
metrics such as PDR, throughput, energy consumption, average end-to-end delay and
packet drop rate [19-22].

4.1 Simulation Environment

HEFSPM is implemented in the simulated environment that consists of 100 mobile
nodes that randomly move around the terrain area of 1000 X 1000 meters to portray the
influence of small and large networks. Further, simulations are carried out using random
way-point model with the CBR traffic rate and simulation time of 50 packets per second
and 300 s respectively.

4.2 Results and Discussions

HEFSPMis evaluated using three experiments by varying (a) the number of mobile
nodes, (b) the number of selfish rendezvous point nodes and (c) the number of CBR
traffic flows.

(a) Experiment 1—Performance investigation of HEFSPM observed by varying the num-
ber of mobile nodes

In experiment-1, HEFSPMis analyzed by varying the mobile nodes of the network in
which 20% of them are set as selfish rendezvous point misbehaviour nodes.

Figures 3 and 4 depict the results of PDR and throughput of HEFSPM. In general,
PDR and throughput of the network decreases proportionally when the number of active
mobile nodes increases. This decrease is mainly because of the impact of extra number
of packets forced to be relayed by the network. However, HEFSPM mechanism consid-
erably increases the PDR and throughput by utilizing a trust-based rendezvous point
misbehaviour nodes forecasting mechanism that investigates the behavioural change
of mobile nodes. Hence, HEFSPM increases the PDR value by 9-12% over FTCSPM,
14-17% over ECNBM, 19-21% over CNBM and 22-25% over PBM. Similarly, HEF-
SPM shows an increase in throughput by 4-6% over FTCSPM, 7-11% over ECNBM,
13-16% over CNBM and 18-21% over PBM.

Thus HEFSPM exhibits an increased mean performance of 14.5% and 17.2% supe-
rior to the baseline mitigation schemes with respect to PDR and throughput.

Similarly, Figs. 5 and 6 demonstrate the results of energy consumptions and average
end-to-end delay of HEFSPM. The energy consumption rate and end-to-end delay of
HEFSPM increases when the numbers of packet need to be forwarded by the mobile
nodes increases. But HEFSPM decreases the energy consumptions and end-to-end delay
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by accurately predicting the possible nodes’ behavioural changes for maintaining net-
work connectivity.

Hence, HEFSPM decreases the energy consumptions by 5-7% over FTCSPM, 9-11%
over ECNBM, 13-16% over CNBM and 18-22% over PBM. HEFSPM also decreases
average end to end delay from 7 to 9% over FTCSPM, 10-12% over ECNBM, 14-16%
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over CNBM and 19-22% over PBM. Thus HEFSPM on an average decreases the energy
consumptions and average end-to-end delay by 13.8% and 15.4% superior to the baseline
future forecasting mechanisms considered for study.

In addition, HEFSPM is also investigated based on the packet drop rate as shown in
Fig. 7. The packet drop rates of HEFSPM, FTCSPM, ECNBM, CNBM and PBM drasti-
cally increase when the mobile nodes are forced to forward additional number of packets
than generally transmitted. However, HEFSPM reduces the packet drop rate by analyzing
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Fig. 7 Experiment 1—packet drop rate

the possibility of reliable packet forwarding process through future forecasting. Hence,
HEFSPM shows a phenomenal decrease of packet drop rate by 7-9% over FTCSPM,
10-15% over ECNBM, 17-21% over CNBM and 21-29% over PBM. Thus, HEFSPM on
an average decreases packet drop rate by 22.6% greater than the compared futuristic misbe-
haviour mitigation approaches.

(b) Experiment 2—Performance investigation of HEFSPM observed by varying the selfish
rendezvous point nodes

In experiment 2, the performance of HEFSPM is compared with FTCSPM, ECNBM,
CNBM and PBM by varying the number of selfish rendezvous point nodes of the multicast
network. Figures 8 and 9 highlight the results of PDR and throughput of HEFSPM, FTC-
SPM, ECNBM, CNBM and PBM which decrease with increase in the number of rendez-
vous point misbehaviour nodes. But HEFSPM is efficient in isolating the rendezvous point
misbehaviour nodes by estimating the likelihood possibility of rendezvous point misbe-
haviour. Hence, HEFSPM increases PDR by 6-9% over FTCSPM, 11-14% over ECNBM,
17-21% over CNBM and 24-26% over PBM. HEFSPM also improves the throughput by
8-10% over FTCSPM, 11-14% over ECNBM, 15-19% over CNBM and 20-23% over
PBM. Thus HEFSPM demonstrates an improvement in PDR and throughput by 20.8% and
17.6% respectively.

Figures 10 and 11 portray the results of energy consumptions and average end-to-end
delay of HEFSPM, FTCSPM, ECNBM, CNBM and PBM. The energy consumptions
and average end-to-end delay increases as the number of rendezvous point misbehaviour
nodes increases in the network. But, HEFSPM conserves energy to a considerable level
and establishes reliable links in order to decrease the average end-to-end delay of packets.
Further, HEFSPM reduces energy consumptions by 10-13% over FTCSPM, 14-19% over
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ECNBM, 19-22% over CNBM and 24-28% over PBM. Further, it also minimizes the aver-
age end to end delay by 5-8% over FTCSPM, 8-15% over ECNBM, 18-22% over CNBM
and 23-28% over PBM. Hence, HEFSPM on an average decreases the energy consump-
tions and average end-to-end delay by 19.2% and 21.8% respectively.
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Similarly, Fig. 12 depicts the results of packet drop rate which increases when the num-
ber of rendezvous point misbehaviour nodes drop maximum number of packets rather than
forwarding them. But HEFSPM reduces the packet drop by isolating rendezvous point
misbehaviour nodes at a rapid rate of 36% greater than the baseline future forecasting
approaches considered for study. HEFSPM decreases the packet drop rate by 8—10% over
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Fig. 12 Experiment 2—packet drop rate

FTCSPM, 10-17% over ECNBM, 19-23% over CNBM and 25-28% over PBM. In addi-
tion, it also decreases the packet drop rate on an average by 19.8% greater than the three
existing mitigation mechanisms used for investigation.

(c) Experiment 3—Performance investigation of HEFSPM for varying number of traffic
flows

In experiment 3, HEFSPM approach is compared with the benchmark systems by varying
the number of traffic flows of the network. Figures 13 and 14 depict that PDR and through-
put decrease with increase in the number of traffic flows. However, HEFSPM shows a con-
siderable improvement in PDR and throughput by dynamically adjusting the number of
packets forwarded. Hence, HEFSPM exhibits an improvement in PDR by 12-14% over
FTCSPM, 16-22% over ECNBM, 24-26% over CNBM and 27-29% over PBM. It also
shows an improvement in throughput by 11-13% over FTCSPM, 14-17% over ECNBM,
18-23% over CNBM and 25-28% over PBM. Thus, HEFSPM on an average increases the
PDR and throughput by 16.8% and 17.4% respectively.

Similarly, Figs. 15 and 16 highlight the performance of energy consumptions and
average end-to-end delay by varying the number of traffic flows. The energy consump-
tions and average end-to-end delay considerably increases linearly with respect to sys-
tematic increase in traffic flow rate. But HEFSPM shows significant improvement in the
energy consumed even when there are high traffic flows. Hence, HEFSPM decreases
energy consumptions by 14-17% over FTCSPM, 21-23% over ECNBM, 23-28% over
CNBM and 30-33% over PBM. HEFSPM also exhibits a decrease in the average end-
to-end delay to a maximum extent of 7-10% over FTCSPM, 11-14% over ECNBM,
15-21% over CNBM and 17-25% over PBM. Thus HTFMPM on an average mini-
mizes the energy consumptions and average end-to-end delay from 21.8 to 22.6% and
16.6—-17.8% respectively.
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Figure 17 depicts packet drop rate exhibited by HEFSPM when the number of CBR
traffic flows are varied. The packet drop rate of HEFSPM decreases systematically with
increase in the number of CBR traffic flow. However, HEFSPM is efficient enough in nor-
malizing data packets with corresponding increase in the incoming number of packets to be
forwarded by each individual node. Hence it decreases the packet drop rate to an extent of
4-7% over FTCSPM, 8-13% over ECNBM, 17-21% over CNBM and 25-28% over PBM.
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It is also proved that HEFSPM is phenomenal in reducing the packet drop rate in an aver-
age by 18.5% superior to the baseline mitigation approaches considered for investigation.

In addition, the comparative analysis of HEFSPM with FTCSPM, ECNBM, CNBM
and PBM is performed by varying the number of mobile nodes, selfish rendezvous point
nodes and CBR traffic flows based on control overhead and total overhead. HEFSPM found
to minimize the control overhead to a maximum level of 18%, 21%, 25% and 24% with
respect to FTCSPM, ECNBM, CNBM and PBM mitigation mechanisms. HEFSPM is
found to reduce the total overhead by 12%. 15%, 18% and 24% when compared to FTC-
SPM, ECNBM, CNBM and PBM mitigation schemes.

Finally, the performance of HEFSPM is also compared with HTFMPM by varying the
number of mobile nodes, selfish rendezvous point nodes and CBR traffic flows based on
throughput, total overhead and packet drop rate. When mobile nodes are varied, HTFMPM
exhibits an average improvement in throughput by 15% and they reduce the total overhead
and packet drop rate by 17% and 21% with respect to HEFSPM. Similarly, when number
of selfish rendezvous nodes are varied, HTFMPM is found to maximize the throughput by
16% than HEFSPM and they are also found to reduce the total overhead and packet drop
rate by 14% and 18% with respect to HEFSPM. The performance improvement of HEF-
SPM based on CBR traffic flow with respect to FTCSPM, ECNBM, CNBM and PBM is
summarized in Table 1.

5 Conclusion
This paper has unveiled and detailed the significance of Hyper-Exponential Factor-based
Semi-Markov Prediction Mechanism that isolates selfish rendezvous point misbehaviour

by computing futuristic trust probability-based non birth—death process-based exponential
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Table 1 Summary of results of HEFSPM based on CBR Traffic flow

Selfish Rendezvous node Increase in Decrease in total Decrease in control ~ Decrease in
mitigation mechanism PDR (%) overhead (%) overhead (%) packet drop rate
(%)

HEFSPM 14.6 18.6 19.4 21.6

FTCSPM 12.4 15.6 17.3 19.8

ECNBM 11.4 13.4 15.2 16.4

CNBM 9.4 12.5 12.6 14.2

PBM 7.6 10.8 10.6 11.2

factor. HEFSPM is analyzed through analytical validation using Rayleigh distribution and
the simulation results are analyzed based on packet delivery ratio, throughput, energy con-
sumption rate, average end-to-end delay and packet drop rate. Simulation results confirm
that HEFSPM enhances throughput and packet delivery ratio 18.6% and 20.8% respec-
tively. HEFSPM reduces packet drop rate, energy consumptions and average end-to-end
delay to a maximum extent of 20.4%, 24% and 26% than the baseline mitigation mecha-
nisms considered for study. In addition, HEFSPM facilitates a rapid detection rate of 36%
superior to the baseline mitigation schemes considered for investigation. But this detection
rate is comparatively 4% lower than HTFMPM. The analytical results of HEFSPM vali-
dated using Rayleigh distribution confirm that the obtained simulation results are highly
correlated to the analytical results. A Poisson modulated Semi-Markov process has been
planed to be used for investigating the mitigation of rendezvous point misbehaviour in the
near future.
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