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Abstract
Secure and trustable routing is one of the remarkable challenges in wireless sensor net-
works (WSNs). In this paper, we proposed a secure, trustable and energy-efficient routing 
method for WSNs. The proposed scheme uses Fuzzy logic to obtain the trust values of the 
routes. Then, the shortest route from the source to the destination was selected by con-
sidering trust and security. The proposed method uses the multidimensional scaling-map 
(MDS-MAP) optimal routing approach and measures the trust model via fuzzy logic. The 
proposed method was compared with Trust and Centrality degree Based Access Control 
(TC-BAC) and Trust-Aware Routing Framework (TARF) protocols. Through simulation 
experiment result, we show that the proposed scheme performs better than TC-BAC and 
TARF methods in terms of average packet delivery rate, average end-to-end delay and con-
sumption energy.

Keywords WSNs · Trust model · Secure routing · Security · Fuzzy logic

1 Introduction

WSNs are made of a number of sensor nodes which receive data from the environment and 
transmit them to the sink hop by hop [1, 2]. Due to the extensive spread and the dynamic 
nature of WSNs, routing protocols are vulnerable to different attacks [3]. Such attacks are 
divided into internal and external attacks. Internal attacks are initiated by the compromised 
or malicious nodes and external attacks are initiated by those malicious nodes which do 
not have access to the network [4, 5]. For protecting WSNs against malicious and selfish 
behaviors, many different routing protocols have been developed [6, 7]. Common secure 
protocols can resist ageist some external attacks based on encryption but they cannot resist 
against malicious behaviors of internal nodes [8–11]. For defending a network against rout-
ing attacks in WSNs, especially against internal attacks, an alternative and efficient method 
i.e. trust management system, has been introduced which can detect a wide range of attacks. 
Nevertheless, it should be noted that the available trust management plans which have been 
designed for other networks are not suitable for WSNs since they consume a great deal of 
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energy and memory. Trust models can effectively help network in distinguishing malicious 
nodes from normal nodes. In addition to helping network nodes to self-organize themselves 
with respect to the changes occurred in their neighborhood, trust models can participate in 
establishing and maintaining security protocols [12]. Different trust-based prevention pro-
tocols such as encryption, authentication and key management have been used for protect-
ing WSNs against attacks. Intrusion detection systems are considered as the second defense 
line. If these systems are designed effectively, hence, they can successfully detect destruc-
tive activities and help protect and maintain network security.

Intrusion detection is considered to be one of the critical research issues which can have 
potential functions and uses [13]. The next stage after the detection of intrusion, as the 
last resort, is to tolerate intrusion which is aimed at stopping the intrusion measures of an 
enemy at the edge of a network. Preventing intrusion against some attacks is not effective 
[13]. A simple method for detecting an attack is to search for nodes with abnormal traffic 
profiles. Shin et al. [14] argued that intrusion detection cannot be effective against many 
attacks. They suggested that each passive attack such as eavesdropping and intrusion detec-
tion cannot be 100% effective.

For protecting WSNs against nodes with malicious and selfish behaviors numerous rout-
ing protocols have been recently proposed. However, these routing protocols have focused 
on primary (initial) encryption and identity acknowledgment mechanisms which are not 
suitable and appropriate for WSNs. Firstly, many of the encryption algorithms, especially 
asymmetric encryption processes, need high computation capability and high power con-
sumption. Secondly, most of the encryption and identity acknowledgement mechanisms in 
routing protocols need a center or centralized management.

In this paper, a trust-aware secure routing method has been proposed for WSNs. At first, 
after routing, fuzzy logic was used for detecting normal sensors and abnormal (malicious) 
sensors. The concept of trust was used as a limit for detecting dangers. The three concepts 
of trust, untrust and distrusts were investigated inside the network. Trust level was meas-
ured. Hence, based on this method, malicious behaviors are specified by measuring the 
trust of nodes and paths. Consequently, the securities of the nodes and paths are enhanced. 
The results of the evaluations indicated that the proposed method can pinpoint and locate 
malicious nodes. Optimal path between nodes is produced by using MDS-MAP method. 
In this study, fuzzy logic was usefully used for figuring out the security and treatability of 
a given network. Abnormal and unnatural sensors are regarded as an internal attack. Trust 
management schemes have high ability for detecting available malicious nodes and they 
can make predictions about future behaviors. Hence, they are considered to be a security 
tool for secure routing.

The rest of the paper is organized as follows: Sect. 1 gives an introduction to security 
and trust in WSNs. Section 2 briefly reviews the related studies. Section 3 describes the 
proposed method. Section 4 describe energy consumption model for the proposed scheme. 
Section 5 indicates the performance evaluation of the proposed scheme. Section 6 gives the 
conclusion, suggestions for further research and the final remarks of the study.
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2  Related Works

In general, all the trust models in WSNs can be divided into two types: central model and 
distributed models. In central trust models, the base station or a specific trustable interface 
carries out the operation of accumulating and integrating the trust values of sensor nodes. 
However, in distributed trust models, sensor nodes themselves accumulate the trust values.

In   [15], the authors proposed RFSN (reputation-based framework for high integrity 
sensor networks) which uses watchdog method for creating trust. Two significant parts of 
this model are watchdog and reputation system. The surveillance part is responsible for the 
observation of the behavior of neighboring nodes and distinguishing the behavior of nodes 
based on cooperation or lack of cooperation. The nodes are classified into two classes of 
good nodes and bad nodes. The reputation system is responsible for maintaining the repu-
tation of each group. The reputation of a node is determined based on the neighboring 
nodes’ observations of the previous behaviors of that node. Trust in a node indicates the 
neighboring nodes’ belief in the upcoming behaviors of that node [16].

In [17], the authors used the fuzzy logic to introduce the trust calculation method by for 
WSNs. This method uses reputation values of nodes for measuring the reputation values of 
paths. Then, the path with the highest reputation value is selected for transmitting packets. 
The trust model based on the fuzzy logic is deemed to be one of the central models; it 
should be noted that central models have high energy consumption [17]. One of the merits 
of using fuzzy reasoning is that it is appropriate for systems which are highly complex and 
their behaviors cannot be easily figured out. The major problem of this method is its high 
energy consumption.

In Parameterized and Localized trust management Scheme for sensor networks security 
(PLUS) model [18], for estimating the degree of trust of one node, each node considers 
not only its own view about the records of that node but also the neighboring nodes’ views 
about it. For accomplishing this process, nodes play three distinct roles: initiator node, tar-
get node and advisory node. One advantage of PLUS method is that all the established 
communications for estimating the reputation value of nodes are of the single-hop type. 
Moreover, the reputation values of nodes are not updated periodically; rather, updating is 
done by changing the reputation values of the target node which results in the overhead 
reduction of this method. On the other hand, one shortcoming of this method is the addi-
tion of HSN packets to controlling packets which not only increases the size of packets 
but also increases the required energy consumption for transmitting and receiving data. 
Another problem of this method is that it is not appropriate for WSNs with high traffic 
since a simpler method is needed for detecting malicious nodes.

In [12], the authors proposed TC-BAC, an access control model for WSNs which 
is based on the degree of trust and centrality. In this method, the concept of direct and 
indirect trust is used. Also, in this method, the sensor networks distributed within range 
are first examined. In [8], the authors presented TARF, a trust model which consid-
ers different parameters such as average energy consumption, throughput, PDR, and 
delay. In this model, each node keeps one neighborhood table which includes the cost 
level of energy and the trust level of the neighbors. In this method, the neighborhood 
table is sometimes updated and the redundant cases are eliminated. For maintaining 
the neighborhood table with the trust level values and energy level for the recognized 
neighbors, the two components of energy watcher and trust manager are executed which 
are responsible for registering these values in the table. Each node selects another node 
with another hop based on the neighborhood table and broadcasts the energy cost to 
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its neighbors. CORE  (Collaborative Reputation)  [19] and ATRM  (Agent based Trust 
management) [20] are two other trust models which have been developed for WSNs. In 
the neural network method which was formerly used for detecting intrusion and prevent-
ing attacks, using analytical redundancy and a knowledge-based system, this method 
was designed in base stations. A sensor node is judged to be destructive in case it tries 
to feed false information into the sensor networks [21]. In [22], the authors proposed a 
method in which the complexities of intrusion detection is reduced through a genetic 
algorithm and the lifespan of these networks is enhanced [22]. In [23], the authors cat-
egorized the solutions of creating security in WSNs into three classes: key management, 
authentication and secure routing and secure services. They found that these methods 
are suitable for weak attacks. Due to energy consumption limitation in WSNs, intrusion 
detection system is used for detecting strong attacks so that once an attack is detected, 
the required warning can be given by the intrusion detection system and the appropri-
ate measures can be taken to prevent the attack. Securing Ad hoc On demand Distance 
Vector (SAODV) [24] is a secure routing protocol based on initial encryption which can 
oppose against some routing attacks so as to guarantee the integrity and acknowledge-
ment of identity. All the routing messages in this protocol are illustrated in the digital 
form and when the PREP message should be indicated by the destination node, inter-
mediate nodes cannot send the message. In [25], the authors developed the A-SAODV 
protocol for reducing the negative impacts of SAODV. In this protocol, the source node 
can detect whether or not it should use a single-signature or double signature for the 
threshold of the load status. Indeed, SAODV and A-SAODV are ad-hoc routing proto-
cols; hence, they are not appropriate for WSNS since these networks have resource limi-
tations. In [26], the authors presented a fuzzy-based trust estimation scheme, T-XLM, 
a trust-based cross-layering framework to provide minimal defense against security 
attacks. The proposed scheme is used to formulate imprecise empirical knowledge to 
ensure secure forwarding of data. Also, they proposed TruFiX, a T-XLM inspired proto-
col which utilizes multiple parameters pulled through inter-layer information exchange 
to mitigate the effects of security threats. In [27], the authors proposed an Energy-aware 
Secure Routing with Trust (ESRT) scheme that maintains a trusted environment, isolate 
misbehaving nodes and has low control overhead. ESRT considers many parameters for 
packet routing such as trust, energy, and hop counts.

Building trust is a recent concern in many fields such as web-based services, e-com-
merce, peer-to-peer networks and WSNs. In WSNs, different methods, technologies 
and mechanisms for building trust such as fuzzy logic, probabilistic and deterministic 
methods have been proposed [28–32]. Trust and reputation methods are significant tools 
which can be used in many areas such as social, economic and computer science fields. 
Trust systems are appropriate methods for detecting the threats of deceitful or endan-
gered members of a network. These systems fulfill their functions by detecting and iden-
tifying malicious nodes and eliminating them from the network [23]. Using a distributed 
scoring method, power trust system alternatively selects a number of trustable nodes 
with the highest energy as the energy nodes. In this trust model, at first, a trust coverage 
network is produced based on the nodes forming the network. When a transaction occurs 
between a pair of nodes, all the nodes evaluate one another. Hence, nodes alternatively 
transmit local trust values among each other and are alternatively selected [33]. In peer 
trust system, the trustability of a node is defined by evaluating that node according to its 
ability it had for providing services for other nodes in the past. This model reflects the 
trust values of other available nodes of the society based on their past experiences about 
the respective node [34].
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Table 1 compares the studied trust models.

3  The Proposed Method

For routing in the proposed method, MDS-MAP algorithm was used to determine optimal 
path with less errors and the trust model was determined by using fuzzy logic. The method 
was used in this study is MDS-MAP. The justification for selecting this method is that it is 
based on distance and has fewer errors for locating optimal path. Also, this method makes 
use of geometry science and converts the matrix of distance into the matrix of points. The 
accuracy of this method is higher than those of other methods since it is based on distance. 
One of the challenges of this method is in converting local maps to global maps.

The proposed scheme includes four-stage model: (1) Measuring the distances of the two 
nodes from one another. R matrix has the elements of rij where rij refers to the distance 
between the i and the j node or zero in case any distance is not found. (2) Using Dijkestra 
algorithm for finding the shortest distance between the two nodes. (3) Executing MDS 
algorithm and finding the location of nodes. (4) Converting local maps to global maps. In 
the fourth stage, location information of the reference nodes was used and through geo-
metrical conversions such as rotation and displacement, the absolute location of each node 
was obtained. Such nodes are referred to as reference nodes. The proposed method uses 
trigonometric and linear algebra principles for computing the relative coordinates of the 
points based on their two-sided distance. Accurate and effective positioning and locating 
algorithms are usually considered based on multi-dimensional scale (MDS) in a hierar-
chical network. Positioning algorithms need guiding nodes which are aware of their own 
positions so that sensor nodes can specify their own positions. MDS-MAP algorithm is 
regarded as one of these algorithms which uses MDSs for computing the coordinates of all 
the nodes based on the relative distance between nodes.

Table 1  Comparison of the trust models

Trust models Model architec-
ture

Advantages Disadvantages

RFSN [16] Distributed The first distributed trust model in 
WSNs

Not registering all the behav-
iors of nodes

Fuzzy logic-based 
trust model [17]

Centralized High speed High energy consumption

PLUS model [18] Distributed Updating trust values by changing 
the trust value of the destination 
node

Much overhead due to HSN 
packets

TC-BAC [12] Distributed Using the concept of centrality 
degree

High consumption of energy 
and consumption of much 
time for calculating direct 
node trust

TARF [8] Distributed Functioning well against black hole 
attacks and message change

It needs more cost and mem-
ory for observing neighbors 
and a poor detection of 
network problems by using 
evaluation criteria
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Using MDS, distance and G graph with the coordinates of (V, E, P), MDS-MAP algo-
rithm estimates X sensor node and determines its position. At first, the shortest path is 
measured and in Dij matrix, the shortest path is squared. In the next stage, MDS was used 
in the Dij matrix for determining the position of X. Hence, in the MDS-MAP algorithm, 
by specifying the shortest path between the two nodes, the positions of the sensor nodes 
was determined. That is, if there are two nodes i and j, the shortest path between these two 
nodes in the G(V, E, P) graph define as a path between them. In Eq. (1), di,j refers to the 
shortest path between nodes i and j.

Indeed, by calculating the coordinate and matrix distances, MDS-MAP algorithm esti-
mates the distances between sensor nodes. In the proposed method, fuzzy logic was used 
for computing trust as shown in Figs. 1 and 2.

Fuzzy logic has three stages:

 i. Fuzzy adjustment in this stage, the adjustment degree for the main stages is measured 
and conditions of fuzzy rules are considered as shown in Figs. 3 and 4.

 ii. Conclusion a rule conclusion is computed based on the adjustment degree.
 iii. Combination the transmitted conclusion is converted into a global.

(1)Dij =

{

0, i = j

d2
ij
, otherwise

Fig. 1  Membership functions of station input with 9 hypothetical nodes

Fig. 2  Membership functions of destination input with 9 hypothetical nodes
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Using fuzzy logic in WSNs is highly useful for detecting normal and unnatural sensors. By 
attacking the network, unnatural sensors can pollute it. In this method, the three concepts of 
trust, lack of trust and rejecting all the trusts within the network were introduced. For using a 
secure and safe WSN, the degree between sensor nodes should be calculated. For measuring 
trust level for the sensor node, T is defined as trust and U is defined as non-trustable.

where in Eq.  (2), i, j are from the set of sensor nodes. Using this method, the evaluated 
value for a path is obtained through Eq. 3:

Using MDS-MAP method, we generate a trustable and optimal path between the nodes. 
Fuzzy logic was used to indicate how trust mechanisms are effective in our routing method 
and selecting a path from the source node to the destination node. Indeed, it can be argued 
that fuzzy logic is a reliable and trustable method for establishing secure communications 
within WSNs. Through fuzzy logic, an attempt was made to figure out the secureness or 

(2)T =
avg

(

Ti, Tj
)

1 −
(

avg
(

Ti,Uj

)

+ avg
(

Tj,Ui

))

U =
avg

(

Ui,Uj

)

1 −
(

avg
(

Ti,Uj

)

+ avg
(

Tj,Ui

)) 0 ≤ T ≤ 1, 0 ≤ U ≤ 1

(3)Evaluation_value =
T

T + U

Fig. 3  Membership degree for 
the trust model

Fig. 4  Graphical schema of the 
levels
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trust for a WSN. In this study, fuzzy logic was used to distinguish normal sensors from 
unnatural sensors. Unnatural sensors can be regarded as internal attacks or in case such 
nodes are controlled by intrusive users, all the WSN structure will be polluted. Trust refers 
to a set of sensor assembly and aggregation which investigates the interactions among sen-
sors in the network in earlier times and based on it, decision making is done. Fuzzy logic 
has two inputs, i.e. source and destination and a TU output, T is for the trust rate and U is 
for the rate of untrust. The operation conducted in this method is that a number of nodes 
have been placed in this station and they are membership functions of station input. Initiat-
ing routing requires the placement of the nodes (Fig. 5). After determine network topology, 
the neighboring degree of the nodes is specified. After obtaining the optimal path with the 
aid of the closest neighbor of the node, for preserving location, the initial energy and power 
of the network is sent back to the defined topology. MDS-MAP algorithm was used for 
determining the optimal path with fewer errors and also the Regular model was used in this 
study. Maximum location errors are randomly diffused by the reference nodes. All the con-
ditions for using MDS-MAP method on all the nodes and reference nodes were considered. 
The distance of the shortest path was calculated by using the signal reception power of the 
neighboring node. Euclidean distance between two nodes, i.e. Xi and Xj is obtained in an 
m-dimensional space through Eq. 4:

Xi =
(

Xi1,Xi2,… ,Xim

)

Xj =
(

Xj1,Xj2,… ,Xjm

)

(4)dij =

√

√

√

√

m
∑

k=1

(

xik − xjk
)2

(5)I(P) = D + E

Fig. 5  Distribution of nodes



1807Secure and Trust‑Aware Routing Scheme in Wireless Sensor…

1 3

where p denotes the transmission center and X coordinate can be computed through two 
axes for singular value decomposition (SVD). For P, n × n matrix for the n point and m 
dimensions of each point, we have Eq. (6):

Since errors have no effect on it and channels and paths are active, regular model was 
used in this study. There are numerous paths from the source node to the destination node. 
Using the fuzzy logic, the trust model selects an appropriate path from the source to the 
destination so that a safe and secure communications can be maintained. After using the 
information of the computed results, each node decides on whether to establish communi-
cations or not. Trust information should not increase through diffusing and the destination 
nodes is assumed to be a trusted entity in the trust management system. In general, rout-
ing should be accomplished in a way that less energy is consumed and at the same time, 
security and trust should be taken into consideration. When a node inside a path wants to 
transmit a packet to another node, it finds an optimal path for transmitting the packet. At 
first, it tries to select short paths with less errors. Indeed, by computing the trust values of 
the paths leading to the destination node, the node selects paths with higher trust values 
and checks whether there are unnatural and abnormal sensors in the selected path. At first, 
sensor nodes are homogenous. That is to say, they have identical processing power, com-
munication power and energy resources. Consequently, the structure of the routing in the 
network will be more effective. Hence, the transmissions from the source to the destination 
will be easier and less time will be needed for finding the trust path. Also, natural nodes 
will be easily distinguished from unnatural nodes and less energy will be consumed.

4  Energy Consumption Model

The required energy consumption model for the communication among sensor nodes is 
defined according to Eq. (7). The amount of energy consumption for transmitting a mes-
sage from one sensor to another sensor with the distance of d is equal to ETX (k, d).

In Eq. (7), Eelec refers to the basic energy which is required for executing transmitting or 
receiving circuits. This energy is consumed in the electronic circuit of the receiver or trans-
mitter for receiving or transmitting a bit of data packet. Parameter K refers to the number 
of transmitted packets; Parameters Efs and Emp indicate the required energy for supporting 
transmission. The value of  d0 is obtained through Eq. (8).

For receiving k data bits, a radio model is defined according to Eq.  (8). The amount of 
energy consumption for receiving k data bits is equal to ERX (k). In Eq. (9), it is assumed 
that each sensor node receives only one data packet from its neighboring nodes.

(6)
m
∑

k=1

xikxjk = −
1

2

(

p2
ij
−

1

n

n
∑

j=1

p2
ij
−

1

n

n
∑

i=1

p2
ij
+

1

n2

n
∑

i=1

n
∑

j=1

p2
ij

)

(7)ETX(k, d) =

{

Eelec × k + Efs × k × d2 (d < d0)

Eelec × k + Emp × k × d4 (d ≥ d0)

(8)d0 =
√

Efs∕Emp

(9)ERX(k) = Eelec × k
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5  Performance Evaluation

We used a simulation approach to evaluate the performance of our protocol. The simula-
tion was implemented using Matlab software. Sensor nodes randomly distributed in the 
simulation environment and multi-hop transmissions was used between source and destina-
tion nodes. MDS-MAP algorithm with the aid of the nearest neighbor was used for deter-
mining the optimal path. Table 2 shows simulation parameters values.

After the shortest path with fewer errors is found, by calculating the trust values of the 
paths via fuzzy logic, we can find the trustable paths from the source node to the destina-
tion node. Up to this stage, fuzzy logic was used in the proposed method for going through 
the path and for secure transmitting the packets to the destination node. Hence, network 
nodes are trustable. In case the network node has high trust value, other nodes of the net-
work can trust it; hence, they can safely transmit nodes to it and receive nodes from it. 
When a source node wants to transmit packets to a destination node through multi-hop 
communications, it examines the trust values of the paths and selects the path with the 
highest trust value. The proposed method distributes nodes randomly and the communica-
tion between nodes is established (Fig. 5).

5.1  The Amount of Spent Time

As the time passes, the network proceeds normally and the trustable path is gone through 
by considering the distance (high trust and low distance). However, as an attack exist in 
the network, the spent time in the network increases. When there is a trustable path from 
the source node to the designation node, messages go through the safe and trustable path; 
consequently, it will take less time. Figure  6 illustrates the time spent for executing the 
proposed method.

Source = [49 4 39 42 20 4 5 18 26 39 42 32 47]

Target = [5 45 22 1 8 28 26 8 13 33 36 39 20]

Table 2  Simulation parameters Parameter Value

Number of nodes 300
Number of reference nodes 60
Shared channel 200 m
Used model Regular
Estimated time 20 ms
The initial path 200 m
Network size 1000 m × 1000 m
Initial energy 0.5 j
Eelec 50 nj/bit
Efs 10 pj/bit/m2

Eamp 0.0013 pj/bit/m4

d0 87 m
Position of the sink (0,0)
Radio range of each node 60 m
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5.2  Average Packet Delivery Rate

When an attack is recognized in the network, the average packet distribution rate decreases. 
When there is no attack in the network, the average packet distribution rate comes close 
to 100%. Figure  7 illustrates that as attack in the network increases, packet distribution 
decreases. The proposed method helps source nodes to detect an attack faster and goes 

Fig. 6  Time spent in the network 
with and without attack

Fig. 7  The impact of attack on 
average packet distribution rate

Fig. 8  Average packet delivery 
rate
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through trustable paths so that packets can be safely delivered to the destination. It also 
helps source nodes to better resist against attacks.

As shown in Fig. 8, when there is no attack in the network, the average packet delivery 
rate comes close to 100%. However, in the presence of attack, packet delivery rate signifi-
cantly decreases.

5.3  Security Model

In general, it can be maintained that WSNs are vulnerable to attacks. In the proposed 
method and the two above-mentioned methods, it assumes that all the usual sensor nodes 
have compromised. In contrast with average sensor nodes, the sink node has high capabil-
ity for dealing with common attacks since it has a more complex hardware. In the TC-
BAC method, both direct and indirect trusts have been used (direct trust is based on the 
direct observations of the node which has participated in data exchanges and indirect trust 
is based on trust among distributed nodes). In TARF [8], an optimal method was selected 
based on trust, energy consumption and trustability. The amounts of the trusts of paths 
were calculated according to the neighborhood table where trust values are considered 
within them. Nevertheless, in the method proposed in this study, trust is considered to be a 
set of past interactions among sensors.

In the proposed method, at first, it assumes that all the sensors have compromised. 
However, in TC-BAC method, there are two types of nodes, i.e. well-behaved and badly-
behaved nodes and the two types of Selfish and Dos attacks have been investigated in this 
method. In TC-BAC, attacks are investigated for examining network flooding via unwanted 
traffic. By evaluating the degree of trust of neighbors within the routing table in the TARF 
[8] method, the path with efficient energy is selected. In this method, the node N decides 
on which path it should use so that data packet can reach the base station. In contrast, fuzzy 
logic is used in the trust model of the proposed method. One of the advantages of using 
fuzzy logic is that a fast but approximate method is preferred. Another merit of using fuzzy 
logic is that it can examine highly complex systems and figure out their behavior.

In the proposed method, source and destination nodes were selected. Then, the sug-
gested calculation methods were implemented on the path and the degree of trust for the 
paths are measured. Then, the packets were transmitted through the paths with the highest 
reputation. The proposed method uses the trust value of the nodes for measuring the trust 
values of the paths. Then, as mentioned above, the path with the highest trust was selected 
for transmitting packets. Fuzzy logic can be used for giving values to indeterminate values 
and inaccurate data. Hence, the method proposed in this paper can be used for selecting the 
proper route from the source to the destination node. It should be noticed that all the three 
methods have high energy consumptions. However, inasmuch as the proposed method uses 
a short and trustable path, it can reduce the delay related to finding a new path. The energy 
consumption of the proposed method is less than those of TC-BAC and TARF [8]. Measur-
ing the trust of direct node in the TC-BAC method is considerably time-consuming. Also, 
in the TARF method, seeking a path with high trust and low energy consumption in the 
table is time-consuming. In contrast, the proposed method significant uses less time than 
the TC-BAC and TARF methods since it uses the shortest path by considering security, 
trust and employing fuzzy logic.
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5.4  Average Elapsed Time

As shown in Fig. 9, when there is no attack in the network, network functions properly but 
when an attack occurs in the network, the number of nodes increases which will lead to an 
increase in the elapsed time. Indeed, network is highly vulnerable to attack since more time 
will be required to find safe paths for the transmission of packets. It can be argued that the 
attack detection speed is high in the proposed method due to using routing protocol and 
fuzzy logic.

5.5  Power Consumption

As it can be observed from Fig.  10, power consumption in the proposed method is less 
than those of TC-BAC and TARF [8] methods. Indeed, as discussed earlier in the paper, 
the proposed method uses optimal paths with short distances. Furthermore, the proposed 
method acts faster than them in detecting attacks since it has the identity number of the 
source node’s neighbor. Consequently, energy consumption is significantly reduced in 
the proposed method. In contrast, TC-BAC method needs more calculations for doing the 
same task which leads to the consumption of more energy. Moreover, in the TARF method, 
finding an optimal path from the neighborhood table and updating the table for removing 
repeated records results in the consumption of more energy.

Fig. 9  Average elapsed time

Fig. 10  Average power consump-
tion
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6  Conclusion

In this paper, a routing protocol was proposed for optimizing security and trust in WSNs. 
Different types of trust and attack were examined in this study and a new method was 
introduced for enhancing security and trust in WSNs. The method proposed in this paper 
was aimed at reducing energy consumption and, hence, enhancing network lifetime. The 
proposed method was compared with TC-BAC and TARF [8]. The results of simulations 
indicated that the proposed method functions better than both TC-BAC and TARF [8] in 
terms of the following parameters: packet delivery rate, average elapsed time and energy 
consumption. In future studies, the scheme will be improved through the implementation 
of an evaluation strategy for further intrusion and attacks detection.
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