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Abstract
In proactive secret sharing schemes, the secret shares are periodically renewed with-
out modifying the secret such that an adversary is unable to get any information about 
the secret shares unless he is able to obtain a certain number of secret shares in a short 
time interval. In this paper, using monotone span programs (MSP) we devise a new linear 
multi-secret sharing (LMSS) scheme which is also multi-stage. We also give a new general 
method to construct proactive and multi-use linear multi-secret sharing schemes based on 
MSP. An important advantage of our method compared to the others is that it does not need 
private channels between each pair of participants or an encryption scheme between them. 
Finally, we prove that our new scheme satisfies the definition of a perfect LMSS scheme.

Keywords  Monotone span program · Perfect multi-secret sharing scheme · Access 
structure · Multi-use scheme · Multi-stage scheme

Mathematics Subject Classification  94A60

1  Introduction

In a multi-secret sharing (MSS) scheme, several secrets are distributed between a group 
of participants by a dealer D such that only authorized sets can reconstruct the secrets by 
combining their shares (or their pseudo shares), while other subsets cannot know any infor-
mation about them [4]. For sharing the secrets, there are many techniques such as multilin-
ear maps [17, 18], polynomial interpolation [11, 19], using the Chinese remainder theorem 
[1, 9], monotone span program (MSP) [2], and so on. The notion of MSP which will be 
described later, was introduced by Karchmer and Wigderson [8]. In a MSS scheme based 
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on MSP, the secrets are taken from a finite field, and each participant’s share is obtained 
by computing a linear combination of some random numbers and the secrets [6, 10]. In the 
reconstruction phase, all participants of an authorized set compute a linear combination of 
their shares.

1.1 � Background

So, in a Linear multi-secret sharing (LMSS) scheme several secrets are shared among a set 
of participants in a linear way. This schemes are widely utilized in information distribution 
area and has been increasingly considered as an important area of research in cryptography 
for the last 2 decades [6, 7, 10, 12, 23].

1.2 � Related Work

In a proactive secret sharing scheme, the secret shares are periodically renewed without 
modifying the secret such that an adversary which is called mobile adversary is unable to 
get any information about the secret shares unless he is able to obtain a certain number of 
secret shares in a short time interval. Proactive secret sharing (PSS) was first introduced by 
Ostrovsky and Yung in [16]. This concept have been studied intensively in the literature 
[5, 12–15, 20]. Herzberg et al. [5] proposed a PSS scheme which has mechanisms to detect 
corrupted shares. In [20], Stinson et al. produced a PSS scheme which is unconditionally 
secure. They considered an adversary that can corrupt up to a certain number of the partici-
pants including the dealer.

In [13], the authors investigated the security of proactive secret sharing schemes. They 
showed vulnerability of some previous PSS schemes against their attacks. They also 
pointed out that their presented attacks can be generalized for MSP based PSS schemes 
[14, 15]. Moreover, they provided necessary and sufficient conditions for making these 
schemes secure against the generalized attacks. For example, the PSS scheme presented in 
[12] is proved to be secure against these attacks.

1.3 � Motivation

The PSS schemes mentioned above (that is [5, 13–15, 20]), consider either private chan-
nels between each pair of participants or an encryption scheme between them. More pre-
cisely, in the share renewal phase of these schemes, some communications must be done 
via private channels or such as the scheme presented in [5], the messages of some commu-
nications are encrypted. However, there exist many situations in which this methods are not 
accessible to the participants or have high expense. In these cases, a PSS scheme without 
private channels or encrypted messages in its share renewal phase is required.

Also, in [10], Liu et al. proposed a method for providing the share of each participant 
that be reusable when the secrets are reconstructed. We found that their proposed method 
has some security weakness. For example, their method does not work for an authorized set 
consist of only two participants.

Using MSP, there are also linear secret sharing schemes based on graphs which do not 
work for any given access structure [7, 22].
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1.4 � Contribution

In this paper, using MSP we propose a new proactive linear multi-secret sharing scheme 
which does not need private channels between each pair of participants. As far as we know, 
this scheme is the first MSP based PSS scheme which in its share renewal phase, new share of 
each participant constructs in a public manner without using encryption schemes. Our scheme 
also has the following advantages:

•	 The scheme is multi-stage. That is, the secrets are reconstructed stage by stage in a prede-
termined order.

•	 The scheme is multi-use. That is, the share of each participant is reusable when secrets are 
reconstructed.

We also mention that unlike the graph based scheme [7, 22], our scheme works for any given 
access structure.

1.5 � Organization

The paper is organized as follows. Section  2, describes the required tools. The proposed 
MSSS scheme is presented in Sect. 3, and in Sect. 4, we describe how this scheme can be 
made multi-use and proactive. The security proofs and some comparative results are detailed 
in Sect. 5. Finally in Sect. 6, we conclude the paper.

2 � Preliminaries

Here, we summarize some preliminary concepts about secret sharing schemes.

2.1 � Secret Sharing Schemes

Definition 1  Suppose that  = {P1,… ,Pm} be a set of participants. Then, a monotone 
access structure Γ on  is a set of non-empty subsets of participants which satisfies the 
monotone ascending property

The sets in Γ and  = 2�Γ are called authorized sets and unauthorized sets respectively, 
where 2 denotes the power set of  . The set  that we call adversary structure, satisfies 
the monotone descending property

We denote by Γmin the minimal elements in Γ and by max the maximal elements in  . That 
is,

and

(A ∈ Γ,A ⊆ A� ⊆ ) ⇒ A� ∈ Γ.

(B ∈ ,B� ⊆ B ⊆ ) ⇒ B� ∈ .

Γmin = {A ∈ Γ | ∀A� ⫋ A ⇒ A� ∉ Γ},

max = {B ∈  | ∀B � B�
⇒ B� ∉ }.
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Definition 2  For any adversary structure  over  , its dual is defined as

2.1.1 � Monotone Span Program and LMSS Schemes

In 1993, Wigderson and Karchmer introduced the concept of MSP which is a model of 
computation as follows [8]:

Definition 3  A MSP over a set  is a triple (� ,M,Ψ) , in which �  is a finite field, M is a 
l × d distribution matrix with entries in �  and Ψ ∶ {1, 2,… , d} →  is a function.

In the above definition, Ψ is a surjective function that distributes to each participant of 
 = {P1,… ,Pm} some rows of M.

Definition 4  Suppose that Γ be an access structure for which  ⊆ � . A monotone span 
program (� ,M,Ψ) is called a MSP for Γ with respect to a target vector v⃗ ∈ �

d�{(0,… , 0)} , 
if for all A ⊆ {P1,… ,Pm} the following conditions is satisfied.

•	 if A ∈ Γ , then v⃗ ∈ span{MA}.
•	 if A ∈  , then there exists a sweeping vector k⃗ = (k1, k2,… , kd)

T ∈ �
d such that 

MAk⃗ = 0⃗ ∈ �
n1 with k1 = 1.

where MA is the matrix M restricted to the rows i with Ψ(i) ∈ A , with the notation 
v⃗ ∈ span{MA} we mean that there is a vector ����⃗wA ∈ �

n1 for which v⃗ = ����⃗wAMA and n1 is the 
number of participants in A.

Similar to the case of one target vector, we say that (� ,M,Ψ) is a MSP for access struc-
tures Γj , 1 ≤ j ≤ n with respect to some target vectors v⃗j ∈ �

d�{(0,… , 0)} , if it is true that 
for each 1 ≤ j ≤ n , v⃗j ∈ span{MA} iff A ∈ Γj , where v⃗j ∈ span{MA} means that there is �����⃗wjA 
for which v⃗j = �����⃗wjAMA.

It is proved that constructing a MSP (� ,M,Ψ) for access structures Γj is equivalent to 
devising a linear multi-secret sharing (LMSS) scheme for Γj , 1 ≤ j ≤ n [21]. Also, (� ,M,Ψ) 
is a MSP for access structures Γj , 1 ≤ j ≤ n iff there exists a (target) vector 
v⃗j ∈

⋂
A∈(Γj)min

∑
Ψ(i)∈A Vi�

⋃
B∈(j)max

∑
Ψ(i)∈B Vi , in which Vi is the space spanned by the 

row vectors of M distributed to player Ψ(i) and v⃗j can be considered as the above target 
vectors.

According to the above discussion, we consider the target vector v⃗j to be an d-rowed 
vector whose jth component is 1 and other components are 0, 1 ≤ j ≤ n . Now, we describe 
how a LMSS scheme which realizes access structure Γj , 1 ≤ j ≤ n can be constructed using 
any MSP (� ,M,Ψ):

•	 Distribution step Suppose the dealer D has secrets s1, s2,… , sn . Then, he can construct 
a distribution vector r⃗ = (s1, s2,… , sn, rn+1,… , rd)

T in which rn+1,… , rd are random 
elements in �  . Next, he computes z⃗ = Mr⃗ = (z1, z2,… , zl)

T and gives zi to the partici-
pant PΨ(i).

•	 Reconstruction step In the following, suppose that the notation ��⃗zA be the vector z⃗ 
restricted to the indices in A. For each authorized set A ∈ Γj , there is a vector �����⃗wjA for 
which v⃗j = �����⃗wjAMA . So 

� = {B ⊆  | Bc ∉ }.
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 that is, the secret sj can be reconstructed by computing a linear computation of the 
shares of participants in A.

Definition 5  We say that a secret sharing scheme is perfect if the participants of an unau-
thorized set pool their shares together, they obtain nothing about the secret.

3 � The New LMSS Scheme Based on MSP

In this section, we first propose a new LMSS scheme based on MSP which realizes any 
given access structure. Then, we give a simple strategy for making the scheme to be a 
multi-stage LMSS scheme. In the next section, we give several improvements of the 
scheme by adding additional options to it.

3.1 � The LMSS Scheme

As mentioned in the previous section, constructing an LMSS scheme with respect to Γmin 
is equivalent to building an MSP (� ,M,Ψ) by finding linear spaces Vj , 1 ≤ j ≤ m such 
that 

⋂
A∈Γmin

∑
Ψ(j)∈A Vj�

⋃
B∈max

∑
Ψ(j)∈B Vj ≠ � . Any vector in this nonempty set can be 

the target vector ��⃗vi , 1 ≤ i ≤ n . Based on this fact, we build a new LMSS scheme as follows.

3.1.1 � The Setup Phase

Let P = {P1,… ,Pm} be the set of participants and Γmin = {A1,… ,Ak} be an access struc-
ture over P in which |Aj| = tj , where 1 ≤ j ≤ k and |X| denotes the number of members of X. 
Let also the secret si to be shared is chosen in Si , 1 ≤ i ≤ n ). We supposed that 
S1 = … = Sn = �  be a finite field with the characteristic char(� ) = 2 (for example 𝔽 = ℤ2 ). 
For larger secret domain, we can share the secret bit by bit independently. It is obvious that 
the scheme works still efficiently by doing parallel processing. More generally, we can use 
a field ℤ2

<f (x)>
 which has characteristic equal to 2, where f(x) is an irreducible polynomial 

over ℤ2.
We construct an undirected graph G(V,  E) with the vertex set V where 

�V� = t� = 1 +
∑k

i=1
ti − (k − 1) + n and edge set E = E1 ∪ E2 ∪… ∪ Ek ∪ {d1,… , dn} 

from a given access structure Γmin = {A1,… ,Ak} as follows (see Fig.  1). In the fol-
lowing scheme, all the vectors and their sums are in the vector space (ℤ2)

t−1 where 
t = 1 +

∑k

i=1
ti − (k − 1) + 1:

1.	 For each authorized set Aj = {Pj1,… ,Pjtj
} ∈ Γmin , 1 ≤ j ≤ k , draw a path 

v0 − vj1 − vj2 −⋯ − vjtj−1 − v of length tj from a fixed vertex v0 to a fixed vertex v. Then, 

for each secret si , draw an edge from v to a final vertex vi , 1 ≤ i ≤ n.
2.	 Suppose fj ∶ Aj ⟶ Ej , 1 ≤ j ≤ k , is a bijection which associates each participant in Aj 

with an edge. More precisely we have: 

(1)�����⃗wjA ⋅ ��⃗zA = �����⃗wjA ⋅ (MAr⃗) = (�����⃗wjA ⋅MA)r⃗ = v⃗j ⋅ r⃗ = sj
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Let also di be the final edges vvi , 1 ≤ i ≤ n . We associate the dealer with this edges.
3.	 Suppose that ��⃗e0 = (0,… , 0) ∈ (ℤ2)

t−1 and ��⃗eh ∈ (ℤ2)
t−1 . Associate each vertex of 

the graph with a (t − 1)-dimensional vector ��⃗eh by a map g ∶ V ⟶ (ℤ2)
t−1 such that 

��������⃗g(v0) = ��⃗e0 and for each 1 ≤ i ≤ n , 

be linearly independent vectors of vector space (ℤ2)
t−1 (If the number of secrets to 

be shared is too many, we can set t = t� in order to satisfy the above condition). This 
condition is needed in the proof of the Proposition 1. Note that in our scheme �������⃗g(vi) , 
1 ≤ i ≤ n , are target vectors.

4.	 For any 1 ≤ i ≤ tj , associate each participant Pji ∈ Aj with the (t − 1)-dimensional vector 
���⃗uji of (ℤ2)

t−1 as follows: 

 we associate each participant  which is not in any Aj , 1 ≤ j ≤ k , with the (t − 1)

-dimensional vector ��⃗e0 = (0,… , 0) . Let also ���⃗udi  , 1 ≤ i ≤ n , be the (t − 1)-dimensional 
vectors of (ℤ2)

t−1 which are associated with the dealer as follows: 

Example 1  Let n = 3 , P = {P1,… ,P6} and Γmin = {{P3,P6}, {P3,P4,P5} , {P1,P4,P6}} . 
For simplicity suppose that we associate each vertex with the vectors ��⃗ei of standard basis of 

fj(Pj1) =v0vj1,

fj(Pji) =vji−1vji, where 2 ≤ i ≤ tj − 1 and

fj(Pjtj
) =vjtj−1v.

g(V)�

n⋃

j=0

j≠i

{�������⃗g(vj)}

���⃗uj1 =
��������⃗g(v0) +

��������⃗g(vj1),

���⃗uji =
�����������⃗g(vji−1) +

��������⃗g(vji), where 2 ≤ i ≤ tj − 1 and

����⃗ujtj =
������������⃗g(vjtj−1) +

������⃗g(v).

���⃗udi =
������⃗g(v) + �������⃗g(vi).

v0

v11 v12 v1t1−2 v1t1−1

v

v1

v2

vn
vktk−1vktk−2vk2vk1

P11
P12 P1t1−1

P1t1

Pk1
Pk2 Pktk−1

Pktk

d1

d2

dn

Fig. 1   Schematic representation of the setup phase
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(ℤ2)
7 , 1 ≤ i ≤ 7 , ��⃗e8 = ��⃗e7 + ��⃗e1 and ��⃗e9 = ��⃗e7 + ��⃗e2 as shown in Fig. 2. Note that for i ∈ {1, 2, 3} , 

the vectors of g(V)�
⋃

j=0
3

j≠i
{�������⃗g(vj)} are linearly independent. It is easy to see that 

����⃗u11 = ��⃗e0 + ��⃗e1 , ����⃗u12 = ��⃗e1 + ��⃗e6 , ����⃗u21 = ��⃗e0 + ��⃗e2 , ����⃗u22 = ��⃗e2 + ��⃗e3 , ����⃗u23 = ��⃗e3 + ��⃗e6 , ����⃗u31 = ��⃗e0 + ��⃗e4 , 
����⃗u32 = ��⃗e4 + ��⃗e5 , ����⃗u33 = ��⃗e5 + ��⃗e6 , ����⃗ud1 = ��⃗e6 + ��⃗e7 , ����⃗ud2 = ��⃗e6 + ��⃗e8 , ����⃗ud3 = ��⃗e6 + ��⃗e9 . Here we have 
����⃗uP2

= ��⃗e0 because P2 is not in any authorized set.

In fact, step 4 are done by the function Ψ of the MSP (ℤ2,M,Ψ) in our scheme. Here, 
there are l =

∑k

j=1
tj participants in all authorized set which we show them by j , 1 ≤ j ≤ l 

(if some participants are in more than one authorized set, then they associate with more 
than one vector). Thus, the matrix M has l + n rows in which the last n of them are ���⃗udi  , 
1 ≤ i ≤ n and so we have Ψ(j) = j , 1 ≤ j ≤ l and Ψ(i) = D , l + 1 ≤ i ≤ l + n , where D 
denotes the dealer.

3.1.2 � The Distribution Phase

Firstly, the dealer D selects a vector r⃗T ∈ (ℤ2)
t−1 uniformly at random such that 

< �������⃗g(vi), r⃗ >= si , 1 ≤ i ≤ n where T is the transpose and < , > shows the inner product. 
Then D computes Mr⃗ and secretly transmits ���⃗Mjr⃗ to player j , where ���⃗Mj denotes the matrix 
M restricted to the row j with Ψ(j) = j . Thus, the share of each player j is ���⃗Mjr⃗

T , 1 ≤ j ≤ l . 
Then the dealer publicly broadcasts his shares ���⃗Mir⃗

T , l + 1 ≤ i ≤ l + n.

3.1.3 � The Reconstruction Phase

As we will show, �������⃗g(vi) ∈
⋂

Aj∈Γmin

∑
Ψ(j�)∈Aj

Vj��
⋃

Bj∈max

∑
Ψ(j�)∈Bj

Vj� , 1 ≤ i ≤ n , where the 

dealer is added to any authorized set Aj . Here we have Vj� = span{ ����⃗Mj� } is the space spanned 
by the row vectors of M distributed to Ψ(j�) , 1 ≤ j� ≤ l + n . In other word, only those sub-
sets of participants can reconstruct the secret si in which their edges form a path from the 
vertex vo to vi in Fig. 1. Thus, we must add the dealer to each authorized set Aj . More pre-
cisely, we also need the share ����⃗Mi′ r⃗

T for reconstruction of the secret si where 1 ≤ i ≤ n and 
i� = i + l.

We are now in a position to describe the reconstruction phase: For any Aj ∈ Γmin , 
1 ≤ j ≤ k , since �������⃗g(vi) ∈

∑
j�∈Aj

Vj� , 1 ≤ i ≤ n , there exist a vector w⃗ such that �������⃗g(vi) = w⃗MAj
 . 

Fig. 2   The illustration of Example 1
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Thus w⃗(MAj
r⃗T ) = (w⃗MAj

)r⃗T = �������⃗g(vi) ⋅ r⃗
T = (�������⃗g(vi), r⃗) = si . In other words, the participants in 

authorized set Aj can reconstruct the secret si by using a linear combination of their shares.
As the computations of Example 1 of [10], the participants of any authorized set can com-

pute the vector w⃗ without knowing the row ���⃗Mj of M associated to participant j of authorized 
set. We use this fact in the next section to make the scheme multi-use and proactive.

3.2 � The Multi‑stage Scheme

We make the above scheme multi-stage to ensure n secrets si be reconstructed in the special 
order as s1, s2,… , sn . For this, it is enough that the dealer broadcasts his shares as follows:

The participants of any authorized set can reconstruct s1 , since the dealer publicly broad-
casts �������⃗Ml+1r⃗

T . Then, they compute �������⃗Ml+2r⃗
T from �������⃗Ml+2r⃗

T + s1 and reconstruct s2 , and so on. 
Thus, the secrets si , 1 ≤ i ≤ n be reconstructed in the desired order s1, s2,… , sn.

4 � The Proactive Multi‑use Scheme

In LMSS schemes, publishing shares during the process of reconstructing some secrets 
may leak unintended information of the other secrets unrecovered yet [10]. In this section, 
we first give a general method to solve this problem for any linear multi-secret sharing 
scheme based on MSP. Afterwards, we use this method to obtain a new way to make the 
linear secret sharing scheme proactive.

4.1 � The Multi‑use Scheme

As mentioned above, it is easy to see that publishing shares of participants of any author-
ized set in a LMSS scheme based on MSP during the process of reconstructing one secret 
may leak unintended information of the other secrets unrecovered yet. Here, we show how 
to solve this problem by using a simple strategy which does not need any private channel 
between any pair of participants. The other properties of the scheme are the same as in the 
previous section.

Suppose �������⃗g(vi) be target vectors. For each 1 ≤ i ≤ n , the dealer randomly selects a vector 
�⃗ri ∈ (ℤ2)

t−1 such that < �������⃗g(vi), �⃗ri >= 0 and for each 1 ≤ i, i′ ≤ n , �⃗ri ≠ ��⃗ri′  . He secretly trans-
mits ���⃗Mj and ���⃗Mjr⃗

T to player j , 1 ≤ j ≤ l and publicly broadcasts the vectors �⃗ri , 1 ≤ i ≤ n.
Now suppose that the participants Pj′ of an authorized set Aj want to reconstruct the 

secret si where 1 ≤ j′ ≤ tj and 1 ≤ i ≤ n . First, each participant Pj′ computes ����⃗Mj′ �⃗ri
T . Then, 

the participants Pj′ of the authorized set use ����⃗Mj� (r⃗
T + �⃗ri

T ) as their pseudo shares to recon-
struct the secret si as follows.

�������⃗Ml+1r⃗
T and

���⃗Mir⃗
T + si−1, where l + 1 < i ≤ l + n.

w⃗(MAj
(r⃗T + �⃗ri

T )) = (w⃗MAj
)(r⃗T + �⃗ri

T ) = �������⃗g(vi) ⋅ r⃗
T + �������⃗g(vi) ⋅ �⃗ri

T = si + 0 = si.
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It is easy to see that the other participants cannot get one Pj′ ’s pseudo share from the other 
one, since ����⃗Mj′  is unknown for them. As we will show in the next section, this scheme is 
more efficient than the method described in [10].

4.2 � New Proactive Scheme

Here, we describe our proactive secret sharing method which protects the secret by periodi-
cally renewing the shares of participants without changing the secret.

4.2.1 � Share Renewal

For each 1 ≤ i ≤ n , each participant Pj , 1 ≤ j ≤ l randomly selects and broadcasts a vector 
��⃗rij ∈ (ℤ2)

t−1 such that < �������⃗g(vi), ��⃗rij >= 0 . Then, each participant computes �⃗ri = ���⃗ri1 +⋯ + ��⃗ril 
which plays the role of random vector �⃗ri selected by dealer in the multi-use scheme. That 
is, the new share of each participant Pj is ���⃗Mj(r⃗

T + �⃗ri
T ).

4.2.2 � Reconstruct the Secret

The reconstruction phase is similar to the of multi-use scheme introduced in previous sub-
section. Suppose that the participants Pj′ of an authorized set Aj want to reconstruct the 
secret si . The participants Pj′ of the authorized set use ����⃗Mj� (r⃗

T + �⃗ri
T ) as their new shares to 

reconstruct the secret si as follows.

5 � Security Proofs and Correctness

In this section, we prove that our scheme is a perfect LMSS scheme. We propose the fol-
lowing Lemma for achieving this goal.

Lemma 1  Consider the scheme presented in Sect. 3. Then, for any 1 ≤ i ≤ n it holds that

Proof  We firstly prove that �������⃗g(vi) ∈
⋂

Aj∈Γmin

∑
Ψ(j�)∈Aj

Vj� , where 1 ≤ i ≤ n . For any 

Aj ∈ Γmin and 1 ≤ i ≤ n , according to the construction of the scheme, there must exist a 
path v0 − vj1 − vj2 −…− vjtj−1 − v − vi from v0 to vi . Now not that 

���⃗uj1 +
∑tj−1

i=2
���⃗uji + ����⃗ujtj + ���⃗udi = (��������⃗g(v

0
) + ��������⃗g(vj1)) +

∑tj−1

i=2
( �����������⃗g(vji−1) +

��������⃗g(vji)) + ( ������������⃗g(vjtj−1) +
������⃗g(v))+

(������⃗g(v) + �������⃗g(vi)) =
��������⃗g(v

0
) + �������⃗g(vi) =

�������⃗g(vi) . Since Vj� = span{ ����⃗Mj� } , 1 ≤ j� ≤ l + n , this equality 
indicates that for any Aj ∈ Γmin , there is a linear combination of the vectors in 

∑
Ψ(j�)∈Aj

Vj� 

which is equal to �������⃗g(vi) . This means that �������⃗g(vi) ∈
∑

Ψ(j�)∈Aj
Vj� . Therefore we have 

�������⃗g(vi) ∈
⋂

Aj∈Γmin

∑
Ψ(j�)∈Aj

Vj� , 1 ≤ i ≤ n.

w⃗(MAj
(r⃗T + �⃗ri

T )) = (w⃗MAj
)(r⃗T + �⃗ri

T ) = �������⃗g(vi) ⋅ r⃗
T + �������⃗g(vi) ⋅ �⃗ri

T = si + 0 = si.

�������⃗g(vi) ∈
⋂

Aj∈Γmin

∑

Ψ(j�)∈Aj

Vj� �
⋃

Bj∈max

∑

Ψ(j�)∈Bj

Vj� .
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Now, for every 1 ≤ i ≤ n we prove that �������⃗g(vi) ∉
⋃

Bj∈max

∑
Ψ(j�)∈Bj

Vj� . For any Bj ∈ max , 

the construction of the scheme indicates that there is not a path from v0 to vi . If we assume 
that there is a linear combination of the vectors in 

∑
Ψ(j�)∈Bj

Vj� which is equal to �������⃗g(vi) , we 

obtain that �������⃗g(vi) = ����⃗uh1 + ����⃗uh2 +⋯ + ����⃗uhq  , where hj ∈ B and 1 ≤ j ≤ q . Now, according to the 

construction of the scheme, suppose that ���⃗uhj =
��������⃗g(vjx ) +

��������⃗g(vjy ) . Then, we have

Note that there have to be an odd number of �������⃗g(vi) and an even number of ���������⃗g(v1x ),
���������⃗g(v1y ),… , 

���������⃗g(vqx ),
���������⃗g(vqy ) on the right side of the above equality. This result follows from the assump-

tions that �������⃗g(vi),
���������⃗g(v1x ),

���������⃗g(v1y ),… , ���������⃗g(vqx ),
���������⃗g(vqy ) are linearly independent and char(� ) = 2 . 

Now, according to the construction of the scheme, we conclude that the above equality 
determines a path from v0 to vi . This is a contradiction. Thus, for any B ∈ max , there is not 
a linear combination of the vectors in 

∑
Ψ(j�)∈B Vj� which is equal to �������⃗g(vi) , where 1 ≤ i ≤ n . 

We obtain that �������⃗g(vi) ∉
∑

Ψ(j�)∈B Vj� for each B ∈ max and therefore 
�������⃗g(vi) ∉

⋃
Bj∈max

∑
Ψ(j�)∈Bj

Vj� for every 1 ≤ i ≤ n.

Finally, we conclude that for any 1 ≤ i ≤ n,

In the above Lemma, we show that every authorized set A ∈ Γ can recover the secret si , 
1 ≤ i ≤ n by proving �������⃗g(vi) ∈

⋂
Aj∈Γmin

∑
Ψ(j�)∈Aj

Vj� . Now, we have the following Theorem.

Theorem 2  Our linear multi-secret sharing scheme is perfect.

Proof  We must show that if the participants of an unauthorized set B ∈  pool their shares 
together, they obtain nothing about the secret si , where 1 ≤ i ≤ n . In Lemma 1, we prove 
that �������⃗g(vi) ∉

⋃
Bj∈max

∑
Ψ(j�)∈Bj

Vj� , where 1 ≤ i ≤ n . Thus, there is not a linear combination 

of their shares which is equal to si . Therefore, for every 1 ≤ i ≤ n , the participants of unau-
thorized set B has no information on secret si.

6 � Comparative Results

Here, we give a comparative discussion on the proposed scheme and some of previous 
schemes. We first want to point out that our multi-use scheme has two advantages than the 
multi-use scheme [10] which is based on multi-party computation:

1.	 Compared with the scheme [10], our multi-use scheme does not need private channels 
between each pair of participants.

2.	 Unlike our scheme, the multi-use scheme [10] does not work for an authorized set 
consist of only two participants. More precisely, suppose that in their scheme, this two 
participants want to recover si , 1 ≤ i ≤ n . If they publish their shares for computing the 
secret, then they can easily gain each other’s shares.

�������⃗g(vi) =
���������⃗g(v1x ) +

���������⃗g(v1y ) +⋯ + ���������⃗g(vqx ) +
���������⃗g(vqy ).

�������⃗g(vi) ∈
⋂

Aj∈Γmin

∑

Ψ(j�)∈Aj

Vj� �
⋃

Bj∈max

∑

Ψ(j�)∈Bj

Vj� .
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We also compared the proposed proactive scheme with other proactive schemes investi-
gated in the literature [13] such as [14, 15] and found that our scheme is more efficient 
than their schemes in terms of communication overhead. It is easy to see that our scheme 
does not need private channels between each pair of participants. In fact, new share of 
each participant is constructed in a public manner without using encryption schemes. Also, 
the attacks presented in [13] is not applicable to our scheme while guaranteeing that the 
Mi , 1 ≤ i ≤ l , will never be allowed to appear. To ensure that no adversary gains knowl-
edge about the Mi , 1 ≤ i ≤ l by exhaustive search, we can choose t to be sufficiently large. 
The results of Sect. 4 can be used for any LMSS scheme based on MSP in which the Mi , 
1 ≤ i ≤ l , are not public values.

We have also compared some other properties in our new LMSS scheme with other 
LMSS schemes based on MSP in the literatures [6, 7, 10] (see Table 1). For easiness, the 
abbreviations S is used for the proposed scheme.

Now, we use the following notations to analyze the number of public values and also 
complexities of the proposed LMSS scheme:

•	 Tm : The time required to execute a multiplication operation.
•	 Ta : The time required to execute an addition operation.

In Tables 2 and 3, we give a comparison of some LMSS schemes in the literatures [6, 7, 
10]. In this tables, A, m, n and d are the corresponding authorized set, the number of all 
participants, the number of secrets and the number of columns of the distribution matrix 
M, respectively.

Table 1   Basic comparison between Hsu et al. schemes and our scheme

Property Hsu et al. [6] Hsu et al. [7] Liu et al. [10] S

The scheme is based on MSP Yes Yes Yes Yes
The scheme uses the graph theory No Yes No Yes
The scheme works for any given access structure Yes No Yes Yes
The secrets are reconstructed stage by stage in a 

predetermined order
No No No Yes

The share of each participant is reusable No No Yes Yes
The scheme is proactive No No No Yes

Table 2   Comparison of the computational complexities

Step Hsu et al. [6] Hsu et al. [7] Liu et al. [10] S

Setup – dTa – dTa

Distribution m2Tm mdTm mdTm d(m + n)Tm + nTa

Reconstruction |A|Tm |A|Tm (m2 + m)Ta |A|Tm

Table 3   Comparison of the number of secret and public values

Hsu et al. [6] Hsu et al. [7] Liu et al. [10] S

Number of public values m2 + 1 ml + 1 ml + 1 2n
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In summary, we proposed a new perfect LMSS scheme with unconditional security 
based on MSP which is proactive, multi-use and multi-stage. We also demonstrated its 
security and correctness. It is interesting to see that our proactive and multi-use schemes 
is more efficient than the previously investigated schemes in terms of communication over-
head which does not need private channels between each pair of participants or an encryp-
tion scheme between them. In fact, our constructions are new methods for devising proac-
tive and multi-use secret sharing schemes.
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