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Abstract
Data security is currently become a serious concern in wireless communication system for 
both the users and providers. Without a secure medium, the data transmission is exposed 
to various types of wireless attacks. Therefore, this paper focuses on the development of a 
high performance parallel-pipelined-memory-based  (P2M) Blowfish as a security design 
with reduced field programmable gate array (FPGA) utilization, which is the best security 
design to be embedded in the mobile devices. Through FPGA platform, the performance of 
the proposed Blowfish shows that a throughput increases by 10.5%, with the hardware utili-
zation and power consumption decrease by 3.5% and 21%, respectively. The  P2M Blowfish 
was validated in two-way communication channel by using FPGA-based radio platform 
together with ZigBee technology and the real-time transmission was measured in terms of 
bit-error-rate, received power and communication range. These characteristics have proven 
that the proposed  P2M Blowfish possesses the ability to replace the advanced encryption 
standard which is known as a complex algorithm employed by most of the wireless com-
munication standards.
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1 Introduction

There are many types of wireless communication standard such as WiFi, WiMAX, Zig-
bee and Bluetooth [1]. Wireless communication involves data transferring between trans-
mitter and receiver. While data is transferred between them, there is an existence of air 
interface that has the potential to be attacked by the outside threats. Hence, a device level 
security algorithm is needed as a protection against these wireless attacks [2]. There are 
several researchers believed that the security algorithm via the software platform is easy 
to be executed with a lot of advantages in its flexibility, portability, upgrading and easy 
usage. However, the security key and algorithm modification via software implementation 
are easier to be accessed by the attackers than the security algorithm through the hardware 
platform. The hardware-based security algorithm is thus safer and it is faster in speed than 
the software-based security algorithm [3].

The advanced encryption standard (AES) algorithm has been implemented by IEEE 
standard as a protection on data transmission for various types of wireless communica-
tion standards. AES is a symmetric encryption. It comprises of a few operations like Sub-
Bytes, ShiftRows, MixColumns and AddRoundKey that make the algorithm to be very 
complicated and uses high amount of power, memory and time. This creates a concern in a 
research studies nowadays where the system architecture of mobile devices becoming more 
complex in order to support many types of applications as smart devices. The researchers 
also need to find a way to save the battery power for a long usage. In order to conserve the 
energy, the complexity of the security algorithms needs to be reduced with less processing 
time [1].

The Blowfish algorithm consists of various length of key within the range of 32 bits 
to 448 bits, block size of 64-bit [1] and two main units which are the unit of data encryp-
tion and key expansion unit. It performs the best with the lowest usage of time and power 
according to the outcome found by [4–10] when compared with the performance of other 
security algorithms such as RC6, DES, 3DES and AES. In Blowfish algorithm, the text 
input of 64-bit is separated into two 32-bit halves as shown in Fig.  1. This algorithm 
employs P-array  (P1–P18) during its execution. It comprises of 16 rounds with the Feistal 
(F) function and 18 sub-keys of 32-bit in its unit of key expansion [1, 11]. There are four 
S-boxes of 32-bit in the block of F function with each of the box contains 256 entries. Once 
the last round is over which is the 16th round, the data of two halves of 32-bit are joined 
back together to produce the encrypted result which is the ciphertext.

This paper proposes the development of a high performance Blowfish architecture with 
reduced hardware utilization by using a combination of three design techniques which are 
parallel-pipelined-memory-based  (P2M) design techniques. The proposed  P2M Blowfish 
was implemented in a real-time transmission on field-programmable gate array (FPGA)-
based radio platform that comprises of Zynq-7000 XC7Z020 for processing the Blowfish 
system and ZigBee radio frequency (RF) module as a radio communication system. The 
Zynq-7000 family offers the flexibility and scalability of an FPGA while providing per-
formance, power and easy of use, where they are perfect as a prototype of mobile devices 
[12, 13]. Therefore, with a low cost platform, the Zynq-7000 is used in this research work 
only as a medium to prove the functionality of the proposed  P2M Blowfish design in the 
real-time transmission over the air. The performance of  P2M Blowfish as a complete secu-
rity radio system was analysed in terms of four parameters which are FPGA utilization, 
throughput, power consumption and real-time measurements. Meanwhile, the ZigBee RF 
module provides cost effective wireless connectivity based on Zigbee standard for the 
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electronic devices with no additional development is required [14]. This study is able to 
guide researchers to decide the possibility of implementing Blowfish for a secure wireless 
communication instead of AES.

2  Related Research

Many research studies have been done on Blowfish algorithm for the past few years. How-
ever, most of the researchers only simulated their designs either with very high speed inte-
grated circuit hardware description language (VHDL), Verilog, Matlab, C program or Java. 
A few of them have further implemented their designs on FPGA, complex programmable 
logic device (CPLD) and advanced reduced-instruction-set-computer machines (ARM) as 
prototyping devices. However, there are very few researchers studied the implementation 
of Blowfish design on radio platform for real-time validation over wireless communication 
standard as shown in Table  1. The studies in [15–17] utilized microcontroller and Zig-
bee module for an integration with the Blowfish design as a radio platform. Without mak-
ing a significant enhancement to the algorithm architecture, the authors claimed that the 
speed and power consumption of their design have been improved. The closest method 
of real-time transmission to this proposed work was carried out by Krishna et al. [18] that 
deployed Spartan3E FPGA and RF module in their work. However, their design required 
RF band transmission of 433 MHz. Certainly, the power consumption is reduced but with a 
slow data rate. Only Kalaiarasi et al. [19] has made an enhancement on the Blowfish archi-
tecture by using the EX-NOR instead of EX-XOR in F function with unified learning kit 
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F
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Fig. 1  Blowfish algorithm with F function [1]
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(ULK) and OMAP processor that reduced the processing time. However, all authors have 
not yet discussed BER result in their works. The BER test indicates the ability of the trans-
mission system to accommodate the radio communication link characteristics.

Focusing on Blowfish architectures with 64-bit block size that were designed by using 
HDL and FPGA for performance comparison, Table 2 summarizes the output results per-
formed by [3, 6, 20–23]. The results are based on FPGA utilization, throughput and power 
consumption. In terms of architecture, the work in [23] utilized the fewest amount of slices 
of only 5%. The memory-based for S-boxes was used in their design. The highest through-
put of 1545.7 Mbps was obtained by [20] at 146.515 MHz clock frequency. However, its 
design slices is 61% larger than [23]. This design has deployed dynamic reconfiguration, 
replication, inner-loop pipelining, and loop folding techniques.

Table 2 also shows that the lowest power consumption is 66 mW by [3] with a through-
put of 780  Mbps. The iterative method was used in their work to reduce the occupied 
area. There is only a single register required instead of a huge number of registers to give 
feedback to itself for each round. The Blowfish design was run with a clock frequency 
of 95 MHz. However, the slices used is 93%, which is the largest amount if slices com-
pared with the other studies. Meanwhile, the highest power consumption was discovered by 
Dakate and Dubey [6] with a difference of 87% as compared with [3]. These findings also 
prove that a low throughput indicates a slow timing process and high power consumption.

3  Contribution of This Paper

This paper proposes a design of  P2M Blowfish with 128-bit block size since most of the 
research studies have shown the superiority of Blowfish algorithm over all other symmetric 
encryption algorithms including the AES that is practically used by IEEE standard in wire-
less communication today. This is necessary in order to make a fair performance compari-
son with the AES that also comprises of 128-bit block size. Therefore, the parallel tech-
nique is used in the Blowfish architecture to increase the throughput and reduce the power 
consumption.

Pipelined technique is also being implemented in the  P2M Blowfish design to control 
a few of internal signals. This is done to avoid critical paths so that the latency and power 
consumption can be minimized.

Another contribution of this paper is memory-based technique instead of only using 
registers to store the data of S-boxes. The block random access memory (BRAM) is used 
to implement large embedded storage blocks. The hardware resources can be reduced by 
using this method that leads to a smaller design core. The latency of the proposed Blowfish 
design can also be decreased.

4  Design Architecture of  P2M Blowfish

The  P2M Blowfish was designed by using HDL through Vivado 2015.2. Three design tech-
niques as below have been used to increase the throughput and reduce the design core as 
well as power consumption. The maximum clock frequencies for Blowfish design during 
the synthesis and real-time transmission are 324  MHz and 100  MHz, respectively. This 
means that for software analysis, the clock frequency for the proposed design can be up 
to maximum 324 MHz without timing error. Meanwhile, for hardware analysis, the clock 
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frequency is 100 MHz since this is a maximum value to avoid the timing issues in the data 
captured by the ChipScope which can cause the  P2M Blowfish design not to work at the 
physical level. Therefore, with a higher data rate, there is a possibility the encrypted data 
captured by the ChipScope during real-time transmission is missing at certain time and this 
can lead to a wrong data analysis.

4.1  Parallel Technique

Figure  2 shows the proposed  P2M Blowfish comprises of two parallel blocks of 64-bit 
Blowfish algorithm that are executed concurrently as dual-core. Basically, the input data 
of 128-bit is divided into two 64-bit data before it is processed by the Blowfish algorithm. 
The mode is used to select the encryption or decryption process. Both parallel blocks share 
the same S-box for F function. The 64-bit input data is represented by w_data_i[63:0] as 
depicted in Fig. 3a. Each Blowfish block has 64-bit key data length which is performed by 
key_data_i[63:0]. The output data from both Blowfish cores at r_data_o[63:0] are concat-
enated to obtain 128-bit encrypted or decrypted data. Overall, the 128-bit input and output 
data from Blowfish cores are phrased as below according to Fig. 3b:

4.2  Pipelined Technique

Pipelining is an important concept to ensure the timing is accurate for various commu-
nications and control applications by avoiding the critical paths so that the latency and 
power consumption can be minimized. The communications interfaces that are used to 
transmit and receive the Blowfish encrypted data are fully pipelined. The RF transmission 
and reception of the encrypted data are done through ZigBee and universal asynchronous 
receiver-transmitter (UART) modules. The UART module is the main interface between 
the ZigBee module and Blowfish core on the FPGA platform where a proper pipelining 
is implemented. One of the pipeline registers is the UART data counter represented by 
uart_data_cnt as shown in Fig. 4. The pipeline of uart_data_cnt is i_uart_data_cnt to add 

(1)
Input data ∶ wData_i ≤ {(wData_i2), (wData_i1)}

Output data ∶ rData_o ≤ {(rData_o2), (rData_o1)}

Fig. 2  Block diagram of the proposed  P2M Blowfish design [1]
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a delay in the design which is important for a data synchronization between UART and 
external circuit from the ZigBee module as every logic block has its own delay. In this 
figure, i_uart_data_cnt_reg[0] is delayed by 1 clock cycle, then i_uart_data_cnt_reg [1] is 
delayed by 2 clock cycles and so forth. This pipelined technique is needed to obtain correct 
encrypted or decrypted data.

4.3  Memory‑Based Technique

It is already shown in Fig. 2 that the parallel Blowfish blocks share the same four S-boxes 
known as S1, S2, S3 and S4 that contain 32-bit data with 256 entries each. The S-box 
is initialized with values derived from the hexadecimal digits of π which are D1310BA6, 
98DFB5AC, 2FFD72DB and etc. The data from four S-boxes with a total of 1024 entries 
is stored into a block memory represented by u_BlowfishPiROM. There is only 2.5% 
BRAM utilized by these S-boxes and u_BlowfishPiROM during implementation. As 

Fig. 3  Parallel blocks of  P2M Blowfish: a schematic of 2 cores; b part of HDL code for 2 cores

Fig. 4  UART data counter with pipelined technique in  P2M Blowfish design
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shown in Fig.  5a with red line, the signals Q[7:0] from u_BlowfishSBox1, u_BlowfishS-
Box2, u_BlowfishSBox3 and u_BlowfishSBox4 are run concurrently with the signal Q[9:0] 
from the same u_BlowfishPiROM for the storage process of π data. Then, the 32-bit binary 
output data are read from u_BlowfishPiROM at a positive clock edge. It is found that by 

(a)

(b) 

Fig. 5  The structure of different techniques for S-boxes: a proposed memory-based technique; b conven-
tional design technique
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implementing the memory-based technique, the  P2M Blowfish design does not require a 
look-up table (LUT) as memory and the total of slices used could be reduced. This factor 
therefore leads to a faster encryption or decryption process and reduces the design core 
size. In Zynq-7000, a slice contains a set number of LUTs, flip-flops (FFs) and multiplexers 
that are used to perform logic, arithmetic and memory functions [24].

The proposed technique is quite different from the conventional technique as illustrated 
in Fig. 5b. The 256 × 32-bit registers are used for each S-box, which shows the involvement 
of many groups of FFs that store a bit pattern. A single register has a clock, input and out-
put data. It also enables a signal port. The 32-bit input data of addr are latched and stored 
internally for every clock cycles. This method slows down the speed of the Blowfish per-
formance as each register has its own timing delay.

5  Hardware Architecture

In order to evaluate the performance of the proposed  P2M Blowfish on the hardware imple-
mentation, two Zynq-7000 FPGA platforms are used as a transmitter and receiver. Since 
the Zynq-7000 integrates the ARM core and Xilinx programmable logic in a single device, 
this feature allows the proposed design to be enhanced with very high data storage. This is 
because an extra on-chip memory and external memory interfaces through the ARM core 
can support to store this data. Furthermore, the ARM core also supports for the USB as IO 
peripheral for computer connection to enable the data analysis. The hardware requirement 
can be determined through the FPGA implementation in terms of slices, FF, LUT, BRAM 
and input output (IO) block. Besides that, the power consumption can also be configured 
based on the hardware utilization. Meanwhile, the throughput can be analyzed based on the 
maximum clock frequency performed by the proposed design. In this work, the maximum 
clock frequency during the synthesis is 324  MHz implying that the proposed Blowfish 
encrypts and decrypts at a very fast speed.

To test and validate the proposed  P2M Blowfish in the real-time transmission, the exper-
imental set-up using FPGA-based radio platform is depicted in Fig.  6. In this work, the 
UART module is used as a communication between the FPGA platform and ZigBee RF 

Fig. 6  Experimental set-up of the proposed  P2M Blowfish architecture using FPGA-based radio platform
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module. This ZigBee module provides a cost effective wireless connectivity to the elec-
tronic devices [14]. It can be integrated with the FPGA through UART with a data rate of 
250 Kbps at 2.4 GHz frequency band. As shown in Fig. 6, the encrypted data of 128-bit 
is transmitted for every 8-bit packet from the FPGA platform to the ZigBee module. The 
FPGA platform in the transmitter block stores the default data known as the test vectors 
data to activate the BER checker. Meanwhile, the FPGA platform in the receiver block 
stores the incoming data from the transmitter. This data are later checked against the data 
stored in the transmitter as reference data. If there is any occurrence of mismatching in the 
data, an error counter will be incremented.

During a real-time transmission, the encrypted data can only be captured by a Chip-
Scope at a maximum clock frequency of 100  MHz in order to avoid timing error. The 
ChipScope tool integrates key logic analyzer as well as other test and measurement of the 
hardware components with a target design inside the supported Xilinx FPGA devices [25]. 
This tool communicates with these components and provides the designer with a robust 
logic analyzer solution [25].

6  Performance Comparison

In this section, the performance of  P2M Blowfish design is compared with the other Blow-
fish designs from previous studies. This section is categorized into four parts which are the 
FPGA utilization, throughput, power consumption and real-time measurements.

6.1  FPGA Utilization

Table 3 presents the FPGA utilization of  P2M Blowfish architecture based on a post-imple-
mentation report from Vivado. The dual-core part of this Blowfish requires only 1.5% 
slices which is 3.5% less than the work in [23]. For Zynq-7000, four LUTs and eight FFs 
as well as multiplexers and arithmetic carrying logic form a slice where two slices form 
a configurable logic block [24]. One FF per LUT can optionally be configured as latches 
[24]. This Blowfish also uses 1% LUTs that is used for random logic implementation or 
distributed memory. The usage of FF is 0.4% and there is no input output (IO) block used 
since the dual-core architecture only involves internal signal for the data flow. The utili-
zation of BRAM for S-boxes and u_BlowfishPiROM is about 2.5%. The comparison of 
hardware utilization between the dual-core of  P2M Blowfish design and previous research 
works is shown in Fig. 7. The outcome of this comparison shows that the proposed Blow-
fish design has the smallest design size with the least number of hardware requirements.

Since the proposed  P2M Blowfish design functions as a security radio system for real-time 
validation based on ZigBee standard, the total of slices and FF used increases to 14.3% and 

Table 3  Architectural characteristic of the proposed  P2M Blowfish design

Architecture Slices FF LUT BRAM IO

Dual-core 196/13300 (1.5%) 401/106400 (0.4%) 517/53200 (1%) 3.5/140 (2.5%) 0/200 (0%)
P2M 1906/13300 (14.3%) 4820/106400 

(4.5%)
4098/53200 (7.7%) 65.5/140 (46.8%) 18/200 (9%)
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4.5% respectively as observed in Table 3. This is followed by the usage of 7.7% LUT. The uti-
lization of these parameters increases due to the requirement of additional logic blocks needed 
for the UART, frequency divider and test vector modules. The usage of BRAM has also 
seen to be increased by 44.3% for the integrated logic analyzer (ILA) purpose. ILA requires 
the block memory to store a data when a certain condition is met. The size of this memory 
depends on the width and depth of data as IO which has been implemented in the design. The 
usage of IO blocks is measured to be totally 9%.

6.2  Throughput

In this paper, throughput is directed towards evaluating the characteristic and performance 
during synthesis of the proposed Blowfish architecture. Throughput is calculated as Eq. (2) 
based on [26].

Latency is the time interval between the starting of encrypted/decrypted per block data and 
the starting of output data, which is calculated in clock cycles [27]. In reliable two-way com-
munication systems, latency limits the maximum rate that information can be transmitted. If 
a security algorithm is directed toward a device that wakes up, captures data, encrypts data, 
transmits data, and reverts to sleep mode, latency can become an issue because the longer the 
system needs to be awake, the more power is required [27]. Hence, latency should be as small 
as possible to achieve a power saving system [28]. Furthermore, longer battery lifetime is nec-
essary, particularly for mobile devices.

The comparison of throughput per slice can be determined with the size and transmission 
speed. This procedure is the most objective method of comparing different security architec-
tures [29]. The equation for throughput per slice is shown as below.

(2)Throughput (Gbps) =
128bits * Maximum Clock Frequency (MHz)

Latency

Fig. 7  Comparison of hardware 
utilization between the dual-core 
part of  P2M Blowfish design and 
previous research works
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In Table 4, the proposed  P2M Blowfish has the smallest latency and the highest clock 
frequency if compared to the Blowfish designs of the previous works. The throughput 
and throughput per slice of the proposed Blowfish are 10.5% and 14.6% higher than [20], 
respectively. The highest throughput achieved by the proposed architecture indicates that it 
has the highest encryption speed and the best performance. Meanwhile, Fig. 8 shows that 
the throughput per slice for  P2M Blowfish design is 0.907 Mbps/slice, which is still higher 
than the previous research works.

6.3  Power Consumption

The power requirement for the proposed  P2M Blowfish architectures is discussed in this 
section. The Vivado Power tool was used to analyze the power consumption. In this paper, 
the dynamic power is analyzed. Dynamic power is associated with design activity and 
switching events in the core or IO of the device [30]. It is determined in terms of clock 
trees, logic, signals, BRAM, and IO power. This analysis introduces a very efficient method 
of locating the blocks or parts of the design that are the most deprived in the power aspect, 
thereby providing an easy path to power optimization [30].

Table  5 shows the comparison of power consumption performed between the  P2M 
Blowfish design and previous research works. In the proposed Blowfish design, there is 

(3)Throughput∕slice =
Throughput (Gbps)

No.of slices used

Table 4  Performance data of the proposed  P2M Blowfish design

Max. clock frequency (MHz) Latency (cycle) Throughput (Gbps) Throughput/slice (Mbps/slice)

324 24.0 1.728 0.907

Fig. 8  Comparison of throughput per slice of the proposed  P2M Blowfish design with reference works
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about 71% of the total power consumption is obtained from the IO blocks. However, there 
is no power consumed by BRAM although this design has utilized 46.8% BRAM. The 
power consumed by clock, logic and signal are 4 mW, 5 mW and 6 mW respectively. Over-
all, the total power consumed by the proposed Blowfish is 21% lower than the work in 
[3] with the highest throughput among the others. These findings indicate that the power-
throughput of the proposed Blowfish design could be improved through the combination of 
parallel, pipelined and memory-based techniques.

6.4  Real‑Time Measurements

The results for real-time measurements based on BER, received power and communi-
cation range in indoor environment are discussed in this section. Each data frame con-
tains of (2 × 64)-bit with 30 addresses for data transmission through ZigBee module. The 
encrypted data is transmitted and received by FPGA platform through UART ports at 
9600 baud rate with one stop bit, no parity and 8-bit data. The RF power for ZigBee mod-
ule in transmitter part is set at five levels which are 2 dBm, 4 dBm, 6 dBm, 8 dBm and 
10 dBm. Meanwhile, the RF power for Zigbee module in receiver part remains 10 dBm. 
The measurement of the proposed work is done up to maximum of 61 m in distance gap 
between the transmitter and receiver because there is no signal received after this dis-
tance as depicted in Fig. 9a. The data transmission with 10 dBm power level is discovered 
to be the best transmission since data error only start to occur at the distance of 52  m 
when it is compared to the other transmissions with lower power levels. It is also showed 
that even though the lowest BER at 61  m is only 33.9% with 2  dBm power level, the 
received power is the lowest among the others with − 71.77 dBm as illustrated in Fig. 9b. 
The highest received power is − 24.98  dBm with 10  dBm RF power at 50  m distance. 
Meanwhile, Fig. 9c shows that the maximum BER is 56.2% with a low received power of 
− 63.99 dBm.

Generally, the increment of the communication range will affect the BER obtained 
to be higher and influence the received power to be lower as indicated in Fig. 9. This 
measurement also shows that the  P2M Blowfish design has a good performance for 
the indoor transmission since its BER is < 60% at 61  m with the received power of 
< − 75 dBm.

Table 5  Comparison of power 
consumption of the proposed 
 P2M Blowfish design with 
previous studies

Ref. Throughput (Mbps) Power 
consumption 
(mW)

[3] 780.0 66
[6] 303.6 515
P2M Blowfish 1728.0 52

Fig. 9  The results of real-time transmission based on BER, received power and communication range. a 
Maximum BER versus communication range (m); b received power (dBm) versus communication range 
(m); and c maximum BER versus received power (dBm)

▸
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(a) 

(b) 

(c) 
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7  Conclusion

The  P2M Blowfish design is proposed in this paper with real-time transmission over Zig-
Bee standard using FPGA-based radio platform. This Blowfish was developed with three 
design techniques which are parallel, pipelined and memory-based. The proposed design 
was analyzed and compared with the other previous studies in terms of FPGA utilization, 
throughput, power consumption and real-time measurements. The results comparison indi-
cates that the proposed Blowfish has reduced 3.5% FPGA utilization and 21% power con-
sumption. This Blowfish also has a throughput of 10.5% and throughput per slice of 14.6% 
higher than other previous studies. Based on these findings, the  P2M Blowfish design pos-
sesses the best performance among the others. These parameters are important to fulfill 
the requirement of current research trend that is leading towards a compact mobile sys-
tem with higher data transmission speed and longer battery usage than the existing one in 
the market. The results of the real-time transmission in terms of BER, received power and 
communication range were also analyzed to determine the quality of a digital transmission 
system of the proposed Blowfish. The results show that the encrypted data can be transmit-
ted without any error with a distance up to 50 m in an indoor environment.
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