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Abstract

In this paper, secrecy performance of a cognitive two-way denoise-and-forward relaying
network consisting of two primary user (PT and PD) nodes, two secondary source (SA and
SB) nodes, multiple secondary relay (SR;) nodes and an eavesdropper (E) node is consid-
ered, where SA and SB exchange their messages with the help of one of the relays using a
two-way relaying scheme. The eavesdropper tries to wiretap the information transmitted
between SA and SB. To improve secrecy performance of the network, two relay selection
schemes called maximum sum rate and maximum secrecy capacity based relay selection
(MSRRS and MSCRS) are proposed and analyzed in terms of intercept probability. It is
proved that the MSRRS and MSCRS schemes have the same secrecy performance. Two
parameters called average number gain and average cost gain are proposed to show the
performance of the proposed relay selection schemes. Numerical results demonstrated that
with 10 relay nodes, the proposed relay selection schemes can achieve, respectively, 3.7 dB
and 1.9 dB’s improvements in terms of the reduced intercept probability and the enhanced
secrecy capacity compared to the traditional round-robin scheme.

Keywords Two-way relaying - Physical layer security - Cognitive wireless network -
Relayselection - Denoise-and-forward relay - Intercept probability

1 Introduction

Cognitive radio (CR) has received much attention from the research community due to its

improvement of spectrum utilization efficiency of wireless networks [1-3]. Generally, for a
CR network, there exists two classes of users, namely, licensed and unlicensed (also called
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primary and secondary) users using two types of spectrum sharing methods: overlay and
underlay approaches. For the overlay approach, secondary users directly access the primary
users’ spectrum when the primary users are in the idle status. For the underlay approach,
however, secondary users can utilize the primary users’ spectrum without deteriorating the
quality of service of the primary users. On the other hand, cooperative relay technologies
can resist fading and path loss effects and have received much attention as well.

Physical-layer security is an emerging technique being able to secure the open com-
munication environment against eavesdropping attacks at the physical layer [4]. Wyner
proposed the wiretap channel model and studied its information-theoretic security in [5].
Leung-Yan-Cheong and Hellman [6] extended Wyner’s work to the Guassian wiretap chan-
nel. Dong et al. [7] addressed the secure transmission issues by using cooperative relaying
techniques, where different cooperative relaying protocols are considered, i.e., decode-and-
forward (DF), amplify-and-forward (AF), and cooperative jamming (CJ). By using AF and
DF relaying, Zou et al. [8] proposed an optimal relay selection scheme for physical-layer
security. Chen et al. [9] and Zhao et al. [10] investigated the physical-layer security prob-
lem in the two-way relaying systems and proposed an effective relaying technology that
can improve both the spectrum efficiency and the throughput simultaneously. Wang et al.
[11] proposed a jammer selection scheme to enhance the secrecy performance of an DF
two-way relaying network. Ding et al. [12] studied opportunistic relay selection scheme for
the physical-layer security of artificial noise aided DF two-way relaying network.

However, most of the existing works regarding physical-layer security of two-way relay-
ing do not consider cognitive radio settings. It is worth-mentioning that due to the interfer-
ence between primary and secondary users, investigating secure techniques at the physi-
cal layer for a CR network becomes much more difficult. Zhang and Gursoy [13] studied
secure communication in cognitive two-way relaying networks by using multi-relays beam-
forming designs. The authors of [14] investigated a new cooperative paradigm to provide
information security for the primary network in cognitive two-way relaying networks. In
[15], a joint resource allocation and relay selection scheme is proposed to secure the com-
munication of CR networks via DF relays. Zhao et al. [16] investigated the physical-layer
security problem of cognitive DF relay networks over Nakagami-m fading channels. Dif-
ferent from [13—16], we investigate secure techniques of secondary users for a two-way CR
network by using denoise-and forward (DNF) relaying. It should be noted that, unlike DF
relay, the DNF relay only detects and re-modulates the XOR of the two sources transmitted
bits [17-19], and can result in more throughput than that of AF and DF relaying under low
signal-noise-ratio (SNR) regime [20]. Table 1 gives a summarized comparison between the
existing works and our work.

The network considered in this paper consists of two primary users (PT and PD), two
secondary sources (SA and SB) and multiple secondary relays (SR;) in the present of an
eavesdropper (E). In the network, the secondary users transmit only when they detect a

Table 1 Existing works regarding physical-layer security of two-way relaying networks

Relaying protocol Multiple relay selection Secure beamforming Cooperative  In cogni-
jamming tive radio
networks
AF [9] [10, 13] [9, 14] [13,14]
DF [11,12, 15, 16] - [11,12] [15, 16]
DNF This work - - This work
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spectrum hole. First, we propose two relay selection schemes called maximum secrecy
capacity relay selection (MSCRS) and maximum sum rate relay selection (MSRRS)
schemes. Second, closed-form expressions of intercept probability of the two proposed
relay selection schemes are derived, where the missed detection of spectrum hole is con-
sidered. Moreover, we propose two parameters called ANG and ACG to show the per-
formance of the proposed relay selection schemes. Our simulation results confirmed the
efficiency of our propositions.

This paper is organized as follows. The system model under investigation is presented
in Sect. 2. In Sect. 3, the intercept probabilities of the proposed MSCRS and MSRRS
schemes as well as the traditional round-robin scheme are derived. ANG and ACG param-
eters are introduced in Sect. 4. The numerical results are presented in Sect. 5. Section 6
concludes the paper.

2 System Model

As shown in Fig. 1, the considered CTWDNFR network consists of two primary users PT
and PD, two secondary users SA and SB, N relay nodes SR;,i € {1,2, ..., N}, and one eaves-
dropper E. For spectrum sharing, the overlay approach is employed. The two secondary
users SA and SB use the two-way relaying scheme to exchange messages with each other.
There are two time-slots in one round of transmission between SA and SB. In the first time-
slot, SA and SB transmit their messages x, and xz to N relays, and then the selected relay
uses the DNF protocol to decode the message into xg, which is combined with x, and xz. In
the second time-slot, the relay forwards x; to SA and SB. During the first and the second
time-slots, E aims to wiretap SA, SB and the relay’s signals. Let x, denote the signal trans-

mitted by primary user PT. Without loss of generality, E[|xA|2] = E[|xB|2] = E[|xp|2] =1
is assumed.
Suppose that there is no direct link between SA and SB because of deep channel fading.

Furthermore, all the relays cannot communicate with each other. We use “H—L" to denote
channel link from node H to L, where H,L € {SA, SB, SR, PT,E } The instantaneous

Tw

———» The first time-slot

,,,,,,,,,,,, » The second time-slot

Fig.1 System model
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channel gain of link H—L is denoted by hy; and assumed to be zero mean complex Gauss-
ian random variables with variance O'HL All the channels are assumed to undergo Ray-
leigh fading and to be independent and reciprocal. Thus, we have hy; = h; . Let Py
denote the transmit power of SA, SB and SR;, and P, denote the transmit power of PT.

Meanwhile, let N, denote the variance of the zero mean additive white Gaussian noise at

2 2
all the receiving nodes. Furthermore, E[PS|hSBSR’_| /No] :E[PS|hSASR,| /NO] =1/4q,

2 2 2 2
E[PP|hPTSRi‘ /No] = E[PPthTSA| /No] = E[PPthTSB| /No] = E[PPthTE| /No] =1/
and E[Ps|hSAE|2/No] = E[PS|hSBE|2/N0] = 1/ are assumed. Let R, and Ry denote the

transmission rate of source SA and SB, respectively, and R, = R, = R is assumed.

In this paper, SA and SB exchange their messages only when they detect a spectrum hole.
Let A denote the result of spectrum detection, where A = H, indicates that the licensed spec-
trum is unoccupied, while H=H , represents the case that licensed spectrum is used. Moreo-
ver, P, = Pr (H = Hy|H, ) and P; = Pr (H = Hy|H, ) are used to denote the probabilities of
correct detection and missed detection, respectively.

For the case of A = H,,, SA and SB exchange messages via the selected relay SR,. Thus, at
the end of the first time-slot, the signal received at SR, can be expressed as:

y;}t VPshsasgXa + \V Pshgpsg X + \/ aPphprsg Xp + ng, (D

where a = { ?’ ZO, ng is the additive white Gaussian noise at the relay SR;.
) 1 !

Here, the two sources’ transmission rate R should follow the bellowing constraints.

R <Ca(SNRY, )

1
R <Ca(SNRY, ) ®
R< %Ca(SNRl“>
2 2
h _ 11 1 Ist 7S|/’ISASRl| Ist 75|hSBSR[|
where Ca(x) = ;logy(1 +x), SNR gy sp, = , SNRgsr =

2 2 ’
ay,,|h,,TSRi| +1 a}'["hPTSR,-| +1

SNR;%[_ _ YS|hSBSR,|2+}’S|hSASRi|2’ re=5y, =1

DtVP|hPTSR,»|2+1
At the end of the first time-slot, the signal received at E can be expressed as:
vt = VPshgupxy + \/Pshsppxy + \ aPphprgxp + ng (3
Thus, the maximum information that E obtains can be expressed as
1, = max (Ca(SNRg, ), Ca(SNRgg ) ) 4)

2 2
7s|hsae| s | s |
where SNRgyp = —————, and SNRygp = ———————.
SAE YsthBE|2+“VP|hPTE|2+1 SBE VSlhA€AE|2+“VP|hPTE|M+1
In the second time-slot, SR, forwards x; to SA and SB, and the signal received at SA, SB and
E can be, respectively, expressed as:
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N =V Pshgsspxp + VaPphprsyxp + 1y ©)
ypd =y Pghgpsg Xg + V @PphprspXp + np ©
i =y Pghgsg xg + \ aPphprgxp + ng ™

From (5) and (6), SA and SB use their self-information being transmitted to the relay in the
first time-slot to decode xg. Thus, R should follow the bellowing constraints.

2nd
R <Ca( SNRZ,, )

®)
2nd
R <Ca( SNRZ,, )
s s
ond . Ts|sask; ond . Vs|sBsr;
where SNRS;’S )= SNRSZiSB =

arp|hppsy | +17 arp|prss | +1

From (2) and (8), the maximum value of R is given by.

Rpyp_; = min (CG<SNRlSt > Ca(SNRISt ) 1Ca<SNR;;ti>,

SASR; SBSR; ) 5 ©
2nd 2nd
Ca( SNRZS,, ). Ca(SNRZE, ) )

It is worth-mentioning that, the eavesdropper E can decode x, or xz from x only when E
has intercepted x4 or x; in the first time-slot, meaning that £ cannot intercept any informa-
tion from the signal xj if the SA — SR; and SB — SR; transmission in the first time-slot are
kept secrecy.

3 Relay Selection Schemes and Intercept Probability Analysis

Here, we study two relay selection schemes called MSRRS and MSCRS schemes in addition
to the traditional round-robin scheme.

3.1 MSCRS Scheme

For the MSCRS scheme, the relay having the maximum instantaneous secrecy capacity is
selected as the optimal relay. Thus, the MSCRS criterion can be expressed as

sed . d
max CYPP0 if max  CPPP >0

ie{12....N} 57t i€{12....N} S7i
o=argy’ {max }R ; lfl (max }Cpmposed =0 (10)
ie{l,2,..N} DNF-©° (1,2, N} S

where o denotes the subscript of the selected optimal relay. C2"7***

i is the system secrecy
capacity of relay SR;, and can be expressed as
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roposed st 1t
C&™ = [Ropwr—y = 1] (1n

a, ifa>0
0, ifa<g0

It should be note that in the case of CY"” osed — 0, i€ (1,2,...,N}, we will choose the
optimal relay which can provide the maximum sum rate. Here, the global CSIs of all the chan-
nels are assumed to be available, which is a common assumption in the literature. However,
CSIs of the wiretap channels, ie., SA — E, SB—E, SR; — E, PT — E links, are not always
easy to be estimated because the eavesdroppers are passive. Thus, we should consider a more
practical scheme without requirement of CSI of the wiretap channel, which will be described
in the next section.

where [a]t = {

3.2 MSRRS Scheme

For the MSRRS scheme, the relay having the maximum instantaneous sum rate is selected as
the optimal relay. Thus, the MSRRS criterion can be expressed as

l=arg ie{{g??(.,m Rpnr-i (12)
where / denotes the subscript of the selected optimal relay.
According to (10) and (12), we have the following Proposition.

Proposition 1 For a CTWDNFR network, the MSCRS scheme equals to the MSRRS
scheme. In other words, the CSI of wiretap channels has no effect on the MSCRS scheme.

Proof From (10) and (11), the MSCRS scheme equals to the MSRRS scheme if

m !
i€{12,...N} e{1.2,...N

rewritten as o = arg {%axN)(RDNF_i -1 ;_’l.). From (4), I ;_tl is always independent from
ie{l,2,...,

the selected relay SR;. Then MSCRS scheme can be rewritten as o = arg {{r;ax VI Rpnr_is
ie{l,2,...,

which equals to the MSRRS scheme. This completes the proof.

Thus, we only analyze the MSRRS scheme in the rest of this paper. The intercept event
is defined as that the eavesdropper can successfully decode x, or x; during the two trans-
mission time-slots. However, E can decode x, or xz from x; only when E has intercepted
Xg or x, in the first time-slot. With (12), the intercept probability of the network can be
expressed as

SRRS _ p Ist
pM =Pr max Rpyyp_: <1,
in—l (ie{ 12,...N} DNF—-i X TE—j

ﬁ=%) (13)

Considering that the primary network still occupies the licensed spectrum while the sec-
ondary network detects a spectrum hole, which is a missed detection case, and by using the
total probability law, (13) can be rewritten as
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in—I

MSRRS _ Ist
P’ =Pr < max v Rpnp—i S 1,

Hy, H = H0> Pr(H = Hy|H, )

i€12,..,
Q
' (14)
1 7 — 7 —
+Pr <ie[{2??(.,N] Rpnr-i < IES—ti’Hl?H = Ho) Pr (H = Ho|H, )
0.

where Q, = Pr < ma N]RDNF_,- < IIIES_‘i|HO,ﬁI =H, >

ie(1.2,...,

=Pr( max R ,<1151.|H,FI=H.
0, (ie{l,z .... wy onE=i S g 0

Here,1/A¢ > land 1/ > 1are assumed to simplify the derivation of (14). In the case
of H, occurring, Q, can be rewritten as

. 2 2\ 1 2 2
Q,=Pr (ie({g;,l.).(,,N) min <Ca<ys|hSASR,) >,C“<}’s|hs3s1<,| >, Eca<ys‘hSASR,| + 7s|hsss1<,| >>
hous|” hege|”
< max <Ca(7’5| .SAE| )’Ca(75| SBE| )>>

I hSBE|2 Vs|hSAE|2
15)
According to “Appendix A”, we can obtain
N—1 N—m2(N-m—n)
Q=1+ % X UGy Chy oA
m=0 n=0 k=0
16
—(k=1)/2 oo =Dy (1o
X (N —m)~ /2 ghs(N=m) / uz e du
4Ag(N—m)
r(%,MS(N—m)), k> 1
- G Ei(1,4A4(N — m)), =1
where /[ uz letdu= s
Jaisov-m 2\/7 <erf< VALV = m)) - 1)
+2e= 45N (47N —m)) "%, k=0

In the case of H, occurring, O, can be rewritten as
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Ca 75"h5A5'Ri2|2 Ca 75“h5‘b‘5‘R,-2|2 7
7P|hPTSRi‘ +1 7P|hPTSRi‘ +1

2 2
}’S|hSASR, | +Vs|hSBSR,- |

]
min| =Ca

_m 5 2
0, =Pr i€(1,2,....N} rp’hpm[| 41
2 2 (17)
Ca I |hSASR i ’ I ‘hSBSR, ’
YP|hPTSA|2+1 ’ 7P|hPTSB|2+]

|nsa |” |su|”
< max Ca( Vs 2 SAE -, Ca ’s ‘ SBE .
75|hSBE| +}’P|hPTE| }’s|hSAE| +VP|hPTE|

However, it is difficult to obtain a closed form solution to Q,. Although finding a general
closed-form expression for P?ZEI;RS is challenging, we can obtain the numerical results by
computer simulations. O

3.3 Round-Robin Transmission Scheme

For the round-robin transmission scheme, N relays act as a DNF two-way relay to help the
sources’ transmission in turn [21]. The intercept event is defined as that the eavesdropper can
successfully decode x, or xg during the two transmission time-slots. However, E can decode
X, or xz from xj only when E has intercepted x; or x, in the first time-slot. Thus, an intercept
even in the first time-slot results in a system interception, giving

round __ 1st
Pt = Pr (Rpry < I,

in—i

i = Hy ) (18)

Considering the missed probability of the spectrum detection and by using the total prob-
ability law, (18) can be rewritten as

in—i

pround _ pr (RDNF—i < [és_ti|H0,I:I = H, > Pr (I:I = HOlHO)

G
‘ ) ) (19)
+Pr (RDNF_,» <18 |H, B = H, ) Pr (H = Hy|H, )
S

where G, = Pr (RDNF_i < 1B |y H = H, ). G, =P <RDNF_,~ <1 | = Hy )

To simplify the derivation, 1/4¢ > 1and 1/A; > 1 are assumed. By substituting & = 0 to
(2) and (8), G, can be rewritten as

) 2 2\ 2 2
min | Ca J’s|hSASR,.| ,Ca 75|hs3s1e,‘ ,ECa }/S)hSASR,| +VS‘hSBSR,»)
< max (Ca<VS|LAE|Z)Ca<M)>

}’5|hs35| YslhsAE|

G, =Pr
(20)
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Substituting @ = 1to (2) and (8), G, can be rewritten as

Ca Vs|llsASR,-Jz ) Ca YS|IlsBSRi2|2 i
7P|h1—"1'5R,-| +1 Vf’IhPTSR,-| +1

2

2
Ys |hSASR,- ' +rs ’hSBSR,-

min %Ca .
Pr 7P’hPTSRi | +1 (2 1 )

2 2
Ca VS|hSASR,-2| , Ca y5|hSBSRi2|
velhprsa| +1 ve | hprss | +1

7s |hSAE |2 Vs |hs35 |2
<max | Ca| ——— ), Ca| ———
J/SIhSBEl +YP|hPTE| Ys|hSAE| +YP|hPTE|

According to “Appendix B”, we have

G =1- e-“s<(2\/2e“s,1§/2 + \/Ze“ué/z) (erf(Z\//l_s) - 1) — 2Age"SEi(1,445) + Ag + 1)
(22)
However, it is quite difficult to obtain a closed-form solution to G,. Although finding a gen-
eral closed-form expression for P;”:’}d is challenging, we can obtain the numerical results
by computer simulations. As aforementioned, N relays act in turn as a DNF two-way relay
in the round-robin transmission scheme. Thus, the intercept probability of the round-robin
transmission scheme is the average intercept probability of N relays, given by.

s

N
I

=

m—i

Protmd 1%] Z P(om?d (23)
1

4 Tradeoff Between Performance and Relay Numbers Analysis

It is well known that with increasing the number of relay nodes, more performance gain
can be achieved. However, with the increment of relay numbers, the cost of relay deploy-
ment will also increase. Thus, it must exist a tradeoff between performance gain and relay
numbers. Two parameters called ANG and ACG to study the performance improvement
from the increment of the relay numbers. Here, ANG is defined as the ratio of intercept
probability improvement to the relay numbers, which can be written as the following.

/PMSRRS(n) 1/Pi\/ISRRS(1)

ANG(n) = —n=1 (24)

n

where 7 is the number of the relays, and PYSk%5(n) is the intercept probability of the network
with n participated relays, which is given by (13). Here, we use 1/PYSRRS () — 1 /PMSRRS (1)
to show the improvement of the intercept probability.

ACG is defined as the ratio of intercept probability decrement to relay cost, which can
be written as.

/PMSRRS(n) /PMSRRS(] )

in—I in—l
ACG(n) = r—— (25)
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Fig.2 Intercept probability verse N of G, and Q;, round-robin and MSCRS schemes where P, = 0.9,
P;=0.1,1/A;=20dB,1/A; = 10dB and /4, = 0dB

where w is coefficient indicating the cost of the relays taking part in the cooperating but
not being selected. The cost of the selected relay is assumed to be 1. Because the unse-
lected relay nodes keep silence during the relaying phase, its cost will be smaller than the
selected relay, thus we have w € (0, 1).

From (13)-(17), we find it is difficult to obtain a closed-form solution for ANG and
ACG, computer simulations will be conducted to analyze the tradeoff between the system
security performance and the relay numbers.

5 Numerical Results

In this section, numerical results are presented to demonstrate the performance of the
proposed schemes. According to the IEEE 802.22 standard, P, > 0.9, indicates Pf < 0.1
Here, we assume P, = 0.9 and P, = 0.1. Moreover, 1/4; = 10dB is assumed. Figure 2
plots the intercept probabilities of the MSCRS, MSRRS and round-robin schemes as a
function of the number of the available relay nodes. Here, we consider two cases, namely,
the missed detection probability is zero and nonzero. 1/4, = 0dB and 1/4; = 20dB are
assumed. Figure 2 shows that MSRRS scheme has the same performance as the MSCRS
scheme which has been proved in Proposition 1 . It can be observed that as the relay num-
ber increases, the intercept probability of the MSCRS and MSRRS schemes decrease,
meaning that the system secrecy performance can be improved by increasing the num-
ber of relays. Figure 2 also shows that with 10 relay nodes, the intercept probability of
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Fig.3 Intercept probability verse 1/Ag with round-robin and MSCRS schemes where N =4, P, = 0.9,
Pr=0.land1/i; =10dB

our proposed MSCRS and MSRRS schemes can be reduced by 3.7 dB compared to the
traditional round-robin scheme. In addition, it can be seen that the simulation results of
G, and Q, are extremely close to the theoretical values, confirming the correctness of our
derived expressions. It should be pointed out that the intercept probability of the round-
robin scheme stays unchanged when the number of relays increases. This is because that
all the relay nodes serve as a DNF two-way relay to help the sources’ transmission in turn
and all relay-to-source links follow the same distribution. For the round-robin scheme, no
diversity gain is achieved.

Figure 3 depicts the intercept probability against 1/4g 02f the round-robin, MSCRS and

2
MSRRS schemes, where 1/ Ay is the exception of PS|hSBSR,| /N, and PS‘hSASR‘| /Ny-N =4

and 1/4; = 10 dB are assumed. Here, the following two cases are considered, i.e. (1)
1/Ap =0dB; (2) 1/4, = 10dB. Figure 3 shows that the intercept probabilities of the
round-robin, MSCRS and MSRRS schemes decrease when 1/4¢ increases. Moreover, it
shows that as 1/4, grows, the intercept probabilities of the three compared schemes
increase simultaneously. It can be observed that the intercept probability of our proposed
MSCRS and MSRRS schemes can be reduced by 2.6 dB compared to the traditional round-
robin scheme when 1/4¢ = 5dB and 1/4, = 10 dB. However, the performance of the con-
sidered two cases is very close because the primary user’s interference only exists in the
case that the licensed spectrum has been occupied, i.e., P, = 0.1. Figure 3 also shows that
the proposed MSCRS and MSRRS schemes have the similar performance.
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Fig.4 Average secrecy capacity verse relay numbers of round-robin and MSCRS schemes where P, = 0.9,
P;=0.1,1/A3 =20dB,1/Ag = 10dB and1/4, = 0dB

In Figure 4, we plot the average secrecy capacity against the relay numbers. The secrecy
capacity is defined as the gap between the main channel capacity and the wiretap channel
capacity, giving in (11). Here, 1/4¢ =20dB,1/4; = 10 dB and 1/4, = 0 dB are assumed.
From Fig. 4, it can be seen that the system gains more secrecy capacity with increasing the
relay numbers. The proposed MSCRS and MSRRS schemes are shown to have the same
performance, and they outperform the traditional round-robin scheme, achieving 1.9 dB
secrecy capacity when the relay number is 10. However, the increment of the achieved
secrecy capacity decreases when the relay numbers increase.

Figure 5 illustrates the average secrecy capacity against 1/Ag of the round-robin,
MSCRS and MSRRS schemes, where N = 4 and 1/4; = 10 dB are assumed. The follow-
ing two cases are considered, i.e., (1) 1/4, = 0dB; (2) 1/4, = 10 dB. From Fig. 5, it can
be seen that the average secrecy capacity of the round-robin, MSCRS and MSRRS schemes
grow when 1/ 4y increases. Figure 5 also shows that the MSCRS and MSRRS schemes can
gain 1.8 dB secrecy capacity than the traditional round-robin scheme when 1/43 =5 dB
and 1/Ap = 10 dB. Compared with Fig. 3, the better channel state of the secondary users,
the higher secrecy performance will be achieved.

To further show the secrecy performance of the system, we plot ANG and ACG verse
relay numbers in Figs. 6 and 7, respectively. In Fig. 6, ANG against relay numbers of the
round-robin, MSCRS and MSRRS schemes are plotted. Two cases are considered, i.e.
(1) 1/43=10dB; (2) 1/4g =20 dB. In addition, P, =0.9, P, =0.1, 1/4; =10 dB and
1/4p = 0 dB are assumed. Both the MSCRS and MSRRS schemes are shown to have the
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Fig.5 Average secrecy capacity verse 1/Ag of the round-robin and MSCRS schemes where N =4,
P, =09, P, =0.1and1/4; = 10dB

same performance in Fig. 6. It can be seen that for the MSCRS and MSRRS schemes,
ANG grows first with the increment of relay numbers, then it drops down after the highest
ANG point, indicating that we should consider both the relay numbers deployed and the
system secrecy performance achieved in practical. It shows that the highest value where the
ANG achieves of the MSCRS and MSRRS schemes are different in the two cases, which
means that the highest ANG is achieved when the relay numbers is 2 in case (1) while it is
achieved when the relay numbers is 3 in case (2). However, the ANG always stays zero in
the round-robin scheme of both two cases. This is because that there is no system security
performance improvement achieved by increasing the relay numbers.

Figure 7 plots the ACG against the relay numbers of the round-robin, MSCRS and
MSRRS schemes. P, = 0.9, P, =0.1,1/Ag =20dB, 1/4; =10dB and 1/4, =0 dB are
assumed, and three cases are considered, i.e. (1) w = 0.1; (2) w = 0.3; (3) w = 0.5. Fig-
ure 7 shows that ACG increases first, then decreases with the increment of relay numbers
in the MSCRS and MSRRS schemes. Different values of w indicate different costs of the
unselected relays. With the higher w, the lower ACG will be achieved, and the less relay
numbers where the best ACG achieves. We can also obtain that the ACG always stays zero
in the round-robin scheme of both two cases, which is also shown in Fig. 6.
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Fig.6 ANG verse relay numbers of the round-robin and MSCRS schemes where P, = 0.9, Pf =0.1,
1/ =10dBand1/4, =0dB

6 Conclusions

In this paper, we studied the secrecy performance of a DNF protocol based two-way relay-
ing in the cognitive radio network settings, where two secondary users try to communi-
cate with each other when detecting a spectrum hole. Both the correct and missed detec-
tion events are considered. In order to improve the system secrecy performance, two relay
selection schemes called MSRRS and MSCRS schemes are proposed. We proved that the
MSRRS and MSCRS schemes have the same secrecy performance. Intercept probability of
the proposed MSCRS scheme as well as the round-robin scheme were analyzed over Ray-
leigh fading channels, giving closed-form expressions in the correct detection event. We
propose ANG and ACG to analyze the performance improvement from the increment of
the relay numbers. Our simulation results show that the proposed schemes can significantly
improve the secrecy performance and the network will become more secure either when
the numbers of the relay increases or when the channel of the secondary users become
better. Furthermore, the MSCRS and MSRRS schemes are shown to have the same per-
formance, confirming the correctness of Proposition 1. It also shows that the ANG and
the ACG not always grow with the increasing of the participated relay numbers, which
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Fig.7 ACG verse relay numbers of the round-robin and MSCRS schemes where P, = 0.9, Pf =0.1,
1/A¢ =20dB,1/A, = 10dB and 1/4, = 0 dB
indicates that we should consider both the relay numbers deployed and the system secrecy

performance achieved in practical.
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Appendix A

Derivation of Q,

. 2 2\ 2 2
Let K5, = m;?‘x min <Ca<ys‘hSASRi| >vca<75|hSBSR,| >, Eca<75|hSASR,) +yS‘hSBSRi‘ ))v

2 2
ie{l,2,...,N}, K,, = max <Ca<m>,Ca<m>>. Because all the CSIs are

Ys |hSBE I2 Ys |hSAE|2

mutual independent, thus Q, can be rewritten as (26).

0, =Pr(Ky <Kp) = }I{Pr (K1 < x)f, (N)dx (26)
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2 2
We first derive Pr (K21 < x) .Leta, = Ys|hSASR,.| and a, = YS|hSBSR,.| , we have (27).

. 1
Pr (1(21 < x) =Pr <ie{{3?§’N) min <Ca(a, ), Ca(az), 5Ca(a,+a2)> < x>

1—Pr (min <Ca(al),Ca(a2), %Ca(al +a2)) > x))N

z

N
1-Prla, >2¥ —1,a,>2" - 1,a,+a, > (2% - 1) 27
——

N— N—m—n _2(N—m—n) ,—Ag 2)(N—
Z Cx(_l) mC;Lv_mAS m nZ( m n)e s2(z+2)(N—m)

The cumulative density function of K,, can be obtained from (28).

Fy () =Pr (K, <x)
hour|” hesr|”
=Pr<max <Ca(—ys| SAE|2),Ca(—yS| SBE|2>> <x>
vs|hsse| Ys|hsael
Pglhgis|” Pslhgsg|’ 28
=Pr(max< s| SAE|2’ s| SBE|2><22x_1) (28)
PS|hSBE| PSthAE|

22 )
_ = x=0.5
0 x<0.5

Thus, the probability density function of K,, can be expressed as (29).

In(2)
P W, (28 x>05 29
K ox 0 x<0.5

Thus, we have (30).

400 N N-m " )

g m=0 n=0 (30)

« e~ A1) (2= 142)N-m) In(2) dx
22x=2
Let y = 2%* — 1, (30) can be rewritten as (31).
N N-m +o0 — 2y (y+2)(N—m)
_ e s
Q =2 cnen _m(_l)N m/ llN—m—nyZ(N—m—n) 31
1 r;) ;), NEN : s Gr1? (31)
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Letu = A¢(y + 1)2(N — m), (31) can be rewritten as (32).

N—1N-m
0, =1+2) Y CucCy_, (=D ay-mnehsom
m=0 n=0
+00 m 2(N—m—n) ot m
L) )
425(N-m) Ag(N —m) gy As(N —m)
N—1N-m
=142) Y CnCy_ (~1V Ay e
m=0 n=0
+00 2(N—m—n) . u k/2 A N—-mn)—k el 1
8 /4/15(N—m) ; G- ( As(N — m)) b _wr zdu

\/As(N=m)

N—1N—m2(N—m—n)

_ k men 3N-3m—2n—k {N—m—n
=1+ 2 Z CZ(N—m—n)CNCme(_l) ’15
m=0 n=0 k=0

| k=12 o
X (—) e’lS(N_’")/ w2 e tdu
As(N —m) 4Ag(N—m)

N—1N—m2(N—m—n)

— mn k 3N-3m—2n—k {N-m—n—(k—1)/2
=1+ Z_;) Z:;) k_zo CNCN—mCZ(mefn)(_l) ’15

—(k=1)/2 oo ®=b_q
X (N —m)~ /2 ghs(N=m) / u =2 e "du
4Ag(N—m)
(32)
where
4:;?N—m) u's e du
r(%,ms(N—m)), k> 1
=1 Ei(1,444(N — m)), k=1
2V (ert(VARN =m)) = 1) 4+ 26N (43 =), k=0
Appendix B

Derivation of G,

Let K,; = min (Ca(a,),Ca(az), %Ca(a,+a2)> and K, = max (Ca(b), Ca(é)), where

2 2 hge|’ .
a; = Vs|hSASR,.| Ly = y5|hSBSRi| andb = % Because all the CSIs are mutual independ-
SBE

ent, thus G, can be rewritten as (33).

G, =Pr (K, <Kp,) = %Pr(l(” Sx)f,(lz(x)dx (33)
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We first drive Pr (K|, < x), given by (34).
Pr(K, <x)=Pr (min (Ca(al), Ca(a,), %Ca(al+a2)> < x)
<

=1-Pr (min (Ca(al), Ca(az), %Ca(al+a2)) x)

=1-Prla, >2%-1,a, > 2% - 1,a,4a, > (2* =1
1 2 1 2 ( )

Z
2(z+1) +00
=1- / / Age™*s" Age™ sV dudvy
z 2(z4+2)—v

+o0 +o0
- / / Ase™*s" Age™ " dudv
2z+1) Jz

=1- (1 + (2% - 1)2>e—*s(24*—1)

(34)

The cumulative density function of K, can be obtained from (35).
Fy (@) =Pr (K, <x)
=Pr (max (Ca(b), Ca(%)) < x>

=Pr (max (b, %) < 2% _ 1) (35

223
_ = x=0.5
0 x<0.5

Thus, the probability density function of K, can be expressed as (36).

0FK12(X) _ { 1“2% x>=05

2 2
ox 0 x<0.5

fie, () = (36)

Let y = 2% — 1, (34) can be rewritten as (37).
G, =Pr (K, <Kp)

o C 2\ a2 1) (22 -1)42) D (2)
= [ 1= (1 asfe - )@ 28

+00 , 1
=2 1= (14 A )e 02— g4
/l (1= s»’)e )(y+1)2 Yy

+o0 +oo (144 y2 e_}*s)’(Y"'z)
= 2/ 1 2dy - 2/ ( § ) 5 dy
1 G+ 1 +1)
= 1- e (2y/mets 1) + Vretay) 2) <erf(2\/ﬂs) - 1)

— e (=245¢*MEi(1,44¢) + A5+ 1)

(37
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