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Abstract
An efficient and robust handover is one of the essential requirements of several applica-

tions in LTE/LTE-A network. These applications are reliable only after a successful

authentication of communication entities. Hence, the third generation partnership project

has recommended the handover schemes for different mobility scenarios with a new key

management approach that increases the complexity of the overall system. To overcome

the above problems, researchers have proposed various handover authentication protocols.

But, most of the handover protocols can’t avoid the key escrow problem and suffers from

key forward/backward secrecy. Also, these protocols are vulnerable to various malicious

attacks and incur high computational overhead during the authentication process. There-

fore, these protocols don’t suit for handover authentication in LTE/LTE-A networks.

However, researchers have proposed the proxy signature based handover protocols but,

these protocols fail to achieve an adequate solution for proxy revocation and necessary

security demands. In order to mitigate the aforesaid problems, we propose a proxy sig-

nature based efficient and robust handover authentication and key agreement protocol with

revocation in LTE/LTE-A network. To prove the correctness of the proposed protocol, the

formal analysis is carried out by BAN logic and simulated using the AVISPA tool.

Moreover, the security analysis illustrates that the proposed protocol fulfills all the security

features and avoids the identified attacks. Finally, the performance analysis of the proposed

protocol is shown with existing handover protocols. The analysis shows that the protocol

has improved results in terms of transmission, storage, message and computation overhead.
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1 Introduction

From recent few years, there are various forthcoming wireless network technologies such

as Wireless Local Area Network (WLAN), Worldwide Interoperability for Microwave

Access (WiMAX) and Long Term Evolution-Advanced (LTE-A) are evolving to accom-

plish the increasing demands of various mobile services for higher data rates [1, 2]. In

order to provide a strong support for the evolution of the mobile devices/ wireless

equipments, LTE/LTE-A technology achieves lower access latency and flexible bandwidth

compared to all other wireless communication technologies [3, 4]. Due to the mobility of

wireless equipments in the LTE/LTE-A network, there are various handover applications

such as mobile multimedia service, tracking and tracing system, etc. To achieve the

security in various applications, it is essential to execute the efficient and secure handover

authentication protocol in the communication network [5, 6].

The architecture of LTE/LTE-A network is proposed by the Third generation partner-

ship project (3GPP) committee to acquire the aforementioned security demands. The

architecture consists of Evolved Universal Terrestrial Access Networks (EUTRAN) and

Evolved Packet Core (EPC) as shown in the Fig. 1 [7]. In EUTRAN, various base stations

(eNBs) connect with user equipments/mobile nodes (UE/MN). The 3GPP has recom-

mended a new base station HeNB (Home eNB) to improve the indoor coverage for

uninterrupted data services. Furthermore, EPC consists the Packet Data Network Gateway

(PDN-GW), Serving Gateway (S-GW) and Memory Management Entity (MME) that

communicates with the HSS. Mainly, EPC maintains the overall control on the UE and

establishes the communication bearers [8–10]. Moreover, the MME establishes the sig-

naling between the UE and the core network. The HSS consists of the UEs subscription

data and maintains the information of PDNs. Whenever UE associates with EPC through

EUTRAN, MME communicates to the HSS to obtain the respective authentication

parameters to achieve mutual authentication with the UE. In EUTRAN, each eNB/HeNB

communicates with another eNB/HeNB with X2 interface and with MMEs via S1 inter-

face. There are three approaches by which HeNB can communicate in the network such as:

Fig. 1 The network architecture of LTE/LTE-A
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(1) Closed Subscriber Group (CSG) approach (UE’s present in CSG list); (2) Hybrid

approach i.e each valid UE can communicate with HeNB but, those HeNBs in CSG list

have the higher preference and (3) Open mode approach (same as eNB) [11].

The EUTRAN can setup a HeNB Gateway (HeNB-GW) to establish the S1 interface

between the EPC and HeNB. Hence, the HeNB can communicate to the EPC via the S1

interface without any assistance of HeNB-GW. In the LTE/LTE-A architecture, the HenB

and enB can’t communicate directly to each other. Therefore, eNB needs to perform with

MME to communicate the HeNB. Primarily, 3GPP has recommended four handover

scenarios in the LTE/LTE-A network [8, 9]: LTE X2 based handover, S1 based intra/inter-

MME handover and S1 based hybrid/CSG HeNB handover. In addition, two handover

scenarios can be considered in LTE X2 based handover: (1) between eNBs and; (2)

between a HeNB and open mode HeNB. In these handovers, it does not require to contact

with the MME. In S1-based intra MME handover, same MME manages both the target and

source base stations. Whenever, UE communicates to a CSG/hybrid HeNB, S1-based

hybrid/CSG HeNB handover is operated. In addition, S1 based inter-MME handover is

executed in the network when different MMEs manage the different eNBs [12].

The 3GPP has illustrated and analyzed all the above handover scenarios in their pro-

tocols [13, 14] but, still these protocols suffered from some vulnerabilities as: (1) numerous

message exchange is required in the S1-based handover to contact the MME. Hence, the

communication network delays the handover and degrades the transmission performance.

In addition, a secure authentication medium is required between eNBs in LTE X2 based

handover. But, the handover between HeNB and open mode HeNB may generate com-

plexity due to its architecture. (2) 3GPP has recommended a new handover key derivation

scheme in LTE/LTE-A networks that generates various eNB keys based on vertical/hor-

izontal key management approach. Therefore, it increases the system complexity and

suffers from key forward/backward secrecy [15].

Furthermore, researchers have proposed various handover authentication protocols to

achieve the essential security demands in LTE/LTE-A networks [16–25]. These protocols

can be divided into five categories: (1) Authentication, Authorizing and Accounting (AAA)

server based protocol; (2) Security Information Transmission (SIT) based protocol; (3)

Identity-Based Cryptography (IBC) protocol; (4) Bilinear pairing based protocol; and (5)

Chameleon hash function based protocol. These protocols maintain the mutual authenti-

cation between the communication entities and basic security requirements but, fail to

achieve the key forward/backward secrecy and vulnerable to various identified attacks.

Moreover, the key escrow problem and high computation overhead are also observed in

these protocols during the key operations. Therefore, these protocols are not well suited for

secure handover authentication in LTE/LTE-A network.

Recently, the proxy signature based handover protocols [26–30] are also proposed to

avoid all the above problems in LTE/LTE-A networks. In the proxy signature scheme, the

HSS delegates its signing capability (proxy warrant) to the UE and eNB that allows them to

obtain the proxy signature on behalf of the HSS [31, 32]. These protocols fulfill most of the

security features and incur less bandwidth consumption compare to the above protocols

during the handover but, vulnerable to various security issues such as key escrow, privacy

preservation, redirection attack and revocation. The revocation is an important feature in

proxy signature schemes. The original signers can revoke the delegation rights from the

proxy signers whenever they compromised during the authentication process. Although,

researchers have proposed the proxy signature based protocols with revocation [33, 34]

but, these solutions for revocation don’t suit to handover protocols in LTE/LTE-A
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networks. Hence, it is require to propose a proxy signature based efficient and robust

handover authentication protocol with revocation in the LTE/LTE-A networks.

1.1 Technical Contribution

In order to avoid the above identified problems and fulfill all the security requirements, we

propose the efficient and robust proxy signature based handover authentication protocol

with revocation. The main contributions of this paper are as follows.

1. In the proposed protocol, UE and new eNB achieve the secure mutual authentication

during the handover process. Meanwhile, a shared secret key is established between

UE and eNB. In addition, the protocol establishes the revocation property whenever

the UE/eNB compromised during the handover authentication. Also, the protocol

preserves the privacy of UE and eNB during the key distribution with the

authentication entities.

2. The protocol is applicable in all the mobility scenarios and maintains the key forward/

backward secrecy during the handover authentication process.

3. The proposed protocol is formally verified by BAN logic and simulated using the

AVISPA tool. The analysis proves the correctness and represents that the protocol

achieves all the security goals.

4. The security analysis of the protocol is presented with respect to various security

parameters. The analysis shows that the protocol avoids all the identified attacks. Also,

the proposed protocol resists from the key escrow problem.

5. The performance evaluation of the proposed handover protocol is carried out in terms

of transmission overhead, storage overhead, message overhead and computation

overhead with respect to existing protocols.

1.2 Organization of the Paper

The remaining sections of this paper are organized as follows. Section 2 illustrates the

related work of various handover protocols. A preliminary overview is presented in

Sect. 3. The proposed handover protocol is shown in Sect. 4. The formal analysis and

verification of the proposed protocol are presented in Sect. 5 followed by its security

analysis in Sect. 6. The performance evaluation of the proposed and existing protocols is

compared in Sect. 7. Finally, Sect. 8 concludes the paper with future aspects.

2 Related Work

A lot of research has been carried out to propose the efficient and robust handover

authentication protocol. Many AAA server, SIT, bilinear pairing, IBC, chameleon hash

function and proxy signature based handover protocols have been proposed to enhance the

security and reduce the bandwidth consumption of the communication network. In this

section, we discuss and analyze these protocols on the basis of their characteristics.

A hash chaining based pre-authentication protocol is proposed by Hong et al. [17]. The

hash functions are shared between the communication entities and performed the handover

authentication. Unfortunately, the protocol suffers from heavy overload at the network. In

addition, Bohák et al. [16] proposed a pre-authentication based approach that eliminates

linear dependency between AP and AAA server. In order to establish such a framework, a
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trust relationship is required to maintain among operating nodes. But, a high network

traffic can be observed in the protocol which increases the complexity of the system.

Hence, these approaches are not suited for handover authentication due to the connection

failure between the communication entities and heavy burden at the AAA server.

To avoid the above problems, Zhang et al. [18] and Cai et al. [19] proposed the

handover protocols based on SIT. In these schemes, the security information with corre-

sponding parameters of UE is transmitted to the new base station from the current base

station before UE handover. In addition, these schemes don’t require the communication

between AP and AAA server. Hence, the communication channel between the entities is

free from authentication traffic. Although, a trust relationship between the communicating

AP’s is desirable but, it makes the overall system complex and over burdened in various

handover scenarios.

Kim et al. [20] proposed the IBC based handover protocol that mitigates the problems of

above explained protocols. The protocol doesn’t communicate with AAA server and

achieves the mutual authentication between UE/MN and new eNB/AP without pre-au-

thentication or trust relationship. However, the protocol didn’t obtain the key forward/

backward untraceability (KFU/KBU) during the authentication process. Also, the protocol

can’t avoid the key escrow problem as private keys of UE or enB are obtained from the

private key generator (PKG). Moreover, the protocol suffers from high computation

overhead and bandwidth consumption because the computationally expensive bilinear

pairing based operations. Further, Cao et al. [21] proposed the handover authentication

protocol between E-UTRAN and non-3GPP to overcome all the issues of Kim’s protocol.

The protocol establishes the mutual authentication between the communication entities and

achieves the KFU/KBU. Unfortunately, the protocol doesn’t preserve the privacy of

authentication entities and suffers from the key escrow problem. Hence, these protocols are

not suitable for traditional handover authentication.

Zhang et al. [22] and Han et al. [24] proposed an identity-based handover protocol in

wireless networks that defeat the various malicious attacks and maintain the KFU/KBU.

Unfortunately, these protocols suffer from key escrow problem and high computation

overhead due to time consuming pairing operations. Therefore, it is not possible to man-

date this expensive infrastructure for handover protocols. Choi et al. [23] proposed the

credentials based chameleon hashing handover protocol. In this protocol, credentials are

generated from collision resistant hash functions that provide mutual authentication

between MN and AP. But, the protocol is vulnerable to MiTM attack and can’t achieve the

KFU/KBU. Similarly, Zhang et al. [25] addressed the handover authentication protocol

that avoids the key escrow problem from Han’s scheme. But, the protocol doesn’t preserve

the privacy and suffers from the redirection attack. Specifically, the protocol incurs the

high storage and message overhead due to certificate based key operations. Hence, these

handover protocols are not suitable for secure communication in LTE/LTE-A networks.

Different from above explained handover protocols, researchers have proposed proxy

signature based handover authentication protocols. Roh et al. [26] proposed a RSA-based

proxy signature protocol where the authentication information of respective MN is

transferred to the new AP from current AP. In addition, Jing et al. [27] addressed the EAP-

based handover scheme for the wireless network. In this scheme, all the communicating

APs maintain a trust relationship among them and keep the knowledge of their public keys.

Moreover, MN communicates to the current AP to obtain the secure information for the

verification of the new AP. These schemes require to generate a trust relationship among

APs and the association of current AP. Hence, this framework makes the overall network

complex.
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Further, Cao et al. [28] proposed the handover authentication protocol in LTE/LTE-A

networks based on proxy signature. The protocol defeats all the issues of above explained

protocols, but suffers from high message overhead and computational consumption

because it performs the computationally expensive modular exponentiation operations

during the authentication process. Similarly, Cao et al. [29] proposed the handover protocol

for various eNBs in LTE/LTE-A networks. The authentication process of the protocol is

very similar to [28]. Hence, it carries the similar drawbacks in the authentication process.

Recently, Qiu et al. [30] proposed a handover authentication protocol. The protocol avoids

all the issues of existing protocols and free from high computational overhead. But, the

revocation property is not maintained by the protocol whenever UE or eNB compromises

their delegation rights. Although, the revocation property is maintained in various proxy

signature based protocols, but the solutions for revocation incur security issues. Sun [33]

proposed a time-stamp based proxy signature scheme that allows the verifier to verify the

proxy signer. Further, Das et al. [34] pointed out that the Sun’s scheme is insecure and

proposed a trusted third party based proxy signature scheme. In real world applications, the

trusted third party is a strong assumption. Hence, these solutions don’t suit to accomplish

revocation in the handover protocols.

From the literature survey, it can be concluded that the above explained handover

protocols are not suitable for secure handover authentication in LTE/LTE-A network.

These schemes suffered from various kinds of issues and drawbacks. Moreover, most of

the protocols generate the heavy bandwidth consumption and computational complexities.

Hence, researchers have proposed the proxy signature based handover protocols to over-

come all the above mentioned issues but, none of them accomplish all the security features

and requirements. In addition, these protocols didn’t consider the revocation property.

Therefore, considering the advantage of the protocol [35], we propose the proxy signature

based handover authentication protocol with revocation for various mobility scenarios in

LTE/LTE-A network. The proposed protocol establishes the mutual authentication

between UE and new eNB. The protocol achieves all the security properties as data

integrity, confidentiality, key secrecy and privacy preservation. Also, the protocol reduces

the computational and storage overhead from the network.

3 Preliminary

In this section, we present the important specifications of the handover authentication

protocol in LTE/LTE-A network. The brief overview of the Elliptic Curve Cryptography

(ECC) is also described.

3.1 Requirement of Handover Authentication

The essential and basic requirement for handover authentication is to establish the mutual

authentication between the communication entities. Moreover, it is also required to

maintain a shared secret session key between the UE and target base station to assure the

confidentiality of successive communication. The handover authentication protocol in

LTE/LTE-A network should accomplish these requirements.

• The handover protocol should follow the KFU/KBU during the authentication process.

Moreover, the protocol should establish the privacy preservation and freshness of

session key in each connection.
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• The proposed protocol should exhibit the vigorous security throughout the authenti-

cation process to defeat various kinds of attacks in the communication network.

• The UE is a resource constrained device and the communication channel has the

limited bandwidth. Hence, the proposed handover protocol should be designed in such

a way that the protocol could maintain the appropriate efficiency in terms of

communication and computation overhead.

• From the efficiency point of view, the handover AKA protocol should keep the

computation overhead within 20 ms to achieve the undisrupted and smooth traffic [25].

• In the handover authentication protocol, the UE/eNB must be revoked automatically if

their delegation period expires. Moreover, the original signer must withdraw the

delegation right from proxy signers whenever the proxy signers are compromised.

3.2 Elliptic Curve Cryptosystem

To authenticate the handover process between UE and target eNB/HeNB in LTE/LTE-A

network, we are using the elliptic curve cryptosystem (ECC). The proposed handover

scheme is based on the elliptic curve discrete logarithmic problem (ECDLP) [36]. It is

observed that the computation of ECDLP is infeasible with the polynomial-time algorithm

and the ECC key (160 bits) achieves the similar security as the RSA key (1024 bits).

Moreover, the cryptographic operations such as addition, multiplication and point multi-

plication are faster than the modular exponentiation operated in the group.

Consider, n be a prime and EðFnÞ an elliptic curve over Fn having n elements. There are

two elements x, y defined in E over Fn holding an equation y2 þ a1xyþ a3y=

x3 þ a2x
2 þ a4xþ a6, where a1; a2; a3; a4; a5; a6 2 Fn. Let P be a point of EðFnÞ with a

prime order q, where qj#EðFnÞ. In addition, C be a cyclic group having the generator P. Zq

is the finite field of integers modulo prime q and Zq
� is the multiplicative sub-group of Zq.

• Note-1 Given a group C of prime order q with P and an element xP 2 C, where

x 2 Zq
�. It is computationally hard to compute the x from P and xP (ECDLP).

• Note-2 Given a group C of prime order q with P and an element P; xP; yP 2 C, where

x; y 2 Zq
�. It is computationally hard to generate the xyP with any polynomial time

algorithm (Computational Diffie–Hellman problem).

4 Proposed Protocol

In this section, we propose a handover scheme to authenticate the communication entities

in LTE/LTE-A network. The proposed protocol adopts the ECC with proxy signature

methodology. In the proposed protocol, the cyclic group C is used for ECC with its order q

(160 bits). Further, three cryptographic secure collision resistant one way hash functions

are also selected as Hi : f0; 1g� � C �! Zq
�, where i ¼ 1; 2; 3.

The proposed protocol consists of two phases: (1) initial authentication phase and (2)

handover authentication phase. In the initial authentication phase, UE and eNB/HeNB are

verified at MME and obtains the proxy delegation from HSS. In the handover authenti-

cation phase, the authentication process is initiated whenever UE moves from one base

station to another one. The protocol considers all the handover scenarios described in

Sect. 1. In between the handover authentication process, the HSS verifies the UE or eNB

and revoke the proxy delegation if the entities are compromised. The notations and defi-

nition of the proposed protocol are as listed in Table 1.
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4.1 Initial Authentication Phase

In this phase, UE needs to authenticate at MME and HSS to communicate on the network.

To obtain the mutual authentication between UE and HSS, UE executes the improved

Evolved Packet System Authentication and Key Agreement (EPS-AKA) protocol [15].

During the verification process, some parameters such as warrant, delegation token and

other information are enclosed in the message authentication response of EPS-AKA pro-

tocol. These newly added information in the EPS-AKA protocol do not degrade the per-

formance of the network. In this protocol, after the successful verification of the UE from

the MME, HSS delegates its signing power rHSS�UE to the UE through a secure channel

KASME. We assume that the communication path between UE and HSS is secured by

diameter protocol. HSS also transfers the delegation authority rHSS�eNB to the eNB after the

verification of eNB at MME. The path between enB and HSS is secured by Internet

protocol security (IPsec). Moreover, each entity z selects a private key xz 2 Zq
� and

computes the public key PKz ¼ xz � P in the communication network. The pictorial pre-

sentation of the initial authentication phase is shown in Fig. 2 and step-wise description is

as follows:

• Step-1 Firstly, UE selects a random number xUE 2 Zq
� and generates PKUE ¼ xUE � P.

UE transfers the request message (X0) to the MME that consists the encrypted IMSI as

X0 ¼ ffIMSIgxUEgPKMME
.

• Step-2 After receiving the X0, MME decrypts it and generates the IMSI. Then, MME

selects a random number xMME 2 Zq
� as its secret key and generates the public key

PKMME ¼ xMME � P. Then, MME transfers a request authentication message (Y 0) to the

HSS that consists the encrypted IMSI as Y 0 ¼ ffIMSIgxMME
gPKHSS

.

• Step-3 After receiving the Y 0, HSS decrypts it and stores the IMSI. HSS also generates

the corresponding AVs for the UE that consists XRES, KASME and AUTN. Then, HSS

chooses a random value jHSS�UE 2 Zq and generates KHSS�UE ¼ jHSS�UE � P. Further,
HSS selects the PWUE for the UE that defines validity of proxy delegation and consists

hðAVsjjIMSIjjIDHSSÞ. Then, HSS computes the proxy delegation with warrant

Table 1 Notations and definition
of the proposed protocol

Notation Definition

IMSI International mobile subscriber identity

RES / XRES Response/expected response

KASME Access security management entity key

AUTN Authentication token

xUE /xMME /xHSS Private key of UE/MME/HSS

PKUE /PKMME /PKHSS Public key of UE/MME/HSS

xz /PKz Private/ public key of z

rHSS�z The delegation of HSS transfers to z

hHSS�z Delegation information token of z

Dz Signing key of z

KHSS�z Delegation information of HSS to z

Sz Proxy signed signature of z by Dz

PWz Proxy warrant of z

infoz Authentication information of z
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information as

rHSS�UE ¼ ðe1ðjHSS�UE þ xHSSðhHSS�UEÞÞÞ ð1Þ

where hHSS�UE ¼ H1ðPWUE;H2ðKHSS�UEÞÞ. In addition, e1 ¼ H2ðPWUE;H1ðKHSS�UE;
PKUEÞÞ. Finally, HSS transfers a message authentication response (KHSS�UE;
rHSS�UE; hHSS�UE;PWUE) with AVs (authentication vector) to the MME.

• Step-4MME receives the AVs from the HSS and stores the XRES and KASME. Further, it

transfers the user authentication request AUTN and KSIASME (an index for KASME) to the

UE.

• Step-5 Then, UE computes the AUTN and compares it with received AUTN from MME.

If they match, MME is authenticated at UE. Further, UE generates the corresponding

RES and transfers to the MME.

• Step-6 After receiving the authentication response from the UE, MME verifies whether

RES ¼ XRES or not. If the verification fails, MME transfers an authentication decline

message to the UE. On successful verification of the UE, MME retrieves the KASME and

Fig. 2 The initial authentication phase
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encrypts the (KHSS�UE; rHSS�UE; hHSS�UE;PWUE) with KASME. Then, MME sends this

encrypted message to the UE.

Further, UE retrieves the KASME and decrypts the received message. Then, it verifies the

rHSS�UE as

rHSS�UE � P ¼ ðe1ðKHSS�UE þ PKHSSðhHSS�UEÞÞÞ ð2Þ

If the verification is successful, UE acquires the legitimate proxy delegation rHSS�UE and

keeps all these parameters. Moreover, UE generates its proxy private key and proxy public

key from Eq. (2) as

aUE ¼rHSS�UE þ ðhHSS�UEÞxUE
¼ e1ðjHSS�UEÞ þ hHSS�UEfe1ðxHSSÞ þ xUEg

ð3Þ

AUE ¼ aUE � P
¼ðe1ðjHSS�UEÞ þ hHSS�UEfe1ðxHSSÞ þ xUEgÞ � P
¼ e1ðKHSS�UEÞ þ hHSS�UEfe1ðPKHSSÞ þ PKUEg

ð4Þ

Otherwise, UE transfers an authentication failure message to the HSS. And; MME removes

the (KHSS�UE; rHSS�UE; hHSS�UE;PWUE). Furthermore, UE sends a request message to the

HSS for a legitimate proxy delegation whenever the warrant expires.
Similar to above defined process, each eNB is also verified at MME using its

identity IDeNB. In addition, eNBs select the random number and generate the corre-

sponding the public key. HSS selects the PWeNB for eNB that defines the validity of

proxy delegation and consists hðIDeNBjjIDHSSÞ with related parameters. The CSG

identity is also required if an eNB is hybrid or closed HeNB. eNB obtains the proxy

delegation KHSS�eNB; rHSS�eNB; hHSS�eNB;PWeNB from the HSS through a secure channel.

eNB also computes its proxy private key (aeNB) and proxy public key (AeNB) and keep

it secure for the subsequent handover authentication. The proxy secret keys are updated

by the HSS only after the authentication data requested by the MME.

4.2 Handover Authentication Phase

In the handover authentication phase, whenever the UE enters into the coverage area of

another eNB (eNB2) from the current base station (eNB1), the mutual authentication and

key compliance procedure is initiated between UE and eNB2. Both the communication

entities apply their proxy secret keys obtained in the initial authentication phase. In this

section, we describe the handover scenarios such as LTE X2 based handover, S1 based

intra/inter-MME handover and S1 based hybrid/CSG HeNB handover. The LTE X2 based

handover and S1 based intra-MME handover follow the traditional handover authentication

process. However, in the S1 based inter-MME handover where the source MME (MME1)

transfers the information of current UE to the target MME (MME2). In S1 based hybrid/

CSG HeNB handover, only MME1 verifies the subscription of the UE to access the target

HeNB. In these two handover scenarios, some additional steps are required with the

traditional handover authentication process. Figure 3 depicts the handover authentication

process in LTE/LTE-A network. The steps are illustrated as follows:
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• Step-1 Whenever, the UE moves into coverage area of new base stations, it has the

public keys of neighbor eNBs and other information such as physical cell ID (PCI),

public land mobile network-ID (PLMN-ID) and location area identity (LAI) of eNB2

from eNB1. Also, it may require the CSGID if the eNB2 is hybrid/CSG HeNB. If it is,

the UE verifies whether its CSGID in CSG whitelist. Then, UE selects a random number

mUE 2 Zq
� and computes MUE ¼ mUE � P. Now, UE generates the signing key DUE as

DUE ¼ ðe2ðmUE þ xUEðhUEÞÞÞ ð5Þ

where hUE ¼ H1ðinfoUE;H2ðMUEÞÞ. The infoUE includes the corresponding parameters

such as IMSI of UE, Globally Unique Temporary ID (GUTIID), PLMNID, MMEID of

MME1, cell ID (ECI), PCI, target LAI, UE security capability algorithms (integrity key

(IK) and cipher key (CK)) and optional CSGID. And, e2 ¼ H2ðPWUE;H1ðMUE;PKeNBÞÞ.

Fig. 3 The handover authentication phase
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Finally, it computes the proxy signed signature SUE from DUE as

SUE ¼ ðaUE � eðDUEÞÞ ð6Þ

where e ¼ H3ðKHSS�UE;H2ðPKeNBÞÞ. Then, UE transfers the handover request message

(MUE;PWUE; infoUE;KHSS�UE;DUE; SUE) to the eNB2.

• Step-2 After receiving the handover request message, eNB2 verifies the validity of

PWUE and finds whether its delegation time is expired or not. If the delegation time of

PWUE is expired, eNB2 declines the handover request of the UE and UE inquires for a

new proxy delegation from the HSS. Otherwise, eNB2 verifies DUE as

DUE � P ¼ ðe2ðmUE þ xUEðhUEÞÞÞ � P

¼ ðe2ðMUE þ PKUEðhUEÞÞÞ

From Eq. (6), eNB2 verifies the proxy signed signature as

SUE � P ¼ ðaUE � eðDUEÞÞ � P
SUE � Pþ eðDUEÞ � P ¼ aUE � P

And, from Eqs. (3) and (5);

SUE � Pþ eðe2ðMUE þ PKUEðhUEÞÞÞ

¼ ðe1ðKHSS�UEÞ þ hHSS�UEfe1ðPKHSSÞ þ PKUEgÞ

¼ aUE � P

If it verifies, eNB2 successfully authenticates the handover authentication request of UE

otherwise eNB2 transfers verification failure message.

• Step-3 Further, eNB2 selects a random number meNB 2 Zq
� and computes

MeNB ¼ meNB � P. Then, it generates the signing key DeNB as

DeNB ¼ ðe2ðmeNB þ xeNBðheNBÞÞÞ ð7Þ

where heNB ¼ H1ðinfoeNB;H2ðMeNBÞÞ. The infoeNB includes the corresponding parameters

such asPLMNID,GUTIID,MMEID ofMME1, ECI, PCI, target LAI, enB security capability

algorithms (IK and CK) and optional CSGID. And, e2 ¼ H2ðPWeNB;H1ðMeNB;PKUEÞÞ.
Finally, it computes the proxy signed signature SeNB from DeNB as

SeNB ¼ ðaeNB � eðDeNBÞÞ ð8Þ

where e ¼ H3ðKHSS�eNB;H2ðPKUEÞÞ. In addition, for the secure communication

between eNB2 and UE, eNB2 generates the session key SKeNB ¼ r �MUE; where r 2 Zq
�

and R ¼ r � P. Finally, eNB2 transfers the handover message (MeNB;PWeNB; infoeNB;
KHSS�eNB;DeNB; SeNB, hðR;MeNBÞ) to the UE.

• Step-4 UE receives the handover message and verifies the validity of PWeNB and checks

whether its delegation time is expired or not. If the delegation time of PWeNB is expired,

UE declines the handover command of eNB2 and eNB2 inquires for a new proxy

delegation from the HSS. Otherwise, UE authenticates DeNB as

DeNB � P ¼ ðe2ðmeNB þ xeNBðheNBÞÞÞ � P

¼ ðe2ðMeNB þ PKeNBðheNBÞÞÞ
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From Eq. (8), UE verifies the proxy signed signature as

SeNB � P ¼ ðaeNB � eðDeNBÞÞ � P

aeNB � P ¼ SeNB � Pþ eðe2ðMeNB þ PKeNBðheNBÞÞÞ

¼ ðe1ðKHSS�eNBÞ þ hHSS�eNBfe1ðPKHSSÞ þ PKeNBgÞ

¼ aeNB � P

If it verifies, UE successfully authenticates the handover command of eNB2; otherwise

UE transfers verification failure message. In addition, UE generates the session key

SKeNB ¼ mUE � R. If the computed SKeNB matches with the session key of eNB2, then

UE transfers a handover agreement message as hðH3ðSKeNBÞ;H2ðPKUEÞ;H1ðMUEÞÞ.
• Step-5 eNB2 computes the hðH3ðSKeNBÞ;H2ðPKUEÞ;H1ðMUEÞÞ and verifies with the

received handover agreement message. If the computed agreement matches with the

received one, then handover process completed successfully. Hence, the eNB2 provides

the communication service to the UE after the completion of the traditional handover

process.

• Step-6 According to S1 based intra-MME mobility scenario, the eNB2 communicates

with MME1. In this process, eNB2 does not operate as hybrid/CSG HenB and MME1

remains persistent. Therefore, it follows the same process from Step-1 to Step-5 and a

request message of path shift is transferred from eNB2 to the MME1 that consists the

PLMNID, LAI and ECI. Then, MME1 approves the request message and transfers a

positive response with path shift to the eNB2.

• Step-7 If eNB2 is hybrid/CSG HeNB and MME1 remains persistent, some additional

steps are required by the traditional handover mechanism to mutually authenticate UE

and HeNB followed by UE membership verification. The procedure is as follows:

1. The verification of UE at eNB2 (HeNB) follows the similar authentication from

Step-1 to Step-2.

2. Now, eNB2 transfers a handover request that consists cell access mode (CAM) and

CSGID to the MME1.

3. MME1 verifies the CAM and CSGID of eNB2. If it fails, MME1 ends the handover

authentication with a failure message. Now, MME1 regulates the CSG membership

of the UE in CAM. If the eNB2 executes in CAM, establish the UE access control

and set the priority of UE. Otherwise, MME1 transfers a handover decline message

to the UE. Further, MME1 transfers the handover success message to the eNB2 that

includes priority status of UE and CSGID.

4. After receiving the successful acknowledgment, eNB2 proceeds from Step-3 to

Step-5.

• Step-8 If eNB2 is not communicating with the MME1, it selects a new MME (MME2) in

S1 based inter-MME handover. In addition, the membership of UE is verified after the

completion of handover if eNB2 is HeNB. The procedure is as follows:

1. The mutual authentication of UE and eNB2 is performed from Step-1 to Step-2.

2. Then, eNB2 transfers a handover request to the MME2 with relative information

that consists PLMNID, GUTIID, ECI, target LAI, optional CSGID and CAM of

MME2.
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3. MME2 receives the handover request and uses the PLMNID, ECI and GUTIID to

obtain the information of the MME1. Then, it transfers the identification request to

the MME1.

4. MME1 transfers the response message to the MME2 that includes MMEID, IMSI,

network capability and security context algorithms of the UE.

5. Finally, MME2 transfers the handover acknowledgement message to the eNB2. If

the eNB2 is a hybrid/CSG HeNB, then MME2 follows the similar process with

MME1 as shown in Step-7. Further, the handover authentication process proceeds

with Step-3 to Step-5.

During the handover authentication process, the HSS delegates its signing capability to the

UE or eNB2 with proxy warrant PWUE or PWeNB. The delegation information must be

aborted after the validity period expires. However, the HSS can terminate the proxy

delegation authority from the UE or eNB2 whenever these entities compromised during the

handover process. We are assuming that the HSS have noticed about the exploitation of

proxy delegation information by UE or eNB2. Hence, the HSS wants to withdraw the proxy

delegation power from UE or eNB2. Therefore, HSS executes the following proxy revo-

cation steps.

• Step-1 HSS transfers a proxy revocation request (PWUE;Mr; rHSS�UE;PKHSS;KHSS�UE)
to the UE. Mr consists the reason of proxy revocation.

• Step-2 UE receives the proxy revocation request. If the warrant time of PWUE is

expired, UE declines the delegation information. Otherwise, the HSS selects a random

number b 2 Zq
�; B ¼ b � P and transfers to UE through a secure channel. Then, HSS

computes c ¼ hðKHSS�UEjjPKHSSjjBÞ and stores it.

• Step-3 UE receives the random number and computes the validation function c as

c ¼ hðKHSS�UEjjPKHSSjjBÞ ð9Þ

Then, it computes y ¼ b� cðxUEÞ and sends to the HSS.

• Step-4 HSS receives y and computes c0 as

c0 ¼ hðKHSS�UEjjPKHSSjjðyþ cðxUEÞÞ � PÞ ð10Þ

Now, HSS verifies whether c0 ¼ c or not. If it is an invalid match, HSS confirms that

the UE is compromised. Then, the HSS withdraws the delegation power from the UE

and transfers the compromised information of UE (PWUE;KHSS�UE) to the eNB2.

Hence, eNB2 maintains a revocation list from the information of compromised UEs. If

the UE has still the valid delegation period and eNB2 doesn’t find the KHSS�UE of the

UE in the revocation list, then UE is legitimate entity and maintains the mutual

authentication with eNB2. In another scenario, the UE has the valid delegation period

but, eNB2 finds the KHSS�UE of the UE in revocation list. In this case, eNB2 will no

longer communicate to the compromised UE. In addition, KHSS�UE from the revocation

list is eliminated whenever the proxy delegation (PWUE;KHSS�UE) is expired. There-

fore, the size of the revocation list will not increase.

Similarly, eNB2 follows the above proxy revocation steps with HSS if it is compromised in

the handover authentication process.

The proposed handover authentication protocol follows the 3GPP standard during the

communication process. Although, some additional steps are added in signaling messages
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but, it doesn’t generate the computational complexity. Moreover, the protocol achieves all

the mobility scenarios with revocation without generating complex key mechanism.

5 Formal Analysis and Verification of the Proposed Protocol

To analyze the authenticity of the proposed protocol, we use the BAN logic model [37] and

AVISPA tool [38]. BAN logic rigorously verifies the cryptographic protocols and prove the

correctness of the scheme. In this section, the proposed protocol is also simulated by the

AVISPA tool. The analysis represents that the protocol is free from all the malicious

attacks.

5.1 Formal Verification Using BAN Logic

This subsection illustrates the basic syntax, notations, symbols, inference rules of the logic

model. In addition, the correctness and verification of the protocol is proved by achieving

the adequate security goals. In the BAN logic model, there are several entities such as

principals, encryption keys and statements. The principals are S and T; X and Y are the

statements; Ks and Kt are represented as public keys and Ks
�1, and Kt

�1 are the private

keys.

5.1.1 Basic Syntax and Definitions

The basic notations and symbols with their semantics in the BAN logic model are as

follows.

(D1) Sj � X: S believes that X is true; in other words, S is designated to believe X.

(D2) Sj �X: S transfers a message including X at some time, but it is true that

S believes X.

(D3) S / X: S reads and receives the message X; or say, message X is transmitted to S.

(D4) Sj ) X: S contains authority over X; or say, S regulates to X.

(D5) #ðXÞ: X has not transfer the message before executing the protocol.

(D6) fXgK : X is encrypted by key K.

(D7) �!Ks

S
: Ks is the public key of S and the private key Ks

�1 will never be compromised

other than S.

(D8) S !K T: K is the shared key between S and T. Other than S and T, no one can

know about it.

(D9) hXiY : X is combined with Y.

(D10) S,
X
T: X is secretly known only to S and T; only possible principals trusted by

them.

5.1.2 Inference Rules of BAN Logic

The inference rules of BAN logic are stated as follows.

• Rule-1. Message Meaning Rule (a)
SjS��!Kt

T
;S/fXg�1Kt

Sj�T j �X
; (b)

SjS� !K T ;S/fXgK
Sj�T j �X

and
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(c)
Sj�S,

Y
T ;S/hXiY

Sj�T j �X

• Rule-2. Jurisdiction Rule
Sj�T j)X;Sj�T j�X

Sj�X

• Rule-3. Nonce Verification Rule
Sj�#ðXÞ;Sj�T j �X

Sj�T j�X

• Rule-4. Belief Rule
Sj�Y ;Sj�X
Sj�ðY ;XÞ or

Sj�ðY ;XÞ
Sj�ðYÞ

• Rule-5. Freshness Rule
Sj�#ðXÞ
Sj�#ðX;YÞ

5.1.3 Security Goals of the Protocol

The proposed handover protocol must fulfill the following security goals to achieve the

authentication between the communication entities. For simplicity, UE, eNB, MME and

HSS are represented as U, E, M and H respectively. Hence, the security goals of the

proposed handover authentication protocols are as follows.

Goal 1 Mj � Uj � IMSI; Goal 2: Hj � Mj � IMSI; Goal 3 Hj � H !KASME
M; Goal 4

Mj � M !KASME
U; Goal 5 Uj � Ej � U !SK E; Goal 6 Uj � U !SK E; Goal 7

Ej � Uj � U !SK E; Goal 8 Ej � U !SK E; Goal 9 Hj � U,
c
H.

5.1.4 Formal Messages of the Proposed Protocol

The conventional messages of the handover authentication protocol are as follows.

• M1: U ! M: IMSI, hfIMSIgxU iPKM

• M2: M ! H: IMSI, hfIMSIgxM iPKH

• M3: H ! M: KH�U ¼ jH�UP, PKH ¼ xHP, PKU ¼ xUP, fðjH�U ; xHhH�UÞ;KH�U ;
hH�U ;PWU ;AVgKASME

• M4: M ! U: hAUTNiKASME

• M5: U ! M: hRESiKASME

• M6: M ! U: hKH�U ; rH�U ; hH�UiKASME

• S1: U ! E: MU ¼ mUP, PKU ¼ xUP,

hPWU ; infoU ; SU ;DU ;MU ;KH�UiPKE

• S2: E! U: ME ¼ mEP, PKE ¼ xEP, R ¼ rP,

hPWE; infoE; SE;ME;KH�E;DE;PKE; SK; hðR;MEÞiKE

• S3: U ! E: hR;PKU ;MU ; SKiKE

• R1: H ! U: B ¼ bP

hPWU ;Mr; rH�U ;PKH ;KH�UiKASME
; hB;PKUiKASME

• R2: U ! H: hPKH ; y; hðKH�U ;PKH ;BÞiKASME

5.1.5 Transformation into Idealized Logical Form

The transformation of the formal messages into idealized logic form is as follows.

• Message M1 : U ! M: hIMSIi
U �!

PKM

M

• Message M2 : M ! H: hIMSIi
M�!

PKH

H
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• Message M3 : H ! M : hðjH�U ; xHhH�UÞ; jH�UP; hH�U ;PWU ;AV;H !
KASME

Mi
H  !

KASME
M

• Message M4 : M ! U: hAUTN;M !KASME
Ui

M  !
KASME

U

• Message M5 : U ! M: hRES;M !KASME
Ui

M  !
KASME

U

• Message M6 : M ! U: hKH�U ; rH�U ;U ,
hH�U

Hi
M  !

KASME
U

• Message S1 : U ! E: hMU ;PWU ; infoU ; SU ;DU ;KH�Ui
U�!

PKE

E

• Message S2 : E! U : hME;PWE; infoE; SE;DE;KH�E; hðR;MEÞ;U !
SK

Ei
U,

KE
E

• Message S3 : U ! E: hR;PKU ;MU ;U !
SK

Ei
U,

KE
E

• Message R1 : H ! U: hPWU ;Mr; rH�U ;PKH ;KH�U ;B;H !
KASME

Ui
H  !

KASME
U

• Message R2 : U ! H: hPKH ; y;U,
c
Hi

H  !
KASME

U

5.1.6 Basic Assumptions

To analyze the protocol, following assumptions are considered.

(P1) : Uj � U�!PKM

M

(P2) : Mj � #IMSI (P3) : Mj � M�!PKH

H

(P4) : Uj � #ðjH�UPÞ (P5) : Uj � #ðxUPÞ (P6) : Hj � #ðxHPÞ

(P7) : Mj � M !KASME
U (P8) : Mj � #ðxMPÞ (P9) : Uj � U�!PKE

E

(P10) : Uj � U,
KE

E
(P11) : Ej � #ðjH�EPÞ (P12) : Ej � #ðxEPÞ

(P13) : Ej � #ðmEPÞ (P14) : Ej � Uj ¼) U !SK E (P15) : Hj � H !KASME
U

(P16) : Hj � #ðbPÞ (P17) : Hj � Uj ¼) U !c H

5.1.7 Protocol Verification

This section uses the inference logic, assumptions and idealized form to verify the cor-

rectness of the security goals in the proposed protocol. The goals of the proposed protocol

are formally verified as follows.

• ðV1Þ : from M1: M / hIMSIi
U �!

PKM

M

; and From Rule-1 and (P1), it can deduce that

Mj � Uj � hIMSIi. From (P2) and Rule-3, it is concluded that Mj � Uj � IMSI. It

means Goal 1 is achieved. Similarly, Goal 2 can be achieved from message M2.

• ðV2Þ : from M3: M / hðjH�U ; xHhH�UÞ; jH�UP; hH�U ;PWU ;AV ;H !
KASME

Mi
H  !

KASME
M
.

From Rule-1 and (P3), it is said that Mj � Hj � hðjH�U ; xHhH�UÞ; jH�UP;
hH�U ;AV ;H !

KASME
Mi. From Rule-3, Rule-5, (P4), (P5) and (P6); it is said that

Hj � H !KASME
M. It means Goal 3 is achieved.
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• ðV3Þ : from M4: U / hAUTN;M !KASME
Ui

M  !
KASME

U
; From Rule-1 and (P7), it can deduce

that Uj � Mj � hAUTN;M !KASME
Ui. From Rule-3, Rule-5 and (P8); it is said that

Mj � M !KASME
U. It means Goal 4 is achieved. Similarly, the Message M5 and Message

M6 can be verified.

• ðV4Þ : from S1: E / hMU ;PWU ; infoU ; SU ;DU ;KH�Ui
U�!

PKE

E

; and From Rule-1 and (P9), it

can deduce that Ej � Uj � hMU ;PWU ; infoU ; SU ;DU ;KH�Ui.
• ðV5Þ : from S2: U / hME;PWE; infoE; SE;DE;KH�E; hðR;MEÞ;U !

SK
Ei

U,
KE

E
. From

Rule-1 and (P10), it can deduce that Uj � Ej � hME;PWE; infoE; SE;DE;KH�E;

hðR;MEÞ;U !
SK

Ei. From Rule-3, Rule-5, (P11), (P12) and (P13); it is said that

Uj � Ej � U !SK E. Hence, Goal 5 is achieved. From (P14), Goal 5 and Rule-2, it is

concluded that Uj � U !SK E. It means Goal 6 is achieved. Similarly, Goal 7 and Goal

8 can be achieved from message S3.

• ðV6Þ : from R1: U/ : hPWU ;Mr; rH�U ;PKH ;KH�U ;B;H !
KASME

Ui
H  !

KASME
U

From Rule-1

and (P15), it is said that Uj � Hj � hPWU ;Mr; rH�U ;PKH ;KH�U ;H !
KASME

Ui.
• ðV7Þ : from R2: H / hPKH ; y;U,

c
Hi

H  !
KASME

U
; and From Rule-1 and (P15), it can be

deduce that Hj � Uj � hPKH ; y;U,
c
Hi. From Rule-3, Rule-5, (P6) and (P16); it is

said that Hj � Uj � U,
c
H. From (P17) and Rule-2, it is concluded that Hj � U,

c
H.

It means Goal 9 is achieved.

5.2 Formal Analysis Using AVISPA Tool

In this subsection, the proposed protocol is simulated using AVISPA tool to validate the

data integrity, confidentiality, mutual authentication and key secrecy. The protocol is

coded in High-Level Protocol Specification Language (HLPSL) to specify the character-

istics. It simulates the protocol in various back-ends such as On-the-Fly Model Checker

(OFMC), CL-based Attack Searcher (CL-ATSE) and SAT-based Model Checker (SAT-

MC).

In the proposed handover protocol, EPS-AKA is applied in the initial authentication

phase. As the EPS-AKA protocol simulated by AVISPA is secure [39]. Hence, we have not

modeled the initial authentication process by AVISPA. In the handover authentication

process, there are two participants named UE and enB which mutually authenticate to each

other. We have simulated the handover process by HLPSL with their basic roles. In this

paper, we present the basic roles of both the communication entities in Figs. 4 and 5. The

security properties of the protocol are analyzed in the goal section as shown in Fig. 6.

The simulation is carried out using the OFMC backend of the AVISPA tool. The output

of the OFMC model result is presented in Fig. 7. The SAFE keyword in the output shows

the correctness of the protocol. In this model, an adversary obtains some information in

between the sessions but, he/she can’t launch any attacks. Hence, we conclude that the

proposed handover protocol achieves the security properties and defeats all the identified

attacks from the communication network.
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6 Security Analysis

To present the correctness and secrecy of the proposed handover protocol, the security

analysis is carried out in the form of privacy properties and security against various attacks.

• Confidentiality The original signer HSS delegates its signing authority to the proxy

signers UE and eNB in the handover authentication process. No other device/entity can

perform as the proxy signer. In the proposed protocol, HSS transfers the proxy keys to

the UE and eNB through a secure channel. Hence, the signed signature is sent by one of

the proxy signers and other one can be a legitimate verifier in the authentication

process.

• Unforgeability The legitimate proxy private key and public key can be computed

through respective rHSS�UE / rHSS�eNB by designated UE/eNB only. The computation of

rHSS�UE or rHSS�eNB is based on ECDLP; hence an adversary A can’t compute the valid

proxy delegation.

• Undeniability During the handover process of the proposed protocol, the HSS can’t

refuse its signature transfer to the UE and eNB2 when the SUE and SeNB are verified

respectively.

Theorem 1 Under the chosen message attack, the proposed protocol is secure if A can

achieve only non-negligible advantage from encrypted messages. Then, the ECDLP is

solvable in subgroups in polynomial time.

Argument In the proposed protocol, suppose an adversary A computes the keys (KHSS�UE,
r0HSS�UE) by making several attempts on hash functions; where hhss�UE 6¼ h0hss�UE and

r0HSS�UE 6¼ rHSS�UE. It is considered that

Pr½Aðm1Þ ¼ 1� � Pr½Aðm2Þ ¼ 1� 	 � ð11Þ

Fig. 4 The basic role of UE in handover authentication phase
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where m1 and m2 are the messages in the protocol [40]. Hence, we obtain from the Eq. (1)

r0HSS�UE ¼ ðe1ðjHSS�UE þ xHSSðh0HSS�UEÞÞÞ ð12Þ

From Eqs. (1), (11) and (12), the private key computed as:

xHSS ¼ rHSS�UE�r0HSS�UE
e1ðhHSS�UE�h0HSS�UEÞ

Hence, the rHSS�UE is secure and proxy key can’t be computed

by an adversary. Further, UE and eNB2 compute corresponding proxy private and public

key.

Theorem 2 If the computation of Diffie–Hellman problem (CDHP) is hard, A can

compute the signed signature with only negligible advantage 1
q�1.

Argument Suppose, an adversary A attempt to compute the SUE or SeNB fromMUE, PKUE or

PKeNB. But, the A can’t compute these values because he/she will never generate the

legitimate private keys as CDHP is hard. Hence, A can generate the legitimate SUE or SeNB
with the negligible advantage 1

q�1.

Fig. 5 The basic role of eNB in handover authentication phase

Fig. 6 Goals of the proposed
protocol
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• Identifiability In the proposed protocol, the PKHSS is used to validate the signature.

Therefore, the UE and eNB2 as a verifier have the knowledge of the legitimate signature

of the signer after the authentication of signature. In addition, the HSS can identify UE

and eNB2 from the SUE and SeNB.

• Mutual Authentication In the proposed protocol, the security goals (Goal 5 to Goal 8)

are achieved in Sect. 5.1. From these security goals, it is proved that the protocol

maintains the mutual authentication between UE and enB2. These entities verify the

session key at other side and authenticate to each other as follows:

SKenB ¼ r �MUE ) r � mUE � P) mUE � R
SKeNB ¼mUE � R) mUE � P � r ) r �MUE

Hence, only valid UE and eNB2 can generate the legitimate session key.

• Forward and Backward Untraceability In the forward and backward untraceability, the

secret key will not disclose the following and preceding session keys if it is

compromised at any time. In the proposed handover scheme, the HSS transfers the long

term secret keys (rHSS�UE and rHSS�eNB) to UE and eNB2 respectively in a secure

manner. Hence, A can’t trace these keys. Suppose,A successfully generate the rHSS�UE
or rHSS�eNB, then he/she can generate aUE or aeNB. Further, A attempts to deduce the

DUE to compute the proxy signed signature. But, it is merely impossible for A to

generate DUE because the mUE and xUE are selected randomly in each handover

authentication process. To obtain the following and preceding session keys of SKeNB, A
needs the knowledge about random numbers such as mUE and r. As the computation of

ECDLP is hard; hence, an adversary will never compute these secret random numbers.

Moreover, the proposed protocol does not adopt the key chain framework and

association of eNB1. Therefore, A will never know the successive session/secret keys.

• Identity Privacy Preservation The security goals (Goal 1 and Goal 2) are proved in

Sect. 5.1. Therefore, it can be deduced that the proposed protocol achieves the identity

privacy preservation of UE and eNB2. According to the ECDLP, A can’t obtain the

selected private keys xUE, xMME. Hence, the only legitimate UE can transfer the IMSI to

Fig. 7 Results summary of OFMC back-end
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the HSS followed by MME. The transmitted message can be forged by A when the

communication channel is not secure. Hence, the HSS transfers the delegation

information and other relevant information to the UE by encrypting with KASME.

Similarly, eNB2 sends IDeNB to the HSS and receives the proxy warrant through a

secure channel encrypted with IPsec from the HSS.

• Key Escrow Problem The UE or eNB2 generate the private keys by selected random

numbers in the proposed handover authentication protocol. There is no involvement of

the third party in generating the secret keys. Hence, the selected keys remain secret

throughout the authentication process. Therefore, the protocol resists from the key

escrow problem.

• Revocation Suppose, in the proposed protocol, A successfully generates the valid proxy

delegation of UE or eNB2 and attempts to establish the mutual authentication between

them. But, Goal 9 proves that the c ¼ hðKHSS�UEjjPKHSSjjBÞ is computed only by the

UE and HSS. We also consider that the A will never obtain the secret/random number

to generate the legitimate public keys followed by proxy signatures as ECDLP is hard

to solve in polynomial time.

Whenever UE is compromised, eNB2 generates the revocation list of the compromised

UEs and prevents the A from transferring a forged message in future. By these security

assumptions, we consider that at most 1% UEs may be compromised and send a forged

message during the handover authentication [41, 42]. For instance, there are 10,000

UEs are registered in the initial authentication phase and 10; 000� 1% ¼ 100 UEs are

compromised (one at a time). Moreover, KHSS�UE from the revocation list is eliminated

once the proxy delegation is expired. Therefore, the size of the revocation list will be

very limited and doesn’t expand infinitely in eNB2.

– Attack analysis

The proposed handover protocol defeats the MiTM attack, replay attack, impersonation

attack and redirection attack between the communication entities. The brief description

of attack analysis is described as follows.

• Man in-the Middle (MiTM) Attack It is not possible for an adversary A to launch the

MiTM attack during the authentication process of the proposed protocol. It is confirmed

by the fact that SKeNB is successfully authenticated with ECDLP parameters at UE and

eNB2. For instance, A tampers the MUE and R. Then, it computes MUEadv and Radv,

where MUEadv=mUEadv � P and Radv = radv � P. Hence, A successfully computes the

MUEadv at eNB2 but, the SKeNBadv is not computed correctly as SKeNBadv= r:MUEadv.

Similarly, A computes the Radv at UE but, the SK 0eNBadv is not computed correctly as

SK 0eNBadv = mUE � Radv. Moreover, eNB2 will not accept MUEadv as the signed signature

is not authenticated correctly. Also, the A doesn’t know the information of proxy

private key of UE, so it is merely impossible for him/her to generate the legitimate

proxy signed signature byMUEadv. In addition, the UE will not acknowledge Radv as UE

computes hðH3ðSKeNBadvÞ;H2ðPKUEÞ;H1ðMUEadvÞÞ and sends it to the eNB2. eNB2

matches this received value with hðH3ðSKeNBÞ;H2ðPKUEÞ;H1ðMUEÞÞ and finds an

unsuccessful match. Since, A can’t compute the respective private keys and it is

impossible for him/her to generate the valid handover agreement message. Therefore,

the proposed protocol defeats the MiTM attack.
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• Replay Attack During the authentication process of the proposed protocol, replay attack

can’t be executed as each handshake consists of selected private keys. Suppose, A
sends the replayed message to UE or eNB2. Then, the communication entities easily

notice that the message is already received by them because the random numbers are

distinct in each connection. Moreover, A can’t generate the valid session key SKeNB.

Hence, the protocol is free from the replay attack.

• Impersonation Attack By achieving the Goal 3 and Goal 4, the proposed protocol is

free from the impersonation attack. Suppose, A impersonate the legitimate UE and

eNB2 by the malicious communication entities. The malicious UE may compute the

MAC from valid UE and attempts to impersonate it in handover authentication process.

Although, A will never compute the session key SKeNB = r �MUE by a malicious eNB2

because the selected secret key r. Hence, the proposed protocol defeats the

impersonation attack.

• Redirection Attack An adversary A can launch the redirection attack if he/she

successfully impersonates the UE or generates the bogus eNB. The proposed handover

protocol achieves the Goal 1 and Goal 2 as shown in Sect. 5.1. Hence, A can’t obtain

the actual identity and fails to impersonate the UE. Similarly, A can’t obtain the

identity of the legitimate eNB2 as eNB2 transmits the encrypted IDeNB to the HSS.

Moreover, the eNB1 transmits the LAI to eNB2 securely whenever UE moves into

coverage area of eNB2. Therefore, the redirection attack can’t be carried out byA in the

proposed protocol.

The comparative analysis of the existing and proposed handover protocols is shown in

Table 2 on the basis of various security parameters. It can be observed that each handover

protocol maintains the mutual authentication and key agreement between the communi-

cation entities during the authentication process. The proxy signature based Qiu’s

scheme [30], Cao’s scheme_1 [29] and Cao’s scheme_2 [28] achieve all the security

features but, fails to preserve the privacy of UE or eNB and don’t establish the revocation

property. The chameleon hash function based Zhang’s scheme_1 [25] doesn’t preserve the

privacy and vulnerable to redirection attack. Although, the Han’ scheme [24] maintains all

the security parameters but, defeats from key escrow problem due to untrusted third party

and carries the high computational overhead due to time consuming bilinear pairing

operations. Furthermore, Cao’s scheme_3 [21] doesn’t maintain the privacy preservation

and vulnerable to the key escrow problem. Similar to the above protocols, Zhang’s

scheme_2 [22] can’t avoid the key escrow problem and carries huge bandwidth con-

sumption during the authentication process. In addition, the Choi’s scheme [23] doesn’t

achieve the privacy preservation and key forward/ backward untraceability. Apart from

this, the protocol can’t avoid the MiTM and redirection attack. Further, the Kim’s

scheme [20] can’t maintain the key secrecy and suffers from the key escrow problem.

Different from above existing protocols, the proposed proxy signature based handover

authentication protocol performs the revocation property during the authentication process.

The protocol achieves the key forward/ backward untraceability during the authentication.

Also, the protocol preserves the privacy of communication entities and solves the problem

of key escrow. In addition, the protocol resists from all the identified attacks. Hence, the

proposed protocol is comparatively superior to existing protocols as it achieves all the

essential security parameters in the handover authentication process.
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7 Performance Evaluation of the Proposed Protocol

In this section, the performance of the proposed protocol is evaluated by comparing with

existing handover protocols in terms of transmission overhead, communication cost,

storage overhead, message authentication overhead and computation cost. The compara-

tive analysis shows that the proposed protocol achieves the desired goals and efficiency.

7.1 Transmission Overhead

To compute the transmission overhead of the existing and proposed handover protocols, it

is assumed that the expected cost of message verification between (1) eNB and MME/AAA

is a unit; (2) UE and eNB is b unit; (3) eNB and eNB is c unit; (4) MME and MME is D
unit. It is pointed out that the eNB lies very far from the MME/AAA server; hence the cost

of b unit has the range as 0\b\a. In addition, the cost of the a is higher than the cost of c
and D. Table 3 represents the transmission overhead of the proposed and existing handover

protocols. We present the transmission overhead of those handover protocols only that

exhibit most of the mobility scenarios as discussed in Sect. 4.2. From Table 3, it is

observed that the transmission overhead of the proposed handover protocol is lower than

other handover protocols. Although, Qiu’s scheme shows less transmission overhead

compare to the proposed protocol because it does not consider the S1-based intra-MME

handover scenario.

Further, a comparative analysis is also presented in Table 4 that consists the commu-

nication cost of proposed and existing handover protocols. These protocols discuss the

traditional handover scenario between UE/MN and eNB2/AP2. Similar to the existing

handover protocols, the proposed protocol needs three messages handshake between the

UE and eNB2. Although, only two messages are sufficient to mutually authenticate UE and

eNB2 in the handover process of the proposed protocol. The third message is just trans-

mitted to confirm the handover key agreement between UE and eNB2. Further, we compare

the existing protocols with our protocol in terms of various parameters.

To evaluate the performance of the proposed protocol in terms of storage overhead and

message overhead, we set jqj ¼ 160 and jpj ¼ 1024 as ECC key exhibits similar security as

Table 3 Comparative analysis of handover protocols in terms of transmission overhead

Qiu’s Scheme [30] Cao’s Scheme_2 [28] LTE Scheme [11] Proposed Scheme

TOeNB2�MME
a 4a 6a 12a 6a

TOUE�eNB2

b 3b 3b 3b 3b

TOeNB2�eNB2

c 0 0 2c 0

TOMME�MME
d 2D 2D 2D 2D

TOTotal
e 4a ? 3b ? 2D 6a ? 3b ? 2D 12a ? 3b ? 2c ? 2D 6a ? 3b ? 2D

aTransmission overhead of messages between eNB2 and MME

bTransmission overhead of messages between UE and eNB2

cTransmission overhead of messages between eNB2 and eNB2

dTransmission overhead of messages between MME and MME
eTotal transmission overhead
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1024-bit RSA key. The elliptic curve EðFnÞ : #EðFnÞ ¼ 160 bits prime q. Moreover,

jnj ¼ j#EðFnÞj ¼ 160.

7.2 Storage Overhead

In the proposed protocol, UE and eNB store the relevant information (proxy secret keys,

HSS/AAA parameters and delegation) in the initial authentication phase. Both the entities

have same storage overhead. Primarily, we compute the storage overhead at the UE of the

proposed and existing handover protocols. The computed storage overhead of the protocols

is shown in Table 5. From Table 5, it is analyzed that the protocols [20–22, 24, 25] execute

additional point multiplication operations that increase the storage overload at UE.

Moreover, the Cao’ scheme_1, Cao’ scheme_2 and Choi’s scheme perform modular

exponentiation operations that generate high storage overhead. Furthermore, the storage

overhead at UE (60 bytes) in the proposed protocol is similar to the Qiu’s scheme [30]. The

graph is also plotted to compare the storage overhead of handover protocols as shown in

Fig. 8. It can be considered that the storage overhead at UE in the proposed protocol is

quite competitive compared to the existing protocols.

7.3 Message Overhead

During the handover process of the proposed protocol, UE communicates to the eNB2 in 3-

way message handshake to mutually authenticate each other and verify the handover

agreement message. To compute the message overhead of the proposed and existing

handover protocols, we consider that the identity is of 4 bytes, time-stamp is of 4 bytes and

hash (SHA-1) is of 20 bytes. The message overhead of the handover protocols is analyzed

in Table 6. In the Qiu’s scheme and Zhang’s scheme_1, UE and eNB2 execute extra point

multiplication operations that generate the high message overhead. The Cao’s scheme_1,

Cao’s scheme_2 and Choi’s scheme adopt the modular exponential operations during the

handover process that increase the message overhead.

Fig. 8 Comparison of the UE’s storage overhead
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The graph is also plotted to compare the message overhead of the handover protocols as

shown in Fig. 9. Although, the message overhead of the Kim’s scheme, Zhang’s scheme_2

and Cao’s scheme_3 is very much competitive to the proposed handover protocol. But,

these protocols suffer from the key escrow problem. Different from the existing schemes,

the proposed scheme operates the point multiplication and hash functions efficiently in the

handover process. Hence, the message overhead of the proposed protocol is comparatively

superior to the existing protocols.

In addition, we compute the message overhead of the revocation verification and

complete cost in revocation phase separately. Hence, the revocation verification cost is lhash
and total cost is |q| ? 2|n| ? 2lhash.

7.4 Computation Overhead

The proposed handover protocol is compared with existing protocols to evaluate compu-

tation overhead. We set the elapsed time of the cryptographic operations in Table 7 [25].

The computational overhead of the existing and proposed protocols is analyzed in Table 8.

In each handover protocol, the computation overhead of UE is similar to eNB2. The Han’s

scheme, Zhang’s scheme_2 and Kim’s scheme execute the key operations in their protocol

using time consuming bilinear operations which is very expensive in real time applications.

In the Cao’s scheme_1 and Cao’s scheme_2, two extra modular exponentiation operations

are used in the handover process that generate the high computational consumption. In the

Choi’s scheme, one additional RSA verification and two modular exponentiation opera-

tions are used that increase the computational overhead of the protocols.

The graph is also plotted to compare the computational consumption of the handover

protocols as shown in Fig. 10. However, the computation overhead of the Qiu’s

scheme and Cao’s scheme_3 is less than the proposed scheme. But, the Qiu’s

scheme doesn’t establish the revocation property. The proposed protocol uses one extra

additional point multiplication operation in the initial and handover authentication phases

compared to Qiu’s scheme. In addition, the Cao’s scheme_3 suffers from the key escrow

problem and the computation overhead of Zhang’ scheme_1 is very competitive to the

Fig. 9 Comparison of the message overhead
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proposed protocol. Different from the existing protocols, the proposed protocol execute the

cost effective point multiplication operations during the key operations and exhibits all the

handover scenarios with revocation. Hence, the computational overhead of the proposed

protocol is comparatively better than the existing protocols.

We observed that the computation complexity of the proposed protocol is less than 20

ms (the critical threshold for uninterrupted handover) that suits the standard handover

scenario. Additionally, the computation overhead in revocation for the UE is TPM ? 2Thash
? Tmul ? 2TAO ¼ 1:640 ms; and for the eNB is 0.509 ms.

8 Conclusion

In this paper, we proposed the proxy signature based efficient and robust handover

authentication protocol with the revocation property in LTE/LTE-A network. In this

protocol, a secure mutual authentication is achieved between the UE and eNB by obtaining

the proxy delegation from HSS. In the meantime, a shared secret key is also maintained

between communication entities. The protocol solves the problem of key escrow and

achieves key forward/backward secrecy. Furthermore, the formal verification of the pro-

tocol is carried out by BAN logic and simulated using the AVISPA tool. In addition, the

security analysis of the protocol is also presented with respect to various security

parameters. The analysis proves the correctness of the protocol and security against various

identified attacks. The performance analysis shows that the proposed protocol is more

efficient than the existing handover protocols in terms of storage, transmission, commu-

nication and computation overhead. It is also expected that the proposed protocol will

strengthen the security of LTE/LTE-A network in various handover scenarios. Further, the

expansion of the proposed handover protocol could be useful in group based communi-

cation when the mass Machine Type Communication (MTC) devices are simultaneously

authenticated by new eNBs.

Table 7 Elapsed time of various cryptographic operations

TBP
a

TPM
b TME

c
TSM

d TEV
e

TRV
f Thash

g
Tmul

h TAO
i

UE 38.376 1.537 1.698 1.799 1.875 0.957 .0356 0.0132 0.0094

enB 16.322 0.475 0.525 0.556 0.581 0.301 0.0121 0.0042 0.0033

aBilinear pairing operation

bPoint multiplication operation
cModular exponentiation operation

dSimultaneous point multiplication operation (TSM=1.17 TPM)
eVerification of ECDSA (TEV = TSM þ 3Tmul þ Thash)

fVerification of RSA
gSHA-1 hash function

hMultiplication operation

iArithmetic operation
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