Wireless Pers Commun (2017) 97:539-563 @ CrossMark
DOI 10.1007/s11277-017-4518-3

Secrecy Outage of Dual-Hop Amplify-and-Forward
Relay System with Diversity Combining
at the Eavesdropper

Chinmoy Kundu' - Abhishek Jindal' - Ranjan Bose®

Published online: 25 July 2017
© Springer Science+Business Media New York 2017

Abstract In this paper, a dual-hop amplify-and-forward relay system is considered with an
eavesdropper where each link undergoes independent, non-identical, flat Rayleigh fading.
The eavesdropper is capable of diversity combining the direct and relayed communication
from the source using maximal ratio combining (MRC) and selection combining (SC).
Closed-form upper and lower bounds on secrecy outage probability are derived. Closed-
form approximate secrecy outage probability and ergodic secrecy rate is also obtained
when source-relay link average signal-to-noise ratio (SNR) is high. Asymptotic analysis is
presented when dual-hop links have equal or unequal average SNR. It is found that SC has
both the secrecy outage and ergodic secrecy rate performances are better than MRC. To
achieve the same secrecy outage performance of SC, MRC requires relatively higher SNR
at lower rate. MRC also requires relatively higher SNR to achieve same secrecy rate
performance of SC when eavesdropper link quality degrades. It is observed that lower
bound for secrecy outage is tight and tends towards secrecy outage as SNR increases. It is
interesting to find that either one of the dual-hop link can limit the performances even if the
other link average SNR is infinitely high.

Keywords Amplify-and-forward relay - Asymptotic analysis - Diversity
combining - Dual-hop system - Secrecy capacity - Secrecy outage probability

P4 Chinmoy Kundu
chinmoy.kundu@dbst.iitd.ac.in

Abhishek Jindal
abhishek.jindal @dbst.iitd.ac.in

Ranjan Bose
rbose @ee.iitd.ac.in

Bharti School of Telecommunication Technology and Management, Indian Institute of
Technology, Delhi, New Delhi 110016, India

Department of Electrical Engineering, Indian Institute of Technology, Delhi, New Delhi 110016,
India

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s11277-017-4518-3&amp;domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1007/s11277-017-4518-3&amp;domain=pdf

540 C. Kundu et al.

1 Introduction

The broadcast nature of the wireless medium necessitates secure communication since any
unintended receiver (eavesdroppers) can overhear signals emanating from a source [1, 2].
This has led researchers to extensively study physical layer techniques for information
security [3-8], which can prevent eavesdropping without upper layer data encryption.

Recently relayed cooperation in physical layer security has got increased attention
among researchers as it can overcome the wireless channel impairments and improve the
performance of secure wireless communications [9—18]. In [9], the four-terminal relay—
eavesdropper channel is introduced. Noise-forwarding, compress-and-forward, and
amplify-and-forward (AF) cooperation strategies are discussed and the corresponding
achievable rates are derived. In [10] and [11], AF and or decode-and-forward (DF) relays
are used in dual-hop cooperative multi relay system to optimize the achievable secrecy rate
or the total transmit power. Apart from AF and DF strategies they also introduce coop-
erative jamming in which the source transmits the encoded signal and relays transmit a
weighted jamming signal to confuse the eavesdroppers. In [12], secrecy outage probability
of various single relay selection schemes are derived for dual-hop multi-relay DF system.
To simplify the analysis it assumes high signal-to-noise ratio (SNR) where all the relay
nodes successfully decode the source transmission. Using the same system model and
assumptions, [13], selects a relay and a jammer and finds secrecy outage probability of the
same. Using both the DF and AF relays in dual-hop multi-relay system, [14], derives
closed-form intercept probability or the probability of non zero secrecy capacity expres-
sions for various relay selection schemes. Unlike [12] and [13, 14] does not use high SNR
assumption. Using the DF relays in multi-hop system, [15] evaluates the probability of
non-zero secrecy capacity, secrecy capacity and secure outage probability when eaves-
dropper intercepts signals from the source and all the relaying nodes. It does not consider
any diversity combining at the eavesdropper.

Secrecy outage probability, which is defined as the probability that a targeted secure
data rate cannot be achieved [8, 9], is an important criterion to measure whether users
predefined quality of service can be met. Secrecy outage probability is obtained for dual-
hop system in [12-15] using DF relays but not using AF relays. Though [14] also uses AF
relay it does not obtain secrecy outage probability instead it evaluates probability of non
zero secrecy capacity. In this paper we not only find secrecy outage probability we also
find ergodic secrecy rate. Using AF relays, non zero secrecy capacity is easier to find than
secrecy outage probability. Using AF relay in dual-hop scenario, [16] finds approximate
secrecy outage probability when eavesdropper gets the relayed information. In the same
scenario approximate secrecy outage probability is obtained when single relay is selected
from multiple relays in [17]. Secrecy outage probability of a dual-hop system using AF
relay containing multiple antennas is considered in [18].

Relays can not only improve the data transmission against direct transmission it can also
provide diversity benefit to the eavesdropper. Direct link between source—eavesdropper or
source—destination are absent in [12-14, 16-18]. As no direct link to eavesdropper is
present in these papers, eavesdropper can not derive any diversity benefit. The assumption
of direct link to the eavesdropper in our system makes our system different from these
papers. Recently in [19], diversity combining at the eavesdropper is considered where
direct and relayed signals from the source is combined to get the secure source message.
Only maximal ratio combining (MRC) technique is considered for the diversity combining.
In a dual-hop AF relay system, source-relay link is common between source—destination
and source—eavesdropper links. As a result, SNRs at the eavesdropper and the destination
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are not independent rather correlated. This important fact is not taken into consideration in
[19], rather it assumes independence of SNRs. It also assumes high SNR scenario. This two
assumptions make secrecy outage analysis easier. Easier analysis allows to consider both
the direct links from source to destination and eavesdropper in [19]. This makes our system
different from [19] as we have considered only the direct link to eavesdropper for math-
ematical tractability after considering correlation between SNRs at eavesdropper and
destination. Ergodic secrecy rate is also not evaluated in [19]. Though the fact of corre-
lation is embedded in the derivation, [16—18] do not consider the direct link from source to
eavesdropper. In a cognitive radio setup the diversity benefit is exploited in favour of
eavesdropper in multiple eavesdroppers case in [20]. As no relays are used for data
transmission in [20], no question of correlation in SNRs arises due to relaying. Neither of
the papers in [12-19] evaluate ergodic secrecy rate for the system. We evaluate ergodic
secrecy rate in our system considering diversity benefit at the eavesdropper.

In this paper, we concentrate on dual-hop system with AF relay for evaluating secrecy
outage probability and ergodic secrecy rate performance. We consider that the eaves-
dropper is able to derive diversity benefit by tapping the signals from both the source and
the relaying nodes. Both the MRC and selection combining (SC) diversity techniques are
considered at the eavesdropper. By considering correlation between SNRs at the eaves-
dropper and the destination due to common source—relay link between them, we derive the
secrecy outage probability. Assuming high SNR of the source-relay link we evaluate the
ergodic secrecy rate. Though [18] does not mention specifically about correlation between
SNRs at the eavesdropper and destination, the treatment is entirely different in our paper
than in [18]. We also provide asymptotic analysis for secrecy outage and ergodic secrecy
rate which is not present in [16—19]. This work generalizes [16]. Results in [16] can be
derived from this paper by evaluating limiting case of source—eavesdropper average link
SNR to zero.

The main contributions of this paper can be summarized as following.

e Taking more realistic assumption that the effective SNRs at the destination and
eavesdropper are not independent but correlated we do the performance analysis of the
MRC and SC diversity combining schemes at the eavesdropper.

e Derivation of exact secrecy outage probability is mathematically intractable hence we
evaluate the upper and lower bounds of secrecy outage probability. Lower bound is
found to be tight and tend to the actual secrecy outage probability as SNR increases.

e An approximate secrecy outage probability is derived when source—relay link has high
SNR. We also find the ergodic secrecy rate with same source-relay link high SNR
assumption.

e Asymptotic analysis for both the performances are presented when each hop in dual-
hop system has same or different average SNR.

e As MRC is the best diversity combining technique for the eavesdropper, SC has better
secrecy outage performance than MRC for a given parameter. To achieve same secrecy
outage probability that of SC, MRC requires relatively higher SNR at lower rate. MRC
also requires relatively higher average SNR to achieve same ergodic performance of
SC when eavesdropper link quality degrades.

e We observe that either of the source—relay or relay—destination link quality can limit
both secrecy outage and ergodic secrecy rate performance even if the other link quality
is infinitely good.

The rest of the paper is organized as follows. System model is described in the Sect. 2.
Some mathematical preliminaries needed are derived in the Sect. 3. Secrecy outage
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probability is presented in the Sect. 4. In Sect. 5, ergodic secrecy rate performance is
obtained. Section 6 provides the asymptotic analysis of secrecy outage probability and
ergodic secrecy rate. Results are shown in the Sect. 7 and finally conclusions are drawn in
the Sect. 8.

Notation £(x) denotes exponential distribution with parameter x, P[-] is the probability
of an event, Fx(-) denotes the cumulative distribution function (CDF) of a random variable
(RV) X and fx(-) is its probability distribution function (PDF), Ex[-] is the expectation
operation over RV X. max{-} denotes the maximum of its arguments whereas min{-}
denotes the minimum of its arguments, and (x)" £ max (0, x).

2 System Model

We consider a dual-hop communication system where a source node S is communicating
with a destination node D with the help of a relay node R (Fig. 1). A direct communication
path from S to D is not considered as there may be obstacles between them or they may be
far apart. Communication is taking place in half-duplex manner via two orthogonal time
slots. In the first time slot S is transmitting its information to the R and in the second time
slot R is amplifying and forwarding the same information to the D. A channel state
information (CSI) assisted AF relay R is considered. The relay gain is set according to the S
to R instantaneous channel gain to fix certain output power from R. An eavesdropper E is
considered to be present in the system which is capable of listening both the communi-
cation from S and R. It then diversity combines the information from two subsequent time
slots to get the secure source message. The link gains between any two arbitrary node x and
¥, hyy, is assumed to be independently flat Rayleigh faded but not identical among the links.
Appropriate combination of x and y are to be taken from the set {s, r, e, d}. The set of small
letters, {s,r,e,d}, directly corresponds to the set of nodes in capital letters, {S,R, E, D}.
The instantaneous SNR between x and y, 7,,, can be expressed as

Pk,
’VX_V = NO ) )

(1)

where P, is the transmit power from node x, Ny, is the noise variance of the additive white
Gaussian noise at y. As /y is Rayleigh distributed, y,, is exponentially distributed [21].
The parameter of exponential distribution is f,,, 7, ~ & ([fxy), such that average SNR of y,,
is

S .\, *@

Fig. 1 System Model for analyzing secrecy outage probability of a dual-hop communication system using
AF relay
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P ¢ [Eh,‘ [hz } 1
En, [Py = ———2 = —. 2
Dyl === @
When y = e, the parameter 8, = o, is assumed. For example, S—R link parameter is 3,
but S—E link parameter is oy.. This is for easy follow up of the equations.
The secrecy capacity of the system can be stated as [1, 5, 9, 14]

1 L+9\1"
=—11 3
s =4 flogs (121 G)

where 7,,, 7 are the effective main channel and eavesdropper channel SNR at the D and E
respectively. With appropriate AF relay gain [22-24], the effective SNRs of the S—~R-D
and S—R-E paths, y;, and 7,,, respectively, can be written as

VsrVrd o _ VsrVre

Vsr + Vrd Toe Vsr + Vre ’

M (4)
where y,,,7,, and 7y, are the instantaneous SNRs of the paths S-R, R-D and R-E
respectively. SNRs in (4) is also the approximate SNR at relatively high SNR when relay
gain is set differently [22-24]. y is the SNR after diversity combining the S—-E and R-E
paths at E. Ergodic secrecy rate of the system can be obtained by averaging Cs over y,, and
Vg as

_ 1
Cs = 3 E,, B, [logy (1 4 yy) —logy (1 + g)], (5)

when y,; > Vg
Secrecy outage probability is then defined for the system as [5]

Py(R,) = P[Cs<R,] = P [11 i’/ﬂbf <p} (6)
=E, [FVM[(]‘ +7E)p — 1”7 (7)

where R; is the desired threshold secrecy rate of the system and p = 2%,
To improve secrecy performance by improving the diversity of the system, multi-relay
system with relay selection can further be investigated.

3 Mathematical Preliminaries

In this section, some mathematical preliminaries are presented for the work. Two
inequalities are presented and a proposition with corollary is derived, which will be used
later in this paper.

If x, y are arbitrary positive real numbers then following bound holds

< min(x,y). (8)
This bound can easily be obtained from harmonic mean inequality of (x, y) [23, 25]. This is

also typically used in CSI assisted multi hop AF relay networks at high SNR to approx-
imate or bound the end-to-end equivalent SNR [26, 27]. There, x and y are the individual
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hop SNR in dual-hop case. By looking at (4) and (8), it can be understood that upper and
lower bounds of y,, and y,,, can easily be found and will be used in subsequent sections.

Proposition 1  The moment generating function (MGF) of a RV T=min(X,Y) condi-
tioned on X, where X ~ () and Y ~ E(B,) are independent exponentially distributed RVs
is
1 — e (B=s)x
Mrx (slx) = (lis)
B

4 e Bys)x, (9)

Proof See Appendix 1 for proof.

Corollary 1 The MGF of a RV T=lmin(X,Y) conditioned on X, where X ~ E(B,) and
Y~¢& (ﬁ}) are independent exponentially distributed RVs respectively, is

(1 — e~ @h-9)%)

b

Mﬂx(S')C) = + e_(ﬁy_s))_z(. (10)

Proof See Appendix 2 for proof.

4 Secrecy Outage Probability

In this section we evaluates upper bound, lower bound and approximate expressions of
secrecy outage probability, P,(R;). As the first hop link S-R is common between S—R-D as
well as S—R-E, the effective SNR at D and E are not independent but correlated. So to
evaluate P,(R;), we will first evaluate the conditional P,(Ry), conditioned on the the first
hop SNR, 7,,, and then average it over 7,,. Exact closed-form P,(Ry) is mathematically
intractable when MRC and SC diversity combining is done at the E. Hence we find upper
bound, lower bound and approximate expressions of P,(R;) for each diversity combining

techniques. Using the lower bound of y,,, yj(\,?B), and the upper bound of y, nyUB) , in (6) we
find the upper bound of P,(R;) as P{V®)(R;). Using the upper bound of 7,,, y,ﬂ,?B), and the

lower bound of yg, ygLB), in (6) we find the lower bound of P,(R;) as PULB) (R;). We denote

o

UB and LB as the upper bound and lower bound respectively and use (8) to find the same.

4.1 MRC at Eavesdropper

As SNR after MRC diversity combining is the summation of the individual SNRs [28], the
MGEF of the effective SNR 7y, will be the multiplication of MGFs of y,, and y,,, [29].

4.1.1 Lower Bound

The MGF of y(ELB) conditioned on ), can be written using MGF of y,, and lower bound of

J4re- With the help of (8) and Corollary 1 the conditional MGF of 7\*% is
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1 67(21,1,7.v)§ 67(211“) —s)3

M”(LH) i (s|x) = =+ — . 11
T (s () () (em) Y

The corresponding PDF can be found from (11) for oy, # 20, with the help of [30] as

200500 _ _
f(LB) (t\x) = e (e 20l _ e ozm,r)
e s Olge — 200ye
] 12)
. 200500 c X (
+ %eefawte(ocsrhre)g _ setre (efZawt _ efocute(ocxr%w)z) u(t _ _)‘
Ose — 2O(re 2

The lower bound of secrecy outage probability for the given y,, can then be found by using
(7) as

P<LA€)(RS|)C) = [E~(LB) . [Fh(ug)h [(1 + t)p — l|x}]. (13)
olysr Ve s L M s

With the help of (8) and (59), the conditional CDF of the upper bound of y,, conditioned on
the y,, can be written as

1 — e Bul(l+0p=1) < x—(p—1)
p
Fom, [(1+1)p = 1]x] = L (14
v s e
) ! P U]
p

Averaging in (13) has to be carried out after appropriately partitioning the integration
region as PDF and CDF in (12) and (14) respectively are defined differently within dif-
ferent limits. It should be kept in mind that finally unconditional P,(R;) has to be found out
by averaging (13) over y,,. Dummy variable x in (14) is basically for y,, to finally integrate
(13) over RV 7,,. Observing (14) we can see that if x<(p — 1) then FV%]B)W‘V(') becomes

unity irrespective of its argument. Now consider x > (p — 1). Observing (12) and (14), we
need to find out that what is the relationship between L; and L, depending on p and x,

where L; = # and L, = 3. Whether L; <L, or vice versa. Following limits

0<L; <L, <00, (15)
always hold if p >2 for x> (p — 1). Now for p <2, following limits
0<L; <L, <00, (16)

hold when (p — 1) <x < 2(2':)1). Following limits

O<L,<Li<oo0, (17)

hold when x > 2(%7;) for p < 2. Notice that (15) and (16) are identical. Depending on the p,
whether it is greater or less than two, different lower bounds are obtained from (13). Let us
call them LB, for p > 2 and LB, for p <2. So the averaging in (13) can be evaluated using

(12) and (14) when p>2 and x> (p — 1) as
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Ly 2
pLB) _ o Bu((1+0)p-1) GseOire =200 =0l
P (Rslx) = /0 [1 et } 2o (e e~ %) dt

L 9
Olge Uy _ _
/ el G )
L

Ose — 20Cre

o0
4 / |: 20{5@“"@ (872%,[ _ efocxet>
L, [%se — 20{)‘6

+ asee*\’lxete(“s?720(w)% _ 2%’62’2 (672owt _ efacwre(omonzm)%)} dt.
— L0e
se re

Result of (18) can again be used for LB, as (15) and (16) are identical. Finally the
unconditional PgLB”(RX) for p >2 can then be obtained following (15) as

(L) =y s
PUEO(R,) :/0 ﬁs,(x)dx—i—/( ])Pamj (Ry|x)f;,, (x)dx, (19)
,

where f, (x) = B, exp(—p,,x) is the exponential PDF of 7,,. After solving (19), P{*#1) (R)
is expressed in (28).
When p <2 and y,, > 2p

L
PUB (R |y — / 2 {1 B ef/;,d((wr)pf])} _20ellre (72 — eot)dt
0

0‘/ Ose — 2are
L
N / ! [1 = emtuitison-] {2“—“ (e 2t — et
Ly Ose — 2are

206500 )

_ x _ _ Do )X

Oge Otget ,(Oge =201 )5 se*re ( 20,0t el (e 21,()2) It (20)
Olse 20(re J

0
+ / |: 2‘“%0"@ (e—Zoz,et _ e—ozsgt)
L Ose — 2O(re

+ asgefocwte(ac:wZa,.g)% _ Le(;re (672““” _ efoclwte(ocseonc,P)%) dt.
Olse — Z0lpe

Reusing Pﬁ?ff)(Rs\x) from (18) as (15) and (16) are identical, the unconditional secrecy

outage probability for p <2 can be evaluated to
(p=1)

O R

(b

The final solution of (21) is expressed in (29).

2(/)711

PUS R, (s + [ PP R b0 ().

(2-p)

(21)

4.1.2 Upper Bound

We follow the similar method as followed while finding the lower bound of secrecy outage

probability here as well. At first using MGF method, the PDF of wa)( -) conditioned on
Yers ﬁ m (+), can be found. With the help of (8) and proposition 1, the PDF can be found
E sr

for o # o as
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Olge
fwn,. (t|x) = (e_i'”t — e_d’“’t)
Ve s Olse — Olye
—Otet (0o —0Olre )X Xselre —Olyel —Otgel ,(0Otse —0Otre )X (22)
+ el sel o\ Ose —0hre )X __ (6 rel o %sel p(Ose —Ore ) u(t—x).
Olse — Olye

Then following the method of finding lower bound of secrecy outage probability in the
previous section, the upper bound of the secrecy outage probability can also be found as

PP Ryb) = Eyomy, [Foomy, [(1+0)p = 11x]]. (23)
oy IV Ry
The CDF Fm(m)w () can be found by following (8) and (62) as
M sr
| — o 2Bull00-1) < ’#
Faun, (14+0)p—1]x) = P9
Vi Vs x—2(p—1)
1 > b
2p

For the integration of (23), the integration regions must be divided as is done for the lower
bounds from (15) to (17). From (24) we can see that if x<2(p — 1), Fy(LB)h' (+) is unity for
M sr
any argument. Now looking (22) and (24) together, when x >2(p — 1) for any values of
p>1 (i.e. Ry >0), we can see that following limit holds for the integration
—2(p—1
0< x=2p=1) <x<o0. (25)
2p
Rest is similar to the derivation of lower bound in previous section. The solution is directly
written in (30).

4.1.3 Approximate Analysis

If SNR of either one hop in a dual-hop AF relay system is very high compared to other, the
end-to-end SNR can be approximated by its upper bound given in (8) [26, 27]. This
approximation works better and better when the difference between individual hop SNRs
increases i.e. either of the hop channel quality gets better and better compared to other.
Motivated by this fact, we find an approximate secrecy outage probability as PSJAP ) (Ry)

assuming high SNR of S-R link i.e. 1 > >1 and 1 > >1 . AP is used to
g mg sr rd ST re

denote the approximation. PS,AP ) (Ry) is obtained using upper bound of y,,, y,(vl,]B), and upper

bound of yg, y(EUB), in (6) following (8).

Finding approximate secrecy outage probability is similar to that of finding the upper
bound. In this case we have to use Fom, () instead of Fam), (). The approximate
M Isr M sr

secrecy outage probability, PS,AP ) (Ry), can be achieved after evaluating conditional

approximate secrecy outage probability

PUTRy) = Eyon, [Fyﬁ% [(1+0)p — 1|x]] . (26)

Now we have to average (26) over 7,, to get the unconditional approximate secrecy outage

probability. While evaluating (26) we use CDF F (s, (-) from (14), PDF fy(w)ly () from
M E sr

o
[7sr
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(22). When y,,. < (p — 1),F”(ug>‘” (+) is unity. When 7y, > (p — 1) for any values of p > 1,

integration limits must be

(-1
O<w<x<oo. (27)
P

The final expression of PP (Ry) is written in (31).
Bounds and approximate secrecy outage probability of MRC diversity combining at the
eavesdropper where P\FBV(R) is for p > 2 or Ry, > 0.5 and PLB)(R,) is for p<2 or

R;<0.5.

2pPratOse+20%e
(LBy) o _Za.reareexp(_(p_ 1)(ﬁ5,~+ﬂ,d)) _ ﬁsr( p +ﬁsr)
Py (Ry) =1 5 1 ;
(pﬁ’d " aSE)(pﬁrd " O(re) (ﬁﬂ’ + :Brd +L;) (ﬁsr + ﬁrd +%)
(28)
_ 2(pBya/240re+Byy)
P(LBZ) (R ) :P(LBI)(R ) _ axgﬁxl, Pﬁ,-d exp ((p 1) (ﬁrd -+ 2—p) ))
’ ’ ? ’ (0Bra + ose) (PBrg + 20t PBral2 + tre + By,
. exp (ﬂﬂ*”(éjjﬁ;mﬁaw))
(ﬁsr + ﬁrd + O(se(l/[) - 1/2) + are)(ﬂsr + ﬁrd + zare/p) .
(29)
4pBatotsetre
oo o2 DByt p)) [ B (B )
Py (Ry) =1 2 2 1
20Pua + ) 20Bra + ) (B + Bra %) (o + Bra %)
(30)
2pP g t0setote
pon 1 Bsmepl=lp 0 + ) [, B B
(pﬂrd + OCSB)(pﬁrd + (Xre) (ﬂsr + ﬁrd + %) (ﬂsr + ﬁrd + %)
(31)

4.2 SC at Eavesdropper

The SC diversity combiner selects the maximum SNR between S—E and S—R—E paths [28].
In this section also, the bounds and approximate expression of secrecy outage probability is
obtained as in MRC diversity combining. Depending on the usage of upper or lower bound
of y,, and yz in (6) we can have upper, lower or approximate expression of secrecy outage
probability.

4.2.1 Lower Bound

The CDF of the SNR at the output of SC diversity combiner with independent input SNRs
is simply the product of the corresponding CDFs [28]. The conditional CDF of yl(ELB),
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conditioned on the y,,, can be evaluated using CDF of y,, and conditional CDF of y§ff).

With the help of (8) and (62) conditional CDF of y\* is

(L—es(l—e ) 1>
F s, (t\x) = . (32)
Ve |Vsr ot X
1 — e %se > —
-2
The corresponding PDF can be found by differentiating (32) with respect to ¢ as
dgpe” 5 (1 — e72%!) 4 Do 2% (1 — e7%el) < %
£y, (199 = C SRS
£ Oge€ ™%l @M (] — e %e3) (1 — 5) > 3

F NI (+) can be found from (14). The secrecy outage probability lower bound then can be
MmN

evaluated from (7). Here again, depending on whether p > 2 or p <2 there will be two
lower bounds LB; and LB, as in MRC. The three limits of MRC in (15), (16) and (17) are
also applicable here. The derivation procedure is similar to that of MRC so final expres-

sions of PB1)(R,) and P#2)(R;) are directly shown in (35) and (36) respectively.

4.2.2 Upper Bound

Here,

“5367%61(1 - e*&,gt) + O(reeiowt(l — eil‘wt) 1<x
O(See—oz,wr + e_“’”x(l _ 6_1"”)()(3(2‘ _ x) t2x7

iy 10 = { (34)
'E sr
is obtained by similar method of lower bound with the help of (8), proposition 1.

F s ) (t|x) can be obtained from (24). The rest of the procedure is similar as described in

™ [Vsr
the lower bound of SC diversity combining. The rest is identical to that of obtaining upper
bound of MRC diversity combining because both of them use same integrations limits. The

final result of P(()UB) (Ry) is expressed in (37).

4.2.3 Approximate Analysis

The approximate analysis of SC considers same high SNR assumption of 1/f,. as in
approximate analysis of MRC. First we find fv(um‘v (t]x) and Fom, (t|x) from (34) and
'E / M /sr

sr

(14) respectively with the help of (8) and proposition 1. The procedure then follows the
procedure of obtaining approximate analysis of MRC diversity combining technique. Both
MRC and SC uses same integration partitioning limits for obtaining approximate analysis.
Finally approximate secrecy outage expression of SC diversity combining, P(()AP )(Ry), is
expressed in (38).

Bounds and approximate secrecy outage probability of SC diversity combining at the
eavesdropper where P(()LB‘)(RS) is for p >2 or Ry > 0.5 and P((,LBz)(RS) is for p <2 or
R;<0.5.
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(LB1) —1_ Use exp(—(p B 1)(ﬁsr + Brd)) _ ﬁsr
Py (Ry) =1 Bt ) 1 [
_ 20{7@ exp(—(p - 1)(ﬁsr + ﬁrd)) _ ﬁsr
(PBra + 20tr) . [1 B+ Brg + % (35)

+ (O‘se + 20%) exp(f(p B 1)(ﬂsr + Brd)) 1 — :[)):r
(pﬁrd + o + z’xrg) ﬁsr + ﬁm’ 4 D(\L,J;Zo(m .

L Porexe (S5 (B + Bt 5+ 30))
(PBra + otse + 20tre)
PP Use + 20,
Bor + atre + 2 Bt By + *,—2]

:[))sr exp(f 2(2%7;) (ﬁsr + ﬁrd + O(rt.’))

P(()LBQ) (R_s) :P(LBl) (R_s)

o

pﬁrd + 2(xre

(PBra + 20t) By + e + 2t B+ By + 2|
(36)
(UB) _1 _ Ose exp(—2(p - 1)(ﬁsr =+ ﬁrd)) _ :Bsr
PP (Ry) =1 2pfa t ) S %
_ %re exp(—Z(p — 1)(ﬂsr + ﬁl‘d)) _ ﬂsr
(2pﬁrd + Ofre) 8 |:1 ﬁsr + ﬁrd + ;_;; (37)
+ (ase + O(rE) exp(—Z(p - 1)(ﬂsr + :Brd)) 1— ﬁsr
(zpﬁrd + Oge + oCre) ﬁsr + ﬂrd + % '
(AP) 1 _ Ose exp(—(p - 1)(ﬁar + ﬁrd)) _ ﬂsr
Py (R) =1 Bt ) L %
_ Ore exp(—(p _ 1)(ﬁvr + ﬁrd)) _ ﬁsr
(pﬁrd + OCre) x |:1 ﬁxr + ﬁrd + % (38)

(PBrg + ttse + re) - Be + Bra + “‘E;“m .

g%+wwww—mm+mnb By }

Remark 1 From (28) to (31), it can be observed that neither of the equations contain
(0tse — 20) OF (045, — 0ty ) in the denominator. The term is canceled out with the same term
in the numerator while deriving the equations. This says that the expressions might be
evaluated when (o = 20,) or (o5 = 0y ), though (12) or (22) does not permit in those
cases to proceed. This is verified by simulations in the numerical results.

Remark 2 This paper is the generalization of [16], as the performance of the dual-hop
system without direct link between S and E can easily be obtained by tending S-E link
average SNR to zero. The expressions in [16] can be achieved by tending 1/, — 0 in the
equations from (28) to (38). The derivation is not shown due to space constraint.
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5 Ergodic Secrecy Rate

This section finds the ergodic secrecy rate of the system when eavesdropper performs MRC
or SC diversity combining. When MRC and SC diversity combining is performed at the £
the secrecy rate can be written from (3) as

1+ "Jisr?"rd” +
CMRC _ log 1+)"sr+7rf{ ’ (39)
BT R MR
and
+
1 1 + }_vr}ralN
€3¢ =3 |log, ot : (40)

1 max {7, e}

respectively. Where superscripts MRC and SC in (39) and (40) respectively are to indicate
MRC and SC combining. y,, is replaced by y,, = # while yj is replaced by yp =
Vse T 1 +””j for MRC combining and yz = max{},,, 7.} for SC combining.

Derlvatlon of exact ergodic secrecy rate seems mathematically intractable assuming
correlation of SNRs at the eavesdropper and destination. Even getting closed form upper,
lower bounds or approximate secrecy rate as was obtained for secrecy outage probability in
Section 4 is also mathematically intractable. The particular case when quality of the S—R
link is very good i.e. 1/f,, > > 1/f,,0r 1/, > > 1/B,,, we can assume that the SNR

at the E and D are independent. Assuming further overall high SNR scenario the secrecy

rate in (3) can be reduced to
1 M -
Cy I . 41
2 [ o8 ('})E):| 1)

The ergodic secrecy rate can be evaluated by imposing positive secrecy, i.e. y,; > Vg, as

Cs=5 11112 /O - /) " lin(x) = nO)lf,, (0F,, (v)dady. (42)

To find the distribution £, (x),f,,(y) we use y,, & min (y,,,7,.), Yy ~ min (y,.,7,) as is
used in Section 4. The distribution of the minimum of the two independent exponentially
distributed RV is exponential. The parameter of the resulting exponential RV is the
addition of the parameters of the input exponentials. Hence y,,, and y,, are exponential RV
with parameters (f,, + o) and (B, + B,4) [29]

5.1 MRC at the Eavesdropper

In this section 7y is the SNR at the output of a MRC combiner. The distribution of y; can
then be obtained by finding the distribution of the addition of the two independent RVs y,,
and y,,. The distribution of y; can then be obtained by finding distribution of the addition
of the two independent exponentially distributed RVs with different parameters following
[30] as
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se(Boy i)y | Sse(Bor ) gy (43)
(ﬁsr + o{ft’) = Ose Use — (:Bsr + OCre)

The solution of (42) can be obtained in closed form as

() =

By totre Olge
CMRC _ 1| %se 1n<1 + ﬁ.n-+/3,-d> (Byr + o) ln(l + ﬁsr+ﬁrd>

= 44
§ 2In2 (ﬁsr + fxra) — Use Olge — (ﬁsr + fxre) ( )

I

While deriving (44), we use the solutions of integrals from 1.6.10.3, page 249 of [31] and
2.5.3.1, page 71 of [32]. The superscript MRC in (44) denotes the ergodic secrecy rate for
MRC combiner at the eavesdropper.

5.2 SC at the Eavesdropper

In this section 7y is the SNR at the output of a SC combiner. The distribution is to be found
by finding maximum of the two independent exponentially distributed RVs. The CDf can
be obtained as

Fy (y) = Pmax(yse, V) <) = Pl(75e <YIP[ge <))

(45)
= (1= exp(=%))(1 = exp(~ (B + % ).
The PDF can be obtained by differentiating (45) as
f:fE (y) = Uge exp(_fxsey) + (ﬁsr + ase) eXP(_(ﬁsr + fxse)y) (46)

— (e + By + %se) €Xp(—(ote + Py + 0lse)y)

The ergodic secrecy rate can be obtained by evaluating (42) as

~ 1 o By + Ose + Py +
CC— {m(l +$) +1n<1 4 Pyr e > ,1,1(1 +7ﬂ
S 2In2 Bsr + Brd ﬂsr + :[))rd ﬁsr + ﬁrd
(47)

Same integral solutions from 1.6.10.3, page 249 of [31] and 2.5.3.1, page 71 of [32] are
used. The superscript SC in (47) denotes the ergodic secrecy rate for SC combiner at the
eavesdropper.

6 Asymptotic Analysis

In this section, asymptotic analysis of approximate secrecy outage probability and ergodic
secrecy rate is provided for the analysis done in the sects. 4 and 5. Asymptotic analysis
gives simpler expression as a function of constituent parameters. It helps easily predict the
behaviour of the secrecy outage probability with the variation of the parameters at a very
high SNR.

6.1 Secrecy Outage Probability
The behaviours of the equations from (28) to (38) are difficult to analyze in terms of its

constituent parameters. The behaviour is important whether the average SNRs of S—R and
R-D links are equal or not. When these two are equal, we call it as balanced case and when
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unequal we call as unbalanced case. Asymptotic analysis is achieved by tending the
average SNR of both the S—R and R-D links to infinity keeping them equal in the balanced
case. In the unbalanced case either of the S—R or R-D link’s average SNR tending to
infinity keeping other fixed. For both the balanced and unbalanced cases average SNRs of
S—E and R-E links are kept fixed. Balanced or unbalanced cases are important from the
perspective of power allocation to the S and R. For example if average channel gains of S—
R and R-D links and noise power at each nodes are identical then allocating different
transmit powers to S and R will create unbalance. Unbalance can also occur if there are
unequal distances between nodes with same transmit and noise powers.

Asymptotic analysis is shown for both the MRC and SC diversity combining techniques
done in (31) and (38) respectively. Asymptotic analysis for upper and lower bounds are
similar and skipped. For the balanced case, we evaluate asymptotic expression by tending
/B, =1/p,s=1/B — oo or f — 0. This scenario can occur if S and D are getting closer
to R by the same amount compared to the eavesdropper. This scenario can also occur with
increased transmit power to S and R keeping other parameters fixed. While evaluating
asymptotic analysis, we find constant terms in the numerator vanishes. Then our task
reduces to collecting all coefficients of f§ in the numerator and constant term not involving
p from the denominator. Here we have assumed that higher order terms of 5 approaches
zero much faster than . All the asymptotic expressions are evaluated in this paper follow
the same method described above. After some mathematical manipulations it can be shown
that asymptotic expression of approximate secrecy outage in (31) when eavesdropper does
the MRC diversity combining is

)Balamed:%[p<L+L>+(p_1)}, (48)

P(AS) (Rg
MRC B Olse Ore

o

AS is used for asymptotic expression and (-) [y is used to identify that the term is for

balanced case in MRC combining. Asymptotic expression of approximate secrecy outage
in (38) for SC diversity combining is

)Balmd:%{p(i+i)+(p71)7L}_ (49)

PAI(R
° * sC ﬁ se are fxse + O‘re

Asymptotic analysis for unbalanced case is similar to balanced case. Contrary to balanced
case, constant term does not vanishes in the numerator which gives a constant term in the
asymptotic expression. For the unbalanced case we first consider 1/f,, is fixed and
1/B,, = 1/ — oc. This situation can arise if source is getting closer to the relay keeping
other nodes fixed or with unequal power distribution. The asymptotic expression of
approximate secrecy outage probability in (31) for MRC is

p1S) (R) Unbalanced L gy type— (P~ Db
T Imre (Brap + %se) (Brap + ore)
L Tp(2pB,y + s + o) + gt (p — D01 OO
% { (PBra + %se) (PBra + tre) '

When SC is done, approximate secrecy outage probability in (38) approaches a constant
value of
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Unbalanced gee 0 Db o e (Db (aseJrare)e*(l’*l)ﬂm

P(()AS> RY) — — .
sC (ﬂrdp + Ocse) (ﬁrdp + Ocre) (ﬁrdp + Use + OCre)

The unbalanced case of 1/f,, is fixed and 1/f3,; = 1/ — oo, can occur if destination is
getting closer to the relay while other nodes are fixed. Asymptotic expression of approx-
imate secrecy outage probability in this case for MRC in (31) is

(51)

Unbalanced OlenOL e—(ﬂ—l)ﬁ”
AS seLre
PUS (R,

—1_
MRC (ﬂs’p + OCS@)(ﬂsrp + Ocre)
1 {p(Zpﬁs, + e + tye) + sty (p — 1)e= 0= Dhs
(pﬁsr + ase)(pﬁs,- + OCre)

1 1 o{sefxreei(pil)ﬁ”
+p|—+—])(1- .
Use %re (pﬁsr + O‘se)(pﬂsr + are)

For the unbalanced case, when 1/f,, is fixed and 1/f,;, = 1/ — oo, the asymptotic
expression for SC is same as in (51) but f8,; has to be replaced by f,,.

In unbalanced case, the asymptotic value reaches a constant. Asymptotic expression can
be expressed as a summation of constant and a asymptotically varying term with f. The
asymptotically varying term dominates at low SNR (1/f) and at high SNR it is insignif-
icant compared to constant term. The asymptotically varying term is shown only for MRC
diversity combining. We have skipped others due to space limitations, though asymptot-
ically varying term can be achieved for all the diversity combining techniques.

+

B

Remark 3 By comparing (48) with (49) it can be seen that to achieve same secrecy outage
probability, MRC requires higher main channel SNR than SC for a given parameter. This is
because, MRC is the optimal diversity combining technique for E. By doing MRC,
E achieves better performance than SC.

We now check how this relative SNR difference between MRC and SC behaves with
required secrecy rate (p = 22%). By taking the difference of SNRs in decibels (dB) of
MRC and SC from (48) and (49) for p; where i = 1,2, we get,

Pi
dB = —10log,y |1 — ute : (53)
pi(E+%) + (o= 1)

Here 1/f}xc|dB and 1/f5.|dB are the average SNRs in dB corresponding to p; for MRC
and SC respectively. G; will be greater than G, if following happens

1 1
G; dB — —
ﬁSC

Bure

L1 %)
o +0 > o0

p(E+L)+ -1 paL+L)+ (- 1)
1

1
_
I (1 +ﬁ+§)

1l — 1

P1 <l+ﬁ+é)
From (54) it is very clear that G; > G, only if p; <p,. This says that, in order to achieve
the same secrecy outage probability of SC, MRC needs relatively higher main channel
SNR when required secrecy rate is low than the case when required secrecy rate is high.

=

>
1 —
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Remark 4 We compare (50) and (52) for MRC combining. The secrecy outage proba-
bility achieves the same constant value irrespective of unbalance caused due to fixed
average SNR in S—R or R—D. The constants are the same function of f, or f3,;. This shows
that either of the S—R or R-D link quality can equally serve as a bottleneck for achievable
secrecy even if we infinitely increase the SNR of the other link.

Remark 5 The reason of remark 4 is not quite obvious as the system is not symmetric
with respect to variation in either of the S—R or R—D link. Variation in y,,; only affects y,,
but variation in Yy, affects both the y,, and y. It has to be noted that we provide an
approximation to the secrecy outage probability as exact solution is intractable. The
derivation approximated both the S—R—E and S—R-D link SNRs by the minimum of the
constituent link SNRs. So, when the S—R link average SNR is higher than that of the R—F
link (it has to be maintained to achieve reasonable secrecy outage), probability of getting
R-F link increases. Similarly between S—-R and R-D links, if S—R link average SNR is
higher, then probability of R-D being selected is higher or vice versa. Depending on either
of the unbalance cases whether S—R or R-D is selected, y,, is symmetric to both the cases
but for the yg, it is only R—E for most of the cases. This makes y; symmetric to the
variations on ), or y,;. Hence makes the system symmetric for both the unbalanced cases.

Remark 6 The variable terms in (50) and (52) are not the same function of f,, or f5,,. At
higher 1/f,,, the two equations are quite same as second summation term inside the
brackets in (52) will vanish at higher 1/f,,. This verifies that the system is not actually
symmetric but as 1/, increases it tends to a symmetric system as pointed out in remark 5.

6.2 Ergodic Secrecy Rate

The ergodic secrecy rate in Section 5 approximates the actual ergodic secrecy rate when
average SNR of the S-R link, 1/f,,, is high. In such a unbalance case when 1/p,, is fixed
and 1/,, tends to infinity the asymptotic values can be derived by simply putting f3,; = 0
in (44) and (47) as

-

CMRC B 1 Olse 111(1 + ‘ﬁv’[}f%e) n (ﬁsr + O(re) 11'1(1 + %)

§ - 21n2 (ﬂsr + ocre) — Olge Olge — (.Bsr + O(re) ’

~ ! o B + tye + B, + o
SC _ 1 1 zse. 1 1 sr re ) 1 1 se sr re
CS 2 ln2 |: n( + ﬁsr + ! + ﬁxr ! + ﬁsr ’ (56)

respectively. The asymptotic expressions tend to constant quantities with respect to 1/f,,.

(55)

7 Results

This section compares the analytical results derived in this paper with the simulated ones.
In the figures, A is denoted as the analysis, S is denoted as the simulation. LB and UB are
the lower bound and upper bound respectively. Results are drawn assuming direct link and
relayed link qualities to eavesdropper are same i.e. 1 /o, = 1/0, = 1/ This is reasonable
to assume as eavesdropper may be equidistant from source and destination. The results
with different eavesdropper channel qualities are similar. In all the figures secrecy outage
probabilities, P,(R,), are compared. The unit of required threshold secrecy rate, Ry, is
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assumed to be bits per channel use (bpcu). Required threshold secrecy rate, R;, is assumed
as low as 0.1 and as high as 2.0 to cover reasonable span of secrecy rate. In the figures we
have dropped all the superscripts from P,(R;) which was used to distinguish various
schemes.

In Fig. 2, LB and UB of P,(R,) for MRC diversity combining are plotted as a function of
main channel SNR 1/, for the balanced case of 1/f,, = 1/f,; = 1/f. Results are drawn
from (28), (29) and (30) respectively which are developed in the Section 4. The figures are
plotted for low and high rate requirement of Ry = 0.1, 2.0 respectively for two different
eavesdropper channel qualities 1/ = 3,9 dB. Figure 3 shows bounds for SC diversity
combining derived in (35), (36) and (37) for the same set up of Fig. 2. When R; > 0.5 or
p > 2 we plot P,(R,) from (28) and (35) while from (29) and (36) when R; <0.5 or p <2.
These two figures depicts that the LB derived is tight for both the MRC and SC at all rates
and all eavesdropper channel qualities. Lower bound tends towards simulation as SNR
increases. It is also very intuitive to see from the figures that improvement in eavesdropper
channel quality degrades the achievable P,(R;) for a given rate requirement. Also, higher
rate requirement requires higher SNR to achieve same P,(R;) for a given eavesdropper
channel quality.

Figure 4 compares the approximate P,(R;) of the MRC and SC diversity combining
techniques obtained from (31) and (38) for the unbalanced case. The unbalanced case of
1/, is fixed is considered and results are obtained by varying 1/f,, = 1/f keeping
1 /o = 3 dB. The results are shown for required rate of R, = 0.5,2, when 1/f,, = 40 dB is
relatively low and for required rate of R; = 0.1, 1.5, when 1/f,, = 60 dB is relatively high.
We find that both the MRC and SC curves saturates to a fixed value drawn by horizontal
dashed line. This confirms the analysis in Section 6, that tells either of the two hop in main
channel can limit the secrecy outage performance. This dashed lines are the constant value

10
107" \
¥
< :
o
|
107
\
—6— 1/u=3dB, LB
—— 1/u=3dB, S
—— 1/0=3 dB, UB ¥
—8— 1/4=9 dB, LB |
—%— 1/0=9 dB, S Y
—A— 1/0=9 dB, UB
10_3 T L L L L L
0 5 10 15 20 25 30 35 40
1/B (dB)

Fig. 2 Lower and upper bounds of secrecy outage probability for MRC diversity combining at the
eavesdropper
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Fig. 3 Lower and upper bounds of secrecy outage probability for SC diversity combining at the
eavesdropper
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Fig. 4 Comparison of secrecy outage probabilities of SC and MRC diversity combining for unbalanced

case
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derived at (52) and (51) for MRC and SC respectively. For the sake of clarity dashed lines
of MRC is only shown in the figure. The dashed line for 1/f,, = 60 dB is not visible in the
figure due to the limits in the vertical axis. The asymptotically varying term in (52) is
shown by solid straight line. It interestingly meets the dashed line at the 1/ = 40 dB,
which is exactly the same fixed 1/f,, for which the curves are drawn. This signifies that the
saturation starts as soon as SNR of the R—D link passes the fixed SNR of the S—R link. The
saturation of curves can not be seen in Figs. 2 and 3 as neither of the main hop channel
SNR is fixed in balanced case. As proposed in the Section 4, the curves obtained by
approximate analysis exactly matches for all values of R, with the simulation, when S—R
link quality is very good i.e. high average SNR of 1/, = 60 dB.

Figure 4 depicts the scenario in which results are obtained assuming S—R link SNR is
very high thus matches well with the simulation. Now the results obtained for 1/, is high
is applied when S—R and R-D link average SNR is balanced. The performance is plotted in
Fig. 5. The figure is obtained for low and high rate of R; = 0.1,2 when 1/0 = 3,9 dB.
Those matches fairly well with the simulation but not as good as the case when plotted for
1/p,, is high. The asymptotic expression for MRC and SC in (48) and (49) respectively are
also plotted by solid straight line. Careful observation may reveal that for a given 1/, the
gap between MRC and SC asymptotes are more when R; is low than when R; is high. This
confirms our derivation at (54) that G; > G, i.e. MRC needs relatively higher SNR at low
R, to achieve same secrecy outage of SC, than at high R;.

In Fig. 6 we show the ergodic secrecy rate comparison for SC and MRC diversity
combining techniques when unbalance is created by fixing 1/f,, and increasing
1/B,4 = 1/. Two cases are considered when 1/f,, is very high i.e. 1/f,, = 60 dB and
relatively low i.e. 1/f,, = 40 dB. As discussed in Section 5 when 1/f,, is very high, the
analysis with independent assumption matches very well with the simulation. This can be
seen from the graph for 1/f,, = 60 dB at both the 1/0;, =3 dB and 1/0;, = 12 dB. When

10° gy

F<F

107

—O©— 1/0=3dB, SC, A
—+— 1/0=3dB, SC, S
—<— 1/0=3 dB, MRC, A
—*— 1/0=3 dB, MRC, S
—B— 1/0=9dB, SC, A

—>—1/a=9 dB, SC, S

—A— 1/0=9 dB, MRC, A
3 —*— 1/0=9 dB, MRC, S

107 I I L L L
0 5 10 15 20 25 30 35 40

1/B (dB)

S

Fig. 5 Comparison of secrecy outage probabilities of SC and MRC diversity combining for balanced case
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Fig. 6 Comparison of ergodic secrecy rate for SC and MRC diversity combining in unbalanced case

1/f,, is relatively low i.e. 1/f,. = 40 dB conformation between analysis and simulation is
fine, but not as good as it was for 1/f,. = 60 dB. It can be seen from the figure that when
unbalance is created by fixing 1/f,, to a predefined value, curves saturate to a constant
value as shown by the horizontal dashed line. Dashed lines are due to the constant derived
in (55) and (56) for MRC and SC respectively. It can easily be verified from (44) and (47)
that if unbalance is created by fixing 1/f3,, to a predefined value and increasing 1/f,,, the
ergodic secrecy rate saturates to the same constant value. It can be verified by proceeding
the similar way as is done in Section 6.2. This proves that by fixing a predefined average
SNR value to any of the dual-hop link, ergodic secrecy rate can not be increased beyond a
certain value by increasing the other hop link average SNR infinitely. This observation is
similar to what is seen for secrecy outage probability in Fig. 4. It can also be seen that
when quality of the link towards eavesdropper improves, the gap between SC and MRC
curves decreases. This proves that the MRC requires more average SNR, 1/,,, to achieve
the same performance of SC when eavesdropper link quality gradually decreases.

8 Conclusions

A dual-hop AF relay system is considered in which an eavesdropper diversity combines
both the direct and relayed communication from the source. Two diversity combining
techniques, MRC and SC, is considered in this work for secrecy outage probability and
ergodic secrecy rate analysis. Upper and lower bounds on secrecy outage probability are
obtained. Approximate secrecy outage probability and ergodic secrecy rate is obtained
assuming source-relay link average SNR is high. Asymptotic analysis of the approximate
secrecy outage probability and ergodic secrecy rate is provided. It is observed that lower
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bound for secrecy outage is tight and tends towards simulated secrecy outage probability as
SNR increases. It is found that for a given parameter, SC has better secrecy outage and
ergodic secrecy rate performance than MRC. It is seen that, MRC requires relatively higher
SNR to achieve same secrecy outage performance of SC at lower rate than at higher rate.
MRC also requires relatively higher average SNR to achieve same ergodic secrecy rate
when eavesdropper link quality is low. It is interesting to note that either of the source—
relay or relay—destination link quality can serve as a bottleneck for both secrecy outage and
ergodic secrecy rate, even if the other link average SNR is infinitely increased.

Appendix 1: Proof of Proposition 1

Proof CDF and the PDF of the random variable 7 can be found in [16, 17]. For the
convenience of the reader we deduce the the CDF of the RV T conditioned on X, Frx(t|x),
here again. From the definition of CDF we get
Frx(t}) = Plmin(x,y) < 1lx]
=1 — P[min(x,y) > t|x]

=1—Plx > t]x]P[y > t|x] (57)
1Py >1fx] t<x
T t>x
We can write (57) from the fact that
1 t<x
Plx > tlx] = . (58)
0 t>x

As X and Y are independent, by simply using CDF of RV Y i.e. CDF of exponential
distribution in (57) we get the CDF of the a RV T as

1—e P r<x
Frix(tlx) = . 59
i (t]x) { 1 1> x (59)
By differentiating (59) with respect to ¢ we get the PDF as
Be B t<x
Frix(tx) =< 72 ) 60
) =3 (60)

From the definition, MGF expressed in (9) can be found by simply evaluating the following
integrals

MT|X(s|x):/0 ﬁye%ﬁ“ﬂ)’dt—i-/ e Pres's(t — x)dt. (61)

Appendix 2: Proof of Corollary 1

Proof Directly following the proof of proposition 1, the CDF is obtained in [16, 17] as
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1 —e 2t 1<
Fr(tlx) = 2, (62)
t> =
-2
The corresponding PDF is derived in [16, 17] by differentiating (62) as
2,6‘ye’2/’)y’ < %
frtlx) = 5 N g X (63)
t——)e ¥ t> =
( 2)e =2

Using standard derivation of MGF as in (61), we can find MGF of RV T in (10).
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