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Abstract In this paper, we propose three secrecy cooperative transmission protocols for a

two-way energy-constrained relaying network in which two sources wish to exchange

information with the help of multiple intermediate relays being subjected to wiretapping by

multiple eavesdroppers. In the secure two-way communication (STW protocol), an energy-

constrained relay is preselected via one of three investigated relay-selection strategies,

which harvest the energy from the radio-frequency signals of one source and decode-and-

forward the signals to another source. In secure two-way communication with network

coding (STWNC protocol), the network coding technique is applied at a relay preselected

via one of two investigated relay-selection strategies. In secure two-way communication

with cooperative jamming and network coding (STWJNC protocol), under cooperative

jamming, the network coding technique is applied at two sources and a preselected relay

where a jammer-relay pair is preselected via one of two investigated selection strategies.

The power-splitting receiver is applied at the energy-constrained relay for all proposed

protocols. To evaluate performance, we derive new closed-form expressions for the

secrecy outage probability and the throughput performance of the three protocols with the

different relay and jammer-selection strategies. Our analysis is verified using Monte Carlo

simulations.
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1 Introduction

Energy harvesting is a promising solution to increase the life cycles of wireless devices and

maintain network connectivity [1–4]. Conventionally, wireless devices harvest energy

from external natural resources, such as wind, solar, or vibration, which is random and

unsteady. Consequently, reliable communication is not ensured [5]. To cope with this

limitation, energy harvesting from radio frequency (RF; or wireless power transfer) is an

interesting approach [6–10]. The authors in [10] worked on an ideal receiver that can

simultaneously decode the information and harvest the energy from a signal. In [5, 9], two

practical receiver architectures were proposed: power splitting (PS), where the receiver

splits the received signal into two parts (one for energy harvesting and one for information

decoding), and time switching, where the receiver switches the received signal between

information-decoding and energy-harvesting processes. Many researchers have subse-

quently investigated PS and TS in different system models and aspects [4, 11–14]. The

authors in [4] investigated the symbol error rate of RF energy harvesting in a cooperative

relaying network, where an energy-limited relay harvested the energy to assist in relaying

the source information to the destination. In [11], co-channel interference was shown to be

a potential energy source for a relay node in an opportunistic EH network. The authors in

[12, 13] studied the throughput performance using both PS and TS in an amplify-and-

forward (AF) relaying network [12], and they analyzed adaptive time-switching [13]. In

[13], the power allocation strategy for a decode-and-forward (DF) relaying network was

studied. In [15], the authors studied the throughput of three proposed wireless power

transfer policies using a TS structure in an AF two-way relaying network. The authors in

[16] study three different relay selection schemes of the DF energy-harvesting base power

splitting relaying network.

Because the wireless medium has broadcasting nature, security issues for wireless

communication has received considerable attention from researchers. Conventionally,

security is addressed at higher layers using cryptographic methods [17]. However, due to

the greater number of potential attacks when security is implemented at higher layers,

many studies have been conducted on physical layer security (PLS). Security is evaluated

in terms of the achievable secrecy rate (ASR), first defined by Aaron Wyner as the

maximum rate of reliable information sent from the source to the desired destination in the

presence of eavesdroppers [18]. Wyner showed that communication between the source

and the destination is secure if the ASR of the source-eavesdropper link is smaller than that

of the source-destination link. Following this finding, the authors in [19] studied physical

layer security in wire-tap channels, and extended it to broadcast channels [20] and fading

channels [21]. The application of PLS in cooperative communication to improve the

secrecy performance of a wireless relaying network was investigated in [22]. In [23], the

authors investigated physical layer security in a two-way relay network with friendly

jammers under attack by an unauthenticated relay. In [24], the ergodic secrecy capacity

metric was studied in distrusted AF relay networks. In [25], cooperative single-carrier

systems affected by multiple eavesdroppers were evaluated in terms of the exact and

asymptotic ergodic secrecy rate. Some relay-selection schemes [26] as well as assistance

from a cooperative friendly jammer [27] have been shown to enhance the secrecy outage

performance in cooperative cognitive radio networks. In [28], the authors analyze

achievable secrecy rates with total and individual relay power constraints as well as design

relay beamforming weights to enhance the secrecy rate for the cooperative multiple DF

relay networks. The eavesdroppers are interfered with by jamming signals sent from a node
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acting as a jammer, which is selected from a number of relays [29]. In [30], while the

source transmits an encoded signal, relays transmit a jamming signal to confound

eavesdroppers.

The source message can be encrypted using network coding for two binary jamming

messages, i.e., XOR the original binary stream of the source and the binary jamming

stream. The attack of the eavesdropper can be perfectly avoided when the jamming

message is securely transmitted in the cooperative jamming phase. Thus, to increase the

secrecy obtained by transmitting the jamming message, the jamming message should be

transmitted by the best jammer, which is selected from multiple available ones.

To the best of our knowledge, no published literature has investigated a cooperative

jammer combined with network coding to improve the secrecy performance of the energy-

constrained two-way DF relaying network in the presence of multiple eavesdroppers. In the

current work, we propose three transmission protocols with various relay/jammer-selection

strategies. These strategies each select a cooperative relay before the source transmits the

signal [31]. The STW protocol does not use network coding or cooperative jamming, so the

secrecy in the two-way transmission of this protocol is achieved via conventional operation

with four time slots (TSs). The STWJNC protocol applies network coding at a preselected

relay, which reduces the number of TSs to three. Finally, the STWJNC protocol employs

cooperative jamming and uses network coding at both the source node and the selected

relay. We compare these three protocols as follows. We analyze three relay-selection

strategies for the STW protocol, two relay-selection strategies for the STWNC protocol,

and two jammerrelay-selection strategies for the STWJNC protocol. The preselected relay

harvests the energy from the two source nodes in the STW and STWNC protocols, whereas

it harvests energy from the preselected jammer in the STWJNC protocol. For performance

evaluation, the secrecy outage probability (SOP) and secrecy throughput performance

(STP) are derived as closed-form expressions with high SNR regions for the STW and

STWNC protocols, and as exact closed-form expressions for the STWJNC protocol. Our

derivations are validated using Monte Carlo Simulation.

The rest of this paper is organized as follows. Section 2 describes three transmission

protocols for a two-way energy-constrained DF relaying network. The transmission

operation and performance analysis of the STW, STWNC, and STWJNC protocols are

given in Sects. 3, 4, and 5, respectively. Section 6 presents the numerical results, and

various design insights are discussed. Finally, Sect. 7 summarizes our conclusions.

Notation The notation CN 0;N0ð Þ denotes a circularly symmetric complex Gaussian

random variable (RV) with zero mean and variance N0. E :f g denotes mathematical

expectation. The functions fX :ð Þ and FX :ð Þ present the probability density function (PDF)

and cumulative distribution function (CDF) of RV X. The function K1 xð Þ denotes a first-

order modified Bessel function of the second kind [32], and C x; yð Þ is an incomplete

Gamma function [32, Eq. (8.310.1)] . Ca
b ¼ b!

a! b�að Þ!. Notation Pr½:� returns the probability.

Notation x½ �þ returns x if x� 0 and 0 if x\0. The sign � indicates the XOR operator. The

function 2F1 :ð Þ represents Gausss hypergeometric function [32].

2 System Model

As shown in Fig. 1, we consider three transmission protocols for a wireless network con-

sisting of two source nodes S1 and S2 (that want to exchange data), M energy-constrained

relay nodes Rm, m 2 1; 2; . . .;Mf g, N jammer nodes Jn, n 2 1; 2; . . .;Nf g, and L malicious
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eavesdroppers El, l 2 1; 2; . . .; Lf g. It is assumed that the direct link between the two

source nodes is omitted due to deep shadowing [31]. Thus, communication between the

two sources can be carried out through the best proactive DF relay, denoted Rs, that is

selected from M available relay nodes by a particular selection strategy. It is worth noting

that all L eavesdropper nodes can capture the information transmitted in the network. To

enhance the secrecy of the communication, a jammer node Js is selected to broadcast a

random binary jamming message to the two source nodes S1 and S2 in the presence of L

eavesdropper nodes. We assume each node is equipped with a single antenna operating in

half-duplex mode, and the global channel state information (CSI) is available [22] at each

node. Therefore, Rs and Js can be selected before transmitting the jamming and data. The

selection schemes used in this paper for each protocol are described in the next sections.

We use hAB; dABð Þ to denote the Rayleigh channel coefficient over the distance for the

link between two nodes A and B, where A 2 S1; S2; Jn;Rsf g, B 2 S1; S2;Rs;Elf g, A 6¼ B

and where Rs, Js, and El denote the mth relay node in cluster-R, the nth jammer node in

(b) (c)(a)

Fig. 1 Three transmission protocols of the two-way energy-constrained DF relaying network under a
physical layer security: a No jammers and no network coding at relay, b without jammers and with network
coding at relay, and c with the help of both jammers and network coding at relay
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cluster-J, and the lth eavesdropper node in cluster-E, respectively. Thus, the corresponding

channel gain gAB ¼D hABj j2 is an exponential RV with parameters kAB ¼ dABð Þb, where b
denotes the path-loss exponent.

In this paper, M relay nodes, N jammer nodes, and L eavesdropper nodes are located in

cluster-R, cluster-J, and cluster-E, respectively [16]. Thus, the distance between two nodes

in a cluster is insignificant compared to the distance between a node inside and a node

outside a cluster, and the data links are independent and identically distributed (i.i.d) [31].

We obtain the corresponding cumulative distribution function (CDF) and probability

density function (PDF) as FgAB xð Þ ¼ 1� e�kABx and fgA;B xð Þ ¼ kABe�kABx, respectively.

We consider the energy harvesting technique as a power-splitting architecture with a

power splitting ratio q 2 0; 1ð Þ for energy harvesting and ð1� qÞ for decoding the source

signal [12, Fig. 3]. We assume that the fading coefficient hAB does not vary during one

block time of completing the exchange of one packet between two source nodes, and that it

is independent of and identical to the next block time [16]. For convenient demonstration,

let P denote the transmit power of all transmitters, i.e., the two sources, the selected relay

Rs, and the selected jammer Js; let nBðtÞ�CN 0;N0ð Þ indicate the zero-mean and variance

N0 of the additive white Gaussian noise (AWGN) at the receiver B, B 2 S1; S2;Rs;Elf g;
and let nB;cðkÞ�CN 0; lN0ð Þ denote the zero-mean and variance of the noise that arises

from converting a signal from the RF band to a baseband signal at all the receivers [16].

The next three sections present the operation and performance analysis of the three

investigated transmission protocols. The performance of each protocol with the various

relay/jammer selection strategies is evaluated using two performance metrics: SOP and STP.

3 Secure Two-Way Energy-Constrained Relaying Communication (STW)

3.1 Transmission Operation

The STW protocol takes four time slots (TSs) for the complete exchange of data between

two source nodes S1 and S2 (see Fig. 1a) during a block time. In the first TS, S1 sends its

signal xS1, E xS1j j2 ¼ 1
n o

, to the preselected energy-constrained relay Rs in the presence of

L eavesdropper nodes El, l 2 1; 2; . . .; Lf g. The received signals at Rs and El are expressed

respectively by

yS1Rs
ðtÞ ¼

ffiffiffi
P

p
hS1Rs

xS1ðtÞ þ nRs
ðtÞ ð1Þ

yS1El
ðtÞ ¼

ffiffiffi
P

p
hS1El

xS1ðtÞ þ nEl
ðtÞ ð2Þ

The received RF signal at the selected relay Rs, yS1Rs
ðtÞ, is processed for energy harvesting

(3) and information decoding (4), as follows:

yS1Rs;hðtÞ ¼
ffiffiffi
q

p
yS1Rs

ðtÞ ¼
ffiffiffiffiffiffi
qP

p
hS1Rs

xS1ðtÞ þ
ffiffiffi
q

p
nRs

ðtÞ ð3Þ

yS1Rs;dðtÞ ¼
ffiffiffiffiffiffiffiffiffiffiffi
1� q

p
yS1Rs

ðtÞ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ð1� qÞP

p
hS1Rs

xS1ðtÞ þ
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ð1� qÞ

p
nRs

ðtÞ ð4Þ

The sampled baseband signals at El and Rs, e.g., yS1El
ðkÞ and yS1Rs;dðkÞ, are obtained by

down conversion of the signals yS1Rs;dðtÞ and yS1El
ðtÞ in (2) and (4), respectively [12, 16], as

follows
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yS1El
ðkÞ ¼

ffiffiffi
P

p
hS1El

xS1ðkÞ þ nEl
ðkÞ þ nEl;cðkÞ ð5Þ

yS1Rs;dðkÞ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ð1� qÞP

p
hS1Rs

xS1ðkÞ þ
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ð1� qÞ

p
nRs

ðkÞ þ nRs;cðkÞ ð6Þ

The received SNRs of the links S1 ! El and S1 ! Rs and the achievable secrecy rate

(ASR) from S1 to Rs can be attained from (5) and (6), respectively, as follows:

wS1El
¼ P hS1El

j j2

1þ lð ÞN0

¼ x1wgS1El
ð7Þ

wS1Rs
¼ 1� qð ÞP hS1Rs

j j2

1� qþ lð ÞN0

¼ x2wgS1Rs
ð8Þ

CSTW
S1Rs

¼D 1

4
log2

1þ x2wgS1Rs

1þ x1w max
l¼1;2;...;L

gS1El

0
@

1
A

2
4

3
5
þ

¼ 1

4
log2

1þ x2wgS1Rs

1þ x1wgS1Emax

� �� �þ
ð9Þ

where w ¼D P
N0
, x1 ¼D 1

1þl, x2 ¼D 1�q
1�qþl, gS1Emax ¼D maxl¼1;2;...;L gS1El

; the pre-log 1 / 4 indi-

cates that there are four TSs for completing the transmission of the STW protocol.

From (3), the harvested energy at Rs is given by

ES1Rs
¼ gqPgS1Rs

T ð10Þ

where 0� g� 1 is the harvesting efficiency, and T is the transmission time of one TS.

Rs uses the power PS1Rs
in (11) to forward the data of S1 to S2 under eavesdropping by

El in the second TS during the time interval T. The transmitted power from Rs and the

received sampled baseband signals at S2 and El are expressed respectively by

PS1Rs
¼ES1Rs

=T ¼ gqPgS1Rs
ð11Þ

yRsS2ðkÞ ¼
ffiffiffiffiffiffiffiffiffiffi
PS1Rs

p
hRsS2xS1ðkÞ þ nS2ðkÞ þ nS2;cðkÞ ð12Þ

yRsEl
ðkÞ ¼

ffiffiffiffiffiffiffiffiffiffi
PS1Rs

p
hRsEl

xS1ðkÞ þ nEl
ðkÞ þ nEl;cðkÞ ð13Þ

The received SNRs of the links Rs ! S2 and Rs ! El, and the ASR from Rs to S2, are

respectively given by

wRsS2
¼PS1Rs

hRsS2j j2

1þ lð ÞN0

¼ x3wgS1Rs
gRsS2

ð14Þ

wRsEl
¼PS1Rs

hRsEl
j j2

1þ lð ÞN0

¼ x3wgS1Rs
gRsEl

ð15Þ

CSTW
RsS2

¼ 1

4
log2

1þ x3wgS1Rs
gRsS2

1þ x3wgS1Rs
max

l¼1;2;...;L
gRsEl

0
@

1
A

2
4

3
5
þ

¼ 1

4
log2

1þ x3wgS1Rs
gRsS2

1þ x3wgS1Rs
gRsEmax

� �� �þ
ð16Þ
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where x3 ¼D gq
1þl.

In the third and fourth TSs, the transmission of the links S2 ! Rs and Rs ! S1 under

eavesdropping by El are the same as those of links S1 ! Rs and Rs ! S2, respectively, due

to the symmetric particularity. Thus, similarly to (9) and (16), we obtain the ASRs from S2

to Rs and from Rs to S1, respectively, as follows:

CSTW
S2Rs

¼ 1

4
log2

1þ x2wgS2Rs

1þ x1wgS2Emax

� �� �þ
ð17Þ

CSTW
RsS1

¼ 1

4
log2

1þ x3wgS2Rs
gRsS1

1þ x3wgS2Rs
gRsEmax

� �� �þ
ð18Þ

For this protocol, we consider three relay-selection schemes for choosing the relay Rs. In

the first, we note that any eavesdropping of the selected relay Rs occurs in the second and

fourth TSs, so Rs is selected based on the minimum eavesdropping channel (called MIRE),

as represented in (19a). In the second, Rs is selected based on the maximum channel gain of

the link S1� R (MAS1R), as formulated in (19b). In the third scheme, Rs is selected

randomly from the M available nodes (RAN) (19c).

Rs ¼ arg min
m¼1;2;...;M

gRmEmaxð Þ ð19aÞ

Rs ¼ arg max
m¼1;2;...;M

gS1Rm
ð Þ ð19bÞ

Rs ¼random R1;R2; . . .;RMð Þ ð19cÞ

3.2 Performance Analysis

3.2.1 Secrecy Outage Probability

The probability of a successful exchange of data between two source nodes is the prob-

ability that all four ASRs are above the target, Ct [ 0. This can be formulated as follows:

PSTW
non�out ¼ Pr CSTW

S1Rs
�Ct;C

STW
RsS2

�Ct;C
STW
S2Rs

�Ct;C
STW
RsS1

�Ct

h i
ð20Þ

The system experiences an outage if at least one of the four ASRs is less than Ct. In other

words, the SOP of the STW protocol can be given by

PSTW
out ¼1� PSTW

non�out

¼1� Pr CSTW
S1Rs

�Ct;C
STW
RsS2

�Ct;C
STW
S2Rs

�Ct;C
STW
RsS1

�Ct

h i ð21Þ

By substituting the expressions of CSTW
S1Rs

, CSTW
RsS2

, CSTW
S2Rs

, and CSTW
RsS1

from Eqs. (9), (16), (17),

and (18), respectively, into (21), we obtain
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PSTW
out ¼ 1� Pr

gS1Rs
� u� 1

x2w
þ ux1gS1Emax

x2

;

gRsS2 �
u� 1

x3wgS1Rs

þ ugRsEmax;

gS2Rs
� u� 1

x2w
þ ux1gS2Emax

x2

;

gRsS1 �
u� 1

x3wgS2Rs

þ ugRsEmax

2
666666666664

3
777777777775

¼ 1�
Z 1

0

fgS1Emax
x1ð Þ
Z 1

0

fgS2Emax
x2ð Þ
Z 1

u�1
x2w

þux1x1
x2

fgS1Rs x3ð Þ

	
Z 1

u�1
x2w

þux1x2
x2

fgS2Rs x4ð Þ
Z 1

0

fgRsEmax
x5ð Þ
Z 1

u�1
x3wx4

þux5

fgRsS1 x6ð Þ

	
Z 1

u�1
x3wx3

þux5

fgRsS2 x7ð Þdx7dx6dx5dx4dx3dx2dx1

ð22Þ

where u ¼D 24Ct .

Depending on which of the three relay selection strategies is used, from (19a), (19b),

and (19c), we obtain three expressions of SOP, PSTW
out;MIRE, PSTW

out;MAS1R, and PSTW
out;RAN,

respectively, as follows

PSTW
out;MIRE ¼ 1� X1 M; L;u; kRS1; kRS2; kREð Þ

	
Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

	
Z 1

0

LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwe� 1þwð ÞkS2Ex2

	
Z 1

u�1
x2w

þux1x1
x2

kS1Re
�kS1Rx3e

� u�1ð ÞkRS2
x3wx3

	
Z 1

u�1
x2w

þux1x2
x2

kS2Re
�kS2Rx4e

� u�1ð ÞkRS1
x3wx4 dx4dx3dx2dx1

ð23aÞ

PSTW
out;MAS1R ¼ 1� X2 L;u; kRS1; kRS2; kREð Þ

	
Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

	
Z 1

0

LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwe� 1þwð ÞkS2Ex2

	
Z 1

u�1
x2w

þux1x1
x2

MkS1R
XM�1

k¼0

Ck
M�1 �1ð Þke� 1þkð ÞkS1Rx3e

� u�1ð ÞkRS2
x3wx3

	
Z 1

u�1
x2w

þux1x2
x2

kS2Re
�kS2Rx4e

� u�1ð ÞkRS1
x3wx4 dx4dx3dx2dx1

ð23bÞ
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PSTW
out;RAN ¼ 1� X2 L;u; kRS1; kRS2; kREð Þ

	
Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

	
Z 1

0

LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwe� 1þwð ÞkS2Ex2

	
Z 1

u�1
x2w

þux1x1
x2

kS1Re
�kS1Rx3e

� u�1ð ÞkRS2
x3wx3

	
Z 1

u�1
x2w

þux1x2
x2

kS2Re
�kS2Rx4e

� u�1ð ÞkRS1
x3wx4 dx4dx3dx2dx1

ð23cÞ

where (23a) is obtained from (22) by applying the PDFs of RVs gS1Emax, gS2Emax, gS1Rs
,

gS2Rs
, gRsEmax, gRsS1, and gRsS2 as follows: fgS1Emax

x1ð Þ ¼ LkS1E
PL�1

t¼0 Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

(see Appendix 1), fgS2Emax
x2ð Þ ¼ LkS2E

PL�1
w¼0 C

w
L�1 �1ð Þwe� 1þwð ÞkS2Ex2 (see Appendix 1),

fgS1Rs x3ð Þ ¼ kS1Re�kS1Rx3 , fgS2Rs x4ð Þ ¼ kS2Re�kS2Rx4 , fgRsEmax
x5ð Þ ¼ MLkRE

PL�1
k¼0 C

k
L�1 �1ð ÞkPM�1

u¼0 Cu
M�1 �1ð Þu

PLu
v¼0 C

v
Lu �1ð Þve� 1þkþvð ÞkREx5 (see Appendix 1), fgRsS1 x6ð Þ ¼ kRS1e�kRS1x6 ,

and fgRsS2 x7ð Þ ¼ kRS2e�kRS2x7 , respectively, and denoted X1 L;M;u; kRS1; kRS2; kREð Þ ¼D

LMkE
PL�1

k¼0 C
k
L�1 �1ð Þk

PM�1
u¼0 Cu

M�1 �1ð Þu
PLu

v¼0

Cv
Lu �1ð Þv

1þkþvð ÞkREþu kRS1þkRS2ð Þ; (23b) is obtained

from (22) by applying fgS1Emax
x1ð Þ ¼ LkS1E

PL�1
t¼0 Ct

L�1 �1ð Þte� 1þtð ÞkS1Ex1 , fgS2Emax
x2ð Þ ¼

LkS2E
PL�1

w¼0 C
w
L�1 �1ð Þwe� 1þwð ÞkS2Ex2 , fgS1Rs x3ð Þ ¼ MkS1R

PM�1
k¼0 Ck

M�1 �1ð Þke� 1þkð ÞkS1Rx3 ,

fgS2Rs x4ð Þ ¼ kS2Re�kS2Rx4 , fgRsEmax
x5ð Þ ¼ LkRE

PL�1
u¼0 C

u
L�1 �1ð Þue� 1þuð ÞkREx5 , fgRsS1 x6ð Þ ¼

kRS1e�kRS1x6 , fgRsS2 x7ð Þ ¼ kRS2e�kRS2x7 , and denoted X2 L;u; kRS1; kRS2; kREð Þ ¼D

LkRE
PL�1

u¼0

Cu
L�1

�1ð Þu
1þuð ÞkREþu kRS1þkRS2ð Þ; (23c) is obtained in the same way as (23b) with M ¼ 1. We

have the asymptotic expansion of the exponential function as follows

ex ¼x!0
1þ xþ x2

2
þ x3

6
þ O x4

� � ð24Þ

Note that
� u�1ð ÞkRS1

x3wx4
! 0 when w is high. We obtain the following approximate expression:

e
� u�1ð ÞkRS1

x3wx4 ¼ 1� u� 1ð ÞkRS1
x3wx4

þ O
kRS1 u� 1ð Þ

x3wx4

� �2 !

 1� u� 1ð ÞkRS1

x3wx4
ð25Þ

Then, the SOP of the STW protocol with each of the three relay-selection strategies can be

expressed when w is high, as follows:

PSTW
out;MIRE ¼ 1� X1 L;M;u; kRS1; kRS2; kREð Þ I1;MIRE þ I2;MIRE

� �
ð26aÞ

PSTW
out;MAS1R ¼ 1� X2 L;u; kRS1; kRS2; kREð Þ I1;MAS1R þ I2;MAS1R

� �
ð26bÞ

PSTW
out;RAN ¼ 1� X2 L;u; kRS1; kRS2; kREð Þ I1;RAN þ I2;RAN

� �
ð26cÞ

where

Improving Secrecy Outage and Throughput Performance in Two... 6433

123



I1;MIRE ¼ I1;RAN ¼D
Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

Z 1

0

LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwe� 1þwð ÞkS2Ex2

Z 1

u�1
x2w

þux1x1
x2

kS1Re
�kS1Rx3e

� u�1ð ÞkRS2
x3wx3

Z 1

u�1
x2w

þux1x2
x2

kS2Re
�kS2Rx4dx4dx3dx2dx1;

I2;MIRE ¼ I2;RAN ¼D � u� 1ð ÞkRS1
x3wZ 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

Z 1

0

LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwe� 1þwð ÞkS2Ex2

Z 1

u�1
x2w

þux1x1
x2

kS1Re
�kS1Rx3e

� u�1ð ÞkRS2
x3wx3

Z 1

u�1
x2w

þux1x2
x2

kS2R
e�kS2Rx4

x4
dx4dx3dx2dx1;

I1;MAS1R ¼D
Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

Z 1

0

LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þw

e� 1þwð ÞkS2Ex2
Z 1

u�1
x2w

þux1x1
x2

MkS1R
XM�1

k¼0

Ck
M�1 �1ð Þke� 1þkð ÞkS1Rx3e

� u�1ð ÞkRS2
x3wx3

Z 1

u�1
x2w

þux1x2
x2

kS2Re
�kS2Rx4dx4dx3dx2dx1;

I2;MAS1R ¼D � u� 1ð ÞkRS1
x3w

Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

Z 1

0

LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwe� 1þwð ÞkS2Ex2

Z 1

u�1
x2w

þux1x1
x2

MkS1R
XM�1

k¼0

Ck
M�1 �1ð Þke� 1þkð ÞkS1Rx3

e
� u�1ð ÞkRS2

x3wx3

Z 1

u�1
x2w

þux1x2
x2

kS2R
e�kS2Rx4

x4
dx4dx3dx2dx1:

Lemma 1 The following expression is valid for the integral I1;MAS1R

I1;MAS1R ¼ e
� u�1ð ÞkS2R

x2w X3 L;u;x1;x2; kS2R; kS2Eð Þ
X4 L;M;u;x1;x2;w; kS1R; kS1Eð Þ

þ� u� 1ð ÞkRS2
x3w

X5 L;M;u;x1;x2; kS1R; kS1Eð Þ

2
4

3
5 ð27Þ

where X3 L;u;x1;x2;kS2R;kS2Eð Þ ¼D LkS2E
PL�1

w¼0

Cw
L�1

�1ð Þwx2

1þwð Þx2kS2Eþux1kS2R
;X4 L;M;u;x1;x2;w;ð

kS1R;kS1EÞ ¼D LMkS1E
PL�1

t¼0 Ct
L�1ð�1Þt

PM�1
k¼0

Ck
M�1

ð�1Þkx2e

�ð1þkÞ u�1ð ÞkS1R
x2w

ð1þkÞ ð1þtÞx2kS1Eþð1þkÞux1kS1R½ �; X5 L;M;u;x1;ð

x2;kS1R;kS1EÞ ¼D LMkS1EkS1R
PL�1

t¼0 Ct
L�1 �1ð Þt

PM�1
k¼0 Ck

M�1 �1ð Þk x2

1þtð Þx2kS1Eþ 1þkð Þux1kS1R2

F1 1;1;2; 1þtð Þx2kS1E
1þtð Þx2kS1Eþ 1þkð Þux1kS1R

	 

:
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Proof Given in Appendix 2. h

From that, the integrals I1;MIRE and I1;RAN can be obtained as

I1;MIRE ¼I1;RAN ¼ I1;MAS1R

��
M¼1

¼ e
� u�1ð ÞkS2R

x2w X3 L;u;x1;x2; kS2R; kS2Eð Þ
X4 L; 1;u;x1;x2;w; kS1R; kS1Eð Þ

þ� u� 1ð ÞkRS2
x3w

X5 L; 1;u;x1;x2; kS1R; kS1Eð Þ

2
4

3
5 ð28Þ

Lemma 2 The following expression is valid for the integral I2;MAS1R

I2;MAS1R ¼� u� 1ð ÞkRS1
x3w

X5 L; 1;u;x1;x2; kS2R; kS2Eð Þ

X4 L;M;u;x1;x2;w; kS1R; kS1Eð Þ

þ� u� 1ð ÞkRS2
x3w

X5 L;M;u;x1;x2; kS1R; kS1Eð Þ

2
4

3
5

ð29Þ

Proof Given in Appendix 3. h

The integrals I2;MIRE and I2;RAN are then given by

I2;MIRE ¼ I2;RAN ¼ I2;MAS1R

��
M¼1

¼ � u� 1ð ÞkRS1
x3w

X5 L; 1;u;x1;x2; kS2R; kS2Eð Þ

X4 L; 1;u;x1;x2;w; kS1R; kS1Eð Þ

þ� u� 1ð ÞkRS2
x3w

X5 L; 1;u;x1;x2; kS1R; kS1Eð Þ

2
4

3
5

ð30Þ

Finally, we can obtain expressions for PSTW
out;MIRE, P

STW
out;MAS1R, and PSTW

out;RAN by substituting

(27–30) into (26a–26c).

3.2.2 Secrecy Throughput Performance

In this subsection, we derive the STP of the STW protocol, which is defined as the effective

time for the transmissions by the two sources S1 and S2 at the secrecy target rate Ct bits/

sec/Hz. In the STW protocol, the total number of time slots is 4T, and the effective

communication time for a transmission from S1 to Rs and from S2 to Rs is 2T (the first and

third TSs). The throughput of the STW protocol with one of the three relay-selection

strategies is given by

sSTWMIRE=MAS1R=RAN ¼ 1� PSTW
out;MIRE=MAS1R=RAN

	 
Ct

2
ð31Þ

where sSTWMIRE=MAS1R=RAN and PSTW
out;MIRE=MAS1R=RAN are STP and SOP, respectively.
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4 Secure Two-Way Energy-Constrained Relaying Communication
with Network Coding (STWNC)

4.1 Transmission Operation

In the STWNC protocol, to reduce transmission time, we shorten the transmission period to

3T by applying the digital network coding technique at the preselected relay Rs. Thus, the

STWNC protocol uses three time slots for a complete data-exchange period, as shown in

Fig. 1b. In the first TS, the binary message mS1 of the source S1 is presented by the signal

xS1, E xS1j j2 ¼ 1
n o

, which is transmitted to the preselected energy-constrained relay Rs in

the presence of L eavesdropper nodes El, l 2 1; 2; . . .; Lf g. The ASR from S1 to Rs with

this protocol is similar to that with the STW protocol, replacing the pre-log 1 / 4 with 1 / 3,

as follows:

CSTWNC
S1Rs

¼ 1

3
log2

1þ x2wgS1Rs

1þ x1wgS1Emax

� �� �þ
ð32Þ

In this protocol, the preselected relay Rs only harvested the energy from the received signal

transmitted by S1 in the first TS. The harvested energy is the same as in (10):

ES1Rs
¼ gqPgS1Rs

T ð33Þ

The source S2 sends its message mS2, presented as signal xS2, to Rs under eavesdropping by

El; thus, the ASR from S2 to Rs is expressed as

CSTWNC
S2Rs

¼ 1

3
log2

1þ x1wgS2Rs

1þ x1wgS2Emax

� �� �þ
ð34Þ

After successfully and safely decoding the two binary messages, mS1 and mS2, during the

first two TSs, Rs combines them by applying the digital network coding and generates a

new message, mS1�S2, where mS1�S2 ¼ mS1 � mS2. The message mS1�S2 is presented by the

signal xS1�S2, and it is broadcasted back to both source nodes S1 and S2 by Rs during the

third TS with the transmitted power PS1Rs
¼ ES1Rs

=T ¼ gqPgS1Rs
. The received baseband

signals at S1, S2, and El can be respectively given by

yRsS1ðkÞ ¼
ffiffiffiffiffiffiffi
PRs

p
hRsS1xS1�S2ðkÞ þ nS1ðkÞ þ nS1;cðkÞ ð35Þ

yRsS2ðkÞ ¼
ffiffiffiffiffiffiffi
PRs

p
hRsS2xS1�S2ðkÞ þ nS2ðkÞ þ nS2;cðkÞ ð36Þ

yRsEl
ðkÞ ¼

ffiffiffiffiffiffiffi
PRs

p
hRsEl

xS1�S2ðkÞ þ nEl
ðkÞ þ nEl;cðkÞ ð37Þ

Note that, during the third TS, the transmitted message mS1�S2 is coded; thus, the eaves-

droppers El cannot obtain the messages from the two sources, mS1 and mS2. In other words,

the eavesdroppers El, l 2 1; 2; . . .; Lf g, do not impact the ASRs of the two links Rs ! S1

and Rs ! S2. Consequently, the achievable secrecy capacities of the links Rs � S1 and

Rs � S2 are respectively expressed as

CSTWNC
RsS1

¼ 1

3
log2 1þ x3wgS1Rs

gRsS1ð Þ
� �þ

ð38Þ
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CSTWNC
RsS2

¼ 1

3
log2 1þ x3wgS1Rs

gRsS2ð Þ
� �þ

ð39Þ

In the STWNC protocol, we do not consider the relay-selection scheme based on the

minimum channel gain from the selected relay Rs to eavesdroppers because there is no

impact of eavesdroppers on the transmission of Rs in the third TS. Thus, we analyze the

performance with the two other considered relay-selection strategies, in (19b) and (19c),

for this protocol.

4.2 Performance Analysis

4.2.1 Secrecy Outage Probability

The SOP with the STWNC protocol is expressed the same way as that with the STW

protocol:

PSTWNC
out ¼ 1� Pr

CSTWNC
S1Rs

�Ct;C
STWNC
S2Rs

�Ct;

CSTWNC
RsS1

�Ct;C
STWNC
RsS2

�Ct

" #
ð40Þ

By substituting the expressions for CSTWNC
S1Rs

, CSTWNC
S2Rs

, CSTWNC
RsS1

, and CSTWNC
RsS2

from Eqs. (32),

(34), (38), and (39), respectively, into (40), we obtain

PSTWNC
out ¼ 1� Pr

gS1Rs
� /� 1

x2w
þ /x1gS1Emax

x2

; gS2Rs
� /� 1

x1w
þ /gS2Emax;

gRsS1 �
/� 1

x3wgS1Rs

; gRsS2 �
/� 1

x3wgS1Rs

2
664

3
775

¼ 1�
Z 1

0

fgS1Emax
x1ð Þ
Z 1

0

fgS2Emax
x2ð Þ
Z 1

/�1
x2w

þ/x1x1
x2

fgS1Rs x3ð Þ

	
Z 1

/�1
x2w

þ/x2

fgS2Rs x4ð Þ
Z 1

/�1
x3wx3

fgRsS1 x5ð Þ
Z 1

/�1
x3wx3

fgRsS2 x6ð Þdx6dx5dx4dx3dx2dx1

ð41Þ

where / ¼D 23Ct . By applying the relay selection strategy in (19b) (MAS1R) to this pro-

tocol, and approximating e
� /�1ð Þ kRS1þkRS2ð Þ

x3wx3 
 1þ � /�1ð Þ kRS1þkRS2ð Þ
x3wx3

, we attain the SOP for

PSTWNC
out;MAS1R as follows:

PSTWNC
out;MAS1R ¼ 1� e

� /�1ð ÞkS2R
x2w I7 þ I8ð Þ ð42Þ

where
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I7 ¼D
Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

	
Z 1

0

LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwe� 1þwð ÞkS2Ex2e�/kS2Rx2

	
Z 1

/�1
x2w

þ/x1x1
x2

MkS1R
XM�1

k¼0

Ck
M�1 �1ð Þke� 1þkð ÞkS1Rx3dx3dx2dx1

¼ X4 L;M;u;x1;x2;w; kS1R; kS1Eð ÞX2 L;/; 0; kS2R; kS2Eð Þ;

I8 ¼D
� /� 1ð Þ kRS1 þ kRS2ð Þ

x3w

Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

	
Z 1

0

LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwe� 1þwð ÞkS2Ex2e�/kS2Rx2

	
Z 1

/�1
x2w

þ/x1x1
x2

MkS1R
XM�1

k¼0

Ck
M�1 �1ð Þk e

� 1þkð ÞkS1Rx3

x3
dx3dx2dx1

¼ � /� 1ð Þ kRS1 þ kRS2ð Þ
x3w

X2 L;/; 0; kS2R; kS2Eð Þ

X5 L;M;u;x1;x2; kS1R; kS1Eð Þ

With the relay selection strategy in (19c) (RAN), the SOP can be obtained as

PSTWNC
out;RAN ¼ PSTWNC

out;MAS1R

���
M¼1

¼ 1� e
� /�1ð ÞkS2R

x2w X2 L;/; 0; kS2R; kS2Eð Þ

X4 L; 1;/;x1;x2;w; kS1R; kS1Eð Þ

þ� /� 1ð Þ kRS1 þ kRS2ð Þ
x3w

X5 L; 1;/;x1;x2; kS1R; kS1Eð Þ

0
@

1
A:

ð43Þ

4.2.2 Secrecy Throughput Performance

With the STWNC protocol, the effective transmission time of the two sources S1 and S2 at

the secrecy target rate Ct bits/sec/Hz is 2T / 3T. The throughput of this protocol with one of

the two relay-selection strategies MAS1R or RAN is

sSTWNC
MAS1R=RAN ¼ 1� PSTWNC

out;MAS1R=RAN

	 
 2Ct

3
: ð44Þ

5 Secure Two-Way Energy-Constrained Relaying Communication
with Cooperative Jamming and Network Coding (STWJNC)

5.1 Transmission Operation

In the STWJNC protocol, there are four TSs for completing the exchange of data between

two source nodes, as shown in Fig. 1c. In this protocol, the preselected jammer node Js has
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two functions that (1) help the two sources code their messages by XORing them with the

jamming message, and (2) transmit the energy to the Rs. In the first TS, Js broadcasts the

jamming message mJ (presented by signal xJ) to the two sources and the preselected relay

Rs in the presence of L eavesdroppers. The ASRs from Js to the two sources S1 and S1 are

respectively given as

CSTWJNC
JsS1

¼ 1

4
log2

1þ x1wgJsS1
1þ x1wgJsEmax

� �� �þ
ð45Þ

CSTWJNC
JsS2

¼ 1

4
log2

1þ x1wgJsS2
1þ x1wgJsEmax

� �� �þ
ð46Þ

In this protocol, Rs uses the received RF signal transmitted from Js for only harvesting the

energy. Thus, the harvested power at Rs is given by

PJsRs
¼ gPgJsRs

ð47Þ

We consider whether S1 and S2 can successfully and safely decode the jamming message

in the first time slot, that is, S1 and S2 can successfully decode the jamming message, but

the eavesdroppers cannot.

5.1.1 Consider the Case When the Two Source Nodes Can Successfully and Safely

Decode the Jamming Message During the First Time Slot; i.e., CSTWJNC
JsS1

�Ct

and CSTWJNC
JsS2

�Ct

We propose the optimal jammer-relay pair Js;Rsð Þ (called OPT) selection strategy (48a),

described as follows: among the K jammers 1�K�Nð Þ that can successfully and safely

transmit the jamming message, an optimal jammer-relay pair is selected for which Js has

the highest channel gain with Rs. For comparison, we analyze one more jammerrelay pair

using a random (RAN) selection strategy, as formulated in (48b) below.

Js;Rs ¼ arg max
k¼1;2;...;K
m¼1;2;...;M

gJkRm
ð Þ ð48aÞ

Rs ¼ random R1;R2; . . .;RMð Þ
Js ¼ random J1; J2; . . .; JKð Þ

�
ð48bÞ

During the second TS, the source node S1 generates the coded message mS1�Js (by

mS1�Js ¼
D
mS1 � mJs ), and sends it to Rs. Note that the eavesdroppers cannot obtain the

source message mS1 in this case. The ASR of the link S1� Rs is expressed as

C
STWJNC;1
S1Rs

¼ 1

4
log2 1þ x1wgS1Rs

ð Þ
� �þ

ð49Þ

where the index 1 in C
STWJNC;1
S1Rs

indicates that we are analyzing the STWJNC protocol of

this case, e.g., CSTWJNC
JsS1

�Ct and CSTWJNC
JsS2

�Ct.

Similarly, S2 transmits the coded message mS2�Js (presented by the signal xS2�Js ) to Rs

during the third TS, and the ASR is obtained as follows
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C
STWJNC;1
S2Rs

¼ 1

4
log2 1þ x1wgS2Rs

ð Þ
� �þ

ð50Þ

After successfully decoding the received messages mS1�Js and mS2�Js during the second

and third TSs, the relay Rs uses digital network coding to create a new message mS1�S2 by

XORing mS1�Js and mS2�Js ; i.e., mS1�Js � mS2�Js ¼ mS1 � mJs � mS2 � mJs ¼ mS1�
mS2 ¼D mS1�S2. It then broadcasts the new message to the two source nodes during the

fourth TS. If the two sources successfully decode the message mS1�S2, they can safely

extract the desired message by XORing it with their own messages. The ASRs of the two

links Rs � S1 and Rs � S2 during the fourth TS are given respectively by

C
STWJNC;1
RsS1

¼ 1

4
log2 1þ x4wgJsRs

gRsS1ð Þ
� �þ

ð51Þ

C
STWJNC;1
RsS2

¼ 1

4
log2 1þ x4wgJsRs

gRsS2ð Þ
� �þ

ð52Þ

where x4 ¼D g
1þl.

5.1.2 Consider the Case When the Two Source Nodes do not Successfully and Safely
Decode the Jamming Message During the First Time Slot; i.e., One of Source
Nodes S1 and S2 does not Successfully Decode the Jamming Message or Atleast

One Eavesdropper Gets the Jamming Message: CSTWJNC
JsS1

\0 and/

or CSTWJNC
JsS2

\0

In this case, there is no jammer that can successfully and safely transmit the jamming

message to the two sources (K ¼ 0). In other words, the jammers are unhelpful for coding

the two sources messages; thus, the jammer Js is selected from the N jammer nodes to

transmit the energy to Rs. The two jammer-relay pair selection strategies (48a) and (48b)

can be rewritten as follows:

Js;Rs ¼ arg max
n¼1;2;...;N
m¼1;2;...;M

gJnRm
ð Þ ð53aÞ

Rs ¼ random R1;R2; . . .;RMð Þ
Js ¼ random J1; J2; . . .; JNð Þ

�
ð53bÞ

The eavesdroppers can impact the transmission of the two links S1 $ Rs and S2 $ Rs;

therefore, the ASRs from S1 to Rs during the second TS, from S2 to Rs during the third TS,

and from Rs to S1 and S2 during the fourth TS can be given respectively by

C
STWJNC;2
S1Rs

¼ 1

4
log2

1þ x1wgS1Rs

1þ x1wgS1Emax

� �� �þ
ð54Þ

C
STWJNC;2
S2Rs

¼ 1

4
log2

1þ x1wgS2Rs

1þ x1wgS2Emax

� �� �þ
ð55Þ
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C
STWJNC;2
RsS1

¼ 1

4
log2

1þ x4wgJsRs
gRsS1

1þ x4wgJsRs
gRsEmax

� �� �þ
ð56Þ

C
STWJNC;2
RsS2

¼ 1

4
log2

1þ x4wgJsRs
gRsS2

1þ x4wgJsRs
gRsEmax

� �� �þ
: ð57Þ

5.2 Performance Analysis

5.2.1 Secrecy Outage Probability of the STWJNC Protocol

Addressing the optimal jammerrelay-pair-selection strategy first, the SOP of the STWJNC

protocol, PSTWJNC
out;OPT , can be expressed as

PSTWJNC
out;OPT ¼ Pr K;N½ �PSTWJNC;1

out;OPT þ Pr 0;N½ �PSTWJNC;2
out;OPT ð58Þ

where Pr K;N½ � denotes the probability that there are K jammers and Pr 0;N½ � denotes the
probability that there is no jammer that can successfully and safely transmit the jamming

message to the two sources. These probabilities can be expressed as (59) and (60) as

follows. We note that (59.2) is obtained from (59.1) by applying the result in Appendix 4

Pr K;Nð Þ

¼D
XN
K¼1

CK
N Pr

min CJ1S1;CJ1S2ð Þ�Ct;min CJ2S1;CJ2S2ð Þ�Ct; :::;

min CJKS1;CJKS2ð Þ�Ct;min CJKþ1S1;CJKþ1S2

� �
\Ct;

min CJKþ2S1;CJKþ2S2

� �
\Ct; . . .;min CJNS1;CJNS2ð Þ\Ct

2
64

3
75

¼59:1ð ÞXN
K¼1

CK
N Pr min CJ1S1;CJ1S2ð Þ�Ct½ �f gK Pr min CJKþ1S1;CJKþ1S2

� �
\Ct


 �� �N�K

¼59:2ð ÞXN
K¼1

CK
N e

� u�1ð Þ kJS1þkJS2ð Þ
x1w X2 L;u; kJS1; kJS2; kJEð Þ

� �K

1� e
� u�1ð Þ kJS1þkJS2ð Þ

x1w X2 L;u; kJS1; kJS2; kJEð Þ
� �N�K

ð59Þ

Pr 0;Nð Þ ¼D Pr
min CJ1S1;CJ1S2ð Þ\Ct;min CJ2S1;CJ2S2ð Þ\Ct;

. . .;min CJNS1;CJNS2ð Þ\Ct

� �

¼ Pr min CJKþ1S1;CJ1S2

� �
\Ct


 �� �N

¼ 1� e
� u�1ð Þ kJS1þkJS2ð Þ

x1w X2 L;u; kJS1; kJS2; kJEð Þ
� �N

ð60Þ

P
STWJNC;1
out;OPT and P

STWJNC;2
out;OPT are expressed by (61) and (62), respectively, below:

P
STWJNC;1
out;OPT ¼1� Pr

C
STWJNC;1
S1Rs

�Ct;C
STWJNC;1
S2Rs

�Ct;

C
STWJNC;1
RsS1

�Ct;C
STWJNC;1
RsS2

�Ct

" #
ð61Þ
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P
STWJNC;2
out;OPT ¼1� Pr

C
STWJNC;2
S1Rs

�Ct;C
STWJNC;2
S2Rs

�Ct;

C
STWJNC;2
RsS1

�Ct;C
STWJNC;2
RsS2

�Ct

" #
ð62Þ

Lemma 3 The following expression is valid for P
STWJNC;1
out;OPT

P
STWJNC;1
out;OPT ¼ 1� e

� u�1ð Þ kS1RþkS2Rð Þ
x1w X6 K;M;u;x4;w; kJR; kRS1; kRS2ð Þ ð63Þ

where

X6 K;M;u;x4;w; kJR; kRS1; kRS2ð Þ ¼D KMkJR

XKM�1

k¼0

Ck
KM�1 �1ð Þk

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
4 u� 1ð Þ kRS1 þ kRS2ð Þ

1þ kð Þx4wkJR

s
K1

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
4 1þ kð Þ u� 1ð Þ kRS1 þ kRS2ð ÞkJR

x4w

s !

Proof See Appendix 5. h

Lemma 4 The following expression is valid for P
STWJNC;2
out;OPT

P
STWJNC;2
out;OPT ¼ 1� e

� u�1ð Þ kS1RþkS2Rð Þ
x1w X2 L;u; kS1R; 0; kS1Eð ÞX2 L;u; kS2R; 0; kS2Eð Þ

X2 L;u; kRS1; kRS2; kREð ÞX6 N;M;u;x4;w; kJR; kRS1; kRS2ð Þ
ð64Þ

Proof See Appendix 6. h

Combining (58), (59), (60), (63), and (64), we obtain the SOP for the STWJNC protocol

with the optimal jammerrelay-pair-selection strategy. And when the random jammerrelay-

pair-selection strategy is applied, the SOP of the STWJNC protocol can be derived by

PSTWJNC
out;RAN ¼ PSTWJNC

out;OPT

���
N¼K¼M¼1

.

5.2.2 Secrecy Throughput Performance of the STWNC Protocol

In the STWJNC protocol, the rate of the effective transmission time of the two sources S1

and S2 with respect to the total time is 2T / 4T. Thus, the throughput of this protocol with

each of the two relay-selection strategies can be expressed as follows:

sSTWJNC
OPT=RAN ¼ 1� PSTWJNC

OPT=RAN

	 
Ct

2
: ð65Þ

6 Numerical Results and Discussion

This section discusses the theoretical derivations and the Monte-Carlo simulations con-

ducted to validate the analysis for the STW, STWNC, and STWJNC protocols described in

the previous three sections. The simulations were conducted to verify the theoretical

derivations as well as to determine the performance of the three proposed protocols. In a
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two-dimensional plan, the coordinates are 0; 0ð Þ, 1; 1ð Þ, xR; 0ð Þ, xE; yEð Þ, and xJ ; yJð Þ,
respectively, for the two source nodes S1 and S2, the relay-nodes-cluster-based Rm with

m 2 1; 2; . . .;Mf g, the eavesdropper-nodes-cluster-based El with l 2 1; 2; . . .; Lf g, and

(appearing only in the STWJNC protocol) the jammer-nodes-cluster-based Jn with

n 2 1; 2; . . .;Nf g. Thus, the distances of the links S1� Rm, S2� Rm, S1� El, S2� El,

Rm � El, Jn � S1, Jn � S2, Jn � Rm, and Jn � El are dS1R ¼ xRj j, dS2R ¼ 1� xRj j,
dS1E ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
xEð Þ2 þ yEð Þ2

q
, dS2E ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1� xEð Þ2 þ 1� yEð Þ2

q
, dRE ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
xR � xEð Þ2 þ yEð Þ2

q
,

dJS1 ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
xJð Þ2 þ yJð Þ2

q
, dJS2 ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1� xJð Þ2 þ 1� yJð Þ2

q
, dJR ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
xR � xJð Þ2 þ yJð Þ2

q
, and

dJE ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
xJ � xEð Þ2 þ yJ � yEð Þ2

q
, respectively. In all the simulation scenarios, the fol-

lowing parameters were used: l ¼ 1, b ¼ 3, and Ct ¼ 0:5. For simple presentation, the

acronym U� V indicates that we are considering the protocol U

(U 2 STW; STWNC; STWJNCf g) with the relay- or jammerrelay-pair-selection strategy

V (V 2 MIRE;MAS1R;RAN;OPTf g). In addition, we set q ¼ 0:5 and g ¼ 0:8 for the

cases shown in Figs. 2, 3, 4 and 5.

Figure 2 shows an evaluation and comparison of the performance of the three protocols

with their different relay selection strategies. The performance is based on the secrecy

outage probability as a function of w, M, L, or N, as shown in Fig. 2a–d. The positions of

the cluster-based relays, eavesdroppers, and jammers are set at 0:5; 0ð Þ, 0:5;�1ð Þ, and
0:5; 0:5ð Þ, respectively. The SOPs of STW-MIRE, STW-MAS1R, STW-RAN, STWNC-

MAS1R, and STWNC-RAN are approximately derived when is high, in Eqs. (26a), (26b),

(26c), (43) and (44), respectively. Thus, the theoretical results curves are not exactly the

same as the simulation curves (however, their differences are very small) when w is low,

e.g., w\10 dB, as shown in Fig. 2a. In contrast, STWJNC-OPT and STWJNC-RAN are
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Fig. 2 Secrecy outage probability as a function of a psi when M ¼ L ¼ N ¼ 3, b M when L ¼ N ¼ 3 and
w ¼ 15 dB, c L when M ¼ N ¼ 3 and w ¼ 15 dB, and d N when M ¼ L ¼ 3 and w ¼ 15 dB
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exactly derived, so the theoretical results match very well with the simulation results for all

values of w , as shown in Fig. 2a. When w is fixed at a high value, e.g., w ¼ 15 dB, the

simulation and theoretical results are in excellent agreement for STW-MIRE, STW-

MAS1R, STW-RAN, STWNC-MAS1R and STWNC-RAN, as shown in Fig. 2b–d.

We can observe in Fig. 2a that all the protocols improve the secrecy outage perfor-

mance for high values of w. The SOPs of the STW protocol with its three relay-selection

strategies (STW-MIRE, STW-MAS1R, and STW-RAN) are not decreased much because,

when w increases, the eavesdropping channel gain also increases. Motivated to reduce the

impact of eavesdroppers on the transmissions from the two source nodes by using a

selected relay, we additionally use network coding with the STWNC protocol, and a

combination of network coding and cooperative jamming with the STWJNC protocol. The

results show that STWNC-MAS1R, STWNC-RAN, STWJNC-OPT, and STWJNC-RAN

achieve higher performance than the STW protocol.

Next, we compare the performance between the STWNC and STWJNC protocols.

Using the random selection scheme, STWJNC-RAN attains lower performance than

STWCN-RAN because, when the jammer is chosen randomly, it is difficult for the

STWJNC-RAN protocol to transmit the jamming message successfully and safely to the

two source nodes during the first TS. Second, comparing the MAS1R strategy with the

STWCN protocol and the OPT strategy with the STWJNC protocol, for low w (below

about 12 dB), STWNC again outperforms STWJNC. This occurs because the two sources

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Se
cr
ec
y
O
ut
ag

e
P
ro
ba

bi
lit
y

0.45

0.5

0.55

0.6

0.65

0.7

0.75

0.8

0.85

0.9

0.95

STW-MIRE (Sim)
STW-MAS1R (Sim)
STW-RAN (Sim)
STWNC-MAS1R (Sim)
STWNC-RAN (Sim)
STWJNC-OPT (Sim)
STWJNC-RAN (Sim)
Theory

xR

Fig. 3 Secrecy outage probability as a function of xR when xE ¼ 0:5; yE ¼ �1ð Þ, xJ ¼ 0:5; yJ ¼ 0:5ð Þ,
M ¼ L ¼ N ¼ 3, and w ¼ 15

6444 S. Q. Nguyen, H. Y. Kong

123



nodes may be unable to decode the jamming message transmitted from the selected jammer

Js and because the relay may not harvest enough energy from the selected jammer to

forward the information during the fourth TS. However, STWJNC-OPT achieves much

higher performance than STWNC-MAS1R when w is high. The reason is that, with

STWJNC-OPT, the selected relay Rs uses the energy harvested from Js for transmission,

whereas with STWNC-MAS1R, Rs has to harvest the energy from the received RF signal

transmitted from S1, which causes the decoding performance for the link S1� Rs to be less

with STWNC-MAS1R than with STWJNC-OPT.

STW-RAN, STWNC-RAN, and STWJNC-RAN maintain their SOPs as the number of

relay nodes (M) increases, as shown in Fig. 2b, because a random relay is selected with

each protocol. STW-MAS1R and STWNC-MAS1R have improved performance when the

number of relays increases. This is because more energy can be harvested from S1, which

improves the decoding process for the two links S1� Rs and Rs � S2. In contrast, the

performance of STWJNC-OPT is improved lightly when M increases. The performance of

all protocols is reduced when the number of eavesdroppers (L) increases, as shown in

Fig. 2c. This is because, when L increases, the impact of eavesdroppers on the system is

greater. When the number of jammer nodes (N) increases, only the STWJNC-OPT protocol

improves the performance because a change of N value only affects this protocol (Fig. 2d).

Moreover, STWJNC-OPT still has lower performance than STWNC-MAS1R when N ¼

yE
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Fig. 4 Secrecy outage probability as a function of yE when xE ¼ 0:5, xR ¼ 0:5, xJ ¼ 0:5; yJ ¼ 0:5ð Þ,
M ¼ L ¼ N ¼ 3, and w ¼ 15

Improving Secrecy Outage and Throughput Performance in Two... 6445

123



1; 2 because, with small values of N, STWJNC-OPT is unable to select a Js that can

transmit successfully and safely to the two sources during the first TS. Finally, as shown in

Fig. 2a–d, the performances of the STW-MIRE and STW- MAS1R protocols are very

similar. With its lack of network coding, the STW protocol has the lowest performance

with all relay-selection strategies and parameters. STWNC-RAN outperforms STWJNC-

RAN in all Fig. 2a–d because, in this scenario, (1) network coding helps to improve

performance by reducing the impact of eavesdroppers, and (2) STWNC-RAN uses three

TSs, which is more effective than the four TSs of STWJNC-RAN. However, when the

values of w and N are large enough, e.g., w� 15 dB and N� 3, with the optimal jammer-

relay selection strategy (Js is preselected), the impact of eavesdroppers can be greatly

reduced, and thus, STWJNC-OPT outperforms STWNC-MAS1R.

Figure 3 shows the impact of the position of the relay cluster on the secrecy performance of

the protocols, as xR is shifted from 0.1 to 0.99. This figure shows that each protocol achieves

its best performance when the relay is located around the midpoint between the two source

nodes, i.e., xR 2 0:45; 0:55ð Þ because a relay at this position can balance the efficiency of

the decoding processes between the two links S1 $ R and S12 $ R. The performance of

STWJNC-RAN is higher than that of STWNC-RAN when the relays are located near S1,

e.g., xR 2 0:1; 0:22ð Þ, or near S2, e.g., xR 2 0:6; 1ð Þ. This is because, for relays near S1, the
distance between S2 and R is long, making it difficult in the STWNC-RAN protocol for the

relay to harvest the energy and still achieve a high decoding performance for the received

yJ
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signal transmitted by S2. In contrast, the relay in STWJNC-RAN harvests the energy from

the jammer, so the decoding efficiency of the link S2 ! R is improved.

The impact of the position of the eavesdroppers with respect to the relays and jammers

is presented in Fig. 4. When the eavesdroppers are very far from the relays and jammers

(yE ¼ �1), all protocols achieve their best performance because the eavesdroppers have

the lowest impact. When the eavesdroppers are near the relays and far from the jammers

(yE 2 ð�0:6; 0Þ), STWJNC-RAN achieves higher performance than STWNC-RAN. This is

because, when yE 2 �0:6; 0ð Þ, the eavesdroppers have a strong impact on the data trans-

mitted by the two sources and relays, which reduces the performance of STWNC-RAN. In

contrast, with STWJNC-RAN, this impact is reduced by coding the jamming message

transmitted by the jammer. STWNC-RAN outperforms STWJNC-RAN in the other

regions of yE, i.e., yE 2 ð�1;�0:6Þ and yE 2 ð0; 1Þ. This is because, (1) when

yE 2 ð�1;�0:6Þ, the eavesdroppers have little impact, and STWNC-RAN is more effec-

tive because it uses fewer time slots than STWJNC-RAN, and (2) when yE 2 ð0; 1Þ, the
jammers unable to transmit successfully and safely the jamming message to two source

nodes during the first TS of STWJNC-RAN because the eavesdroppers are very near the

jammers. Moreover, STWJNC-OPT also has very bad performance (similar to the per-

formances of the STWJNC-RAN and STW protocols) when the eavesdroppers are near the

jammers, i.e., yE 2 ð0; 1Þ.
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In Fig. 5, we present the SOP as a function of yJ . As expected, only STWJNC-RANs

and STWJNC-OPTs performances change, achieving their highest levels when yJ 
 0:2.
This can be explained by the fact that the position JðxJ ¼ 0:5; yJ ’ 0:2Þ is the optimal

point such that (1) the two source nodes can receive the jamming message successfully and

safely, and (2) the relay Rs receives high energy from the RF signal transmitted by Js.

In Fig. 6, we investigate the effect of q on the STP of the protocols. We can observe in

Fig. 6 that the throughput performances of the STW and STWNC protocols are reduced

when q increases because, at high q values, the quality of the decoding process at the relay

is degraded. In contrast, when q is low, the decoding processes for the links S1 ! Rs and

S2 ! Rs are guaranteed because Rs does not harvest much energy from the RF signals

transmitted from S1 and S2. In addition, the STW protocol with any of its relay selection

schemes (MIRE, MAS1R, and RAN) has the lowest throughput performance. Finally, the

STWNC protocol obtains higher secrecy throughput performance than the STWJNC

protocol when q is not too large ðq� 0:7Þ.
Figure 7 illustrates the secrecy throughput performance (STP) as a function of the

energy harvesting efficiency g. For very small values of g (0\g\0:2), the STP of each

protocol is low due to insufficient energy for the relay Rs to transmit the data. When g
increases, Rs can harvest more energy, which improves the forwarding performance of Rs;
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Fig. 7 Secrecy throughput performance as a function of g when xR ¼ 0:5, xJ ¼ yJ ¼ 0:5,
ðxE ¼ 0:5; yE ¼ �1Þ, M ¼ L ¼ N ¼ 3, w ¼ 15, and q ¼ 0:5
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however, the eavesdroppers can also more easily overhear the data. Thus, the STP keeps

increasing very slightly as g increases, 0:1\g\0:9. STWNC-MAS1R obtains the best

STP among the seven considered schemes (Table 1).

7 Conclusions

In this paper, we first considered the conventional secured two-way energy-constrained

relaying network along with three different relay selection strategies. Second, to improve

performance, we applied a digital network coding technique at a preselected relay Rs to

Table 1 Result summary

Figures Result

2a The performances of all protocols is improved when w increases

STWNC and STWJNC achieve higher performance than STW

STWJNC-RAN attains lower performance than STWNC-RAN for all values of w

STWNC-MAS1R outperforms STWJNC-OPT for low w (w\12dB) SI is high

STWJNC-OPT achieves much higher performance than STWNC when w is high

2b STW-MAS1R and STWNC-MAS1R have improved performance when M increaes

2c The performance of all protocols is reduced when L increases

2d Only STWJNC-OPT improves the performance when N increases

STWJNC-OPT has lower performance than STWNC-MAS1R when N ¼ 1; 2

2a–2d The performances of STW-MIRE and STW-MAS1 are very similarly

3 Each protocol achieves its best performance when relays are located around the midpoint of two
source nodes

The performance of STWJNC-RAN is higher than that of STWNC-RAN relays are located near
S1 or near S2.

4 All protocols achieve their best performance when eavesdroppers are very far from the relays and
jammers

STWJNC-RAN achieves higher performance than STWNC-RAN when the eavesdroppers are
near the relays and far from the jammers

STWJNC-OPT has very bad performance (similar to the performances of the STWJNC-RAN and
STW protocols) when the eavesdroppers are the jammers

5 Only STWJNC-RAN and STWJNC-OPT change the performance, and achieve their highest
levels when yJ ¼ 0:2

6 Throughput performances of STW and STWNC protocols are reduced when q increases

STW protocol with any of its relay selection schemes (MIRE, MAS1R, and RAN) has the lowest
throughput performance

STWNC protocols obtains higher throughput performance than the STWJNC protocol when q is
not too large (q� 0:7)

7 Each protocol has low thrgoughput performance when g is small

STWNC-MAS1R obtains the best throughput performance among the seven considered schemes
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reduce the number of time slots used as well as the impact of eavesdroppers on the

forwarding process of Rs during the third time slot. Third, we proposed another protocol

that employs jammer nodes and combines cooperative jamming and network coding along

with two different jammerrelay-pair-selection strategies. We derived closed-form expres-

sions for secrecy outage probability and throughput performance for each scheme. We used

Monte Carlo simulations to verify our analysis. The simulation and theoretical results

showed the following. (1) The performances of all protocols improve with increasing w, g
or decreasing L, q. (2) The outage performance of STWJNC-OPT is higher than that of

STWNC-MAS1R when w and N are high enough; however, STWNC-MAS1R achieves

better throughput performance than STWJNC-OPT. (3) The outage performance of

STWJNC-RAN is only higher than that of STWNC-RAN when the relays are located near

one of the two source nodes or eavesdroppers, but STWNC-RAN has higher throughput

performance at all values, compared to STWJNC-RAN. (4) In all the scenarios, the outage

and throughput performances of the STW protocol are the lowest. (5) The performances of

STW-MIRE and STW-MAS1R are nearly the same. (6) The theoretical results match the

simulation results well.

Appendix 1: The PDF of RVs gRsEmax, gS2Emax, and gS1Emax When Using
the Relay Selection Strategy in (19a)

The CDFs of RVs gRsEmax, gS2Emax, and gS1Emax can be given respectively as

FgRsEmax
xð Þ ¼ Pr min

m¼1;2;...;M
max

l¼1;2;...;L
gRmEl

� �
\x

� �

¼ 1�
YM
m¼1

1�
YL
l¼1

Pr gRmEl
\x½ �

( )
¼ 1� 1� 1� e�kREx

� �Lh iM ð66Þ

FgS2Emax
xð Þ ¼ Pr max

m¼1;2;...;L
gS2Em\x

� �
¼ 1� e�kS2Ex
� �L ð67Þ

FgS1Emax
ðxÞ ¼ Pr gS1Emax\x½ � ¼ 1� e�kS1Ex

� �L ð68Þ

Then, by differentiating (66), (67), and (68), we obtain the PDFs of RVs gRsEmax, gS2Emax,

and gS1Emax, respectively, as follows:

fgRsEmax
xð Þ ¼ MLkREe

�kREx 1� e�kREx
� �L�1

1� 1� e�kREx
� �Lh iM�1

¼ MLkRE
XL�1

k¼0

Ck
L�1 �1ð Þk

XM�1

u¼0

Cu
M�1 �1ð Þu

XLu
v¼0

Cv
Lu �1ð Þve� 1þkþvð ÞkREx

ð69Þ

fgS2Emax
xð Þ ¼ LkS2Ee

�kS2Ex 1� e�kS2Ex
� �L�1

¼ LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwe� 1þkð ÞkS2Ex

ð70Þ
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fgS1Emax
xð Þ ¼ LkS1Ee

�kS1Ex 1� e�kS1Ex
� �L�1

¼ LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex:

ð71Þ

Appendix 2: Proof of Lemma 1

At first, the integral I1;MAS1R can be expressed as

I1;MAS1R ¼72:1ð Þ
e
� u�1ð ÞkS2R

x2w

Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

Z 1

0

LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwe

� 1þwð Þx2kS2Eþux1kS2R
x2

h i
x2

Z 1

u�1
x2w

þux1x1
x2

MkS1R
XM�1

k¼0

Ck
M�1 �1ð Þke� 1þkð ÞkS1Rx3e

� u�1ð ÞkRS2
x3wx3 dx3dx2dx1



72:2ð Þ

e
� u�1ð ÞkS2R

x2w I3 þ I4ð Þ

ð72Þ

where (72.2) is obtained by approximating e
� u�1ð ÞkRS2

x3wx3 
 1þ � u�1ð ÞkRS2
x3wx3

.

The term I3 and I4 in (72) are denoted and derived as in (73) and (74) as follows

I3 ¼D
Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

Z 1

0

LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwe

� 1þwð Þx2kS2Eþux1kS2R
x2

h i
x2

Z 1

u�1
x2w

þux1x1
x2

MkS1R
XM�1

k¼0

Ck
M�1 �1ð Þke� 1þkð ÞkS1Rx3dx3dx2dx1

¼ LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwx2

1þ wð Þx2kS2E þ ux1kS2R

LMkS1E
XL�1

t¼0

Ct
L�1 �1ð Þt

XM�1

k¼0

Ck
M�1 �1ð Þkx2e

� 1þkð Þ u�1ð ÞkS1R
x2w

1þ kð Þ 1þ tð Þx2kS1E þ 1þ kð Þux1kS1R½ �

¼D X3 L;u;x1;x2; kS2R; kS2Eð ÞX4 L;M;u;x1;x2;w; kS1R; kS1Eð Þ

ð73Þ
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I4 ¼D
� u� 1ð ÞkRS2

x3w

Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

Z 1

0

LkS2E
XL�1

w¼0

Cw
L�1 �1ð Þwe

� 1þwð Þx2kS2Eþux1kS2R
x2

h i
x2

Z 1

u�1
x2w

þux1x1
x2

MkS1R
XM�1

k¼0

Ck
M�1 �1ð Þk e

� 1þkð ÞkS1Rx3

x3
dx3dx2dx1

¼74:1ð Þ � u� 1ð ÞkRS2
x3w

X3 L;u;x1;x2; kS2R; kS2Eð Þ
Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

MkS1R
XM�1

k¼0

Ck
M�1 �1ð ÞkC 0; 1þ kð ÞkS1R

u� 1

x2w
þ ux1x1

x2

� �� �
dx1



74:2ð Þ � u� 1ð ÞkRS2

x3w
X3 L;u;x1;x2; kS2R; kS2Eð Þ

Z 1

0

LMkS1EkS1R
XL�1

t¼0

Ct
L�1 �1ð Þt

XM�1

k¼0

Ck
M�1 �1ð Þke� 1þtð ÞkS1Ex1

C 0;
1þ kð Þux1kS1Rx1

x2

� �
dx1

¼74:3ð Þ � u� 1ð ÞkRS2
x3w

X3 L;u;x1;x2; kS2R; kS2Eð Þ

LMkS1EkS1R
XL�1

t¼0

Ct
L�1 �1ð Þt

XM�1

k¼0

Ck
M�1 �1ð Þk

x2

1þ tð Þx2kS1E þ 1þ kð Þux1kS1R2
F1 1; 1; 2;

1þ tð Þx2kS1E
1þ tð Þx2kS1E þ 1þ kð Þux1kS1R

� �

¼D � u� 1ð ÞkRS2
x3w

X3 L;u;x1;x2; kS2R; kS2Eð Þ

X5 L;M;u;x1;x2; kS1R; kS1Eð Þ
ð74Þ

where (74.1) is obtained from by using
R1
0

LkS2E
PL�1

w¼0

Cw
L�1 �1ð Þwe

� 1þwð Þx2kS2Eþux1kS2R
x2

h i
x2 ¼

X3 L;u;x1;x2; kS2R; kS2Eð Þ and
R1
u�1
x2w

þux1x1
x2

e� 1þkð ÞkS1Rx3
x3

dx3 ¼ C 0; 1þ kð ÞkS1R u�1
x2w

þ ux1x1
x2

	 
h i

(see [32, Eq. (3.381.3)]); (74.2) is obtained from (74.1) by approximating u�1
x2w



high w

0;

(73.3) is obtained from (74.2) by using the Eq. (6.455.1) of [32] in the case of l ¼ 1 and

v ¼ 0, as
R1
0

e�bxC 0; axð Þdx ¼ 1
aþb2

F1 1; 1 ; 2 ; b
aþb

	 

:

We finish the proof by combining (72), (73), and (74).
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Appendix 3: Proof of Lemma 2

The integral I2;MAS1R can be obtained after some steps with using [32, Eq. (3.381.3)] and

approximating u�1
x2w


 0, and
� u�1ð ÞkRS2

x3wx3

 0 when w is high, as follows

I2;maS1R 
 � u� 1ð ÞkRS1
x3w

I5 þ I6ð Þ ð75Þ

where I5 and I6 are denoted and derived as in (76) and (77), respectively

I5 ¼D
Z 1

0

LkS1E
XL�1

u¼0

Cu
L�1 �1ð Þue� 1þuð ÞkS1Ex1

Z 1

0

LkS2EkS2R
XL�1

k¼0

Ck
L�1 �1ð Þke� 1þkð ÞkS2Ex2C 0;

ux1kS2Rx2
x2

� �

Z 1

u�1
x2w

þux1x1
x2

kS1Re
�kS1Rx3dx3dx2dx1

¼ X4 L;M;u;x1;x2;w; kS1R; kS1Eð ÞX5 L; 1;u;x1;x2; kS2R; kS2Eð Þ

ð76Þ

I6 ¼D
� u� 1ð ÞkRS2

x3w

Z 1

0

LkS1E
XL�1

t¼0

Ct
L�1 �1ð Þte� 1þtð ÞkS1Ex1

Z 1

0

LkS2EkS2R
XL�1

w¼0

Cw
L�1 �1ð Þwe� 1þwð ÞkS2Ex2C 0;

ux1kS2Rx2
x2

� �

Z 1

u�1
x2w

þux1x1
x2

MkS1R
XM�1

k¼0

Ck
M�1 �1ð Þk e

� 1þkð ÞkS1Rx3

x3
dx3dx2dx1

¼ � u� 1ð ÞkRS2
x3w

X5 L;M;u;x1;x2; kS1R; kS1Eð Þ

X5 L; 1;u;x1;x2; kS2R; kS2Eð Þ

ð77Þ

We finish the proof by combining (75), (76), and (77).

Appendix 4: Proof of Equation (59.2)

The expression for the probability term Pr min CJ1S1;CJ1S2ð Þ�Ct½ � can be obtained as

follows:

Pr min CJsS1;CJsS2ð Þ�Ct½ �

¼ Pr gJsS1 �
u� 1

x1w
þ ugJsEmax

� �
Pr gJsS2 �

u� 1

x1w
þ ugJsEmax

� �

¼ e
� u�1ð Þ kJS1þkJS2ð Þ

x1w LkJE
XL�1

k¼0

Ck
L�1 �1ð Þk

1þ kð Þ kJE þ kJEð Þ þ u kJS1 þ kJS2ð Þ

¼ e
� u�1ð Þ kJS1þkJS2ð Þ

x1w X2 L;u; kJS1; kJS2; kJEð Þ

ð78Þ
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By substituting (78) into (59.1), we finish the proof.

Appendix 5: Proof of Lemma 3

By substituting (49), (50), (51), and (5) into (61), we obtain

P
STWJNC;1
out;OPT ¼ 1� Pr

gS1Rs
� u� 1

x1w
; gS2Rs

� u� 1

x1w
;

gRsS1 �
u� 1

x4wgJsRs

; gRsS2 �
u� 1

x4wgJsRs

2
664

3
775

¼ 1�
Z 1

u�1
x1w

fgS1Rs x1ð Þ
Z 1

u�1
x1w

fgS2Rs x2ð Þ
Z 1

0

fgJsRs x3ð Þ
Z 1

u�1
x4wx3

fgRsS1 x4ð Þ
Z 1

u�1
x4wx3

fgRsS2 x5ð Þdx5dx4dx3dx2dx1

ð79Þ

From the optimal jammer and relay selection strategy, in (48a), the CDF of RV gJsRs
is

expressed as

FgJsRs
x3ð Þ ¼ Pr max

k¼1;2;...;K
m¼1;2;...;M

gJkRm
ð Þ\x3

2
64

3
75 ¼ 1� e�kJRx3

� �KM ð80Þ

By substituting (80), fgS1Rs ðx1Þ ¼ kS1Re�kS1Rx1 , fgS2Rs x2ð Þ ¼ kS2Re�kS2Rx2 , fgJsRs x3ð Þ ¼ KMkJRPKM�1
k¼0 Ck

KM�1 �1ð Þke� 1þkð ÞkJRx3 , fgRsS1 x4ð Þ ¼ kRS1e�kRS1x4 , and fgRsS2 x5ð Þ ¼ kRS2e�kRS2x5 into

(79), we can obtain

PSTWJNC;1
out;opt ¼ 1� e

� u�1ð Þ kS1RþkS2Rð Þ
x1w

Z 1

0

KMkJR
XKM�1

k¼0

Ck
KM�1 �1ð Þke� 1þkð ÞkJRx3e

� u�1ð Þ kRS1þkRS2ð Þ
x4wx3 dx3

ð81Þ

From [32, Eq. (3.381.1)],
R1
0

e�b=4x�cxdx ¼
ffiffiffiffiffiffiffiffi
b=c

p
K1

ffiffiffiffiffi
bc

p� �
, we obtain

Z 1

0

e� 1þkð ÞkJRx3e
� u�1ð Þ kRS1þkRS2ð Þ

x4wx3 dx3 ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
4 u� 1ð Þ kRS1 þ kRS2ð Þ

1þ kð Þx4wkJR

s

K1

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
4 1þ kð Þ u� 1ð Þ kRS1 þ kRS2ð ÞkJR

x4w

s ! ð82Þ

By substituting (82) into (81), we complete the proof.

Appendix 6: Proof of Lemma 4

By substituting (54), (55), (56), and (57) into (62), we obtain
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PSTWJNC;2
out;opt ¼ 1� Pr

gS1Rs
� u� 1

x1w
þ ugS1Emax; gS2Rs

� u� 1

x1w
þ ugS2Emax;

gRsS1 �
u� 1

x4wgJsRs

þ ugRsEmax; gRsS2 �
u� 1

x4wgJsRs

þ ugRsEmax

2
664

3
775

¼ 1�
Z 1

0

fgS1Emax
x1ð Þ
Z 1

0

fgS2Emax
x2ð Þ
Z 1

u�1
x1w

þux1

fgS1Rs x3ð Þ
Z 1

u�1
x1w

þux2

fgS2Rs x4ð Þ
Z 1

0

fgJsRs x5ð Þ
Z 1

0

fgRsEmax
x6ð Þ
Z 1

u�1
x4wx5

þux6

fgRsS1 x7ð Þ
Z 1

u�1
x4wx5

þux6

fgRsS2 x8ð Þ

dx8dx7dx6dx5dx4dx3dx2dx1

ð83Þ

By substituting the PDFs of the eight RVs gS1Emax, S2Emax, S1Rs, S2Rs, gJsRs
, gRsEmax,

gRsS1, and gRsS2, into (83) and after some manipulations of (83), the Eq. (64) in Lemma 4 is

obtained. This completes the proof.
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