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Abstract In this paper, we propose three secrecy cooperative transmission protocols for a
two-way energy-constrained relaying network in which two sources wish to exchange
information with the help of multiple intermediate relays being subjected to wiretapping by
multiple eavesdroppers. In the secure two-way communication (STW protocol), an energy-
constrained relay is preselected via one of three investigated relay-selection strategies,
which harvest the energy from the radio-frequency signals of one source and decode-and-
forward the signals to another source. In secure two-way communication with network
coding (STWNC protocol), the network coding technique is applied at a relay preselected
via one of two investigated relay-selection strategies. In secure two-way communication
with cooperative jamming and network coding (STWINC protocol), under cooperative
jamming, the network coding technique is applied at two sources and a preselected relay
where a jammer-relay pair is preselected via one of two investigated selection strategies.
The power-splitting receiver is applied at the energy-constrained relay for all proposed
protocols. To evaluate performance, we derive new closed-form expressions for the
secrecy outage probability and the throughput performance of the three protocols with the
different relay and jammer-selection strategies. Our analysis is verified using Monte Carlo
simulations.
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1 Introduction

Energy harvesting is a promising solution to increase the life cycles of wireless devices and
maintain network connectivity [1-4]. Conventionally, wireless devices harvest energy
from external natural resources, such as wind, solar, or vibration, which is random and
unsteady. Consequently, reliable communication is not ensured [5]. To cope with this
limitation, energy harvesting from radio frequency (RF; or wireless power transfer) is an
interesting approach [6—10]. The authors in [10] worked on an ideal receiver that can
simultaneously decode the information and harvest the energy from a signal. In [5, 9], two
practical receiver architectures were proposed: power splitting (PS), where the receiver
splits the received signal into two parts (one for energy harvesting and one for information
decoding), and time switching, where the receiver switches the received signal between
information-decoding and energy-harvesting processes. Many researchers have subse-
quently investigated PS and TS in different system models and aspects [4, 11-14]. The
authors in [4] investigated the symbol error rate of RF energy harvesting in a cooperative
relaying network, where an energy-limited relay harvested the energy to assist in relaying
the source information to the destination. In [11], co-channel interference was shown to be
a potential energy source for a relay node in an opportunistic EH network. The authors in
[12, 13] studied the throughput performance using both PS and TS in an amplify-and-
forward (AF) relaying network [12], and they analyzed adaptive time-switching [13]. In
[13], the power allocation strategy for a decode-and-forward (DF) relaying network was
studied. In [15], the authors studied the throughput of three proposed wireless power
transfer policies using a TS structure in an AF two-way relaying network. The authors in
[16] study three different relay selection schemes of the DF energy-harvesting base power
splitting relaying network.

Because the wireless medium has broadcasting nature, security issues for wireless
communication has received considerable attention from researchers. Conventionally,
security is addressed at higher layers using cryptographic methods [17]. However, due to
the greater number of potential attacks when security is implemented at higher layers,
many studies have been conducted on physical layer security (PLS). Security is evaluated
in terms of the achievable secrecy rate (ASR), first defined by Aaron Wyner as the
maximum rate of reliable information sent from the source to the desired destination in the
presence of eavesdroppers [18]. Wyner showed that communication between the source
and the destination is secure if the ASR of the source-eavesdropper link is smaller than that
of the source-destination link. Following this finding, the authors in [19] studied physical
layer security in wire-tap channels, and extended it to broadcast channels [20] and fading
channels [21]. The application of PLS in cooperative communication to improve the
secrecy performance of a wireless relaying network was investigated in [22]. In [23], the
authors investigated physical layer security in a two-way relay network with friendly
jammers under attack by an unauthenticated relay. In [24], the ergodic secrecy capacity
metric was studied in distrusted AF relay networks. In [25], cooperative single-carrier
systems affected by multiple eavesdroppers were evaluated in terms of the exact and
asymptotic ergodic secrecy rate. Some relay-selection schemes [26] as well as assistance
from a cooperative friendly jammer [27] have been shown to enhance the secrecy outage
performance in cooperative cognitive radio networks. In [28], the authors analyze
achievable secrecy rates with total and individual relay power constraints as well as design
relay beamforming weights to enhance the secrecy rate for the cooperative multiple DF
relay networks. The eavesdroppers are interfered with by jamming signals sent from a node
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acting as a jammer, which is selected from a number of relays [29]. In [30], while the
source transmits an encoded signal, relays transmit a jamming signal to confound
eavesdroppers.

The source message can be encrypted using network coding for two binary jamming
messages, i.e., XOR the original binary stream of the source and the binary jamming
stream. The attack of the eavesdropper can be perfectly avoided when the jamming
message is securely transmitted in the cooperative jamming phase. Thus, to increase the
secrecy obtained by transmitting the jamming message, the jamming message should be
transmitted by the best jammer, which is selected from multiple available ones.

To the best of our knowledge, no published literature has investigated a cooperative
jammer combined with network coding to improve the secrecy performance of the energy-
constrained two-way DF relaying network in the presence of multiple eavesdroppers. In the
current work, we propose three transmission protocols with various relay/jammer-selection
strategies. These strategies each select a cooperative relay before the source transmits the
signal [31]. The STW protocol does not use network coding or cooperative jamming, so the
secrecy in the two-way transmission of this protocol is achieved via conventional operation
with four time slots (TSs). The STWINC protocol applies network coding at a preselected
relay, which reduces the number of TSs to three. Finally, the STWJNC protocol employs
cooperative jamming and uses network coding at both the source node and the selected
relay. We compare these three protocols as follows. We analyze three relay-selection
strategies for the STW protocol, two relay-selection strategies for the STWNC protocol,
and two jammerrelay-selection strategies for the STWINC protocol. The preselected relay
harvests the energy from the two source nodes in the STW and STWNC protocols, whereas
it harvests energy from the preselected jammer in the STWJINC protocol. For performance
evaluation, the secrecy outage probability (SOP) and secrecy throughput performance
(STP) are derived as closed-form expressions with high SNR regions for the STW and
STWNC protocols, and as exact closed-form expressions for the STWINC protocol. Our
derivations are validated using Monte Carlo Simulation.

The rest of this paper is organized as follows. Section 2 describes three transmission
protocols for a two-way energy-constrained DF relaying network. The transmission
operation and performance analysis of the STW, STWNC, and STWINC protocols are
given in Sects. 3, 4, and 5, respectively. Section 6 presents the numerical results, and
various design insights are discussed. Finally, Sect. 7 summarizes our conclusions.

Notation The notation CN (0, Np) denotes a circularly symmetric complex Gaussian
random variable (RV) with zero mean and variance Ny. £{.} denotes mathematical
expectation. The functions fx(.) and Fx(.) present the probability density function (PDF)
and cumulative distribution function (CDF) of RV X. The function K;(x) denotes a first-
order modified Bessel function of the second kind [32], and I'(x,y) is an incomplete

Gamma function [32, Eq. (8.310.1)] . C} = ﬁia)!' Notation Pr[.] returns the probability.

Notation [x]* returns x if x>0 and 0 if x <0. The sign @ indicates the XOR operator. The
function ,F, (.) represents Gausss hypergeometric function [32].

2 System Model

As shown in Fig. 1, we consider three transmission protocols for a wireless network con-
sisting of two source nodes S1 and S2 (that want to exchange data), M energy-constrained
relay nodes R,,, m € {1,2,...,M}, N jammer nodes J,, n € {1,2,...,N}, and L malicious
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Fig. 1 Three transmission protocols of the two-way energy-constrained DF relaying network under a
physical layer security: a No jammers and no network coding at relay, b without jammers and with network
coding at relay, and ¢ with the help of both jammers and network coding at relay

eavesdroppers Ej, [ € {1,2,...,L}. Tt is assumed that the direct link between the two
source nodes is omitted due to deep shadowing [31]. Thus, communication between the
two sources can be carried out through the best proactive DF relay, denoted Rj, that is
selected from M available relay nodes by a particular selection strategy. It is worth noting
that all L eavesdropper nodes can capture the information transmitted in the network. To
enhance the secrecy of the communication, a jammer node J; is selected to broadcast a
random binary jamming message to the two source nodes S1 and S2 in the presence of L
eavesdropper nodes. We assume each node is equipped with a single antenna operating in
half-duplex mode, and the global channel state information (CSI) is available [22] at each
node. Therefore, R, and J; can be selected before transmitting the jamming and data. The
selection schemes used in this paper for each protocol are described in the next sections.

We use (hap,dag) to denote the Rayleigh channel coefficient over the distance for the
link between two nodes A and B, where A € {S1,52,/,,R;}, B € {S1,52,R,,E;}, A# B
and where Ry, J;, and E; denote the mth relay node in cluster-R, the nth jammer node in
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cluster-J, and the /th eavesdropper node in cluster-E, respectively. Thus, the corresponding
channel gain gsp 4 |hAB\2 is an exponential RV with parameters Asp = (dAB)ﬁ , where 8
denotes the path-loss exponent.

In this paper, M relay nodes, N jammer nodes, and L eavesdropper nodes are located in
cluster-R, cluster-J, and cluster-E, respectively [16]. Thus, the distance between two nodes
in a cluster is insignificant compared to the distance between a node inside and a node
outside a cluster, and the data links are independent and identically distributed (i.i.d) [31].
We obtain the corresponding cumulative distribution function (CDF) and probability
density function (PDF) as F,,,(x) = 1 — e~*5* and f,, , (x) = lape "%, respectively.

We consider the energy harvesting technique as a power-splitting architecture with a
power splitting ratio p € (0, 1) for energy harvesting and (1 — p) for decoding the source
signal [12, Fig. 3]. We assume that the fading coefficient h4p does not vary during one
block time of completing the exchange of one packet between two source nodes, and that it
is independent of and identical to the next block time [16]. For convenient demonstration,
let P denote the transmit power of all transmitters, i.e., the two sources, the selected relay
Ry, and the selected jammer J; let np(r) ~ CN(0, Ny) indicate the zero-mean and variance
Ny of the additive white Gaussian noise (AWGN) at the receiver B, B € {S1,S2,R;, Ei};
and let np (k) ~ CN(0, uNy) denote the zero-mean and variance of the noise that arises
from converting a signal from the RF band to a baseband signal at all the receivers [16].

The next three sections present the operation and performance analysis of the three
investigated transmission protocols. The performance of each protocol with the various
relay/jammer selection strategies is evaluated using two performance metrics: SOP and STP.

3 Secure Two-Way Energy-Constrained Relaying Communication (STW)
3.1 Transmission Operation

The STW protocol takes four time slots (TSs) for the complete exchange of data between
two source nodes S1 and S2 (see Fig. 1a) during a block time. In the first TS, S1 sends its

signal xg1, £ { |xs1 \2 = 1}, to the preselected energy-constrained relay R, in the presence of

L eavesdropper nodes Ej, [ € {1,2,...,L}. The received signals at R, and E; are expressed
respectively by

ysir, (t) = VPhsigxs1(t) + ng, (1) (1)

ysi£,(t) = VPhsigxsi (1) + ng, (1) (2)

The received RF signal at the selected relay Ry, ysig, (), is processed for energy harvesting
(3) and information decoding (4), as follows:

Ysiron(t) = /pysix, (t) = /pPhsir xs1(t) + v/png, (1) 3)
ysir,d(t) = /1 = pysig,(t) = /(1 — p)Phgirxs1(t) + /(1 — p)ng,(t) (4)

The sampled baseband signals at E; and R;, e.g., ysig (k) and ysig, «(k), are obtained by
down conversion of the signals ysig, () and ysig (¢) in (2) and (4), respectively [12, 16], as
follows
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ysig (k) = \/ﬁhsmxm (k) + ng, (k) + ng, (k) (5)

ysir,a(k) = /(1 — p)Phgig,xs1(k (1 — p)ng, (k) + ng, (k) (6)

The received SNRs of the links S1 — E; and S1 — R, and the achievable secrecy rate
(ASR) from S1 to R, can be attained from (5) and (6), respectively, as follows:

Plhsi,|”

1+ 1N 7
‘pSlEz (1+ H)N oYEsiE, ( )
(1 — p)Plhsig, |’

= o = O2YEsiR, (8)

Vsir, - p+ N Vgsir

’ +

1 1 | 1

Gk = |7log + wrbgsie, [ Lo, (25 9)
4 b+ wll//l:r]nzax L 8S1E: 4 1+ o1Y8s1Emax

A A A — A . .
where l// = N%)’ ) = ﬁ, Wy = llpiu’ 8S1Emax = MaX;=12 1 &SIE; the pre-log 1/ 4 indi-

cates that there are four TSs for completing the transmission of the STW protocol.
From (3), the harvested energy at R; is given by

Esir, = npPgsir, T (10)

where 0 <# <1 is the harvesting efficiency, and T is the transmission time of one TS.

R uses the power Pg;p, in (11) to forward the data of S1 to S2 under eavesdropping by
E; in the second TS during the time interval 7. The transmitted power from R, and the
received sampled baseband signals at S2 and E; are expressed respectively by

Psir, =Esir,/T = npPgsix, (11)
Vr,52(k) =/ Psir,hr,s2x51(k) + ns2(k) + ng o (k) (12)
YR, (k) =+/Psir.hr,gxs1(k) + ng, (k) + ng, (k) (13)

The received SNRs of the links R; — S2 and Ry, — E;, and the ASR from R, to S2, are
respectively given by

IV 14
l//R 52 = (1 + ,u) 3 8SIR,&R.S2 (14)
_ Psig, |hg, al
T v 15
Vre = (L+ 1Ny = w3 YgsIRr.&R,E, (15)
+
1 1
CIS‘;TS\’zV — |~ log, + 03y gs1r,8R,52
4 1 + w3y/gsir, (02X gRE, (6)

— Plog ( 1 + w3ygsir, &r.s2 )} *
472\ + w31hgsir, SR Emax
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where w3 4 %.

In the third and fourth TSs, the transmission of the links $2 — R; and R, — S1 under
eavesdropping by E; are the same as those of links S1 — R; and Ry — S2, respectively, due
to the symmetric particularity. Thus, similarly to (9) and (16), we obtain the ASRs from S2

to R, and from R, to S1, respectively, as follows:

1 1 *
S = 10w (1 mben )| )
! 4 1+ (] lpgS2Emax
1 1+ ospgsrgrst \|"
CSTW _ [_10 ( s O I (18)
k.51 4 &2 1 + wSlpgSZRngxEmax

For this protocol, we consider three relay-selection schemes for choosing the relay R,. In
the first, we note that any eavesdropping of the selected relay R, occurs in the second and
fourth TSs, so R; is selected based on the minimum eavesdropping channel (called MIRE),
as represented in (19a). In the second, R; is selected based on the maximum channel gain of
the link S1 — R (MASI1R), as formulated in (19b). In the third scheme, R, is selected
randomly from the M available nodes (RAN) (19c¢).

Ry =arg m:rlrg?fi?M(ngE max ) (19a)
R, =arg ,max (gs1r,,) (19b)
R, =random(R{,R;,...,Ry) (19¢)

3.2 Performance Analysis
3.2.1 Secrecy Outage Probability

The probability of a successful exchange of data between two source nodes is the prob-
ability that all four ASRs are above the target, C; > 0. This can be formulated as follows:

non—out

STV _pr [c;,T,;V >C, W >,V >, Y > c,} (20)

The system experiences an outage if at least one of the four ASRs is less than C;. In other
words, the SOP of the STW protocol can be given by
STW STW
Pout =1- Pnonfout (21)
—1-P[GR > C, G = R = 6. = ¢

By substituting the expressions of Cnglgf, CIS{S‘;’, ngTIXV, and CIS;,STQY from Eqgs. (9), (16), (17),

and (18), respectively, into (21), we obtain
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8SIR, = ¢—1 + QW] 851Emax "

(%) lﬁ w2

8R.S2 = + Q&R,Emax,

(0]
Piztw —1_Pr SngSlRJ.

¢ — 1 + P01 8S2E max
w2y w

8S2R, =

ng31 > + P&R,E max

-1
@3y gsar, i (22)

=1 _/ fgsmmdx / fgszde Al le]fgsm: (X3)
_+_

YA

0
X / | owrx f:gS’)R\ X4 / ng Emax X5)/ ng\Sl ('xé)
-1 porx T oxs

mzw w0y o3 t]/r4

X Soroso (X7)dx7dxedxsdxsdxsdxydx,

T

where ¢ 4 p4c,
Depending on which of the three relay selection strategies is used, from (19a), (19b),

: : STW STW STW
and (19c), we obtain three expressions of SOP, PWMIRE, P Masirs and POmRAN,

respectively, as follows

PSTW -1

out MIRE — Q (M, L, @, Agsi, Ars2; 2RE)

0 L—-1
X / Lisik Z CtL_l (—1)tg7(1+t)/hsmxl
0

0 L-1
x / Lise Y Cpy(—1) e Himen 23
0 w=0

b ) —(o=1lgsa
X AS]R€7AS]R)C3€ @393
o1, 001X

YRR
o0 7 _ /RSI
x o, Fs2RET e e dngdsdigdy,
172
uzlﬁ Y

STW "
Poumasir = 1 — Q2(L, @, Zrs1, Zrs2, ARE)

X / L/LSIEZCL 1 t 7<l+[))SIFXI
0
% L cv )" o~ (1HW)sexs
/0 SZEZ L— 1 (23b)

o M-l 9=1)/Rsy
% / Mg E CM 1 1) e~ (1+K) )sume (u;lﬂx;
o—1 , pox|

00 o
o ey == VRs
X Asppe” SHRMe “*W dxgdxsdxodx,
o—1  pojxy
w0y

@ Springer



Improving Secrecy Outage and Throughput Performance in Two... 6433

STW ,
Pouran = 1 = (L, @, Ars1, ARs2, /RE)

x / LimEZCL [(=1) e UHDAsien
0

. w1\ ,—(1+w)isex
X/O L/ISZEZCLfl( 1) e S2E12 (230)

w=0
o0
—(e-Vigsy
X/ Jsire” ASIRYS o a0
9-1, 901x|
oY AN
> T a1
X Asape” SR e st dxgdxsdxadx
o—1, 9010
AT

where (23a) is obtained from (22) by applying the PDFs of RVSs gsirmax, &s2£max> &SIR,
8S2R,» 8R,Emax»> &R.51» and gr s as follows: fyq .. (x1) = Lisig Zf“ol C_ (—1) e~ (1+0siex
(see Appendix 1), feopm (X2) = LisE va;}) Cy (=)' ~(Hw)lsn (gee Appendlx 1),
Jesin (63) = Asipe ™0, foo (x4) = dspreTHH fo(x5) = MLige 3325 Chy (—1)F
S (1) S O (1) e s (see Appendix 1), fo, y, (Y6) = Arsie 291%,
and fo, ., (x7) = Jrsae **2¥1 respectively, and denoted Q)(L,M,q, Zgsi, irs2; ARE) 4

L—1 k M—1 u Lu C‘:,(*])V . . :
LMIE Y3 Cp oy (1) 005, Gy (1) 2002 0(1+k+»)ikup+<p(?m+?.m)’ (23b) is obtained

from (22) by applying fyg,, (¥1) = Lisie >y Gy (=1)'e (0 fo (x0) =
Lisop Yoo Cp -y (= 1) e Itminmne - foo (x3) = Misig Yopty Chyy (—1) e (MR,
Jesw, (a) = Asape™ 05, foo (x5) = Lige Y oug Coy(—1)"e™H0mets o (x6) =
ARsie”rs1%e Sors(X7) = Jrs2e %27 and  denoted  Qy(L, @, Arsi, Ars2, ARE) 4
Lire Z I GLChT ; (23c¢) is obtained in the same way as (23b) with M = 1. We

(14u)Are+@(Zrs1 +7Rs2)’
have the asymptotic expansion of the exponential function as follows

2 .3
x@°1+x+%+%+0(x4) (24)
Note that 7(‘(’%%““ — 0 when  is high. We obtain the following approximate expression:
. 2
ef(tﬁ;:p)x/f“ =1- M+ 0 {w} ~1— (@ = Drst (25)
o3xy 03Xy 03Xy

Then, the SOP of the STW protocol with each of the three relay-selection strategies can be
expressed when  is high, as follows:

PoiNire = 1 — Q1(L, M, ¢, Jgs1, Zrs2, Are) (I mike + T MIRE) (26a)
Py Niasik = 1 — (L, @, Zrs1, Zrs2, Zre) (T masir + T masir) (26b)
ngtv;/{AN =1— (L, ¢, Agst, 2rs2, 2re) (I RAN + L RAN) (26¢)

where
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L-1

4 _
I mirg = 1 raN = / Lisig Z Ch  (=1) e UH0ksien
0 =0

> —(o=D2rsy
/ L/LSZEE cy o (=1 o~ (1+W)Asaexs Jgige IR ¢ o3ty
0 o1, 901x)

YA

o0

)LSzRei)VSZRXL‘ d.X4dX3 dXQ dX| s
-1 +‘/m;1x2
YA

_ 4 —(@ = 1)/gsi
Dhvre = hran = oW

L-1

/ Lisie Z CL 1 f e~ (140 siex / Lisog Z CL 1 )We_(l‘*'W)ASZEXZ
0 0

w=0

e . —(p—1)igs2 S e*iszkxzx
ZSlRe SR @ o3 /ISZR de4dx3dx2dxl s
4

o—1 | poyx| pw1x)
AT AN

0 L-1
4 -
I MasIR :/ Us1EZCL (= 1)fe () As‘m/ L/ISQEZCZ%(fl)W
0 0 w=0

) o0 X —(p—1)/gs2
e—(]+w)/~szExz / M)VSIR § : C 1)ke—(l+k)A51RX367(03w3m
po1x]

(uzw+ @y

]
X,SZRei)'SZRx“ dX4dX3 dXQ dx1 s

o—1, p01x)
YA

4 —(@ — 1)Ags) e (07 =
Lvasirk = oW LAS]E Z Cp i ( SIER Lise
3 0 0

~

Il
o

w:

oo

id - W) As2EX: ko Py
Cy (—1)" (14w)is2ex2 e M;VSIRZC;[,[(*I) o~ (1K) Asipxs

YA

—(0-Vigsy [ e FnY
e 3 Asog ———dxadxzdxydxy .
P13y X4
VAT

Lemma 1 The following expression is valid for the integral I) masir

(p—1)soR .
Limasir =€ 27 Q3(L, @, w1, w2, Asar, As2E)

Qu(L,M, @, 1,02, , Asir, As1E) (27)
—(¢— Dirs2
o3y

where 93(L>§0,w1,w2,452R,/LszE) Lisog Y5 OHW)"# Qu(L,M, ¢, 01, 02,1,

A2+ Qw1 Asar’
~(1+k)(9—1)ig1R

, ) Mf](—l) e o
ASIR, /“SIE) LM/LSIE Z[ 0 ( ) Zk 0 (l+k 1‘H)U’2)31b+(l+k)(ﬂwl;»SIR]’ 95 (L3M7 @, w1y,

) ] - - k [0)
@2, A51R; ASIE) 2 LMisigisik Z,:o G (=) 305 i (=1 T o+ (R oo 7ot

9. (1+1)wr Asie
F] (1’ 1 ’ 2’ (1+t)wz).s|E+(i—¢—Sly):(pw1/.SIR) .

+ s(L,M, @, w1, w2, Asig, AsiE)
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Proof Given in Appendix 2. [J

From that, the integrals I; mire and I; ran can be obtained as

—lo=D2sop A
Iimire =l ran = Livasir|y,_, =€ ™7 Q3(L, @, 01, 02, Asag, Asor)
Qu(L, 1, ¢, 01,02, Y, As1r, Zs1E) (28)
—(¢ — 1)igs2
+(7)RSQS (L, 1, @, w1, 2, Asir, AsiE)
o3y

Lemma 2 The following expression is valid for the integral I yasir

—(¢ = 1)Zgs1
w3y
QL M, @, 01,02, ¥, AsiR, AsiE) (29)
—(p = 1)Zgs2

+T¢Q5(L,M, @, 01,02, Asir, ASIE)

Lvasir = Qs(L, 1, ¢, w1, w2, Asor, As2E)

Proof Given in Appendix 3. O

The integrals I, mire and > ran are then given by

—(@ — )rsi
o3y
.(24(L7 1,(,0,(,01,602,[//,/1511@,/1515) (30)
—(@ = Dgs2
o3y
Finally, we can obtain expressions for P5;Yig, Poymasig> and Poiian by substituting

(27-30) into (26a-26c).

Lk = hrax = hvasir|,,_, = Qs(L, 1, ¢, w1, 02, Asog, 252E)

+ Qs(L, 1, ¢, 01, w2, Asig, AsiE)

3.2.2 Secrecy Throughput Performance

In this subsection, we derive the STP of the STW protocol, which is defined as the effective
time for the transmissions by the two sources S1 and S2 at the secrecy target rate C; bits/
sec/Hz. In the STW protocol, the total number of time slots is 47, and the effective
communication time for a transmission from S1 to R, and from S2 to Ry is 27 (the first and
third TSs). The throughput of the STW protocol with one of the three relay-selection
strategies is given by

G

STW STW
TMIRE/MASIR/RAN — (1 —P out,MIRE/MASlR/RAN) 2 (31)

STW STW :
where Type /MASIR/RAN and P, \irg /MASIR/RAN AT€ STP and SOP, respectively.
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4 Secure Two-Way Energy-Constrained Relaying Communication
with Network Coding (STWNC)

4.1 Transmission Operation

In the STWNC protocol, to reduce transmission time, we shorten the transmission period to
3T by applying the digital network coding technique at the preselected relay R,. Thus, the
STWNC protocol uses three time slots for a complete data-exchange period, as shown in
Fig. 1b. In the first TS, the binary message myg; of the source S1 is presented by the signal

Xs1, € {|x51 |2 = 1}, which is transmitted to the preselected energy-constrained relay R; in

the presence of L eavesdropper nodes E;, [ € {1,2,...,L}. The ASR from SI to R, with
this protocol is similar to that with the STW protocol, replacing the pre-log 1 / 4 with 1 / 3,
as follows:

1 1+ wgsir "
CSTWNC _ | 2 — 32
SIR 3082 1 + @1YgsiEmax )

In this protocol, the preselected relay R only harvested the energy from the received signal
transmitted by S1 in the first TS. The harvested energy is the same as in (10):

Esir, = npPgsir, T (33)

The source S2 sends its message myg,, presented as signal xg;, to Ry under eavesdropping by
E;; thus, the ASR from S2 to R; is expressed as

1 1+ ogsr \]"
CSTWNC _ |4 s 34
S2R, 3 ng 1 + (&) lpgSZEmax ( )

After successfully and safely decoding the two binary messages, mg; and mg,, during the
first two TSs, R, combines them by applying the digital network coding and generates a
new message, msiqs2, where msjqs2 = mgs; @ mg,. The message mg) s> is presented by the
signal xs1452, and it is broadcasted back to both source nodes S1 and S2 by R, during the
third TS with the transmitted power Psig, = Esir,/T = npPgsir,. The received baseband
signals at S1, §2, and E; can be respectively given by

yr.s1(k) =v/Prhrsixsias2 (k) + ngi (k) + ngp (k) (35)
yr.52(k) =+/Pr g s2xsios2(k) + nsa(k) + nsy e (k) (36)
YRE (k) =/ Pr.hr,EXs1052(k) + ng, (k) + ng, . (k) (37)

Note that, during the third TS, the transmitted message mgqs, is coded; thus, the eaves-
droppers E; cannot obtain the messages from the two sources, mg; and mg,. In other words,
the eavesdroppers E, [ € {1,2,...,L}, do not impact the ASRs of the two links Ry — S1
and R; — S2. Consequently, the achievable secrecy capacities of the links R; — S1 and
R, — §2 are respectively expressed as

1 +
Crsi© = 108, (1 + o3ygsirgrst) (38)
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1 +
ClshTSVZVNC = §10g2(1 + w3 gsir,&r.s2) (39)

In the STWNC protocol, we do not consider the relay-selection scheme based on the
minimum channel gain from the selected relay R, to eavesdroppers because there is no
impact of eavesdroppers on the transmission of R, in the third TS. Thus, we analyze the
performance with the two other considered relay-selection strategies, in (19b) and (19c¢),
for this protocol.

4.2 Performance Analysis

4.2.1 Secrecy Outage Probability

The SOP with the STWNC protocol is expressed the same way as that with the STW
protocol:

STWNC STWNC
C > G, CSZRS >C,

STWNC __ 1 _ SRy
Pout =1 P C]%TQYNC > Ct CgTS};/NC > Ct (40)
s — ) s -

By substituting the expressions for CEITISY Ne, CEZT]}Y Ne, CIS-‘,XTS‘YNC, and CIS‘,};\;JNC from Eqgs. (32),
(34), (38), and (39), respectively, into (40), we obtain

¢—1  owigsik ¢—1
8SIR, = + 5 gsor, > + Pgs2Emax,
pSTWNC _ | _p o )3 w1y
out =1l-=rr _ —1
8RS1IZ ——8RS2 > —
) @3 gsir, ) 3 gsiR,
=1- / fgSlEmax (xl)/ fgSZEmax ()Q) bt | dogx fgSle (X3)
0 0 ittt
o0 o0 o0
X A L Jeon () [ e (35) / oy Jons: (X6)dxsdxsdxadxsdxadxy
S TRRL) s 7

YA w393 vy

where ¢ 2 23C By applying the relay selection strategy in (19b) (MASIR) to this pro-
y applying y gy p

~(¢-1)(rs1 +/Rs2)

tocol, and approximating e @3 ~1 +%W, we attain the SOP for
P3TWNG R as follows:

STWNC —(@-Disrp 4

Poumasir =1 —€¢ =7 (I +15) (42)

where
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I; é/ LAleZCL 1 t —(+)siex

0

X/ L/ISZEZCL 1 W e~ (1HW)ismxs = Plsapxs
0

9] M-1
r _ ,
X/ oo M;SIR E CM 1 1) e (l+k)AS]Rx3dX3dX2dx1
$—1, pojx
YA

= 94(L7Ma<P7w17w27l//a)~51R7is1E)Qz(L ¢,0, Asor, Asok),

4 _(¢_ 1)() + 4 ) - )As1EX1
L4 a);:;l RS2 /0 UstCL (=1Ye (1+1)2s

00 L—
x / Lise > Cy (—1)"e (140t g bisus
0 w=0

~ M= ‘ e~ (14K) Zsipxs
M. (—1) ——
x Al dopxy SIRZCM 1 ) o dxzdxydx,
VAT k=0 ;
—(¢ — 1)(Zgs1 + Zrs2)

= o Q(L, 9,0, is2r, As2k)

Qs(L,M, @, 1,02, Asir, As1E)

With the relay selection strategy in (19c) (RAN), the SOP can be obtained as

@
STWNC STWNC
Pouran = Poumasir el =1l—e “2'” QZ(L $,0, Asar, As2k)

Qu(L, 1, ¢, 01,02, , Asir, AsiE) (43)
—(¢p — 1)(Ars1 + 4
+ (¢ )cf):;] x52) Qs(L, 1, ¢, w1, w2, Asir, AsiE)

4.2.2 Secrecy Throughput Performance

With the STWNC protocol, the effective transmission time of the two sources S1 and S2 at
the secrecy target rate C; bits/sec/Hz is 2T / 3T. The throughput of this protocol with one of
the two relay-selection strategies MAS1R or RAN is

2C,
A = (1~ PTRwenr) 5 "

5 Secure Two-Way Energy-Constrained Relaying Communication
with Cooperative Jamming and Network Coding (STWJNC)

5.1 Transmission Operation

In the STWINC protocol, there are four TSs for completing the exchange of data between
two source nodes, as shown in Fig. 1c. In this protocol, the preselected jammer node J; has
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two functions that (1) help the two sources code their messages by XORing them with the
jamming message, and (2) transmit the energy to the R;. In the first TS, J; broadcasts the
jamming message m; (presented by signal x;) to the two sources and the preselected relay
R in the presence of L eavesdroppers. The ASRs from J; to the two sources S1 and S1 are
respectively given as

1 1+ wygrs "
CSTWINC _ [_ lo (7 4
JiS1 4 &2 1+ ©1Yg/.Emax ( )
1 1+ ogrs \]°
CSTWINC _ [_ lo (7 46
JS2 4 &2 1+ CO1l//gJSEmax ( )

In this protocol, R; uses the received RF signal transmitted from J; for only harvesting the
energy. Thus, the harvested power at R; is given by

Pr, = nPgr, (47)

We consider whether S1 and S2 can successfully and safely decode the jamming message
in the first time slot, that is, S1 and S2 can successfully decode the jamming message, but
the eavesdroppers cannot.

5.1.1 Consider the Case When the Two Source Nodes Can Successfully and Safely
Decode the Jamming Message During the First Time Slot; i.e., C?IQ‘IVJNC >C

and C%ZVJNC >C;

We propose the optimal jammer-relay pair (J;, R;) (called OPT) selection strategy (48a),
described as follows: among the K jammers (1 <K <N) that can successfully and safely
transmit the jamming message, an optimal jammer-relay pair is selected for which J; has
the highest channel gain with R;. For comparison, we analyze one more jammerrelay pair
using a random (RAN) selection strategy, as formulated in (48b) below.

Jo Ry =arg max  (gr,)

(48a)
m=12..M
{RS = random (R, Rz, ..., Ry) (48b)
Js =random (J1,Ja, .. .,Jk)

During the second TS, the source node S1 generates the coded message msiqy, (by

msig, 4 mgy @ my,), and sends it to R,. Note that the eavesdroppers cannot obtain the
source message mg; in this case. The ASR of the link S1 — R; is expressed as

1 +
Coim ' = [Zlogz(l + w1Ygsir,) (49)
: . ~STWINC1 . . .
where the index 1 in Cgp indicates that we are analyzing the STWINC protocol of

this case, e.g., CEIQ\IVJNC >C, and CEE;"JNC > C,.
Similarly, S2 transmits the coded message msyq;, (presented by the signal xsrq7,) to Ry
during the third TS, and the ASR is obtained as follows
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1 +
Com "' = |glom(1+ 1y, (50)

After successfully decoding the received messages mgiq , and mgyq;, during the second
and third TSs, the relay R, uses digital network coding to create a new message mgjqs2 by
XORing mgigy, and mggy; 1e., mgig), O Mspey, = ms) & my O msg O my, = mg®

ms 4 msies2- 1t then broadcasts the new message to the two source nodes during the
fourth TS. If the two sources successfully decode the message myg;qas2, they can safely
extract the desired message by XORing it with their own messages. The ASRs of the two
links Ry — S1 and Ry — S2 during the fourth TS are given respectively by

1 +
Crst | = [Z log (1 + 0agr 8r.s1 )] (51)
CSTWINCT _ 110 (1 + ou * (52)
R,S2 =12 22 048R 8R,S2)

where wy 4 %

5.1.2 Consider the Case When the Two Source Nodes do not Successfully and Safely
Decode the Jamming Message During the First Time Slot; i.e., One of Source
Nodes S1 and S2 does not Successfully Decode the Jamming Message or Atleast

One Eavesdropper Gets the Jamming Message: CiTS‘IVJNC <0 and/
STWINC
or Cje <0

In this case, there is no jammer that can successfully and safely transmit the jamming
message to the two sources (K = 0). In other words, the jammers are unhelpful for coding
the two sources messages; thus, the jammer J; is selected from the N jammer nodes to
transmit the energy to R;. The two jammer-relay pair selection strategies (48a) and (48b)
can be rewritten as follows:

Js, Ry =arg  max (gy,r,)
n=12,...N

(53a)
m=12..M
{RS = random(R, Ry, .. .,Ry) (53b)
J; =random(Jy,J2,...,JN)

The eavesdroppers can impact the transmission of the two links S1 < R and S2 < Ry;
therefore, the ASRs from S1 to R during the second TS, from S2 to R; during the third TS,
and from Ry to S1 and S2 during the fourth TS can be given respectively by

1 1+ wiYgsir ’
CSTWINC2 | 1) — o >4
SIR, g8\ @1/ 8S1Emax o
1 1+ oigsr, \]"
STWINC,2 175 52R,
Cor, ~ = {Zlogz (Wﬂ )
max
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CSTWING2 _ Flog ( 1+ w48,k 8R,51 )r 56)
RS1 42\ 4 048R, gREmax
1 1+ ospgrrgrs2 \]
CSTWJNC,Z — [_10 < Ry SRy . (57)
RS2 4 &2 1 + wa g 7,r, &R, Emax

5.2 Performance Analysis
5.2.1 Secrecy Outage Probability of the STWJINC Protocol

Addressing the optimal jammerrelay-pair-selection strategy first, the SOP of the STWJNC

protocol, PSTWINC can be expressed as

STWINC STWINC, 1 STWINC,2
Pogtvgflr\]r = Pr[K,NIP,, opr = + P[0, N]P_,, opr (58)

where Pr[K, N] denotes the probability that there are K jammers and Pr[0, N] denotes the
probability that there is no jammer that can successfully and safely transmit the jamming
message to the two sources. These probabilities can be expressed as (59) and (60) as
follows. We note that (59.2) is obtained from (59.1) by applying the result in Appendix 4

Pr(K,N)
N min(Cy,s1, Cj,52) > C,min(Cy,s1, Crp52) > Coy oo,y
2 Z C{ Pr| min(Cyys1, Cres2) > Crymin(Cy, 51, Cre,i52) <G,

K=1
mln(CJKHS] s C‘]K+252) <Ct7 ceey II]lIl(CJNSl s CJst) < Ct

9_ N—-K

{PI'[II]II] le_g], lesz) > C,]} {PI’ [HIIII(C‘/K‘ 181 C‘/m 152) <Ct] } (59)

(592 N (0-1)(ys1+4ss2) , K
= Z cx o1y (L, @, Ayst, Ays2, MJE)
k=1

,((,, )(gs1 —(o=1) (451 +2152)

N—K
1- “‘“’ (L, @, Ayst, Asz, i./E)}

min(Cy,s1, Cj52) <Cr,min(C,s1, Cro52) < C,
Pr(O,N)éPr[ (Crs1,Cri52) <Gy (Crs1,Chs2) t]

,min(Cyys1, Crys2) <G
= {Pr[min(C)y.,51, Cpys0) <Ci] " (60)

o N
(0=1)(Ays1 +ss52)
=ql—e v (L, @, s, lis2, AE)

PEL%JPI\ITC’I and PE,E%JPI\ITC’Z are expressed by (61) and (62), respectively, below:

STWINC,1 STWINC,1
CSlRA = Cf? CS2R > C

PSTWJNC 1 —1_Pr
- STWINC,1 STWINC, 1
Crsi ' >, C >C,

out,OPT
RS2
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STWINC,2 STWINC,2
C > Ct> C > Cta

STWINC2 __ SIR, S2R,
Pouopr” =1 —Pr CSTWING2 o~ STWINC2 o~ (62)
R,S1 = 1 VRS2 et 4
. L . STWINC,1
Lemma 3  The following expression is valid for P, cpr
~(o=)(s1r+/52r)
STWINC, 1 —ILSIRTASIR) )
Pojopr =1—e o7 Qs(K,M, ¢, 04, AR, Arst1, Ars2) (63)

where

, , 4
Q6(K, M, @, 04,Y, Air, Arsi, Ars2) = KM Ak

Kfl C,"(M 1(_1)16\/4(90 — 1)(Ags1 + ;LRS2)K1 (\/4(1 +k) (@ —1)(Ars1 + ARSZ))L,R>
k=0 - (

1 +k)w4l//;LjR Cl)4l//

Proof See Appendix 5. O

Lemma 4 The following expression is valid for P(S)ZI%JPI\%C‘Z

—(o-1)(As1r+452R) A
P =1—e o (L, @, Zs1r, 0, Asie) 2 (L, @, Asar, 0, As2E) (64)
Q> (L, @, Agst, Ars2, ARE) Q6 (N, M, @, 4, W, AR, /RS1, ARS2)

Proof See Appendix 6. (I

Combining (58), (59), (60), (63), and (64), we obtain the SOP for the STWJINC protocol
with the optimal jammerrelay-pair-selection strategy. And when the random jammerrelay-
pair-selection strategy is applied, the SOP of the STWJNC protocol can be derived by

PSTWJ NC _ PSTWJNC

out,RAN outOPT |\

5.2.2 Secrecy Throughput Performance of the STWNC Protocol

In the STWJNC protocol, the rate of the effective transmission time of the two sources S1
and S2 with respect to the total time is 27 / 4T. Thus, the throughput of this protocol with
each of the two relay-selection strategies can be expressed as follows:

C
w2 = (1 - PR 2. )

6 Numerical Results and Discussion
This section discusses the theoretical derivations and the Monte-Carlo simulations con-
ducted to validate the analysis for the STW, STWNC, and STWINC protocols described in

the previous three sections. The simulations were conducted to verify the theoretical
derivations as well as to determine the performance of the three proposed protocols. In a
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two-dimensional plan, the coordinates are (0,0), (1,1), (xz,0), (xg,ye), and (xs,y,),
respectively, for the two source nodes S1 and S2, the relay-nodes-cluster-based R,, with
me {1,2,...,M}, the eavesdropper-nodes-cluster-based E; with /€ {1,2,...,L}, and
(appearing only in the STWINC protocol) the jammer-nodes-cluster-based J, with

n€{l,2,...,N}. Thus, the distances of the links S1 —R,,, S2 —R,,, S1 — E;, S2 — E},
Rm — E], .] — Sl .] — S2 .] Rm, and ],, — E] are dSlR = |XR dng = |
dsip = (XE) + (YE 2 dop = \/(1 *XE (1 - )’E 2, dre = \/(XR *XE (yE) s

disi =/ (x1)* + ()% disy = \/(1 — )+ (1 =), and

djp = \/ (s —xE)2 + vy — yE)z, respectively. In all the simulation scenarios, the fol-

djg =/ (xg —XJ) + ()’J) s

lowing parameters were used: u =1, f =3, and C, = 0.5. For simple presentation, the
acronym U—V indicates that we are considering the protocol U
(U € {STW,STWNC, STWINC}) with the relay- or jammerrelay-pair-selection strategy
V (V € {MIRE,MAS1R,RAN, OPT}). In addition, we set p = 0.5 and n = 0.8 for the
cases shown in Figs. 2, 3, 4 and 5.

Figure 2 shows an evaluation and comparison of the performance of the three protocols
with their different relay selection strategies. The performance is based on the secrecy
outage probability as a function of , M, L, or N, as shown in Fig. 2a—d. The positions of
the cluster-based relays, eavesdroppers, and jammers are set at (0.5,0), (0.5,—1), and
(0.5,0.5), respectively. The SOPs of STW-MIRE, STW-MASIR, STW-RAN, STWNC-
MASIR, and STWNC-RAN are approximately derived when is high, in Egs. (26a), (26b),
(26¢), (43) and (44), respectively. Thus, the theoretical results curves are not exactly the
same as the simulation curves (however, their differences are very small) when y is low,
e.g., Y <10 dB, as shown in Fig. 2a. In contrast, STWINC-OPT and STWJNC-RAN are

T e -

>

STWJINC-RAN (Sim)
STW-MIRE/MASIR/RAN (Theo)
STWNC-MASIR/RAN (Theo)

STWINC-OPT/RAN (Theo)

Secrecy Outage Probability

2
= 09 0.9 B==—-n
a
o8 08
© o7 g g &
o 07 > > >
[ ® e
Q os) oy » -
S 06
O STW-MIRE (Sim) = ™
(] N,
ST g > #*o
X STW-MASIR (Sim) [ 0.5 s,
D 04
*  STW-RAN (Sim) o
o)
%  STWNCMASIR (Sim) n -
® STWNC-RAN (Sim) 6
¥ STWINC-OPT (Sim)

N
(d)

Fig. 2 Secrecy outage probability as a function of a psi when M =L =N =3, b M when L =N =3 and
Yy=15dB,¢c Lwhen M =N =3 and y =15 dB,and d N when M =L =3 and y = 15 dB
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Kaes ——— " T T T T ) — S [
el W ]
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STW-MASIR (Sim)
STW-RAN (Sim)
STWNC-MASIR (Sim)

A A K E s

o6 STWNC-RAN (Sim) | |
STWJINC-OPT (Sim)
STWJINC-RAN (Sim)
0.55

Secrecy Outage Probability

Theory

0.5

0.45

TR

Fig. 3 Secrecy outage probability as a function of xg when (xg = 0.5,y = —1), (x; =0.5,y, = 0.5),
M=L=N=3,and y =15

exactly derived, so the theoretical results match very well with the simulation results for all
values of i , as shown in Fig. 2a. When  is fixed at a high value, e.g., y = 15 dB, the
simulation and theoretical results are in excellent agreement for STW-MIRE, STW-
MASIR, STW-RAN, STWNC-MASIR and STWNC-RAN, as shown in Fig. 2b—d.

We can observe in Fig. 2a that all the protocols improve the secrecy outage perfor-
mance for high values of 1. The SOPs of the STW protocol with its three relay-selection
strategies (STW-MIRE, STW-MASIR, and STW-RAN) are not decreased much because,
when V/ increases, the eavesdropping channel gain also increases. Motivated to reduce the
impact of eavesdroppers on the transmissions from the two source nodes by using a
selected relay, we additionally use network coding with the STWNC protocol, and a
combination of network coding and cooperative jamming with the STWJNC protocol. The
results show that STWNC-MASIR, STWNC-RAN, STWINC-OPT, and STWINC-RAN
achieve higher performance than the STW protocol.

Next, we compare the performance between the STWNC and STWJNC protocols.
Using the random selection scheme, STWINC-RAN attains lower performance than
STWCN-RAN because, when the jammer is chosen randomly, it is difficult for the
STWINC-RAN protocol to transmit the jamming message successfully and safely to the
two source nodes during the first TS. Second, comparing the MASI1R strategy with the
STWCN protocol and the OPT strategy with the STWJINC protocol, for low 1/ (below
about 12 dB), STWNC again outperforms STWINC. This occurs because the two sources
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Fig. 4 Secrecy outage probability as a function of yg when xg = 0.5, xg = 0.5, (x;, =0.5,y;, =0.5),
M=L=N=3,and y =15

nodes may be unable to decode the jamming message transmitted from the selected jammer
Js and because the relay may not harvest enough energy from the selected jammer to
forward the information during the fourth TS. However, STWINC-OPT achieves much
higher performance than STWNC-MASIR when  is high. The reason is that, with
STWINC-OPT, the selected relay R; uses the energy harvested from J; for transmission,
whereas with STWNC-MASIR, R; has to harvest the energy from the received RF signal
transmitted from S1, which causes the decoding performance for the link S1 — R; to be less
with STWNC-MASIR than with STWJNC-OPT.

STW-RAN, STWNC-RAN, and STWJNC-RAN maintain their SOPs as the number of
relay nodes (M) increases, as shown in Fig. 2b, because a random relay is selected with
each protocol. STW-MASIR and STWNC-MASIR have improved performance when the
number of relays increases. This is because more energy can be harvested from S1, which
improves the decoding process for the two links S1 — R; and Ry — S2. In contrast, the
performance of STWJINC-OPT is improved lightly when M increases. The performance of
all protocols is reduced when the number of eavesdroppers (L) increases, as shown in
Fig. 2c. This is because, when L increases, the impact of eavesdroppers on the system is
greater. When the number of jammer nodes () increases, only the STWJINC-OPT protocol
improves the performance because a change of N value only affects this protocol (Fig. 2d).
Moreover, STWJNC-OPT still has lower performance than STWNC-MAS1R when N =
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Fig. 5 Secrecy outage probability as a function of y, when x; = 0.5, xg = 0.5, (xg =0.5,yg = —1),
M=L=N=3,and yy =15

1,2 because, with small values of N, STWINC-OPT is unable to select a J; that can
transmit successfully and safely to the two sources during the first TS. Finally, as shown in
Fig. 2a—d, the performances of the STW-MIRE and STW- MASIR protocols are very
similar. With its lack of network coding, the STW protocol has the lowest performance
with all relay-selection strategies and parameters. STWNC-RAN outperforms STWINC-
RAN in all Fig. 2a—d because, in this scenario, (1) network coding helps to improve
performance by reducing the impact of eavesdroppers, and (2) STWNC-RAN uses three
TSs, which is more effective than the four TSs of STWIJNC-RAN. However, when the
values of Yy and N are large enough, e.g., iy > 15 dB and N > 3, with the optimal jammer-
relay selection strategy (Js is preselected), the impact of eavesdroppers can be greatly
reduced, and thus, STWINC-OPT outperforms STWNC-MASIR.

Figure 3 shows the impact of the position of the relay cluster on the secrecy performance of
the protocols, as xg is shifted from 0.1 to 0.99. This figure shows that each protocol achieves
its best performance when the relay is located around the midpoint between the two source
nodes, i.e., xg € (0.45,0.55) because a relay at this position can balance the efficiency of
the decoding processes between the two links S1 «+» R and S12 < R. The performance of
STWINC-RAN is higher than that of STWNC-RAN when the relays are located near S1,
e.g., xg € (0.1,0.22), or near S2, e.g., xg € (0.6, 1). This is because, for relays near S1, the
distance between S2 and R is long, making it difficult in the STWNC-RAN protocol for the
relay to harvest the energy and still achieve a high decoding performance for the received

@ Springer



Improving Secrecy Outage and Throughput Performance in Two... 6447

signal transmitted by S2. In contrast, the relay in STWJNC-RAN harvests the energy from
the jammer, so the decoding efficiency of the link S2 — R is improved.

The impact of the position of the eavesdroppers with respect to the relays and jammers
is presented in Fig. 4. When the eavesdroppers are very far from the relays and jammers
(yg = —1), all protocols achieve their best performance because the eavesdroppers have
the lowest impact. When the eavesdroppers are near the relays and far from the jammers
(ye € (—0.6,0)), STWINC-RAN achieves higher performance than STWNC-RAN. This is
because, when yg € (—0.6,0), the eavesdroppers have a strong impact on the data trans-
mitted by the two sources and relays, which reduces the performance of STWNC-RAN. In
contrast, with STWINC-RAN, this impact is reduced by coding the jamming message
transmitted by the jammer. STWNC-RAN outperforms STWIJNC-RAN in the other
regions of yg, ie., yg € (—1,—-0.6) and yg € (0,1). This is because, (1) when
ve € (—=1,-0.6), the eavesdroppers have little impact, and STWNC-RAN is more effec-
tive because it uses fewer time slots than STWINC-RAN, and (2) when yg € (0, 1), the
jammers unable to transmit successfully and safely the jamming message to two source
nodes during the first TS of STWJNC-RAN because the eavesdroppers are very near the
jammers. Moreover, STWINC-OPT also has very bad performance (similar to the per-
formances of the STWINC-RAN and STW protocols) when the eavesdroppers are near the
jammers, i.e., yg € (0,1).

[ 2 &3
[TE2
LA ES
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Y
Y

Throughput
3
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X
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p

Fig. 6 Secrecy throughput performance as a function of p when xzg=0.5 x,=y,=0.5,
(xg=05,yp=—1),M=L=N=3,y =15 and n=0.8
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Fig. 7 Secrecy throughput performance as a function of n when xzg=0.5, x;=y;,=0.5,
(xg=05,yp=—1),M=L=N=3,y=15and p=0.5

In Fig. 5, we present the SOP as a function of y,;. As expected, only STWINC-RANs
and STWINC-OPTs performances change, achieving their highest levels when y; ~ 0.2.
This can be explained by the fact that the position J(x; = 0.5,y; ~ 0.2) is the optimal
point such that (1) the two source nodes can receive the jamming message successfully and
safely, and (2) the relay R; receives high energy from the RF signal transmitted by J.

In Fig. 6, we investigate the effect of p on the STP of the protocols. We can observe in
Fig. 6 that the throughput performances of the STW and STWNC protocols are reduced
when p increases because, at high p values, the quality of the decoding process at the relay
is degraded. In contrast, when p is low, the decoding processes for the links S1 — R, and
S$2 — R, are guaranteed because R; does not harvest much energy from the RF signals
transmitted from S1 and S2. In addition, the STW protocol with any of its relay selection
schemes (MIRE, MASIR, and RAN) has the lowest throughput performance. Finally, the
STWNC protocol obtains higher secrecy throughput performance than the STWINC
protocol when p is not too large (p <0.7).

Figure 7 illustrates the secrecy throughput performance (STP) as a function of the
energy harvesting efficiency #. For very small values of n (0<#<0.2), the STP of each
protocol is low due to insufficient energy for the relay R to transmit the data. When 7
increases, R; can harvest more energy, which improves the forwarding performance of Rj;
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Table 1 Result summary

Figures Result

2a The performances of all protocols is improved when ¥ increases
STWNC and STWINC achieve higher performance than STW
STWINC-RAN attains lower performance than STWNC-RAN for all values of
STWNC-MASIR outperforms STWINC-OPT for low y (y <12dB) SI is high
STWINC-OPT achieves much higher performance than STWNC when ¢ is high

2b STW-MASIR and STWNC-MASIR have improved performance when M increaes
2c The performance of all protocols is reduced when L increases
2d Only STWJINC-OPT improves the performance when N increases

STWINC-OPT has lower performance than STWNC-MASIR when N = 1,2
2a-2d  The performances of STW-MIRE and STW-MASI are very similarly
3 Each protocol achieves its best performance when relays are located around the midpoint of two
source nodes
The performance of STWINC-RAN is higher than that of STWNC-RAN relays are located near
S1 or near S2.
4 All protocols achieve their best performance when eavesdroppers are very far from the relays and
jammers
STWINC-RAN achieves higher performance than STWNC-RAN when the eavesdroppers are
near the relays and far from the jammers
STWINC-OPT has very bad performance (similar to the performances of the STWJNC-RAN and
STW protocols) when the eavesdroppers are the jammers
5 Only STWINC-RAN and STWJINC-OPT change the performance, and achieve their highest
levels when y;, = 0.2
6 Throughput performances of STW and STWNC protocols are reduced when p increases
STW protocol with any of its relay selection schemes (MIRE, MASIR, and RAN) has the lowest
throughput performance
STWNC protocols obtains higher throughput performance than the STWJNC protocol when p is
not too large (p <0.7)
7 Each protocol has low thrgoughput performance when # is small
STWNC-MASIR obtains the best throughput performance among the seven considered schemes

however, the eavesdroppers can also more easily overhear the data. Thus, the STP keeps
increasing very slightly as 5 increases, 0.1 <#<0.9. STWNC-MASIR obtains the best
STP among the seven considered schemes (Table 1).

7 Conclusions
In this paper, we first considered the conventional secured two-way energy-constrained

relaying network along with three different relay selection strategies. Second, to improve
performance, we applied a digital network coding technique at a preselected relay R; to
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reduce the number of time slots used as well as the impact of eavesdroppers on the
forwarding process of R, during the third time slot. Third, we proposed another protocol
that employs jammer nodes and combines cooperative jamming and network coding along
with two different jammerrelay-pair-selection strategies. We derived closed-form expres-
sions for secrecy outage probability and throughput performance for each scheme. We used
Monte Carlo simulations to verify our analysis. The simulation and theoretical results
showed the following. (1) The performances of all protocols improve with increasing ¥, 1
or decreasing L, p. (2) The outage performance of STWJNC-OPT is higher than that of
STWNC-MASIR when y and N are high enough; however, STWNC-MASIR achieves
better throughput performance than STWINC-OPT. (3) The outage performance of
STWINC-RAN is only higher than that of STWNC-RAN when the relays are located near
one of the two source nodes or eavesdroppers, but STWNC-RAN has higher throughput
performance at all values, compared to STWJINC-RAN. (4) In all the scenarios, the outage
and throughput performances of the STW protocol are the lowest. (5) The performances of
STW-MIRE and STW-MASIR are nearly the same. (6) The theoretical results match the
simulation results well.

Appendix 1: The PDF of RVs gg £ max> 852Emax> aNd gs1pmax When Using
the Relay Selection Strategy in (19a)

The CDFs of RVS gg Emax> 8s26Emax> and gsiemax €an be given respectively as

Fgp b (x) =Pr |:m Ilnz,l.l.,,M (1 r]nzax ngE/) <x:|
(66)
—irex\ L M
—I_H{ H gR,,,E,<x}—l—{l—(l—e'RE)}
e\ L
Fogpms () = Pr [ max gs25m<X} = (1 — ") (67)
T
F g ma (x) = Prlgsizmax <x] = (1 —e SiE ) (68)

Then, by differentiating (66), (67), and (68), we obtain the PDFs of RVS gr £max, &52£max»
and gs1rmax, respectively, as follows:

.fékl\.gmax ()C) — ML)VREei)'REX(l . e*),m.;x)L*l |:] . (1 N ef/lREx)L:| M-1

L—-1 (69)
= ML)LRE Z CIIi—l( Z C[l\t/l 1 Z CI‘iu V —(1+k+v)Agex
k=0
— 1] —AS2EX —Jsapx\ L1
fgSZEmz.x( ) = Lisare (1 —e )
(70)
= L/“SZE Z CL 1 W —(14k)As2ex

w=0
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Sesiema (x) = L;LSlEefi“Ex(] — e*’blcx)l‘ 1

E ’ - 1+1))51EX
= L/LSIE CL 1

Appendix 2: Proof of Lemma 1

At first, the integral I; masir can be expressed as

(72.1) Zlo—Disa Yoo (14+0nmr
Livasir = e L/151E E G ( Visisx
0

/OC i [(‘W)Uz/szﬁmwvsm}
Lise Y Cp_(—=1)"e E
0 w=0 (72)
00 M—1 . . - —(o-igss
Misig Z ci (=1 Pater )Asmxse—qu dxsdxydx,
et =0
72.2) —(e=Di
( ~ )6%([3 + 14)
. . . . —(o—1)igsy —(p— 1)z
where (72.2) is obtained by approximating e “¥3 == 1+ WMRS
The term /3 and I in (72) are denoted and derived as in (73) and (74) as follows
4 0 L—1 .
L= / L/151EZC’L_l(—l)tef(H'W‘EX‘
0 t=0
00 ) L-1 _ |:(1+»1=)r»1225%E+w(r;1/‘.SzRi| X
/ Lisk Z C/(—=D)%e 2
0 w=0
0 M—1 .
Migir Z CE, (=) e U080 gy dy dx
o=l 901%]
m.ﬂ' 2 k=0 (73)

L—1 w
Ccy ) ()
L;L L l
S2E Z 1+ W w2/1525 + w1 Asar

—(1+k)(¢—1)ig1R

Mg ST ¢ (1) S Chioa(=1) e o7
SIE; L_l(_ ) kz:(; (1 + k)[(l + [)a)zile + (1 + k)(pwl/lsm]

A N "
= (L, @, 01, 02, Lsar, As2e) Ra(L, M, ¢, 01, 02, Y, As1R, As1E)
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4 —(@ —1)irs2 Y~ (40
yh=—7""= L} C AS1EX]
2o e [0 swz 1

4wy dgyp+ ‘PUI/SZR:|

/ LZ (= l)wei[ wz

w=0
M-1 —(1+k) Asirx3
/ M/ls]R Z CM 1 l)k eid)quzdxl
R y X3
VAR
(741 — 1) Ars2
#Q (L, @, 01,02, Asag, As2E)
w3y
/ L/LSIE Z CL | t —(1+41) As1ex)
0

M—1

-1 WX
M)vs1RZC]]f471(—1)kF|:O,(1 +k))»51R(Q:UZI// +(pw12 ]>:|d)€1

(74 2) —(p — )ARsz

Q3(L, ¢, w1, w2, Asor, As2E)

w3y
L—1 k
/ LM}SIE;SIR Z CL ] Z Cﬁ/] 1 —(1+1)Asiex1
0 =0

1+k A
T |:0’ ( + )q)wl Slel:| dx1
2

(743) =(@ — 1) /s
w3y
L-1

LM/ISIE/“SIRZCL 1 EC}@ 1

=0

(L, @, 01, w2, Asag, As2E)

Wy P (1 1:: (14 Dwalsie )
(I 4+ t)wrlsie + (1 + k) pwiisir, T+ Hwdsie + (14 k) pwr Asir
4 —(@ — Digs2
B w3\
Qs(L,M, @, 1,2, Zs1R, As1E)

Q3(L, ¢, w1, w2, Asor, As2E)

L1 ,[w}n
where (74.1) is obtained from by using f(;x Lisk Z Cy o (=1)"e o _
Qi(L, ¢, w1, 02, Asar, As2E) and f ol oo de —F[O (1 +k))~SIR(Z,2,;+WU]Xl)}

o
h
(see [32, Eq. (3.381.3)]); (74.2) is obtained from (74.1) by approx1mat1ng 1 gNW 0;

(73.3) is obtained from (74.2) by using the Eq. (6.455.1) of [32] in the case of ,u =1 and

v=0,as [ e Br(0, )y =, Fi(1,152550).
We finish the proof by combining (72), (73), and (74).
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Appendix 3: Proof of Lemma 2

The integral I, MA51R can be obtained after some steps with using [32, Eq. (3.381.3)] and
approximating £ (— ~ 0, and 7(‘” ’m ~ 0 when V is high, as follows

—(p—1)A
D jpasir = (QDTJRSI(IS + 1) (75)

where /5 and I are denoted and derived as in (76) and (77), respectively

Is 2 / LllleZcz (—1)tem Hmsien
0

L1
- W1 ASRX?
Liowl C k (1+k)im;x21—v O7 Y
/(; S2E SZRZ L— 1 ) 7(02 (76)
)LSlRefiS‘R“d&dxzdxl
M+M
AN
= Q(L,M,,01,0,Y, Asir, Asig) Qs5(L, 1, @, w1, w2, Asor, As2E)
4 —(¢— 1)/11?52/ Yo~ (10
li=—° "= LA C! (14+8) As1ex1
6 T A SIE Z T
- w_—(1 QW1 As2rX2
/ Lisyedsor Z Cy (—1)Ye Htwinpe | 1722
0 w»
00 M-1 o~ (14K Jsirxs (77)
/ M7sir Z o (— 1) 4dx3dx2dx1
o-1, g0y — X3
Y AT k=0
—(@ — 1)Ags2 )
= ﬂQS(LvMa(f)vwlvw%/“SlRaASlE)
w3y

Qs(L, 1, ¢, w1, w2, Asor, As2k)

We finish the proof by combining (75), (76), and (77).

Appendix 4: Proof of Equation (59.2)

The expression for the probability term Pr[min(Cy,s1, Cys2) > C] can be obtained as
follows:

Pr[min(Clel 5 CJJ.SZ) 2 Ct]

1 1
=Pr {81551 > Py quJ;Emax:| Pr [gjssz > -y (P&J,E max
oy oy
(78)

(fl) 1) (jl/i]HJszLLJEZ Cﬁ,](fl)k
L+ k)(Age + Age) + 0 (Ays1 + Ais2)

—(0=1)(Ays1 +ss52)

=e o QZ(L7(707)"‘/517/’]"./527)‘«/E)
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By substituting (78) into (59.1), we finish the proof.

Appendix 5: Proof of Lemma 3

By substituting (49), (50), (51), and (5) into (61), we obtain

Y ¢
> D —
8SIR, = o » 8S2R, = W ,

Popr ! =1—Pr " o1
8RS1IZ T 8RS2 > T
W48y R, W48y R,
00 00 00 (79)
=1- ﬁ*‘ fgsm,\ ()C]) ﬁ*‘ fgszR\- ()Cz)/(; fgj,\-kS (xg)
oy oy

L, Jens (34) / ., Jons (xs)dxsdxsdsdrdy

oy 4073

From the optimal jammer and relay selection strategy, in (48a), the CDF of RV g;r is
expressed as

—_ KM
Fo (x3) = Pr| max (gyr,)<x;| = (1 — e~"mx) (80)
m=172...M

By substituting (80), fyq,. (x1) = Jsige s fosn, (X2) = Jsope w2 forn (13) = KMz
kKi{)_l Cf(M—l(_l)kei(lJrkax}’ fgkm (X4) = XRS]eiilmm’ and ng;SZ (XS) = )“115'2672“2)(5 into
(79), we can obtain

—(o=1)(As1r+52R)

s =y
00 KM—1 ~(0-1)(Vgs1+/rs2) (81)
/ KM/ Z C;((Mf](—l)kff*(l*kﬂ”‘“ewdxz’
0 k=0
From [32, Eq. (3.381.1)], [, e #/*ax = \/B/yK,(\/By), we obtain
[ ety [~ s+

0 (1 + k)wuﬁ/lm

(82)

(j)4lﬁ

By substituting (82) into (81), we complete the proof.

K, <\/4(1 +k)(@ — 1)(Zgrs1 + 1R52)21R>

Appendix 6: Proof of Lemma 4

By substituting (54), (55), (56), and (57) into (62), we obtain
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PSTWJNC2 —1—Pr

&SIR >L_1+(Pg1E &S2R >L_1+90g25‘
Sj_w]lp Smax,Sx_wllp S2E max »

out,opt

————— + Q&R Emax, RS2 = ————
048R, s e D4YgyR,

o0
=1 7/ fgsmm / fgS'?l:mdx /1 fgsm (Xg) /71 f:gszk\- (X4) (83)
oy TP . wrp TPX2

] )

o0 o0 o0
/ fg/,;m (X5) / ng,;me ('xﬁ) / fék‘s X7)/ ngvS"‘ )Cg)
0 0 +pxe +pxs

4 Ws 4 \lus
dxgdx7dxedxsdxsdxsdx,dx,

8R,S1 > + PERE max

By substituting the PDFs of the eight RVS gsipmax. S2Emax, S1R;, S2R;, g/.r,» &R.Emaxs
8r.s1, and gg 52, into (83) and after some manipulations of (83), the Eq. (64) in Lemma 4 is
obtained. This completes the proof.
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