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Abstract Now a days, the communication between different nodes in a Mobile Ad hoc
Network (MANET) is not guarded. Various encryption mechanisms are used to protect the
communication between nodes. Link failures and packet dropping due to unfaithful nodes
are becoming one of the main opposition for the trusted detection of malicious nodes. A
failure can occur either due to channel errors or harmful nodes in network. These attacks
may have the intention of modifying the routing protocol so that the data transmission
through a specific node controlled by the attacker disturbs the network topology. Thus it
deteriorates the performance of network. Mutual association of dropped packets is capi-
talized for synthesizing the suspicious nodes in MANET. The algorithm proposed is using
an efficient cryptosystem with cipher text list validator scheme and a communal auditing
scheme for the validation of certificate received from individual nodes. For constructing
the framework, the proposed algorithm with five phases has a network setup phase, data
routing phase, communal auditing phase, error node detection phase and a data receiver
phase. This framework makes the MANET node build a safe routing topology by effec-
tively judging the harmful nodes as well as the unfaithful information accepted from
supplementary nodes.
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1 Introduction

A wireless multi hop network is an infrastructure less network and is unprotected due to
intrinsic attributes of such networks. Every node in a MANET is free to move indepen-
dently. Each must forward traffic unrelated to its own use, and therefore be a router. In
MANETS each device need to maintain information continuously due to the mobility of
nodes. Due to the high mobility packet loss during transmission is becoming vulnerable. In
order to avoid data loss, a secure routing scheme should be a key factor for a MANET.
Packet-dropping can be occurred due to several reasons such as due to the presence of a
malicious node, due to the presence of unhealthy channel conditions (e.g., fading, noise,
and interference). To solve all these issues, an anonymous secure routing [1] is needed.
Continuous dropping of packets causes performance degradation of the whole network. But
these kinds of attacks are easy to be identified [23] due to the continuous presence of
malicious drop. In some cases the presence of attack can be found out but the actual node
which causes the attack is not recognized. In such cases, a cooperative node can use
random dispersive route [22] to overcome the fake reply from a malicious node.

Different kinds of group signature schemes [9] are introduced for a scalable packet
delivery. A digital group signature scheme can perform authentication without revealing
node identities. Common methods widely used for secure routing are trapdoor [16], onion
routing [8] and group signature. We now focus on attacks that affect the routing protocol in
ad hoc networks. Such attacks are having the intention of changing the routing protocol for
controlling the data flow through a specific node. An attack may also have a plan to break
the formation of the network, making genuine nodes store fake routes, and more generally
disturbs the network topology. Routing level attacks can be classified into two main
classes: faithful traffic generation and unfaithful traffic forwarding. In some cases, these
two classes coincide with misbehaving nodes that are not due to maliciousness, e.g. node
failure, battery depletion, or radio interference. The first category includes attacks which
consist of sending false control messages destined for another node, or control messages
which contain inaccurate routing information. The network may exhibit Byzantine
behavior [10, 11], i.e. conflicting information in different sections of the network. The
outcome of this attack forms degradation in network communications, unreachable nodes,
and possible routing loops.

The second category includes Black hole attack, message tampering, replay attack,
wormhole attack and rushing attack. Network data transmission coming from legitimate
protocol nodes may be infected by misbehaving nodes. In Black hole attack, an intruder
can leak received routing messages, rather than forwarding them as the requirement of
protocol. This reduces the contents of routing information available to the other nodes.
These attacks are passive in nature and a simple way to perform a Denial of Service (DOS).
The attack can perform selectively such that they drop routing packets for a specified
destination, or a randomly selected portion of the packet or drop all packets. This makes
the destination node unreachable or degrades communication through the network. In
message tampering, attacker manipulates the messages originating from other nodes before
transferring them and it does not be the digest of the payload. In replay attack, as topology
changes, old control message describes topology configuration were no longer exists, even
though if it is valid in the past. An attacker can perform a replay attack by recording old
valid control messages and retransmit them to make other nodes change their routing
tables with old routes. This attack is successful without a timestamp even if control
messages exhibit a digest or a digital signature.
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The wormhole attack is quite vulnerable and consists of traffic monitoring from one
area of the network and replaying it in a different area. The severity of the wormhole attack
shows different properties such that it is difficult to detect and is effective even in a
network where privacy, integrity, authentication, and non-repudiation are preserved. Fur-
thermore, wormholes are very likely to be chosen as routes on a distance vector routing
protocol because they provide a shorter path to the destination. A disgrace that can be
carried out against on-demand routing protocols is the rushing attack. In general, on-
demand routing protocols defines that nodes only forward the first received route request
from each route discovery process and all further received route requests are ignored. The
work in [17] describes an efficient communication protocol over P2P applications. It
achieves better computational and energy consumption during route discovery by the
probabilistic flooding of route request packet without using a hop-by-hop encryption.
When a route discovery is initiated, an adversarial attack quickly forwards route request
messages. If the first route requests reach the destination’s neighbors from the attacker,
then any discovered route that contains the attacker.

In this paper, we develop an augmented routing algorithm for the trusted detection of
link failures on the basis of the accurate detection of malicious nodes. Our algorithm
achieves high detection accuracy with the help of proof of acceptance database from
individual nodes and the interrelationship between the positions of lost packets which is
calculated from the auto-association function of the packet-loss bitmap. A packet-loss
bitmap is used for indicating the status of sending packet. The status of packet, whether it is
lost or received will be audited by using an independent auditing module. The auditor
validates the bitmap and identifies the intruder and publishes the result to the requested
node. Due to the independent auditing methodology, it helps to reduce the computation
overhead during the operation. The main problem that we faced during the development of
the algorithm lies in how to ensure that the packet-loss bitmaps reported by individual
nodes are trusted or not. This reflects the current status of each packet, whether it is
accepted or rejected. A cipher text list validator scheme is used to provide a proof of
storage to the client nodes under adversarial conditions.

There have been many topology based and location based routing protocols are intro-
duced for the past decade. But all of them are vulnerable in accurately detecting harmful
nodes in MANET. The routing protocols like AODV [18], ANODR [19], DSR [20],
ALERT [21] and AASR does not have the detection accuracy for finding a malicious node.
It is very difficult to provide a trusted communication between nodes in a mobile ad hoc
network. Most of the protocols are focusing on packet drop rate and the probability of
dropping. Packet leaking inside a MANET can be occurred intentionally or unintention-
ally. On a wireless ad hoc medium, the chance of occurring packet loss is high due to noise,
interference, and channel error or by some inside/outside attackers. For predicting the
reason behind the packet dropping or the link failure under these circumstances will be
more critical. So we need an efficient routing algorithm for transferring data securely under
adversarial conditions.

Our framework provides privacy conservation without revealing the node identities. The
packets are transferred across the route through the auditing information given by indi-
vidual nodes. Due to the increase in individual reports submitted by nodes will not affect
the privacy of auditing process. A cipher text list validator (CLV) signature [2, 7] based
algorithm with a communal auditing scheme is developed to achieve low communication
and storage overhead between source and destination. The proposed scheme allows one to
achieve a balance in detection accuracy for malicious nodes and link failures.
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The proposed detection scheme increases the scalability of cryptographic operations.
Due to this nature, we can reduce the delay in cryptographic operations. While observing
the proposed solution with respect to others, it shows a significant reduction in transmis-
sion delay along intermediate nodes. This scheme also allows routing protocols like AASR,
AODV, and DSR for improving their detection accuracy on malicious nodes and link
failures in a distinguished manner. In our scheme, communal auditor plays a crucial role
which makes the auditing of information based on the report submitted by nodes in
periodic time.

The remainder of this paper is organized as follows. In Sect. 2 we introduce the
background and related work for the detection of harmful nodes. The network models,
adversary models and problem statement are demonstrated in Sect. 3. We present the
proposed scheme details with five phases of operation in Sect. 4. The effect of proposed
algorithm for network security is analyzed in Sect. 5. Computation, communication and
storage overheads occurred while using the proposed scheme are summarized in Sect. 6.
Simulation setup and results are presented in Sect. 7, and we conclude the paper in Sect. 8.

2 Background and Related Work

Here we present some of the previous schemes or concepts used for secure routing in an
adversarial environment. Depending on the accuracy of malicious node detection, the
literature survey of this paper primarily focuses on four methods based on the different
schemes used on it.

In the first method, a malicious node will receive good number of credits by sending
most of the packets that it receives from upstream nodes. A credit system [3] provides an
incentive for cooperation. A node gets credit by transferring packets for others, and uses its
credit to send its own packets. As a result, a harmful node that continuous to drop packets
will eventually remove its credit, and will not be able to send its own traffic. In the second
method, the malicious node is capable of maintaining a very good reputation by forwarding
most of the packets to its neighbor node. A reputation system [6, 13] depends on neighbors
to monitor and identify misbehaving nodes. A node with high packet leaking rate will get a
bad reputation by its neighbors. This information is transmitted periodically along the
network and is preserved as an important parameter for selecting routes. CONFIDANT
protocol proposed by Buchegger and Le Boudec in [12] is an example for a reputation
based scheme.

In the third method, actual malicious attack which causes a packet-drop can be detected
just by counting the number of packet-drop. In MANETS, routing misbehavior can severely
deteriorate the performance at the routing layer. Specifically, legitimate nodes may involve
in the route discovery and maintenance processes but refuse to forward data packets. The
acknowledgement-based method [5, 14] will not give enough ground to find the real culprit
that is causing packet losses just by counting the number of lost nodes. The fourth method
focuses on the different cryptographic methods for improving the detection accuracy. For
e.g. the work proposed in [4] provides resource-efficient accountability for node misbe-
havior. Proofs generated by individual nodes for each forwarding packet is constructed
using Bloom filters. Thus, it significantly reduces the communication overhead for mis-
behavior detection. By analyzing continuous packets one can identify misbehaving nodes
based on a series of random audits.
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To identify a malicious packet dropping node, the interrelationship between lost packets
can be analyzed. More specifically, to ensure the accurate validation of these correlations,
the work in [15] proposed a homomorphic linear authenticator (HLA) based public
auditing architecture. This allows the identifier to verify the truthfulness of the packet loss
information reported by nodes.

Furthermore, some of the observations about routing protocols including AASR,
ANODR and AODYV help in developing the proposed algorithm. It reveals that the sig-
nature generation and accurate detection of malicious nodes in those protocols suffers for
transmission delay. The different digital signature schemes are analyzed for the effective
construction of our algorithm. We made some assumption during the initial phase such that
the source node knows all the public keys of nodes along the path through a dynamic route
discovery process and also each individual node along the route is having its own key.

3 System Models and Problem Statement

HLA scheme primarily works on the basis of a client-server scenario. This ensures in
assigning the responsibility for providing proof of reception to clients. All the above
methods do not perform well under high packet dropping circumstances. Our survey leads
to a challenging situation where packet drop rate is essential for comparing the presence of
suspicious nodes and link failures.

3.1 Network and Channel Models

Consider a random route Rsp in a mobile ad hoc network as shown in Fig. 1. Here we
consider our network channel as an infinitely slow speed network with low coverage of
mobile nodes. In our system, source node S forwards data to the destination node D
through an uninterrupted medium. The intermediate nodes are from N, , ..., Nk, where Ng
is the K™ intermediate node. Malicious dropping in high mobility environment is much
higher than low mobility environment such that the detection of malicious node is as much
easier due to the high adversarial nature of the above medium. In our model, we assume
that the network statistics and the channel features are stable for a continuous period of
time.

We choose the bitmap result obtained while calculating the interrelationship between
the lost/received packets as input to our algorithm. We generate an association database by

Auditor Auy
]

:S N, N, % NF :D
. Malicious node

——» Link failure

Fig. 1 Network and adversary model
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using individual report submitted by nodes with the help of an auditor. The time invariant
statistics of nodes are updated on the database by monitoring the status of forwarded packet
between intermediate nodes. Our assumption is that a legitimate node always provide
truthful information and a malicious node may give false information. The auditor used is
unaware of the packet delivered along the route Rgsp such that we make our auditor
independent of the ad hoc network.

3.2 Adversarial Model

The intention of the intruder is to degrade the performance of network by dropping or
discarding the packet. Malicious packet dropping can be of any kind such as selective
packet drop or a random packet drop. We assume that a malicious node has the full
knowledge of routing channel and the detection algorithm for adversarial nodes. We
consider the case of multiple malicious nodes along the route Rgp including source and
destination. So, a malicious node may establish a virtual routing path which is apart from
the original routing path and transmits its packet to the downstream malicious node and
that kind of data exchange can’t be detected by the auditor. So when an auditing is
performed, any of the malicious nodes can report a fake reception of packet. This forms an
auditing process as vulnerable as possible for accurately predicting whether the packet loss
is due to link failure or a malicious drop.

3.3 Problem Statement

Based on the network and adversarial model described above, we can determine the nodes
on the routing path that causes the packet drop. We need a coordinator setup which is
unaware of the node identities along the route Rgp. Privacy conservation during malicious
node detection needs to be maintained for packet-reception statistics given by each node.
The existing detection mechanism suffers from high communication and storage overhead.
In order to avoid the above situation, we need to achieve better detection accuracy and
communication overhead. This is obtained by using CLV signature scheme based com-
munal auditing system, so that this can be applicable to a wide variety of wireless ad hoc
networks.

4 Proposed Scheme Details

The proposed scheme mainly consists of five phases: network setup phase, data routing
phase, communal auditing phase, error node detection phase and data receiver phase.

4.1 Network Setup Phase

The initial setup phase will take place after the route Rgp is established. It establishes the
path before transmitting any data packets along the route. For establishing the path, the
initiator node on the network will send a route request as broadcast towards the destination
node. This is done by dynamically with the help of a routing protocol (e.g.; DSR) or by
some path finding operation. After receiving the route request from the source, the des-
tination node will reply back to the source which includes the entire route to reach the
destination. In this phase, source node, S determines the public keys along the
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communication path Rsp and the public key is available to all nodes in the path. The
transmission of those keys along the route is using the public-key crypto-system based on
RSA. Source node S encrypts the message M, with the public key of destination node D;
and transmits the cipher text to D;. Destination node decrypts the cipher text using its secret
cipher text list validator (CLV) key.

4.2 Data Routing Phase

Soon after the key generation phase, the source node S enters the data routing phase. S
Sends out the CLV signature which includes the message authentication code (MAC) and
the actual data for all nodes along the path Rgp. During this phase, S encrypts the message
using public keys starting from destination node to source node in a reverse manner by
computing, M; = [(Ep(P),Ep(Ch)),(Eng(P;).Enk (Ch;)....(Eni1(P;),En1 (Chy))],where P;
and Ch; is the ith data packet of sequence. The checksum value corresponds to each packet
will generates the CLV signatures of M; by padding it with the header of packet. The
checksums are generated by using MDS5. The header is in the format (SeqID, Pkt,
PublicKey). Let us consider an example for N = 4, where ‘N’ is the no. of packets needed
to be send from S to D. As shown in Fig. 1, each node that contains a message block runs
CLV signature algorithm using the following steps.

Step 1. For sending a data from S to D, node S splits data into N data packets and
determines the combined checksum (CH).

Step 2. The generated checksum is subdivided according to the number of packets.

Step 3. Each packet P; is appended with a checksum Ch;, where i =1.........N

Step 4. The individual packet generated as in Fig. 2 is transmitted to destination D by
performing some encryption and decryption processes along the route Rgp.

The above encrypted signatures are padded with the message M; along the route Rsp as
one-way encrypted chains. By using these hash chains, it intercepts intruders or eaves-
droppers from decrypting the message forwarded for the intended receiver. We performed
encryption on each resultant packet which is shown in Fig. 3 and the following steps
demonstrate the encryption and decryption process done for transferring data from node S
to N;.

P1 P2 P3 P4 CH
Ch1 | ch2 |ch3 | cha ‘
A 4
Pl |ch1 |
P2 |ch2 i
P3 |ch3 |

Fig. 2 Packet hashing with checksum values
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P, — — Chi
Ep(P1) —= - En(Chi)
ENk(P1) -~ -— ENk(Chi)
! !
EN3(P1) — — EN3(Chi)
{ {
EN2(P1) — — EN2(Chi)
1 i
ENi(P1) — — ENi(Chi)
EP1

L T ENi(P1) ENi(Chi) -

Fig. 3 Encryption at S for node N;
4.2.1 Encryption at Source ‘S’

Step 1. S encrypts packet P and the corresponding checksum Ch; with the public key of
destination D.

Step 2. S encrypts packet P and the corresponding checksum Ch; with the public key of
predecessor node of D and so on.

Step 3. After completing above steps for all nodes along the route Rgp, S starts to
forward the packet towards node N;.

4.2.2 Decryption at Node ‘N;’

In our example, node N; decrypts encrypted packet EP; using its own signature key and
forwards it to next node N,. The authenticity of the retrieved data at the intermediate node
is ensured by validating the tag and the CLV signature. The tag value of a message
indicates the next node in which the data to be transferred. The above described encryption
and decryption is performed repeatedly for all nodes as shown in Fig. 4. It shows that after
a series of encryption and decryption process, the actual data to the destination D is secure
through the above proposed CLV signature scheme.
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At N,
EN,(P) = »EN,(Ch )
At N; EN3(P1) = »EN3(Ch 1)
ENg (P ENk(Ch
At Ne k(P) = =ENk( 1)
|
Ep(P{) <« e >
AtD D( 1) ED(Ch 1)
Pl - > Chl

Fig. 4 Packet forwarding from N; to D

The above mentioned scheme only describes the transfer of packet P, from S to D.
Those steps used for transferring first packet are repeated for the remaining packets P;, P3,
and P4. Node S computes the received checksum for each step using the hash function f¢y; .
Each tag 1;, . .,t; is appended for j = 1,....,K with data d;.. .... dy,. The tag t; is used to
verify trustfulness of the received packet along the route.

After getting the packet and the tag value from source S to node Ny, it extracts the actual
packet and the checksum. The trustiness of accepted packet is verified by comparing the
equality of received checksum with the computed CLV signature, which can be denoted as,

Chy (M) = fem (M1) (1)

When the above comparison is a successful one, then the node N; can decrypt M; in the
following manner.

Dl(Ml)IMlmlzl' (2)

where notation ‘1’ indicates concatenation operation. After extracting, node N; stores the
data and the corresponding CLV signature to its routing database called proof-of-accep-
tance database. This is a dynamic database and is maintained at all the nodes along the path
Rgp. If the comparison of Eq. (1) fails, N, assigns data d; to the proof-of-acceptance as a
lost packet. The above steps are repeated at every intermediate node along the path Rgp.
Due to the usage of an end-to-end encrypted chain, the last node Nk, only forward the data
packet d; to the destination node D. In general, the flow of CLV signature along different
nodes is denoted as follows:
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{En1(Ena(Eys(Enk (MAC), DATA(D)} S — N,
(

{ENZ(EN3 ENK(MAC),DATA(D)} N] — N2
{En3(Enk(MAC), DATA(D)} Ny — N3 (3)
{Exk(MAC), DATA(D)} N; — Nk
{DATA(D)} N¢ — D

The above steps show that the security of packet during each transmission is ensured by
removing the outer layer of combined data and MAC.

4.3 Communal Auditing Phase

This phase is in idle state during the data transmission along the route Rsp. The phase is
hooked up when they receive a malicious node attack request message from any node
along the route. Auditor CA,, receives packet statistics from each node. Each report is send
periodically towards the auditor rather than sending notification to source node ‘S’, why
because a malicious node in the reverse path can drop or manipulate the information. The
message contains the IDs of nodes on Rgp, sequence IDs of recently forwarded packets by
S, CLV signature of S and the subset sequence numbers of recent M packets which is
received by D. Based on the above information CA,; generates report as shown in Table 1.
It shows audit report generated by auditor for nodes N ...... N, data transmission. The
previous node field in the above table indicates the previous node presented at the time of
decryption error. Table shows that node N, is the previous node of node N; during the
occurrence of error. Node count field in table shows the count of occurrence of a node
during error.

A random combination of checksum and the data packet is calculated for M packets.
The result obtained such as data, signature and bitmap dj; is given to the auditor as an
evidence of received packet. Auditor checks the trustiness of data packet and signature by
checking whether the value generated with the current bitmap is true for all the packets
generated in the old one. If this test is succeeded, then auditor accepts all the packets in dj;
and if it fails, auditor states that not all packets generated in the bitmap dj,; are actually
accepted by N;. So based on the above result, auditor judge that the node N; is a harmful
node. The above auditing scheme not only guarantees that a node cannot downplay its
packet loss but also they cannot state the reception of a message which is not actually
received by it. This is intercepted by using the communal auditor CA,,.

If previous count of a node is greater than zero, then it is a false node, otherwise check
the false probability F), by the following eqn.

_ Fail
" Total no of packets forwarded

Fp
If F, is greater than above a threshold, then there is a chance of link failure.

Table 1 Auditing information of participating nodes along the route

Node Participating nodes Success Fail Error Previous node Node count
N, 10 7 3 1 N, 0
N, 25 16 0 1
N; 40 26 14 1 N; 0
Ny 35 22 13 0 1
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4.4 Error Node Detection Phase

During this phase, the error nodes are detected based on the correlation between messages
that combines the different bitmap values for the data reception. The CA,, enters the
detection phase after receiving and auditing the reply to its query from all nodes on Rgp.
The main functions of CA,, in this phase includes: detecting any overstatement of packet
loss at each node, generate a packet-loss bitmap for each node, calculating the autocor-
relation function for the packet loss on each node, and decides whether malicious behavior
is present or not. More specifically, CA,; performs these tasks as follows.

The auditor calculates the autocorrelation function. The detection process applies on an
end-to-end path. The detection for diverse paths can be performed as different independent
detections for each path. Although the optimal error threshold that reduces the detection
error is still an open problem. Our simulations show that through trial-and-error, one can
easily find a good threshold eth that provides better detection accuracy than the optimal
detection scheme that utilizes only the pad of the number of lost packets. In a data-
reception bitmap, lost packet and received packet is denoted by the bit value ‘0’ and ‘1’
respectively. More specifically, consider the above Table 2.

4.5 Data Receiver Phase

All participatory nodes send individual reports of received and forwarded information to
the communal auditor. Here in our framework, node D sends an acknowledgement towards
the auditor. The received acknowledgement is verified as explained in Sect. 4.3 and
submits back to the destination.

5 Security Analysis

By using some lemma that helps to prove our proposed scheme is a valid one. On the basis
of these lemmas, we proved that our scheme provides better security by classifying the
reason for different attacks during the detection of malicious nodes. Following are the
different conditions that can be used for analyzing the security of our scheme.

Lemma 1 If we cannot decrypt the received data from a node, then that indicates the
presence of a malicious node.

Lemma 2 [f a packet is dropped during the data transmission between S and D, then we
state that there occurs both the presence of malicious node as well as a link failure.

Lemma 3 If a packet is received and the checksum verification (received checksum,
Chy ==calculated checksum, fcy1) is failed, then our scheme defines that there is a
malicious node is located along the route Rsp.

Table 2 Packet-reception bit-

map for malicious node detection Ni N, N3 Nq Malicious node Status
P, 1 0 1 1 Success
P, 1 1 1 0 N, Fail
P, 1 1 0 1 N, Fail
P, 0 1 1 1 Success
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6 Overhead Analysis

The scheme which is proposed requires high computation cost due to the encryption
process takes place at the source node, but it achieves high detection accuracy of a
malicious node and low storage overhead along the route and helps in improving the
trusted detection accuracy of malicious nodes during communication.

6.1 Computation Overhead

Our CLV signature scheme follows modified El Gamal signature scheme which is useful in
discrete logarithmic problems. By using El Gamal encryption, we are generated CLV
signatures for all nodes along the route Rgp for each packet. This causes CLV signature
generation process as a tedious one. Thus the computation overhead at source node S
becomes vulnerable. This problem can be avoided by making our signature scheme scal-
able as the network size increases. Since the communal auditor is independent of the ad
hoc medium and it preserves privacy without revealing the node information. We assume
the communal auditor as the dedicated service provider and thus the computation overhead
for auditing process will not affect the nodes communicating on network.

6.2 Communication and Storage Overhead

The communication overhead occurs during the reception and forwarding at individual
nodes along the route Rsp. The public key generation and checksum generation at source
node incurs a one-time cost and they acquire the information with the help of a dynamic
source routing protocol. The checksum generated for each individual packet is using
random combination of 128-bit long MD5 packet. Each node along the path generates
individual reports based on packet reception and forwarding and submits report to the
communal auditor,CA,,. The reports are generated periodically as beacon messages rather
than sending it on sequentially and thus it reduces the storage overhead of auditing process.
Here the length of encrypted packet is high at the source and it becomes low when it
reaches towards destination. Thus, it indicates that the computation and communication
cost at source node is high while compared to intermediate nodes.

7 Performance Evaluation
7.1 Simulation Setup and Results

The detection accuracy of our proposed scheme can be achieved by the Conventional
algorithm with the optimal maximum likelihood algorithm that utilizes the distribution of
number of lost packets. We create a simulation environment using one simulator (version
one_1.4.1).We setup a network consist of 150-200 nodes. Out of these 200 nodes 10 % is
set as malicious and generate 5 % of link failures during packet transmission. We applied
the proposed detection algorithm under various network sizes and various percentages of
defective nodes. Based on the information we simulated the system and the results are
plotted in Figs. 5 and 6.

Suppose we are sending 150 packets.Out of these 100 packets were successful ones and
50 packets were failure ones. We monitored the continuous packet drops for subsequent
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Fig. 5 Performance comparison under different network sizes
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nodes and analyze the results based on successful and unsuccessful reception of packets.
According to the variation under different network sizes including 100,200 and 300 nodes
are verified. While observing Fig. 5a, we show that when the size of packet increases, time
taken for data transmission will also be increased due to the high signature generation. The
detection accuracy and detected rate of proposed scheme is highly improved which is
shown in Fig. 5b. The storage overhead is low while compared to the old scheme, but the
communication overhead is slightly higher than old one. Figure 5c shows that when we are
sending 100 packets, the overhead percentage is 14, 15 for old scheme and new
scheme respectively. Overhead is always slightly higher over increase in number of
sending packets.

The Fig. 6 shows the performance comparison in the presence of different percentage of
defective nodes for various parameters such as time complexity,overhead and malicious
node detection rate. The time complexity is high while increase in number of defective
nodes during packet transmission. Figure 6a shows that time complexity is high due to the
end-to-end delay in data transmission. Figure 6b depicts the malicious node detection rate
against the number of defective nodes. Presence of malicious nodes will not give much
effect in the variation of overhead as shown in Fig. 6c¢.

8 Conclusion and Future Work

In this paper, we present a comparative analysis of the proposed scheme with other
detection algorithms and it improves the accuracy of detecting malicious nodes by utilizing
the interrelationship between dropped packets. The new scheme accurately calculates the
packet drop due to malicious node and link failure separately, which is significant to accept
trustful packet-drop information at each node. The CLV signature based communal
auditing framework is helpful in ensuring the integrity of packet-drops informed by
individual nodes. This is because the comparison between the number of dropped packets
in the case of link-failure-only case and the link-failure-plus-malicious-dropping case
seems to be feeble. This framework achieves low communication and storage overhead
along intermediate nodes while compared to the previous work. It uses summary of
individual report after receiving all packets and sends it to the auditor periodically as
beacon messages. This will reduce the communication delay for auditing. Detection
accuracy of the proposed algorithm increases highly with discriminating malicious drops.
To improve the retransmission overhead of the framework, the integration of different
signature generation schemes are focused in our future studies.
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