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Abstract In this paper, we briefly describe an underwater media access control protocol
based on the request to send/clear to send mechanism with security algorithms, which is
proposed to provide data confidentiality, authenticity, and replay attack protection. The
protocol includes the counter with cipher block chaining-message authentication code
(CBC-MAQC) for underwater (CCM-UW) mode that is the modified form of the counter
with CBC-MAC (CCM*) mode for underwater acoustic communication, based on the
advanced encryption standard/agency, research and institute, academy block cipher algo-
rithm. CCM-UW security mechanism is suitable for underwater acoustic sensor networks
(UWASNSs) and offers six different security levels with different security strength, energy
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consumption and transmission time. The results in the paper show that the protocol is not
impracticable for UWASNS since it is energy efficient and saves transmission time.

Keywords CCM-UW (counter with CBC-MAC for underwater) - CCM* (counter with
CBC-MAC) - Media access control (MAC) - RTS (request to send) - CTS (clear to send) -
UWASNSs (underwater acoustic sensor networks) - AES (advanced encryption standard) -
ARIA (agency, research and institute, academy)

1 Introduction

To begin with, more than 70 % of our planet’s surface is covered by water, and it is widely
believed that the underwater world stores ideas and resources that will fuel much of the
next generation of science and technology. However, underwater operations are fraught
with difficulties due to the absence of easy methods to collect and monitor data [1].
Underwater Acoustic Sensor Networks (UWASNs) include underwater sensors and
Autonomous Underwater Vehicles (AUVs) that are connected by wireless acoustic
channels, then, the network is connected to the surface station that holds Internet con-
nection through Radio Frequency (RF) communication. UWASNSs can be used for many
purposes, such as ocean sampling, environment monitoring, underwater resource explo-
ration, distributed tactical surveillance, and disaster prevention [1].

Although underwater sensors exist, they are not still networked and their usage has
many limitations:

Deploying, retrieving, and using sensors are labor intensive;

Collecting data is subject to extremely long delays;

Manual aspects of using sensors can lead to error;

Spatial scope for data collection with individual sensors is limited;

Individual sensors cannot perform operations that require cooperation, such as tracking
relative movement and indicating locations [2].

To continue, numerous obstacles on the underwater environment do not permit such net-
works to be secured. Herein, radio waves do not propagate well in underwater due to energy
limitation, low bandwidth, slow data rates, long transmission delays, and the propagation
speed of underwater is extremely high [3]. Although, we have many secured MAC protocols in
traditional networks, those cannot be applied in underwater communication directly. There-
fore, UWASNSs require security mechanisms and algorithms to maintain data confidentiality
and integrity. We intend to use CCM-UW security mechanism for our low-band UWASNs
utilizing 70 kHz and whose data bit rate is 200 bps, LQI is very poor with 1 PDU size. CCM-
UW is customized to this low-band network with energy limitation, low bandwidth, slow data
rates, long transmission delays, and extremely high propagation speed as aforementioned.
Hence, it is energy efficient and does not make transmission delays longer.

The US government adopted the AES published by the National Institute of Standards
and Technology (NIST) in 2001, because the AES supports different types of modes such
as ECB, CBC, CFB, OFB, and CTR. In this paper, we present the Counter with Cipher
Block Chaining-Message Authentication Code (CBC-MAC) for Underwater (CCM-UW)
mode of operation that is a modified form of the Counter with CBC-MAC (CCM*) in the
AES standard algorithm. CCM (Counter with CBC-MAC) mode is a combination of the
CBC-MAC mode with the CTR mode [4].
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In this paper, we implemented the energy efficient and secured MAC for underwater
networks, which succeed in saving energy and provides data integrity, confidentiality, data
authentication, and replay attack prevention.

The rest of this paper is organized as follows: Sect. 2 provides the examples of the
related works; Sect. 3 explains the architecture of UWASNs and main idea of our MAC
protocol; the way of applying the CCM-UW security mechanism is described in Sect. 4;
the performance analysis is shown in Sect. 5; and finally, the last section concludes our

paper.

2 Related Works

The problem of secure underwater acoustic communication is quite a new research field
[1]. Domingo presented a survey of security issues and possible countermeasures [5].

Similarly, [6] and [7] analyze the security and threats of underwater acoustic
communication.

Dong et al. made taxonomy of attacks against underwater sensor networks [8]. They
classified the attacks into three categories. The first includes physical attacks against nodes,
the second includes attacks against protocols, while the third includes attacks against
networks; however, Dong et al. did not provide any solutions.

Dini showed a secure communication suite for underwater sensor networks [3].

M. Zuba et al. studied the effects of denial of service “jam” attacks on underwater
acoustic communication using real world field tests by building their own hardware
jammer [9]. That kind of jammer achieved data integrity, but required more power.

In underwater communication, [10] explained attacks related to wireless sensor net-
works with respect to data authentication, integrity, and data availability [10] also
explained two MAC layer attacks, which are traffic manipulation attacks and identity
spoofing attacks.

For improving underwater communication security, we analyzed another wireless
sensor communication system. In Zigbee wireless sensor network, they use the AES-
CCM* for secure wireless communication to design network and upper layer. IEEE
802.15.4 wireless sensor network defines a secure MAC layer with AES-CCM* [4], so
Zigbee use this layer for secure [4].

SBMAC [10] is an energy-efficient Smart Blocking MAC Mechanism for UWASNS,
this mechanism uses multiple acknowledgement policies (such as No-Ack, Reduced-
Whole-Ack, Multiple-Block-Ack, and Selective-Multiple-Ack), but it also consumes
copious energy.

In [11], encrypted data communication is described. They use encryption method (RSA
Algorithm for encryption and decryption) before encoding the data to improve security of
ocean-observing and communication systems.

Yan et al. presented an efficient ECC implementation on a TMS320C6416 DSP board
and took advantage of hardware features of DSP to accelerate the ECC operations [12].

In [13], they proposed security mechanism that can be used in underwater acoustic
environment by choosing block cipher modes of operation, the OFB and CTR to increase
efficiency in data transmission, and picked CMAC for message authentication. Initial
vector for generating key stream, the counter management, and the proper length of MAC
need to be worked on more.
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In [14], they studied the threat, attack, and security issues of UWSN and argued that
layered security schemes cannot protect UWSN against blended attacks and presented a
novel preliminary conceive, which is a cross-layer, adaptive, selective security scheme.
They pointed out that layered schemes are often inadequate and inefficient.

In [15], the SecFUN, a security framework for underwater acoustic sensor networks
(UASN:S), is introduced. The authors selected cryptographic primitives to build security
framework (SecFUN). SecFUN provides data confidentiality, integrity, authentication and
nonrepudiation by exploiting as building blocks AES in the Galois Counter Mode (GCM)
and short digital signature algorithms. As a proof of concept of the proposed approach,
they extend the implementation of the Channel-Aware Routing Protocol (CARP) to sup-
port the proposed cryptographic primitives.

In [16] Dini et al. presented SeFLOOD, a cryptographic suite providing protection
against spoofing-based DoS and integrity attacks in Underwater.

In [17] Xu et al. proposed a secure MAC protocol for cluster-based UWSNs, called SC-
MAC, which aims to ensure the security of data transmission. In SC-MAC, the clusters are
formed and updated dynamically and securely.

In [18] Caiti et al. propose both a security suite, which is designed with the goal of
reducing the communication overhead introduced by security in terms of number and size
of messages between autonomous mobile underwater sensors, and a cooperative algorithm
in which the mobile underwater sensors (installed on Autonomous Underwater Vehicles)
respond to simple local rules based on the available information.

3 Underwater Acoustic Sensor Networks

In this section, we examine UWASN architecture and propose a secured MAC protocol.

<> Underwater

nodes

Fig. 1 UWASN architecture
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3.1 UWANSN Architecture

The architecture for underwater communication is depicted in Fig. 1. AUVs can collect
underwater environment information, and then send it to the gateway.

In terrestrial networks, there are a multitude of channel-based and packet-based MAC
protocols, which generally demonstrate poor performance when applied to UWASNSs [20].
Furthermore, one of the handshaking-based protocols is Multiple with Collision Avoidance
(MACA) that minimizes packet collisions.

We propose an underwater MAC protocol based on a flexible three-way handshaking
mechanism [19] and we also prove that such protocol is reliable, scalable, and energy
efficient. The usage of such mechanism enables MANETS to exchange mutual messages,
such as RTS, CTS, DATA, and ACK. In some circumstances where there is no security,
attackers can easily access MANETs and modify data. Coordination and information
sharing among underwater nodes and AUVs require secure communication, however,
acoustic channels are an open medium, so attackers conveniently equipped with acoustic
modems can easily drop messages traversing the network. This could be extremely dan-
gerous, for example, in distributed tactical surveillance applications where messages must
be secret. Furthermore, attackers can also modify or inject false messages, as a result, we
can lose data integrity, confidentiality, and authentication.

3.2 Basic Idea for Proposed MAC Protocol

We designed an underwater secured MAC protocol to efficiently manage an ad-hoc
underwater environment monitoring system in the form of data reliability, energy effi-
ciency, data confidentiality, authenticity, and anti-attacker prevention [21].

Figure 2 shows the attack of data exposure to an adversary. If Node A intends to send
data to Node B, first of all, Node A sends a RTS, for the occupying channel to Node B
with a destination address. After receiving the RTS,, Node B sends a CTSg to Node A as
an acknowledgement whether Node B is available. However, an adversary (Node C) can
listen to the RTS, signal and be ready to listen to the data from Node A. After Node A
receives the CTSg, Node A broadcasts the data for Node B. Node C can also receive this
data, but the data that Node C receives is encrypted by shared security information

Node
A |[[rsa] | [€15] | DATA | [ Ack |
Encry]‘ﬁe&iEData
l'jncry[.)ted
B
Node W
nerypt
B I ﬁ%g pa_\r"lrsd | M]CI
| RﬁA | CTi;‘q, | | DATA | ACK
Decrypted Data
Node et B
€ : __Incorrect Data ;
MALICIOUS ,DAET
Encrypted Data

Fig. 2 Basic operation of secured MAC
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between Node A and Node B. Although Node C receives the message from Node A, Node
C cannot confirm the original message because it lacks the security information shared
between Node A and Node B.

We manage threats similar to the example described in the previous paragraph using a
cryptography algorithm. By applying the cryptography algorithm in a MAC protocol, we
provide three security services: data confidentiality, data authenticity, and replay-attack
protection.

3.2.1 Data Confidentiality

In underwater acoustic communication, adversaries equipped with acoustic modems can
eavesdrop on messages. To prevent data exposure, we have to encrypt such data using
cryptography algorithms, which are symmetric key ciphers or other types of ciphers.

Cryptography algorithms protect messages in transferred packets applied correctly.
There are some cryptography algorithms that provide such security services. Symmetric
key ciphers and public key ciphers are commonly used as cryptography algorithms. Public
key ciphers that use public keys and private keys are not suitable for application in
underwater acoustic communication because they require a significant amount of memory,
computational power, and power consumption. Therefore, we use symmetric key ciphers
for underwater acoustic communication in order to ensure data confidentiality.

3.2.2 Data Authenticity

Adversaries equipped with acoustic modems can inject false messages in underwater
acoustic communication. To maintain the stability of communication states, we need to
convince that transferred data is not changed and derived from correct origin. That is why,
we generate Message Authenticate Codes (MAC) of transferred data similarly to CRCs;
however, there are differences between MAC and CRC, because MAC needs the key to
generate the MAC value, while CRC doesn’t. In order to generate MAC, secure parameters
are required to be known, such as Initial Vectors (IVs), Keys, and other additional secrete
information. MAC is generated by compressing of data with key and additional secrete
information, so that compressed process provides the data integrity. If at least one bit of the
original messages concluding data and additional secrete information is changed, MAC
values will totally change. Thereby, additional secrete information shared between entities
provide the data authenticity.

3.2.3 Replay-Attack Protection

Because underwater acoustic communication is wireless, there is a possibility that
adversaries can perform sniffing and spoofing. Adversaries capture messages that are
forwarded by senders to receivers, and keep them. Then, they resend the message to the
receivers after transmission is done. Thereafter, the receivers cannot distinguish previous
messages from current messages. In order to prevent such attacks, we use frame counters in
generating MAC. If frame counter is contained in only header not in MAC, like sequence
number in IP header, attacker can find the frame counter and fix it, and receiver cannot
suspect the attack. Because of this, frame counter is also contained in MAC. If the same
data is sent to receiver with different frame counter, each MAC in received data is totally
different due to different frame counter. Ultimately, to implement replay attack is
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impossible. This is why, we use frame counters instead of sequence numbers to generate
MAC.

4 CCM-UW Security Mechanism

We design secure underwater communication with cryptography technology, since using
cryptography algorithm can protect data and improve the communication environment.
There are typically two types of cryptography algorithm. First one, the Public key algo-
rithm uses a key pair with public key and private key. Public key algorithm is quite
comfortable and dynamically stable, because only one key pair, including public key and
private key, can communicate the other with same public key infrastructure, and non-
repudiation is guaranteed by using public key signature. However, Public Key Infras-
tructure (PKI) is hard to implement and requires much memory and computing power than
symmetric algorithm.

On the other hand, the symmetric key algorithm is designated to use keys shared
between entities on communication, where the number of keys is as many as the number of
entities. For this reason, symmetric key algorithm is not as comfortable as public key
algorithm. However, the overload of key management is not a critical problem in limited
entities like underwater, because of a small number of entities. Also, symmetric key
algorithm does not require as many resources for operational purposes as the public key
algorithm does, and there is no need for an infrastructure like PKI. Therefore, we decided
to use the symmetric key algorithm for designing secure underwater communication.

NIST (National Institute for Standard and Technology) provides the cryptography
algorithm strength [FIPS 800-57] including symmetric key algorithm. This means how
cryptography algorithm can be endurable against burst-force attack. Following table shows
the period of the strength of each cryptographic algorithm (Table 1).

In this table, we use two symmetric cryptography algorithms of 128-bit security
strength. The first is the typical 128-bit symmetric key algorithm AES in 2000, while the
second one is the Korea standard cryptography algorithm ARIA published in 2004. Both
algorithms are not fast and cost-efficient, but they are still having scale of applying the
cryptography algorithm in underwater communication. Later in Sect. 5, we analyzed the
performance results and energy consumption of operating cryptography algorithm.

There are numerous methods of operating cryptography algorithm. Principally, 128-bit
symmetric cryptography algorithm (e.g. AES, DES, etc.) transforms 16-byte plaintext to
16-byte cipher-text with 128-bit symmetric key. In case if you have more than 16-byte

Table 1 Security strength

Security Strength 2011 through 2013 2014 through 2030 2031 and beyond

80 Applying Deprecated Disallowed
Processing Legacy use

112 Applying Acceptable Acceptable Disallowed
Processing Legacy use

128 Applying/processing Acceptable Acceptable Acceptable

192 Acceptable Acceptable Acceptable

256 Acceptable Acceptable Acceptable
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data, you need a method of encrypting large data, which is called modes of operation. In
previous Sect. 3, we have provided 3 security services including data confidentiality, data
authenticity and replay attack protection, so we should use modes of operation with
authenticity to provide these services. Typically, modes of operation with authenticity are
of two types, namely CCM (Counter with CBC-MAC) and GCM (Galois Counter Mode).
Figure 3 shows both CCM mode and GCM mode respectively.

Both modes use counter mode to encrypt scheme, because of the advantage of the counter
mode to preserve data’s length before and after encrypting. And encrypt scheme does not
enquire padding process, and it is faster than other modes that require padding process. The
difference of two modes is the way of generating MAC scheme, as CCM mode use the CBC-
MAC based on symmetric algorithm, while GCM mode use the Galois HASH function based
on 128-bit finite field GF(2'*®) operation. While generating MAC scheme, the difference of
the modes of operation’s performance is shown in the way how block cipher (e.g. AES or
ARIA, etc.) and Galois HASH function implement. To add, with limited resources, the gap of
performance of CCM and GCM is critical. Figure 4 shows the result of CCM and GCM
operation time with 128-bit MAC for each data size of 16, 32, 64, and 96 bytes.

In general, CCM mode is widely used at IEEE 802.11 (WLAN), IEEE 802.15.3 (UWB),
and IEEE 802.15.4 (ZigBee) to support security services over wireless intervals [22]. For
example, IEEE 802.15.4 (UWB) system uses the CCM* mode, which is modified from the
CCM mode. They limit the size of MAC value and define the input parameter such as
additional authentication data. As a result, we use the CCM-UW mode which is modified
from the CCM mode like CCM* mode. Figure 3 shows how the CCM-UW mode of
operation with AES block ciphers works.

counter 1—» counter 2——» == —» counter m—» counter 0 counter 1—» counter 2——» = —» counter m——> counter 0

Cp  |Alen]|[Plen]

A Cy Cz
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e *J@;r ”*ﬂz@
Cpy  lAlen)|[Plen) \>
‘ SAME

A Cy Cz
%9 + b % q counter 0 ——» counter 1—— counter 2——>  ——» counter m
Hods |Ho Ho He Hog
.

T
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U
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Fig. 3 Core mechanisms of CCM and GCM mode of operations. a Counter with CBC-MAC (CCM) mode
of operation. b Galois counter mode (GCM) mode of operation
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Fig. 4 Comparison between CCM and GCM

There are two parts of the CCM-UW mode. The first part is a generated MAC scheme.
As Fig. 5 shows, plaintext used to generate MAC is a total packet that includes the header
and payload according to MAC value roles. There are three roles of MAC. The first role
confirms where the packet is originated that is called data authenticity. MAC is generated
using pre-shared data integrity keys. If there are no pre-shared keys or the keys are
incorrect, MAC values also become incorrect. Plaintext that is one of the key materials for
generating MAC includes the source address in the header. If the header’s source address is
changed or incorrect, the corresponding MAC value is also incorrect. Thus, the information
such as integrity key and source address in header confirms where the packet originated.
The second role of MAC is the protection from replay attack. The frame counter needs to
generate MAC. If frame counter’s orders are mixed or forged, MAC value becomes
incorrect. Attacker can change frame counter, however, attacker does not know the
integrity key, he/she cannot generate correct MAC of the changed frame counter. Hence,

| Init Block I Data Integrity Key |

| |
E,is | —] = | e | — e
¢ g ¢ ¢ >
| I

I Header | PN | 128 bit | 128 bit 128 bit I | MIC |

[ [ ]
s D

>
[l

9 Counter ™

-l
[

| Init Counter | Data Encryption Key |

I Header —l PN | Encrypted Data MIC

Fig. 5 CCM-UW mode of operation-based symmetric key cipher
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we can successfully protect the system from replay attack. The third MAC role confirms
whether data is changed or not. In order to generate MAC, we use the CBC-MAC mode
that provides data integrity, which enables us to confirm data authenticity by checking
MAC. Consequently, we can gain three types of information at once by checking MAC.

The second part of the CCM-UW mode is data scheme using the counter mode with
encryption key. The counter mode has some advantages, as it has no decryption
scheme and both the encryption and decryption operate just XOR operation with encrypted
counter. Since XOR operation is bit-wise addition, encryption and decryption are same.
Thus, counter mode preserves the data length before encryption and after decryption, and
there is no another data length field to notify the changed data length after encrypt scheme.

These two parts use different keys, as generate MAC scheme uses the integrity key and
encrypt scheme uses the encryption key. The reason for using two keys is the exposure of
key information, because the more secure key managements are used by separated keys
depending on their role, therefore more secure underwater communication system can be
designed.

To operate this CCM-UW mode, an auxiliary security header that includes security
parameters is essential. The CCM* defined in the IEEE 802.15.4 standard has an auxiliary
security header with the size varied from 5 to 14 bytes. The auxiliary security header
contains three fields: security control, frame counter, and key identity. The size of the
auxiliary security header is not suitable for underwater acoustic communication due to
limited communication environment, thus, to reduce the size of such header, we customize
the fields of the auxiliary security header of CCM* (IEEE 802.15.4 standard). As a result,
the auxiliary security header size is reduced by 4-byte: security control—one byte (con-
tained 1-bit security enable and 3-bit cipher suite, 3-bit security level), key identifier—one
byte, and frame counter—two bytes. In underwater single-hop communication, we suppose
that there are no more than 255 devices around each device and CCM-UW concern single-
hop in operation MAC layer (Media Access Control layer). Because of this assumption,
Key identifier, which is distinguished around devices, is enough for covering the around
single-hop. We also design the cipher suite field. There are many symmetric key algo-
rithms with different security strength, requirement and performance. We design a flexible
CCM-UW by using cipher suite, so that the developer defines another block cipher, and
can use it. Unlike CCM* mode, CCM-UW uses only 6 security levels. MAC provides
several secure services, but still 128-bit MAC is a disadvantage for underwater commu-
nication to transfer rather than providing security service. Thus, we designed six security
levels to operate CCM-UW, except for security levels 3 and 7 of the CCM* mode, as
described in Table 2.

Table 2 Six security levels in

CCM-UW mode Security level Integrity (MAC) (bits) Encryption

CCM-UW

0 0 X
1 32 X
2 64 X
3 0 v
4 32 v
5 64 v
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As a result, we reduce power consumption by decreasing sending data and maintaining
security strength. This modification is the result of a compromising plan between under-
water acoustic communication and security strength. If we further reduce the size of the
security parameter or MAC, the guarantee of security provided by the cryptography
algorithm decreases.

We analyzed energy consumption in six different security levels. The corresponding
results of these levels in terms of energy consumption are described in Sect. 5.

5 Performance Analysis

In this section, we show our test bed environment for implementing the CCM-UW security
mechanism, and evaluate the energy consumption of each level.

The test bed is illustrated in Fig. 6. Since it is designed to explore the studies related to
underwater communication, all the hardware resources are carefully selected to offer a real
underwater environment and the freedom to customize environmental parameters with
affordable budgets. The water tank with dimensions of 250, 80, and 70 in length, width,
and height, respectively, is used to represent the underwater environment. Underwater
transducers and modems are utilized to provide acoustic communication channels in the
water tank [23].

As for the CCM-UW mode test, there are two nodes (Node A and Node B in Fig. 6) that
communicate with each other; one node is the sender and the other one is the receiver. In
the figure, Node C does not have a security mechanism and each node has a transducer, a
modem, and a MAC board. We developed new protocols for the MAC board because the
MAC layer protocols and the CCM-UW security mechanism were also developed for the
MAC board using the C programming language. After developing the CCM-UW security
mechanism for the MAC protocol, we tested the existing MAC protocol and the new
protocol in six security levels in order to compare their energy consumption because we
intend to show that there are no significant differences between the existing MAC protocol
and the secured MAC protocol. Moreover, we aim to offer the secured MAC protocol with
six different security levels by comparing their consumed energies for transmissions.

Water tank

SENDERS

Fig. 6 Test bed setup
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Furthermore, after obtaining positive results in our test bed, we implemented the pro-
tocol in a real environment with a fish robot in Han River, South Korea [23].

In order to verify the functionality and performance of the secured MAC protocol, an
indoor experiment was conducted in the test bed. The parameters for the test are listed in
Table 3.

In the test bed, two nodes have CCM-UW security mechanisms, and the security levels
are defined by checking the data sent by the sender. Node C fails to understand the received
data because its MAC board does not have both encryption and decryption algorithms. For
example, in Fig. 7, the information in the sender part is 13 bytes with different functions,
namely, the first byte contains the security level, the second byte contains the security key
identifier, the third byte contains the destination node ID, the fourth byte contains the
payload length, and remaining nine bytes represent the data. Here in, by changing the first
byte, we can use different security levels without modifying the source code.

A battery supplies power for the modem and transducer in our test. Each node has a
battery, and the battery’s nominal voltage is 14.8 V. In fact, the battery starts with higher
voltage, and then slowly drifts to 15 V, and finally even lower to 12 V. However, this
depends on battery capacity; therefore the results can be different for various batteries. We
used the same capacity batteries to measure the differences of the voltages defined before
and after each transmission. It is possible to gain the consequences of the protocol com-
parison through assistance of the following method. Using a multi-meter as the voltmeter,
we can easily measure battery voltage before and after transmission, and can define the
differences of the voltages:

AV = Vbefore _ Vafter (1)

Here V™™ is the voltage of the battery before transmission, and V" is the voltage of the

battery after transmission.

In fact, each sender and receiver node consumes energy to send and receive data, we
calculate all consumed voltages. This is equal to the sum of the sender’s consumed voltage
and the receiver’s consumed voltage:

_ before after before after
AV - (Vxender - Vsender) + (Vreceiver - Vre(eiver) (2)
Herein V™' is the voltage of the sender/receiver before transmission, and Vaer s the

voltage of the sender/receiver after transmission.

We measure the Direct Current (DC) voltage of both the sender and receiver batteries
using the multi-meter for each transmission, and collect all voltage values. Those all
calculations are done for one security level, accordingly, we use the same method for six
CCM-UW levels of the AES and ARIA algorithms.

Table 3 Test environment

parameters Parameters Values
Data rate 1 kbps
Data transmit duration 200 ms
Acoustic speed 1500 m/s
Number of nodes 3
Transmit power <100 W

@ Springer



CCM-UW Security Modes for Low-band Underwater Acoustic... 491
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Fig. 7 Transmission emulator

In order to compare the energy consumption of each level, we require the sum of the
consumed voltages of all transmissions; the total consumption formula can be defined as
follows:

AVy = zNj AV, 3)

n=1

In this formula, AV is the total voltage consumption for all transmissions, N is the total
number of transmissions, and AV, is the consumed voltage of each transmission.

Fig. 8 Energy consumption W AES algorithm
comparison of six CCM-UW 0.9
levels in AES algorithm

0.86

Total power consumption, V

Level0 Levell Level2 Level3 Level4 Level5
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Data size fluctuates from four to 26 bytes for every transmission, and we repeat every
transmission 80 times in order to obtain clearer results.

Figure 8 shows the results of six security levels of the AES algorithm. As expected, the
nodes with higher security levels and more integrity values waste more energy. Con-
versely, sometimes amount of energy consumed is not as important as provision of higher
security.

In these cases, the algorithms with higher security levels are sustainable for usage.
According to the results in Fig. 8, although levels 3 and O have the same MAC values,
level 3 consumes more power than level O because there is no encryption in level 0.

Figure 9 shows the results of six security levels of the ARIA algorithm. Power con-
sumption of the CCM-UW security levels of the ARIA algorithm increase as their MAC
values grow. This algorithm is widely used in Korea. In Fig. 9, the CCM-UW mode
security level 5 with encryption and 64-bit MAC consumes more energy compared to the
other levels. However, for cases where security strength is more important than power
consumption, such algorithm can be quite useful.

Figure 10 shows the energy consumption differences between the AES and ARIA
algorithms. We compare the levels with zero-bit MAC, which are levels 0 and 3. By
comparing the same levels in both algorithms, based on the results the ARIA algorithm
consumes more energy than the AES algorithm.

Figure 11 also shows the energy consumption differences between the AES and ARIA
algorithms. However, we compare the levels with 32-bit MAC, which are levels 1 and 4. In
addition, in this figure, ARIA consumes more energy than AES. It is not easy to detect the
distinctions of the diagrams in Fig. 11 because the results are found from real
measurements.

Similarly to Figs. 10 and 11. Figure 12 also illustrates the energy consumption differ-
ences between the AES and ARIA algorithms. We compare the CCM-UW mode levels 2
and 5, which have 64-bit MAC values. This figure also demonstrates that AES is more
energy efficient than the ARIA algorithm.

We compared the security levels of each algorithm and demonstrated the results. As we
predicted earlier, the security levels have different energy consumptions, and such dif-
ference depends on whether there is encryption and MAC values. Moreover, larger MAC

Fig. 9 Energy consumption ARIA
comparison of six CCM-UW algorithm
levels in ARIA algorithm 12
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Fig. 10 Comparison between
CCM-AES and CCM-ARIA with
0 bit Integrity

Fig. 11 Comparison between
AES and ARIA algorithms with
32-bit MIC

Fig. 12 Comparison between
AES and ARIA algorithms with
64-bit MIC
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values have stronger security strengths. In fact, some communication systems do not
require encryptions, thus, all security levels are suitable and valid.

The comparison of power consumption of two protocols is demonstrated in Fig. 13: the

existing protocol (the last in the figure, from bottom to top), and the new secured protocol
with 12 levels (each algorithm has six levels).
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Level 5 245
Level 4 215.75
Level 3 205
ARIA levels
Level 2 217.5
Level 1 206.25
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Level 5
Level 4 202.5
Level3 0 AESlevels
Level 2 | 207.5
Level 1 A ‘ | 187.5
Level O ‘ | 180

0 100 200 300

Fig. 13 Consumed energy comparisons between all security levels of AES and ARIA algorithms with the
MACA protocol

It is not an exaggeration to conclude from the experience that a security mechanism
requires more data packets and energy consumption. Therefore, such security mechanism
is difficult to apply for UWASNs. However, in accordance with Fig. 13, the protocols with
security mechanisms consume almost as much energy as the protocol without a security
mechanism. The outcome indicates that a security mechanism is not substantial for
underwater communication. In order to provide higher security strength, the CCM-UW
mechanism does not demand a significant amount of MAC values or more energy because
it is modified for UWASNSs by reducing data size.

Lastly, Fig. 14 shows comparisons among CCM-AES and CCM-ARIA security levels
and MACA protocol without security in terms of latency. CCM-AES levels spend more
time than CCM-ARIA security levels in the result and there is no big difference with
MACA protocol. The result shows the system with CCM-UW modes does not need extra
energy and time.
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Fig. 14 Transmission time comparison between all security levels of AES and ARIA algorithms with the
MACA protocol

6 Conclusions

In this paper, upon making use of the CCM-UW mode altered from the CCM* mode based
on the AES and ARIA algorithms, we demonstrated an energy efficient secured MAC
protocol, and made comparisons regarding each security level and algorithm. We exam-
ined the proposed secured MAC protocol with the existing MAC protocol with the help of
empirical experiment consequences, and supplied the energy consumption of each security
level of the CCM-UW; we also suggested a reference for applying security in underwater
acoustic communication to developers or vendors. This result is not optimized, but pro-
vides sufficient data to research and deploy network security in underwater communica-
tion. We also showed the possibility of applying modern cryptographic technology. The
technology for underwater security can work along another network system, such as IEEE
802.11 (WLAN), IEEE 802.15.3 (UWB), or IEEE 802.15.4 (ZigBee).
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