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Abstract With the increasing popularity and demand for various applications, the in-
ternet user accesses remote server by performing remote user authentication protocol using
smart card over the insecure channel. In order to resist insider attack, most of the users
remember a set of identity and password for accessing different application servers.
Therefore, remembering set of identity and password is an extra overhead to the user. To
avoid the mentioned shortcoming, many remote user authentication and key agreement
protocols for multi-server architecture have been proposed in the literature. Recently,
Hsieh-Leu proposed an improve protocol of Liao et al. scheme and claimed that the
improve protocol is applicable for practical implementation. However, through careful
analysis, we found that Hsieh—Leu scheme is still vulnerable to user anonymity, password
guessing attack, server masquerading attack and the password change phase is inefficient.
Therefore, the main aim of this paper was to design a bilinear pairing based three factors
remote user authentication scheme using smart card for providing security weaknesses free
protocol. In order to validate security proof of the proposed protocol, this paper uses BAN
logic which ensures that the same protocol achieves mutual authentication and session key
agreement property securely. Furthermore, this paper also informally illustrates that the
proposed protocol is well protected against all the relevant security attacks. The perfor-
mance analysis and comparison with other schemes are also made, and it has been found
that the proposed protocol achieves complete security requirements with comparatively
lesser complexities.

Keywords Bilinear pairing - Biometric template - User authentication - Three factor -
User anonymity - Security attacks

< Ruhul Amin
amin_ruhul @live.com; ruhulamin @cse.ism.ac.in

G. P. Biswas
gpbiswas @gmail.com

' Indian School of Mines, Dhanbad 826004, India

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s11277-015-2616-7&amp;domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1007/s11277-015-2616-7&amp;domain=pdf

440 R. Amin, G. P. Biswas

1 Introduction

As the number of internet users are increasing day by day exponentially and want to access
various application servers for different purposes such as online shopping, online pay-TV,
online bill payment, online banking transaction, file sharing, online game, distributed
electronic medical records system, etc. In order to access the remote application server,
mutual authentication with session key agreement is required in which a client authenti-
cates to the server and vice versa over the insecure communication. To access the remote
server, various password based remote user authentication schemes [1, 3, 5, 6, 10, 14, 28,
45] have been proposed in the literature for the single server environment, where the user
only can access single server after execution registration phase. But, such type of schemes
are not suitable for multi-server architecture, where a user cannot access several appli-
cation servers on demand. It is noted that remembering set of different secret informa-
tion(e.g: password, identity) to the U; is the main complexity for accessing several single
servers environment. On the other hand, it is not good practice for the user to use same
password for various servers, because of insider attack. To avoid these difficulties, many
multi-server architecture based remote user authentication and key agreement schemes [2,
4, 20, 27, 36, 43, 44, 46] have been introduced. But, it has been found that none of the
protocols are completely free from security weaknesses [2].

Based on the basic cryptographic algorithms, the existing multi-server authentication
schemes can be divided into two types, namely the hash based authentication scheme and
the public-key based authentication scheme. It may be noted that the public-key cryp-
tosystem has higher computational cost than hash-based authentication cryptosystem and it
provides more security than hash-based authentication cryptosystem. In 2001, Boneh—
Franklin [7] defined bilinear pairing (Weil pairing or Tate pairing) on elliptic curve
cryptosystem. Bilinear pairing reduces the complexity of discrete logarithm problem
(DLP) [16, 34] and also provides many advantages for the bilinear Diffie-Hellman
problem (BDH) [13] that is used to design several public-key cryptosystems like en-
cryption/decryption technique, short signature generation, and signcryption technique.

1.1 System Model

To achieve complete mutual authentication property between the entities involved, there
are basically five authentication models shown in Fig. 1 for multi-server environment.
Apart from this, there may exist several multi-server architectures, where mutual au-
thentication occurs between the U; and the application server (SS;). As the messages are
transmitted through insecure/open channel, it is a desirable property to achieve mutual
authentication between all the entities involved in the system, where the computation cost
should be minimum. The computation and communication cost is the directly proportional
to the number of communications. Therefore, the mode of communication is an important
issue for any multi-server environment. The proposed architecture has also presented in
Fig. 1 and comparing with Hsieh—Leu scheme, it may take little more communication cost
due to twice authentication of the U;. As mention in [42], the cost of transmitting 1 Kb
information is 3 J (joule) or equal to that of 80,000-600,000 instructions. Therefore, the
mode of communication between the entities involved should be minimum and also should
achieve mutual authentication property properly. In order to establish secure communi-
cation between the entities, the user always initiates the key agreement scheme for all the
authentication models and finally shares a common secret session key.
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Fig. 1 Five basic authentication model for multi-server environment including proposed protocol

1.2 Related Works

A large number of user authentication and key agreement schemes based on either hash
function or public key cryptosystem have been proposed usable in multi-server environ-
ment. In 2004, Juang’s [22] proposed an efficient hash function and symmetric key
cryptosystem based multi-server password authentication and key agreement scheme. In
2009, Hsiang and Shih [18] proposed a hash function based key agreement scheme for the
multi-server architecture and then Sood et al.’s [38] demonstrated that the protocol pro-
posed by Hsiang and Shih is vulnerable to replay attack, user impersonation attack, stolen
smart card and the password change phase is not user-friendly. To resolve the security
flaws of the Hsiang and Shih scheme, Sood et al. [38] proposed a dynamic identity based
user authentication protocol usable in multi-server environment. After that, Li et al. [29]
pointed out that the Sood et al.’s protocol is susceptible to leak-verifier attack, imper-
sonation attack and stolen smart card attack and presented a another dynamic identity
based user authentication and key agreement scheme for the same architecture. It may be
noted that all the schemes [18, 29, 38] are dependent on the registration server RS. In 2009,
Liao and Wang [31] proposed a dynamic ID-based remote user authentication scheme
which is non-dependent on RS and then many researchers propose an authentication system
[12, 25, 26, 37] for multi-server environment where the protocol is not dependent on RS to
achieve full security requirements.

To design authentication system for multi-server architecture another useful technique
public key cryptography is used in the literature. Based on the difficulty of the factorization
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problem of public key cryptography, in 2000, Lee and Chang [24] proposed a user iden-
tification and key distribution scheme. Then in 2001, Tsaur et al. [41] proposed an au-
thentication protocol for multi-server architecture based on RSA cryptosystem and lagrange
interpolating polynomial. Thereafter, Lin et al. [32] proposed a protocol based on the
simple geometric properties of the Euclidean and discrete logarithm problem concept.
Geng and Zhang [17] proposed a dynamic identity based user authentication and key
agreement protocol for multi-server environment using bilinear-pairing. Thereafter, Tseng
et al.’s [40] proposed a smart card based authentication system but Liao and Hsiao [30]
pointed out that Tseng et al.’s [40] protocol is vulnerable to insider attack, off-line dic-
tionary attack, malicious-server attack and cannot provide mutual authentication property
and proposed an improved protocol which has also claimed for its practical implementa-
tion. After that, Hsieh—Leu [19] scheme pointed out that the Liao and Hsiao’s [30] protocol
has several security weaknesses such as trace attack, a burden to update /D table and lack
of pre-authentication in the login phase and proposed an improvement protocol to resolve
the mentioned weaknesses. In this paper, we have described some security weaknesses of
the Hsieh-Leu scheme [19] such as, user anonymity problem, off-line password guessing
attack, server masquerading attack and the password change phase, is not user-friendly.
After reviewing the related related works, it is confirmed that none of the authentication
protocols achieve complete security requirements [2]. Therefore, we have presented
anonymity preserving user authentication and key agreement protocol usable in multi-
server environment using bilinear-pairing.

1.3 Motivation and Contributions

Today’s most of the users are dependent on one or more single server for accessing
different types of benefits from the remote server. So, it is very necessary to design a user
authentication and key agreement protocol which is applicable for practical implementa-
tion. In Sect. 1.2, we have observed that none of the protocol achieves complete security
requirements [2] and inefficient in terms of complexities. Moreover, we have shown that
the protocol proposed by Hsieh—Leu scheme has some security weaknesses such as user
anonymity problem, off-line password guessing attack, server masquerading attack and the
password change phase is not user-friendly. In order to resolve the above mentioned
weaknesses and for achieving complete security requirements, it is very necessary for
designing an authentication key agreement protocol and this paper presents an authenti-
cation and key agreement protocol for multi-server environment using bilinear pairing.
After rigorous security analysis and performance comparison, it is confirm that the pro-
posed protocol achieves complete security requirements and relatively better complexities
than existing related works. Additionally, the proposed protocol contributes efficient login
phase, user anonymity, user-friendly password change phase and mutual authentication
property between the U; and SS;.

1.4 Threat Model

In this paper, we assume the following assumptions based on the threat model mentioned in
[8, 15, 23, 35]. The following assumptions are:

1. An attacker (A) is able to extract the smart card information by monitoring the power
consumption. For example if an attacker gets the smart card of the valid user, he/she
then may get all the stored information of the smart card.
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2. An attacker may eavesdrops all the communication between the entities involved of
the protocol over the public channel. It is also assume that an attacker cannot intercept
the message over the secure channel.

3. An attacker can guess low entropy password and identity individually easily but
guessing two secret parameters (e.g. password, identity) is computationally infeasible
in polynomial time.

4. An attacker can modity, delete and resend, reroute the eavesdrops message.

5. An attacker may be a legitimate user or vice versa.

6. It can be assumed that the protocol used in the authentication system is known to the
attacker.

7. If we assume that the length of the user’s identity and password is n character, then the
probability of guessing approximately composed of n character is 2% as pointed out by
[11].

1.5 Organization of the Paper

Rest of the paper is sketched as follows: In Sect. 2, we discussed the concept and property
of cryptographic one-way hash function, bio-hashing and several definitions along with
computational problems related to bilinear pairing as preliminaries of our work. In Sect. 3,
we briefly review published Hsieh-Leu scheme and the security weaknesses of the same
protocol appears in Sect. 4. The Sect. 5 addresses the proposed protocol and the security
validation using BAN logic demonstrates in Sect. 6. Moreover, the Sect. 7 shows informal
cryptanalysis of the proposed protocol. The performance comparison are also presented in
Sect. 8. Finally, we conclude the paper in Sect. 9.

2 Preliminaries

In this section, we briefly review the basic concepts of cryptographic one-way hash
function, bio-hashing and bilinear pairing.

2.1 Cryptographic One-Way Hash Function

A cryptographic one-way hash function maps a string of arbitrary length to a string of fixed
length called the hashed value. It can be symbolized as: h : X — Y, where X = {0, 1}*, and
Y = {0,1}". X is binary string of arbitrary length and Y is a binary string of fixed length
n. It is used in many cryptographic applications such as digital signature, random sequence
generators in key agreement, authentication protocols and so on. Cryptographic one-way
hash function satisfies the following properties:

1. Easiness Given m € X, it can be easily compute y such that y = h(m).

2. Preimage resistant It is hard to find m from given y, where h(m) =y .

3. Second-preimage resistant It is hard to find input m’ € X such that h(m) = h(m') for
given input m € X and m’ # m.

4. Collision resistant It is hard to find a pair (m,m’) € X x X such that h(m) = h(m') ,
where m # .
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5. Mixing-transformation On any input m € X, the hashed value y = h(m) is computa-
tionally indistinguishable from a uniform binary string in the interval {0,2"}, where n
is the output length of hash A(-).

2.2 Bio-hashing

In [21], Jina et al. proposed a two factor authenticator based on iterated inner products
between tokenised pseudorandom number and the user specific fingerprint feature, which
produces a set of user specific compact code that coined as Bio-hashing. Later, Lumini and
Nanni in [33] proposed an improvement on Bio-hashing. As pointed out in [11], Bio-
hashing is used to map a user/patient’s biometric features onto user-specific random
vectors in order to generate a code, called the Bio-code and then discritizes the projection
coefficients into zero or one. Bio-Hashing is one-way. Bio-code is also as secure as a
hashed password.

2.3 Bilinear Pairing

The bilinear pairings namely the Weil pairings or Tate pairings are used in important

applications of cryptography and allowed us to construct identity(ID)-based cryptographic

schemes. Suppose <Gy, + > be an additive cyclic group and <G,, x > a multiplicative

cyclic group of prime order q. P is a generator of group G1. A mapping ¢ : G; X G; — G,

is called a bilinear mapping if it satisfies the following properties:

1. Bilinear property For all S,Q,R€ Gy,é(S+ Q,R) =¢é(S,R) x ¢(Q,R) and
e($,Q+R) = ¢é(5,0) x é(S,R)

2. Non-degeneracy property There exist S, Q € G, such that é(S, Q) # 1g,, where 1, is
the identity element of the multiplicative cyclic group G,

3. Computability property There exists an efficient algorithm to compute
é(SvQ)stQGGl

3 Brief Review of Hsieh—-Leu Scheme

In this section, we present all the phases of the Hsieh—Leu Scheme [19] such as setup,
server registration, user registration, login, verification and password change phase for
better understanding of the same protocol.

3.1 Setup Phase

The registration server RS chooses a random number Sgs € Z;‘ keeps as the system’s

private key and computes Pubgs = Sgs - P as the public key, where P is the generator of the
group G and publishes system parameters (é, G, G,,q, P, Pubgs, H(),h()) as public.

3.2 Server Registration Phase

In this phase, all the service provider servers SS; choose desired identity SID; and then
generates a random nonce v; € Z; and submits (V;, SID;) to the RS after computing V; =
vj-P. The RS then generates a random value w;€Z; and computes
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W; =V;+w; - P,S; = (h(SID; || W;) - Sgs + wj) mod q. Further, the RS issues registration
token (7, S;, W;) for each SS;. After getting the registration token, the SS; computes the
private key as s;=S;+vimodq and checks the validity whether the equation
Pub; = s; - P = h(SID; || W) - Pubgs + W;. Finally the SS; has its own private key s;, public
key Pub; and the registration token H(T).

3.3 User Registration Phase

In order to join as a legal user to the RS, the user and RS perform the following steps:

Step 1 The U; chooses a password PW;, identity ID;, random number b € Z;’ and
computes HPW; = h(PW; || b) - P. Then, the user U; sends (H(ID;), HPW;) to the regis-
tration server RS. It may be noted that Hsieh-Leu does not define the communication
channel (secure/insecure) during execution of the registration phase. However, we have
assumed that the channel is secure.

Step 2 After receiving the registration message, the RS checks the existence of H(ID;)
in its database or not. If it is not registered, the RS computes DID; = Sgs - H(ID;), Regip, =
DID; @ Sgs - HPW; and Auth; = T - H(ID;). Finally, the RS issues a smart card after storing
(Auth;, Regp,, Pubgs, H(-), h(-)) into the memory of smart card through secure channel. At
the same time, RS maintains H(ID;) into the database.

Step 3 After receiving the smart card, the U; stores (b, CID;) into the smart card after
computing CID; = h(ID;) ® h(PW; || b).

3.4 Login Phase

In this phase, the user or card reader performs the following steps:

Step 1 Initially, the U; inserts his/her smart card into the card reader and enters
ID;, PW;. Then, the smart card computes CID; = h(ID;) ® h(PW; || b) and matches CID}
with the stored CID,;. If it does not match, the card reader terminates the session; otherwise,
goto the next step.

Step 2 The smart card generates two numbers x,r; € Z; and computes R; =r;-
P,DID; = Regmi D l’l(PW, H b) - Pubgs, QID; = H(ID,‘), Cpn=x- H(ID,'),XAMZhi = x - Auth;,
M,‘ = Xr; - QID”dU = h(xH(ID,) || SIDJ || M,' H R,‘)7B,'j = x(ri + dlj) . DID, Finally, the
smart card sends login message (xAuth;, C,,,M;,R;, B;;) to the SS; through public channel.

3.5 Verification Phase

Step 1 After receiving the login message, the SS; first computes Auth; = x - C, and
matches it with the received xAuth;. If it does not match, the SS; terminates the session;
otherwise, computes d; =h(C, || SID; || M; || R;) and checks the condition
e<B;j,P > =é<M,;+ xdjj - QID;, Pubgs >. If the condition holds, SS; accepts the re-
quest; otherwise, stops the connection.

Step 2 The SS; then generates a random point R; = r; - P and computes temporary key
TK; = rj - R;,Kij = s - Ri,Auth; = h(C,, || K || R;)) and  sends reply  message
(Authy, K;j, R;) to the user U; through public channel.

Step 3 After receiving the reply message, the U; computes Pub; = h(SID; ||
W;)Pubgs + W; based on self certified public key of SS; and further computes
TK; = ri - R;, Kjj = r; - Pub;. Then, the U; checks whether the computed (xH (ID;) || Kj; ||
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R;) matches with the received Auth;;. If it matches, the U; computes Auth;; = h(xH (ID;) ||
Kij || R || Rj) and sends it to the SS; through open channel.

Step 4 After receiving Authy, the SS; checks whether h(xH(ID;) || K; || R || Rj) =
Auth;; holds or not. If the condition is equal, both U; and SS; shares a session key
SK = h(xH(ID;) || TK;).

3.6 Password Change Phase

The execution of this phase is performed by the U; and RS to update the password for the
existing user’s.

Step 1 The U; first inserts the smart card and enters ID;, PW; to the CR. Then, the SC
computes CID; = h(ID;) & h(PW; || b) and matches it with the stored CID;. If it does not
match, the CR terminates the session; otherwise, computes N; = n; - P after generating a
random number n;. Then, the U; computes DID; = Regip, ® h(PW; || b) - Pubgs, NID; =
DID; @ n; - Pubgs and sends password change request (H(ID;),NID;,N;) to the RS.

Step 2 After receiving the request, the RS checks the database to verify the user identity.
If it is confirmed, the RS computes QID; = H(ID;), DID; = NID; @ Sgs - N; and whether
é<DID;,P > = ¢<QID;, Pubgs > holds or not. If it holds, the RS sends (V;) to the U;
after computing V; = h(DID; || Sgs - N;).

Step 3 After receiving Vi, the U; compares V; with the computed h(DID; || n; - Pubgs)
to confirm the legality of the RS. Further, the U; computes HPW,,,, = h(PW,., || b;), V> =
HPW,,,, @& n; - Pubgs, V3 = h(DID,‘ || n; - Pubgg || HPWneW) and sends <V2, V3> to the RS.

Step 4 After getting (V,, V3), the RS computes V, @ Sgs - N; to extract HPW,,,, and
compares the received V5 with the computed h(DID; || Sgs - Ni || HPWye,). If the com-
parison holds, the legality of the user is confirmed. Finally, the RS computes Regjp” =
DID; & Sgs - HPW,,s, V4 = Regjp” © Sgs - N; and sends (Vy) to the U;.

Step 5 After getting V4, the U; computes V4 @ n; - Pubgg to extract Reg’,’g” and
CIDyery = h(ID;) ® h(PWhey, || b;). Finally, the smart card of the user U; replaces Regp,
and CID; with Reg’;gtv and CID,,,, respectively.

4 Security Pitfalls and Discussion of Hsieh—Leu Scheme

In this section, we have described that the recently published Hsieh—-Leu scheme [19] has
several security pitfalls such as off-line identity guessing attack (user anonymity), off-line
password guessing attack and server masquerading attack. Additionally, we have also
demonstrated that the password change phase of the same scheme is not user-friendly.
Based on the threat model assumptions, the mentioned security weaknesses are presented
below:

4.1 Off-line Identity Guessing Attack

Generally, user always chooses easy to remember identity for his/her benefit and according
to the [2], it is guessable by an attacker. Hsieh—Leu claimed that their protocol achieves
user anonymity property that means, an attacker cannot trace the user’s original identity.
However, we have identified that their protocol suffers from off-line identity guessing
attack which is presented below:
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Step 1 An attacker first extracts Auth; parameter from the smart card and intercepts C,,
parameter from the login message.

Step 2 The attacker computes é(Auth;,C,) which is equivalent to
é<H(ID;),xAuth;) >. It may be noted that the attacker knows all the parameters of bi-
linear pairing operation except the user identity /D;. Now, the attacker guessess an identity
ID? and executes step 3.

Correctness of é <Auth;, C,, > = é <H(ID;),xAuth;) >

é<AMﬂ’l[, C,> = e<T- H(IDZ), C,, > since Auth; =T - H(ID,)

Step 3 The A computes é<H(ID$),xAuth;) > using the new chosen identity ID} and
checks the correctness whether the computed é<H(ID$),xAuth;) > is equal to
é <Auth;, C,, >. If the inequality holds, the attacker trace the original identity; otherwise,
chooses another identity and executes step 3 until the correct identity is obtained. In this
way, the attacker can obtain the original identity of the user.

4.2 Off-line Password Guessing Attack

It can be assumed that most of the user’s always use easy to remember password which is
guessable for accessing the remote server. Based on the threat model, an attacker knows
the algorithm of the protocol proposed by Hsieh-Leu. As a result, the attacker knows the
condition é <DID;, P > = ¢ <QID;, Pubgs > used in the password change phase and can
guess the user’s low entropy password by executing the following steps:

Step 1 As the attacker knows the user’s original identity ID; and public parameter
Pubgs, he/she can compute R = é<QID;, Pubgs >. The description of the condition
é<DID;,P > = é<QID;, Pubgs > are given below:

é<DID;, P > = é¢<QID;, Pubgs >
=¢<DID;,P > =R, where R = ¢ <QID;, Pubgs >
= é<R€g11),- P Sgs - HPW; P > =R, since DID; = Sgg - HPW;
= é<R€g1D,. @ Sgs - /’l(PWl || b) P,P > :R7
h(PW; || b) - P
= é<Regip, ® h(PW; || b) - Sgs - P,P > =R
= é<Reg]D, @h(PW,‘ H b) - Pubgs, P > =R, since Pubgs = Sgs - P
= é<Reng,- D h(PW,‘ H b) . PubRs,P > =R

since HPW;

Step 2 From the Eq. (1), it is noticeable that the attacker knows all the parameters except
the user’s password based on the threat model assumption. Now, the attacker chooses
either a password PWid from the dictionary or guess a password and checks the correctness
whether é <Regp, ® h(PW¢ || b) - Pubgs, P > = R.

Step 3 If the above correctness is correct, the attacker’s guess password is correct;
otherwise, continues step 2, until the correct password is obtained. In this way, the attacker
can guess the user’s correct password from the protocol description of Hsieh-Leu.
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4.3 Server Masquerading Attack

In order to launch server masquerade attack, an attacker first intercepts the j-th commu-
nicating message (xAuth;, Cm,Mi,Ri,Bij,Authij,Klj,Rj> from the protocol. After inter-
cepting these parameter, he/she can launch the server masquerading attack successfully
which is presented below:

Step 1 Initially, an attacker generates a random point R, = r, - P, temporary key TK;, =
re-Ri , Auth, = h(C,, || Kj; || R,) and sends (Auth,, Kj;,R,) to the user U;, where the
parameter Kj; remain unchanged.

Step 2 After receiving the message (Auth,, Kji, R,), the U; computes Pub; based on self-
certified public key and then computes temporary key TK,; = r; - R,, shared secret key
K; = r; - Pub; and Auth* = h(xH(ID;) || K; || R,)- It may be noted that the parameters TK;,
and TK,; are equal. Then, the U; checks the condition whether the computed Auth* matches
with the received Auth,. If the condition matches, the attacker launches successfully server
masquerading attack.

Step 3 After launching the server masquerading attack, the .4 knows all the session key
parameters such as (C,,TK;,) and finally computes the session key as,
SK = h(Cy, || TKi4). Therefore, the attacker can read all the confidential information after
decrypting using session key.

4.4 Inappropriate Password Change Phase

It is a good practice that if a user U; change his/her password securely without help of the
registration server and this approach reduces the computation and communication cost of
the protocol along with network congestion. After reviews carefully Hsieh—Leu’s scheme,
it is our claim that the password change phase of the same scheme is not efficient and user-
friendly because of the following reasons:

1. In step-4 of the password change phase of the Hsieh-Leu scheme, the U; computes
HPW,pp, = W(PWpe, || bi) € Z,, and executes xor operation () withthe n; - Pubgs € Gy,
which is mathematically infeasible. Therefore, the computation HPW,,,, & n; - Pubgs is
not feasible. As a result, the password change phase is not efficient.

2. The password change phase is fully dependent on the RS that means, without help of
the RS, U; is not able to change password.

3. The efficiency of any authentication protocol is inversely proportional to the number
of secure channel and it is noted that the number of secure channel should be
minimum. However, the Hsieh-Leu scheme uses secure channel in the password
change phase to update the user’s password, which is not desirable.

4. Inorder to design a better authentication protocol, the computation and communication
cost should be as minimum as possible. To change the password successfully, Hsieh—
Leu’s protocol communicates one or more times to the entities involved in the protocol.
Therefore, the computation and communication cost reduces the protocol’s efficiency.

5 Proposed Protocol
This section proposes a user authentication and key agreement scheme usable in multi-

server environment using bilinear pairing. Our proposed protocol has three entities user U,
server SS; and registration server RS, where RS executes the registration phase for both the
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Table 1 List of notations used

Symbol Description

A Attacker/adversary

SC Smart card

U; i-th user

SS; Jj-th application server

RS Registration or control server

PW; Password of the user U;

ID; Identity of the user U;

B; Biometric of the user U;

¢:G xG) — Gy Bilinear Mapping, where G|, G, are additive and multiplicative cyclic group
P Generator point of G; with the order q;

aP A times addition of point P

Sks Secret key of the (RS)

Pubgg Public key Pubgs = Sgs - P of the (RS)

H() Map to Point hash function H(-) : (0,1)" — G;.
h(-) Cryptographic one-way hash function.

H (") Bio-hashing technique.

I Concatenation operation (a || b)

&5} xor operation (a & b)

+ Addition of two points (a + b)

user and the server, whereas SS; provides services to the U; on demand. Like Hsieh-Leu
scheme, the proposed scheme has the following six phases: setup phase, server registration
phase, user registration phase, login phase, verification and key agreement phase and
password change phase as described below, where the notations used throughout this paper
are listed in Table 1.

5.1 Setup Phase

Setup phase of the proposed scheme is same as Hsieh—Leu scheme, which is described
earlier.

5.2 Server Registration Phase

When a new application server SS; wants to participate in the multi-server system, initially
SS; chooses an identity SID;, where (1 <j <m) and sends it to the RS through open channel.
It may be noted that m represents the number of SS; are involved in the multi-server
system. After receiving it, the RS computes S; = A(SID; || Sgs) - P € G1,Pubj =S;- P €
G and sends secret key S; to the SS; through secure channel and declares Pub; as the public
parameter of the application server.

5.3 User Registration Phase

Similar to the Hsieh—Leu scheme, user registration phase is needed before accessing the
services of the SS;. We incorporated biometric template B; such as fingerprint, in our
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protocol to achieve top security and applied Bio-hashing technique for the B; described in
the preliminary section. The procedures of the user registration phase are presented below:
Step 1 The U; selects his/her desired low entropy identity ID;, password PW; and
computes UID; = H(ID;) € G1, HPW; = h(PW; || ID;) - P € G; and then sends registra-
tion message (UID;, HPW;, B;) to the RS through secure channel.
Step 2 After receiving the registration message, the RS computes the following
operations:

b; =H,(B;)
Reg; =h(UID; || HPW;) € z,
DID; = Sgs - UID; € G,
Z; =h(HPW) -P € G,
S; =DID; + Z; € Gy
Then, then RS generates one-time an unique identity 7ID; for each user U; and computes
PID; = h(TID; || Sgs). After that, the RS stores (PID;, UID;) and status bit(0,1) shown in

the following, where the status bit indicates whether the U; logged-into the system or not.
The status bit one(1) indicates that the U; is accessing the system; otherwise, zero (0).

PID; UID; Status bit
PID, UID, 0
PID, UID, 1
PID; UID; 1
PID, UID, 0

Step 3 Finally, the RS stores (TID;, b;, Reg;, Si;, Pubgs, H(.), h(.), H(.)) into memory of
smart card and delivers it through secure channel. After getting it, the U; keeps it securely
for future use. It may be noted that our proposed protocol cannot use any random number
to resist insider attack.

5.4 Login Phase

In the login phase of the proposed protocol, the U; first inserts his/her smart card to the card
reader and keys user’s confidential information(s). After that, the card reader verifies the
user legitimacy and generates the login message and forwards it to the server. The fol-
lowing steps describe the login procedure of the proposed protocol:

Step 1 The U; inserts the smart card (SC) into terminal and keys ID}, PW; and bio-
metric template on the specific devices.

Step 2 The SC then computes UID! = H(ID}),HPW; = h(PW; || ID}) - P,b} =
H,(B;) and checks the condition whether the computed b} matches with the stored b;. If it
matches, user biometric successfully accepted; otherwise, aborts the connection. After that,
the SC computes Regi = h(UID; || HPW;) and compares with the stored Reg;. If the
comparison holds, it implies that the U; entered correct (ID;, PW;) and proceeds to the next
steps.
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Step 3 The SC generates a random number r; and performs the following operations
after choosing application server’s identity SID; on user’s demand.

Z; =h(HPW;) - P € G,

DID; =S; — Z; € G,
Ri=r;-P e Gy M;=r;-Pubgs € Gy
d; =h(UID; || SID; | M; || DID;) € Z;‘

Step 4 Finally, the SC sends the login request message M| = (R;, TID;, SID;, d;) to the RS
through public channel.

5.5 Verification and Key Agreement Phase

This phase achieves mutual authentication and session key agreement between the U; and
the SS; after execution all the steps which are presented below:

Step 1 After receiving the login message M, the RS computes PID} = h(TID; || Sgs)
and checks the existence in the server database. If it does not exist, aborts the connection;
otherwise, retrieves UID; from the database.

Step 2 The RS computes Mz* =R,;- SRS = Ml,DIDl* = UID; - SRS7d; = ]’l(UIDl H SIDJ ||
M; || DID;) and then compares the computed d; with the received d;. Further, the RS
checks the condition whether é <UID;, Pubgs > = é <DID;, P >. If both the condition
holds, goto the next steps; otherwise, terminates the connection.

Step 3 The RS generates a random nonce n; and computes the following operations:

S; =h(SID; || Sgs) - P € G,
Li =n;-P w; =n; - Pub;

K; = UID; + w;

T, = h(UID; | SID; || §; || w)

where S; and Pub; is the SS;’s secret key and public key respectively.

Step 4 The RS finally sends message M, = (L;, K;, SID;, T;) to the SS; through public
channel.

Step 5 After receiving the messages M», the SS; computes w} = L; - S; = w;, UID; =
Ki —wi € G, T; = h(UID; || SID; || S; || w;) € Z; and checks whether T = T; or not. If
T; # T;, terminates the connection; otherwise, SS; believes that the RS and U; are le-
gitimacy entities.

Step 6 The SS; generates a random nonce c¢; and computes y; =c¢;- P € G|,D; =
yi + UID; € G\, G; = h(y; || UID;) € Z;,E; = h(UID; || SID; || y; || Gi) € Z; and sends
M3 = (SID;, K;, D;, E;) to the U; through public channel.

Step 7 After receiving M3, the U; computes y; = D; — UID;,w; = K; — UID;, G =
h(y; || UID;) Ef = h(UID; || SID; || yf || G;) and checks the correctness whether Ef = E;.
If the correctness holds, it implies that SS; and RS is authentic entities. The U; further
computes SK = h(UID; || SID; || M; || y; || wi), Vi = h("0" || SK), O; = M; + y} and sends
M, = (V;, 0;) to the SS; through public channel.

Step 8 After receiving My, the SS; computes M} = O; —y;, SK* = h(UID; || SID; ||

M; || yi || wp), Vi =h("0" || SK*) and compares the verification of the V; with the
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received V. If the verification holds, the SS; and the U; can securely communicate using
the shared secret session key SK; otherwise, terminates the connection.

5.6 Password Update Phase

It may happen that the user’s password may disclose or leak to the third party by some
means. At that moment, it is very necessary to change the password immediately.
Therefore, the password change phase should be included with the authentication protocol.
Our proposed protocol provides user-friendly password change phase, where the execution
does not depend on the registration server. All the steps of this phase are presented below:

Step 1 The U; inserts the smart card (SC) into terminal and keys (ID;, PW;) and
biometric template on the specific devices.

Step 2 The (SC) then computes UID; = H(ID;) € G\,HPW; = h(PW; || ID;) - P €
G1,b; = H(B;) and checks the condition whether the computed b} matches with the
stored b;. If it matches, the SC believes that the biometric template is from the same user;
otherwise, aborts the connection. After that, the (SC) computes Reg; = h(UID; || HPW;)
and compares with the stored Reg;. If the comparison holds, it implies that the U; entered
correct (ID;, PW;) and asks to input to U; for a new password PW!".

Step 3 The SC computes DID; = S; — Z; = Sgs - UID; using user’s old password and
further computes HPW"" = h(PW!" || ID;) - P,Reg!*" = h(UID; || HPW""), Z!'*" =
h(HPW"™") . P, S = DID; + Z!'" and replaces (Reg;,S;) with (Reg!®",S'") into
memory of smart card and keeps rest of the parameters unchanged.

6 Authentication Proof Based on BAN Logic

This section addresses the security analysis of our proposed protocol using Burrows—
Abadi-Needham logic [3, 9, 39], generally called as BAN logic. The BAN logic is well-
known formal model used to analyze the security of authentication and key distribution
protocols in the literature. Some preliminaries and notations of the BAN logic are described
as follows:

Principals are those agents which are involved in the protocol (usually people or
programs).

Keys are used to encrypt messages symmetrically.

Public Keys are similar to Keys except that they are used in pairs.

Nonces are message parts that are not meant to be repeated.

Timestamps are similar to nonces in that they are unlikely to be repeated.

Some BAN statements which are helpful for analyzing security of the proposed protocol are
given below:

P |= X : P believes X, or P would be entitled to believe X. In particular, P can take X as
true.

P <X : Psees X. P has received some message X and is capable of reading and repeating
it (seeing rule).

P|~ X : P once said X. P at some time sent a message including the statement X. It is
not known whether this is a replay, though it is known that P believed X when he sent it.
P = X : P has jurisdiction over X. The principal P is an authority on X and should be
trusted on this matter.
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#(X) : The message X is fresh.

(X,Y) : The formulae X or Y is one part of the formulae (X,Y).
<X >y : The formulae X combined with the formulae Y.
{X}x : The formulae X is encrypted under the key K.

(X)g : The formulae X is hashed with the key K.

PL Q: Principals P and Q communicate via shared key K.

P é Q: The formula X is a secret known only to P and Q, and possibly to principals
trusted by them.

»ﬁP: Principal P has K as its public key.
SK: The session key used in the current session.

Some main logical postulates of the BAN logic are as follows:

Pl=P = 0, Pa<X >«

P|=0|~X
If the principal P believes that the secret K is shared with Q and sees (X), then P
believes that Q once said X.

The message-meaning rule:

PI=E(X)
P|=4(X,Y)

If the principal believes that X is fresh, then the principal P believes freshness of (X,Y).

The belief rule: %

If the principal P believes X and Y, then the principal P believes (X,Y).
P|=(X, P|=Q|~ X
P|=0|=X
If the principal P believes that X is fresh and the principal Q once sent X, then principal
P believes that Q believes X.
P|=0=X, P|=0|=X
P|=X
If the principal believes that Q has jurisdiction over X and Q believes X, then P

believes that X is true.

The freshness-conjuncatenation rule:

The nonce-verification rule:

The jurisdiction rule:

P|=4(X),P|=0]|=X

P‘EPLQ
If the principal P believes that the session key is fresh and the principal P and Q
believes X,which are the necessary parameters of the session key, then principal P
believes that he/she shares the session key K with Q.

The session keys rule:

To prove an authentication protocol secure, the following process should be performed:

First, idealize the proposed authentication scheme in the language of formal logic.
Second, identify the assumptions about the initial state of the proposed authentication
scheme.

Third, use the production and use of rules of the logic to deduce new predicates.
Fourth, use logic to discover the beliefs held by the parties in the proposed scheme.

In order to prove the proposed protocol secure, the proposed protocol must satisfy the
following goals based on the BAN logic which are given as follows:

Goal 1 U; |= U; X Rs
Goal 2 U; |= RS |= U; &5 RS
Goal 3 S5; |= 55; <5 U,
Goal 4 55; |= U, |= SS; < U,
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First the proposed protocol is transformed into idealized form:
M;: U,‘ — RS : R,‘, T]D,,S]Dj,d, : <Mi>DID,
M;: SSJ — U;: S]Dj7D,',E[ : <yi>Gi

Second, the following assumptions about the initial state of the protocol are made to
analyze the proposed protocol:

Ay 2 Ui |= 8(Mi, i, wi)
Azt RS |= §(Mi, wi, i)
Ay U |= U 22 Rs
Ay SS; |= 88 <2 U,
As:RS|= U= M,
Ao : Ui |=8S; =y

Third, the idealized form of the proposed protocol is analyzed based on the BAN logic
rules and the assumptions. The main proofs are stated as follows:

My: U; — RS : R;, TID;, SID;, d; : (M;)pp,

According to seeing rule, we get
S1: RS <R;, TID;, SID;, d; = (M;) pyp,

According to A3, S1 and message meaning rule, we get
S2:RSEUj| ~M;

According to A2, S2 and freshness-conjuncatenation rule and nonce verification rule is
applied, we get

S3: RS |= U; |= M;, where M; is the necessary parameter of the session key of the
proposed protocol.

According to A5, S3 and the jurisdiction rule is applied, we get
S4: RS |= M,

According to A2, S3 and the session key rule is applied, we get
S5: RS |= U &5 RS (Goal 1)

According to A2, S5 and nonce verification rule is applied, we get
S6:RS |= Ui |= U; <5 RS (Goal 2)
M;: 8S; — U; : SID;, Dy, E; : (yi)g,

According to seeing rule, we get
S7:U;<SID;, D, E; <yi>G,

According to A4, S7 and message meaning rule, we get
S8 : U; |=SS;| ~yi

According to Al, S8 and freshness-conjuncatenation rule and nonce verification rule is
applied, we get
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89 :U; |=SS; |= yi» where y; is the necessary parameter of the session key of the
proposed protocol.

According to A6, S9 and the jurisdiction rule is applied, we get
S10: U; |=w;
According to Al, S9 and the session key rule is applied, we get

SI1: U; |= U 25 s (Goal 3)

According to Al, S11 and nonce verification rule is applied, we get

S12: U; |= 8S; |= Us 25 88, (Goal 4)

The above discussion clearly proves the mentioned objectives using BAN logic and it is
also clear that the proposed protocol achieves mutual authentication and session key
agreement between the U; and the SS;.

7 Further Security Analysis and Discussion of the Proposed Protocol

In order to achieve complete security requirements [2], this section presents security
analysis of the proposed protocol based on the valid assumptions mentioned in the threat
model.

Theorem 1 The proposed protocol preserves user anonymity and off-line password
guessing attack based on the threat model and success probability of the A is enormously
negligible.

Proof 1Itis our assumption that the proposed protocol uses guessable user’s password PW;
and identity ID;. Since PW; and ID; are protected by the non-invertible cryptographic one-
way hash function, so the extraction of (PW;,ID;) is not feasible by the attacker .A.
However, he/she may guess (PW;,ID;) from the known parameters of the proposed pro-
tocol description. Based on the threat model, an A knows lots of parameters
(Reg;, Si, d;, K;, T;E;) during execution of the protocol. Now, it is our challenge that the .4
cannot guess in polynomial time and also cannot derive the (ID;, PW;).

e From Reg;: We can define the parameter Reg; as Reg; = h(UID; | HPW;) =
h(H(ID;) || H(PW; || ID;)). As the cryptographic hash function is non-invertible, it is
not possible to derive ID; from the Reg;. It is also confirm that if an A wants to guess
the ID;, he/she has to guess ID; and PW; at a time which is not feasible in polynomial
time described in the threat model. The probability to guess (ID;, PW;) at a time is
approximately 21%, which is enormously negligible.

e From S;: We can define the parameter S; as S; = DID; + Z; = Sgs - UID;+
h(HPW;) - P. In this case, the .4 has no knowledge of (ID;, PW;) and Sgs. Therefore,
to obtain ID;, he/she has to guess three parameters at a time which is more infeasible
and the probability of guessing is more less than the previous case.

Similar to the above description, it is confirmed that the A cannot guess user’s ID; as
(di,K;, T;, E;) has three (3), two(2), three(3), two(2) respectively unknown parameters to
the attacker. Hence, the probability of guessing is very very less.
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On the other hand, the user’s password is involved with the parameters (Reg;, S;) of the
proposed protocol. So, we can proof in the similar way that .4 cannot derive or guess user’s
low entropy password in polynomial time.

The above description clearly states that an A has no way to derive user’s original
identity or password and the probability of guessing is enormously negligible. Hence, the
Theorem 1 is proved. O

Theorem 2 The proposed protocol protects user-server impersonation attack and
achieves mutual authentication property based on the threat model.

Proof 1t is our assumption that an A can trap the communicating message, as it is
transmitted through the public channel and after some modification of the messages, he/she
can re-transmit the message to the authenticator. If the re-transmitted message is authen-
ticated by somehow, the A can smash the security system and access the server. We now
assume that the login message (R;, TID;, SID;, d;) of the proposed protocol is transmitted to
the RS and trapped it by an A. At this time, he/she (A) tries to re-compute the login
message by changing the random nonce. However, the attacker cannot launch valid
message without the knowledge of the parameters (UID;, DID;) of the proposed protocol.
As described earlier, if A wants to guess the unknown parameters (UID;, DID;), the
probability is enormously negligible. Therefore, the attacker cannot forge valid message
<Rl', TID,’, SID,,dl> to the RS.

On the other hand, if an A wants to impersonate other communicating messages like
M, = (L;,K;,SID;, T;) and M3 = (SID;, K;, D;, E;) of the proposed protocol, he/she fails to
launch valid messages, because the parameters (UID;, S;, G;) is unknown to the attacker .A.

The above description clearly states that the proposed protocol is well protected against
the user-server impersonation attacks, that means the attacker cannot forge valid trans-
mitted messages to the desired entities. Therefore, the protocol achieves most desirable
mutual authentication property between the U; and the SS;. Hence, the Theorem 2 is
proved. (I

7.1 Privilege Insider Attack

Most of the today’s security system breaks due to insider attack. So, it is an important task
to keep user’s confidential information(s) secret from the server (though the server is
trusted). If an insider of the system (system manager or administrator) gets the user’s
correct password by some means, then he/she may use the same password in others account
of the others server, as most of the users use same password for a set of accounts. In our
proposed protocol, we provide HPW; = h(PW; || ID;) - P € G, instead of original pass-
word to the RS during the registration phase. Therefore, the insider adversary cannot
extract PW; from the given HPW;, as it is protected by the non-invertible cryptographic
one-way hash function.

7.2 Session Key Discloser Attack

The authenticated session key is used for secure communication between the entities
involved, and an attacker upon disclosure of the key can decrypt the secret information. So,
the secrecy of session key is the mandatory property of any key agreement protocol.
However, the session key of our proposed protocol is protected by the non-invertible
cryptographic one-way hash function. Besides it, the computation of the session key is
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dependent upon the parameters (UID;,y;, w;) which all are unknown to the .A. Therefore,
the session key computation is not feasible by an attacker.

7.3 Efficient Login Phase

During the login procedure, the protocol uses wrong information detection mechanism [2],
where the card reader verifies the user’s identity and password after verifying the user’s
biometric template. However, if a valid user inputs wrong information by mistake, it will
be quickly detected by the card reader and immediately rejects the session. Therefore, the
protocol avoids extra computation and communication overheads as well as network
congestion. Thus, the proposed protocol provides efficient login phase.

7.4 Efficient and User-Friendly Password Change Phase

In order to maintain security system safely, the user should change the password, and for
doing that the proposed protocol has provided efficient and user-friendly password update
phase. An user can change or update his/her password either without the help of the
registration server or with the help of the registration server. But, it is most desirable to
change the password without the help of the registration server, as it reduces the extra
computation, communication overheads and network congestion as well. The proposed
protocol provides password change phase to the user without the help of the RS and it is
more efficient comparing to the Hsieh-Leu’s scheme, as their protocol changes the
password with the help of the RS and uses secure channel. Therefore, the password change
phase of the proposed protocol is more efficient and user-friendly.

7.5 Single Registration

After executing user registration phase successfully to the RS, an user can access the
several registered application servers based on his/her demand and it avoids multiple
registration. Hence, the proposed protocol provides single registration feature to the
system.

8 Performance Comparison

In this section, we compare the performance of the proposed protocol with some other
existing related schemes [17-19, 25, 30, 31, 37, 40, 46] in terms of several security
functionalities and computation cost. It is noted that the authentication protocol generally
executes registration phase ((U;,SS;)) only one-time. Therefore, we compare the com-
plexity of the login and authentication phase in terms of computation. Though, the pass-
word change phase executes on user’s demand, we have compare it with the Hsieh—Leu
scheme. This paper applies some cryptographic operations whose notations are presented
below:

Tjp: The time of executing a bilinear map operation.

T),: The time of executing a cryptographic one-way hash operation.

T,,: The time of executing a point multiplication operation on the group Gj.
T,,: The time of executing a integer multiplication operation.

Tp: The time of executing a bio-hashing operation.
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Table 2 Functionality and security comparison of the proposed scheme with the related schemes

Schemes = [30] [31] [18] [17] [40] [19] [25] [37] Proposed
Al X X Vv X X X X X V4
A2 X X X X X X V4 X V4
A3 X X X X X X X X V4
A4 Vv X v Vv X Vv X X v
AS N A A Y VA
A6 Y N A N N Y A
A7 4 Vv X X 4 N4 X X V4

Al, resist off-line password guessing attack; A2, resist user anonymity; A3, resist impersonation attack; A4,
achieves mutual authentication with session key agreement; AS, provides efficient and user-friendly pass-
word change phase; A6, single registration; A7, pre-authentication; v/, resists corresponding attack or satisfy
corresponding property; X, cannot resist corresponding attack or not satisfy corresponding property

Table 3 Computation cost comparison of the proposed protocol with other related protocols

Schemes |} Computation cost

Liao-Hsiao [30] 2Ty, 4 10T, + 7T), + 1TGy + 2T paaa
Tseng et al. [40] 2Typ + 4Tpm + 1TGy + 2T pgaq + 3T
Geng—Zhang [17] 4Ty + 10T, + 3TGh + 3Tpaaa + 8T,
Zhao et al. [46] 2Ty, 4+ 12T, + 1TGy + 2T paaq + 1T
Hsieh-Leu [19] 2Ty, + 14T, + 4T, + 15T},
Proposed 2Ty + 11T, + 18T, + 1Ty,

Typ, bilinear pairing operation; 7,,, scalar point multiplication operation; 7,,, multiplication operation;
Tpaqa» point addition on group; Gy, Ty, bio-hashing operation; T}, one-way hash function; TGy, map to
point hash function

TGy: The time of executing a map to point hash function.

Tyaaa: The time of executing a point addition on the group G.

In Table 2, we have presented several functionalities comparison of the proposed protocol
with other related protocols and it is noticeable that the proposed protocol resists relevant
security attacks and achieves several security attributes than other schemes. Additionally,
the Table 2 confirms that the proposed protocol resists the mentioned security weaknesses
of the Hsieh-Leu scheme.

In Table 3, we have presented computation cost comparison of the proposed protocol
with several related protocols. In order to measure computation cost, the time complexity
associated with these operation can be roughly expressed as Ty, > T,, > T, >
Ty =~ Tpy. The computation cost including (login and authentication phases) of the Hsieh—
Leu scheme and proposed scheme are (27}, + 15T, + 14T, + 4T,,) and (2T, + 18T, +
1Ty, + 11T,) respectively. Moreover, the computation cost for the password change
phase of the Hsieh-Leu scheme takes (27}, + 117}, + 7T, ), whereas the proposed pro-
tocol takes negligible computation, as it does not compute any bilinear pairing operation. It
is noticeable that the proposed protocol is relatively better than others specially Hsieh—Leu
scheme in terms of computation complexity. This paper uses SHA-2 cryptographic one-
way hash function for achieving top security, and its message digest is 160 bits. As the
protocol provides strong security protection on the relevant security attacks and
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authenticates the U; twice, the proposed protocol takes little more communication cost than
Hsieh—Leu’s scheme.

9 Conclusion

This paper discusses several security attacks including inefficient password change phase
of the scheme proposed by Hsieh—Leu. Thereafter, we propose a three factors based user
authentication and key agreement scheme using bilinear pairing usable in multi-server
architecture to remove the mentioned security pitfalls of the Hsieh-Leu scheme. The
security validation of the proposed scheme has shown using BAN logic which confirms that
the proposed protocol achieves mutual authentication and session key agreement securely.
Further, the informal cryptanalysis proves the resilience of relevant security attacks. The
performance analysis section shows that the protocol is more secure and efficient than
other related schemes. Moreover, it is also noticeable that the proposed protocol can
change the password on user’s demand without the help of the registration server and also
it takes negligible computation cost. The overall performance and different security aspects
of the proposed protocol make the authentication system so efficient that it can be im-
plemented in practical application.
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