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Abstract In this paper, we consider cooperative relaying protocols for enhancing wire-
less physical layer security. For time-division multiple-access based cooperative protocols,
we analyze achievable secrecy rates with total and individual relay power constraints and
design relay beamforming weights to improve the secrecy rate, assuming that multiple
cooperative relays operate in decode-and-forward mode. Numerical results are presented to
compare the secrecy rates of the cooperative protocols in various secure communication
environments.

Keywords Physical layer security - Cooperation - Relay networks - Secrecy rate

1 Introduction

In modern wireless systems such as mobile cellular networks, wireless local area networks,
sensor networks, and smart grid, there has been growing demand for transmission of
private information such as banking information, online transactions, and private medical
information. However, the broadcast nature of wireless channels is known to make it
difficult to send secure information to the intended recipient without being eavesdropped
by unauthorized receivers or jammed by malicious transmitters in wireless networks.
Recently, physical layer security schemes have attracted growing attention to enable secure
communication over wireless channel without using any encryption techniques, which rely
on the upper-layer operations [1].

Exploiting the physical characteristics of wireless channels, physical layer security
investigates the amount of information securely transmitted to the desired user in an
information-theoretic point of view. An achievable secrecy rate is defined as a rate at
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which the source can transmit secure information to its intended destination, while the
eavesdropper extracts nothing from the transmitted information. The maximum achievable
secrecy rate is called the secrecy capacity [1]. In [2—4], it is proved that positive secrecy
rate can be achieved without the need of sharing a secret key when the source—eaves-
dropper channel is a degraded version of the main source—destination channel.

In order to achieve positive secrecy rates even when the source—destination channel
condition is worse than the source—eavesdropper channel condition, cooperative relaying
schemes have been widely studied, where multiple relay nodes cooperatively operate to
increase the secrecy rate [5-9]. In [5], a secure communication with the help of multiple
cooperating relays is considered in the presence of one or more eavesdroppers. A set of
trusted relays is assumed to perform one of three different operation modes: amplify-and-
forward (AF), decode-and-forward (DF), and cooperative jamming (CJ). For AF and DF
modes, the relays receive the signal from the source in the first time slot. In the second time
slot, the relays forward the weighted versions of their received signals for AF mode and
their re-encoded signals for DF mode. For CJ mode, the relays transmit weighted jamming
signals to confuse the eavesdroppers while the source transmits the signal to the
destination.

Let us consider a secure communication of one source—destination pair with the help of
multiple DF relays in the presence of one eavesdropper, where each node is equipped with
a single antenna. Assuming that a set of trusted relays performs the DF mode, we consider
two different cooperative protocols in Table 1 [10]. In Protocol I, the source communicates
with the relays and the destination, while the eavesdropper also receives the signal from the
source, over the first time slot. In the second time slot, only the relays communicate with
the destination and the eavesdropper also hears the relays. In Protocol II, the relays,
eavesdropper, and the destination receive the signal from the source over the first time slot,
whereas both the destination and eavesdropper receive the signals from both the source and
the relays over the second time slot. The difference between two cooperative protocols is
found in the second time slot, where Protocol I allows only the relays to send information
signals, while both the source and relays are allowed to send information signals in Pro-
tocol II.

In the conventional works, the secrecy rate has been investigated only for Protocol I. In
[5] and [8], the secrecy rate of Protocol I is studied under an overall power constraint,
where the sum of the transmit powers of the source and all relays is restricted. In this work,
we consider total relay power constraint (TRPC) and individual relay power constraint
(IRPC). The TRPC indicates that the sum of the transmit powers of all the relays is
restricted, whereas the peak transmit power at each relay is restricted in the IRPC. For the
TRPC and IRPC, the secrecy rates of Protocol I can be obtained through a simple

Table 1 Cooperative protocols

Protocol Time slot
1 2
1 S — (R,E, D) R — (E, D)
I S — (R, E, D) S — (E,D),R — (E, D)

S, R, E, and D indicate the source, relays, eavesdropper, and destination, respectively. A — B denotes that B
receives the signal from A
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modification of the result in [6]. In this paper, let us focus on the achievable secrecy rate of
Protocol II and design relay beamforming weights tailored for Protocol II to enhance the
secrecy rate under TRPC and IRPC. Numerical results are presented to investigate the
different characteristics of Protocol I and II.

2 System Model

Let us consider one source—destination pair, M trusted DF relays, and one passive
eavesdropper [5]. Each node is equipped with a single antenna. All channels are assumed
to undergo flat fading, which is practically realizable using an orthogonal frequency-
division multiplexing technique, even in frequency selective channels. Let kg, denote the
complex channel gain between the source and the destination, /g, denote the complex
channel gain between the source and the eavesdropper, hTSR denote the M x 1 channel
vector between the source and M relays, hLD denote the 1 x M channel vector between M
relays and the destination, and h;?E denote the 1 x M channel vector between M relays and
the eavesdropper. (.)* and ()Jr denote the complex conjugate and the conjugated transpose,
respectively. The noise at each node is assumed to be complex additive white Gaussian
with zero-mean and variance ¢”.

For Protocol 11, the received signals at the destination, the eavesdropper, and M relays in
the first time slot are given as

yp1 = VPshgpxi +np 1,
Ve = VPshgx) + ng 1, (1)
yR,l = \/Psthxl + Ngi.

where x) is the data symbol with unit power transmitted in the first time slot and Py is the
transmit power of the source. In the second time slot, each relay transmits its own weighted
version of x; assuming that x; is correctly decoded by all relays, whereas the source

simultaneously transmits the data symbol x,. Let w = [wy,wa,...,wy]" be a M x 1
beamforming weight vector to stack all weights of the relays. Then, the received signals at
the destination and the eavesdropper are expressed as

yp2 = hbpwxy + v/Pshipxs + np, 2)
YE2 = hIewal + V/Pshgpxs + ng .

In (1) and (2), np; and ng; denote additive white Gaussian noise (AWGN) at the desti-
nation and the eavesdropper in the ith time slot, respectively. ng; is a M x 1 vector to
stack the noises at M relays.

3 Achievable Secrecy Rate

Let us first evaluate the rate at the destination, Rp. We express the received signals at the
destination in (1) and (2) as the following matrix form:

¥p = Hpx +np, (3)
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where x = [xhxz]T }T, np = [nD,l,nD,z]T, and

VPshi;, 0 }
hIaDW VPslisp

For the DF mode, let us define R, Rg”“l , Rg) and Rg> as in [10], which are given as

»¥Yp = [)’D‘u)’p,z

H, = { )

o1
Rrela)’ = i]ogz(] + PS“SR), (5)
Rol = Lioo det (1, + L HpH] 6
D—zgze 2+O_2DDa (6)
2
m _ 1 |[hp|
Rp = Elogz (1 +7 ) (7)
1
Rg) = Elng(l =+ PstD), (8)

where I; is a k x k identity matrix, hp denotes the first column of Hp,asp =

2
min,, ‘hsjz”" ,hsgm is the mth entry of hgg, and agp = "';2 . In (5)—(8), the factor of 1/2

indicates that the information is transmitted over two time slots, which have the same

duration. Note that R(D1> and Rg) indicate the maximum achievable rates for x; and x,,

|2

respectively. R™/ is the rate at which all the relays can correctly decode x; from the
source, and Rtg’“l denotes the maximum sum rate of x; and x, over the two time slots. In

particular, substituting (4) into (6), we obtain
1 _
RtDatal = EIng (ﬁD + W]LI{RDW)7 (9)

_ t
where i, = (1 + PgocSD)2 and Rgp = h'”;#

From the analysis given in [10], it is found that the achievable rate can be given as

Rrelay th[r))tal _ R(DZ)

Rgml
RD = Rre[ay + Rg)7 Rrelay <Rl5ml _ RE)Z) (10)

In (10), let us first consider the case where the maximum sum rate of x; and x, is achieved

(i.e., Rp = RS""). Since Rg) is the maximum achievable rate for x,, the achievable rate for

x1 becomes R}g"’l — Rg). In order to guarantee that all the relays correctly decode x|, we

require the constraint R™/% > RE‘)’“’I — R(Dz>. In case that R <Rj:‘,”“l — Rg), the rate for x;
should be limited to R™® because all the relays should correctly decode x|, and the

achievable sum rate for x; and x, becomes R = R"*® —I—Rg) as shown in (10). Substi-

tuting (5), (8), and (9) into (10), we rewrite Rp in (10) as follows:
1 _
Elogz (Bp + WTRRDW), wiRzpW < pp

Ry =12 (11)
EIng(l + Psosg) (1 + Psasp),  WRgpW > pp,
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where pp, = Ps(asg — osp) (1 + Psaisp)-
Now, let us consider the rate at the eavesdropper, Rg. As in (3), the received signals at
the eavesdropper in (1) and (2) can be also expressed as the matrix form y; = HgX + ng,

where y; = [yz 1, yz0) g = [ng1,ngo)", and

v/ Psh; 0
Hp= | % ) (12)
hpew  V/Pshgg
In the same way described above, we can compute Rg as
L oo (B + wi i
5log, (B + WRgew), wWRrewW < pg
_ )2
Rp = | (13)
Elogz(l + Psasg) (1 + Psosg),  WIRgeW > pp,
_ h-r 2
where B = (1 + Psose)’, Ree = £, pg = Ps(asg — ose) (1 + Psose), and ogp = ‘hgz‘ .

Since the achievable secrecy rate 1s defined as R; = max{0,Rp — Rg}, we derive the
achievable secrecy rate for Protocol II using (11) and (13) shown as

max{O ~lo ZW}
Br + WwiRggw
Case 1: WRzpw < pp, WRRew < pp
Bp + WiRgpw }
1+ PS{XSR)(l =+ PSaSE)
Case 2: WRgpw < p), WRggw > pp
max{OAlog2 (I+ {)SOCSR)(] + PSaSD)}
2 ﬁE —+ WTRREW
Case 3: wiRgpw > pD,wTRREW <pg
max{O ! —log, 71 + PSO(SD}
2 1 + Pgosg

Case 4: wiRgpw > pD,waRREw > pg.

1
max{O, 2 log, (

Since both Rp and Rg are defined in two different cases, the achievable secrecy rate is
categorized into four cases as in (14).

4 Design for Achievable Secrecy Rate Maximization

In this section, we design the relay weight vectors to maximize the achievable secrecy rate
in (14) for TRPC and IRPC, assuming that the transmit power of the source Py is fixed. For
each case in (14), we design the beamforming weight vector w and compute the corre-

sponding secrecy rate Rw . Then, the final secrecy rate for Protocol II is computed as
Ry = max; R@.

4.1 Case 1

The optimization problem to maximize the achievable secrecy rate is given as
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ED + WTRRDW
max ————
w ﬁE —+ WTRREW
s.t. WRgpw< 0D, wiRgpw < 12 (15)
wiw < MPg, TRPC
|W|* < Pgfor allm, IRPC,

where Py denotes the peak transmit power of each relay for IRPC. For TRPC, the sum of
the transmit powers of M relays is restricted to MPg.

4.1.1 TRPC

We solved the optimization problem for TRPC using an iterative approach. Let us define

w= \/LFW, where P, denotes the sum of the transmit powers of all the relays, wiw =P,
I3

and wiw = 1. Then, we can rewrite the optimization problem for TRPC in (15) as
W RgpW
A WTRREVI’
S.t. VI’TRRDV;’ < p—D ) VNVTRREW < @ N (16)
P, P,

P < MPp,

where Rgp = fply + PRgp and Rgz = Szl + PRgz. As in [5], we use an iterative
approach to solve (16). In (2), we first determine w to null out the signals at the eaves-
dropper shown as

(IM - PRE)hRD

W= oM~ RE)MRD 17
||(Iy — Pre)hgpl| )
where Prp = hRE(hITQEhRE)fthE [5]. Using (17), we set the initial value of P; as
. Pp PE
! mln{ R7V~VTRRDW WTRREW} ( )

Using (18), we compute the eigenvector corresponding to the maximal eigenvalue of
R,/ Rgp and use it as the initial vector of W. Then, we perform the following steps to solve
the problem iteratively.

— Step (1) Given w, compute P; as in (18) and the secrecy rate. If the computed P,
provides better secrecy rate, update P;.

— Step (2) Given P,;, compute w by using the solution of the generalized eigenvector
problem. If the computed w provides better secrecy rate, update w.

— Step (3) Repeat Steps (1) and (2) until the secrecy rate converges or the number of
iterations reaches to the predetermined number.

4.1.2 IRPC

For IRPC, the optimization problem in (15) can be equivalently rewritten as [11]
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max
Wt
S.t. tI'(W(RRD — IRRE)) > IBE - BD
tr(WRgp) < pp, tr(WRgg) < pg, (19)

rankW =1 W >0,
W, < Pg for all m,

where W = ww', tr(.) denotes the trace operation, W,,, is the mth diagonal entry of
W, W > 0 indicates that W should be a symmetric positive semidefinite matrix, and
rank W = 1 implies that the rank of W should be one. Let us use the semidefinite relax-
ation to ignore the rank constraint in (19). Then, we employ a bisection technique asso-
ciated with the following convex feasibility problem [12]:

find W
such that tr(W(Rgp — Rge)) > tfr — Bp
tr(WRgp) < pp, tr(WRgg) <pp, W =0,
W,... < Pgfor allm.

(20)

The convex feasibility problem in (20) can be solved by the well-established interior-point-
based package such as SeDuMi [13] and Yalmip [14], which provides a feasibility cer-
tificate if the problem is feasible. The bisection technique requires initial upper and lower
values. The initial lower value is set to be zero. Since it is reasonable to assume that the
secrecy rate with TRPC is larger than that with IRPC, the initial upper value is set to be the
secrecy rate with TRPC. After performing the bisection technique, we can obtain the
optimal solution W*. If W* is of rank one, the principal eigenvector of W* is used as w. If
the rank of W* is higher than one, we employ a randomization technique [15]. In this
work, let us eigendecompose W* as W* = UAU', where A is the diagonal matrix whose
diagonal elements are the eigenvalues of W*, and each column of U is the eigenvector
corresponding to each eigenvalue. Then, we generate a set of candidate weight vectors,
Wi = UAY ka, where v, is a vector of zero-mean, unit-variance complex circularly
symmetric uncorrelated Gaussian random variables. After checking whether each candi-
date weight vector satisfies the given constraints or not, we choose the best one among
these candidates.

4.2 Cases 2 and 3

In these cases, we can formulate the following optimization problems:
max W Rgpw
w
S.t. WTRRDW <pp, WTRREW > pp,

wiw < MPg, TRPC
|W|* < Pg for allm, IRPC

for Case 2 and
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min WTRREW
w
st. wWRgpw > 0ps wiRggw < 0K,

wiw < MPg, TRPC
|Wi|* < Pg for allm, IRPC

(22)

for Case 3. It is seen that the optimization problems in (21) and (22) are quadratically
constrained quadratic problems (QCQP) [16]. Using semidefinite relaxation as in [16], we
rewrite the above problems given as

max tr(WRgp)

st. tr(WRgp) <pp, tr(WRgg)>pp, W =0, (23)
tr(W) < MPy, TRPC
tr(WG,,) < Pg for allm, IRPC.

for Case 2 and

min tr(WRgg)

S.t. tr(WRRD) > POp, tr(WRRE) <pg, W=x0, (24)
tr(W) < MPg, TRPC
tr(WG,,) < Pgfor allm, IRPC.

for Case 3, where G,, is a M x M matrix with all zero entries except for the mth diagonal
entry, which is equal to one. Note that the above problems can be also handled by SeDuMi
and Yalmip. For each case, we can obtain the optimal solution when the problem is
feasible. If the rank of the solution is higher than one, we employ the randomization
technique.

4.3 Case 4

In this case, we have to solve the following feasibility problem:

find w
such that wTRRDw > pop, wTRREw > g, (25)
wiw < MPxg, TRPC
|Wi|* < Pg for allm, IRPC.
Using semidefinite relaxation, we rewrite the above problem shown as
find W
such that tr(WRgp) > pp, tr(WRgg) > pg, W =0, (26)
tr(W) < MPg, TRPC
tr(WG,,) < Pgfor allm, IRPC.

If the problem in (26) is feasible, we can obtain the solution. If the rank of the solution is
higher than one, we employ the randomization technique.
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5 Numerical Results

In this section, we present numerical results to investigate the performance of the proposed
design schemes. As in [8], a simple one-dimensional system configuration is considered,
where the source, relays, destination, and eavesdropper are located in a line. It is assumed
that the source—destination and source—eavesdropper distances, denoted as dsp and dgg,
respectively, are always larger than the source—relay distance dsg. In the one-dimensional
configuration, the relay—destination and relay—eavesdropper distances are simply given as
drp = dsp — dsg and dgp = dsg — dsg, respectively. Furthermore, channels between any
two nodes are assumed to follow a line-of-sight (LOS) channel model d—%e/’, where d is the
distance between the nodes, 0 denotes a random phase distributed uniformly within [0, 27),
and ¢ = 3.5 is the path loss exponent. We also assume that the distances between relays are
much smaller than the distances between relays and source/destination/eavesdropper, such
that the path losses between relays and the other nodes are taken to be the same. The
average secrecy rate is evaluated for 1000 independent channel realizations. In the fol-
lowing simulation results, we set M = 10, Ps = 20dBm, and 6% = —30dBm.

Figure 1 presents the secrecy rates of Protocol I and II as a function of dsz when
dsg = 5m, dsp = 20m, and P = 20dBm. As expected, the secrecy rate increases as the
eavesdropper moves away from the source. It is favorable to secure communication that the
eavesdropper is located farther from the source than the destination. It is observed that the
secrecy rates of Protocol I saturate even though dsg increases. For TRPC, Protocol II with
the proposed relay weights provides better secrecy rate than Protocol I when dsg > 35 m.
For IRPC, Protocol II is more advantageous than Protocol I when dsz > 25 m. Keeping in
mind that Protocol II allows the source to send information signal to the destination even in
the second time slot, we can conclude that Protocol II is guaranteed to outperform Protocol
I for both TRPC and IRPC when the source—destination channel is good and the channel
conditions are favorable to secure communication.

In Fig. 2, we compare the secrecy rates of Protocol I and II as a function of dsg when
dsp =20m, dsg = 40m, and Pgr = 20dBm. The secrecy rates of Protocol I and II de-
crease, as the relays move away from the source (i.e., dsg increases). Note that the increase

Fig. 1 Comparison of secrecy 5 T ; ; ; ; ; ;
rates as a function of dgsg
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Fig. 3 Comparison of secrecy rates as a function of dsp (dsg = 5Sm, dsg = 40m, and Pr = 20dBm)

of dsg results in the decrease of the rate at which all the relays can correctly decode the
signal from the source. It is remarkable that the secrecy rate of Protocol I decreases more
steeply than that of Protocol II as dsg increases. For both TRPC and IRPC, Protocol II is
found to provide better secrecy rates than Protocol I in all ranges of dg.

Figure 3 shows the secrecy rates of Protocol I and II as a function of dsp when
dsg = 5m, dsg = 40m, and Pg = 20dBm. Protocol II is found to outperform Protocol I
for both TRPC and IRPC when dsg <20 m. Furthermore, in the range of dsp less than
20 m, it is observed that the secrecy rates of Protocol I for both TRPC and IRPC are
slightly improved with decreasing dsp, whereas those of Protocol II are significantly
improved with the decrease of dsp. Since the smaller value of dgp makes the source—
destination channel condition better, Fig. 3 also confirms that, when the source—destination

@ Springer



Cooperative Relaying Protocol for Improving Physical Layer... 3043
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channel is good, Protocol II is more beneficial than Protocol I in the viewpoint of the
secrecy rate performance as discussed in Fig. 1.

In Fig. 4, we presents how the secrecy rates of Protocol I and II vary with Pr when
dsg = 5m, dsp = 20 m, and dsg = 40 m. For TRPC and IRPC, Protocol I provides slightly
better secrecy rates than Protocol II when Pr <20dBm and Pr <17.5 dBm, respectively.
However, the secrecy rates of Protocol I with both TRPC and IRPC saturate when
Pr > 17.5dBm, whereas the secrecy rates of Protocol II increase almost linearly with Pg
until Pg <22.5dBm. Furthermore, it is found that Protocol II outperforms Protocol I for
both TRPC and IRPC when Pg > 20 dBm.

6 Conclusion

In this paper, cooperative relaying protocols have been investigated for enhancing wireless
physical layer security. We derived the achievable secrecy rate and designed the relay
weight vector to enhance the secrecy rate under TRPC and IRPC. The secrecy
maximization problem has been solved by using a convex feasibility problem with
semidefinite relaxation and a bisection technique. From numerical results, we have shown
that the cooperative relaying protocol studied in this work provides better secrecy rate than
the conventional protocol in favorable secure communication environments with good
source—destination channel conditions. In these environments, our works can be utilized to
improve secrecy rates and meet the growing demand for secure information transfer.
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