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Abstract In global mobility networks, user authentication is an essential security
mechanism that permits mobile users to use the roaming services offered by foreign agents
with the support of home agent in mobile network environment. Recently, Rhee et al.
analyzed Wu et al. and Wei et al. authentication scheme, and proposed a smart card based
user authentication scheme with user anonymity in global mobility networks. However, in
this paper, we find that Rhee et al. scheme is vulnerable to user impersonation attacks and
off-line password guessing attacks. Moreover, the scheme does not preserve user
anonymity; does not provide perfect forward secrecy, and an option to change/update the
password; and does not detect wrong password quickly. Hence we propose a secure au-
thentication scheme with user anonymity for roaming service in global mobility networks.
Furthermore, performance analysis shows that compared with existing authentication
schemes, our proposed scheme is simple and secure.

Keywords Mobile network - Authentication - Security - User anonymity - Smart card

1 Introduction

With the recent advancement and tremendous growth of wireless communication tech-
nology and the increasing demand for low power mobile devices, secure communication
among low-power wireless communication devices is becoming important. A special
network provides global roaming service that permits mobile user to use the services
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provided by his/her home agent in a foreign network, called the global mobility network
[1]. When a mobile user roams into a foreign network, mutual authentication must first be
solved to thwart illegal user from accessing services and to guarantee that mobile users are
connected to a trusted networks. Authentication is a method for verifying the identities of
remote users in global mobility network before they can access a service(see Fig. 1).
Generally, there are three types of authentication methods 1. Identity authentication of
something known, such as password. This is called single factor authentication. 2. Identity
authentication of something possessed, such as smart cards. This is called two-factor
authentication. 3. Identity authentication of some personal characteristics, such as finger-
print, voiceprint and iris scan. This is called three-factor authentication. Most early au-
thentication schemes are only based on password. While such schemes are relatively easy
to execute, passwords have several vulnerabilities [2]. Smart card based password au-
thentication provides two-factor authentication, that is a successful login requires the user
to have a legal smart card and a proper password. Three-factor authentication is very
similar to smartcard based password authentication, with the only difference that it requires
biometric characteristics as an additional authentication factor. However, there is a risk in
using biometric factor that most people do not like to talk about, but it is important to
consider. People suffer from accidents all the time. In some serious cases, these lead to
disfiguration of hands, eye damage, vocal cord damage, etc. Notwithstanding these, even
the implementation cost is too high. As a result, three-factor authentication is more ex-
pensive than single or two-factor authentication. Due to these concerns, the password
authentication scheme using smart card is one of the simplest and most convenient au-
thentication methods for handling secret data in global mobility network.

In general, a strong user authentication scheme in global mobility network should
satisfy the following security requirements (SR): the achievement of user anonymity and
untraceability (SR ); the ability to resist known-key attack (SR, ); the achievement of perfect
forward secrecy(SR;3); the ability to resist insider attack(SR4); the ability to resist password
guessing attack(SRs); the ability to resist replay attack(SRg); the ability to resist stolen-
verifier attack(SR;); the ability to resist forgery attacks or impersonation attacks(SRg); the
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Fig. 1 Privacy-reserving user authentication for roaming service
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achievement of mutual authentication(SRy); the ability to resist man-in-middle at-
tack(SR10); local password verification(SRy;); user friendly(SR;2). In order to achieves
above listed security requirements in global mobility network, several authentication
schemes using smart cards have been proposed in the past, some of which are discussed
below.

In 2004, Zhu et al. [3] proposed an authentication scheme with anonymity for wireless
environments. However, Lee et al. [4] pointed out that this scheme cannot achieve mutual
authentication and perfect backward secrecy, and is vulnerable to forgery attack. The
authors further proposed an enhanced anonymous authentication scheme in 2006. Addi-
tionally, Wei et al. [5] also proved that Zhu et al.’s scheme does not satisfy user anonymity,
and proposed an improved scheme. Subsequently, Wu et al. [6] analyzed Lee et al.’s
scheme and proved that it cannot achieve user anonymity, backward secrecy in 2008.
Moreover, Wu et al. proposed a secure authentication scheme with anonymity for wireless
communication and claimed their scheme achieves both user anonymity and backward
secrecy, but Xu et al. [7] and Lee et al. [8] demonstrated that Wu et al.’s scheme fails to
provide user anonymity. Wang et al. [9] also established the same, and thereafter proposed
an enhanced scheme. Be that as it may, Jeon et al. [10] showed that Wang et al.’s scheme is
vulnerable to a malicious attacker and does not provide user anonymity.

In 2009, Chang et al. [11] remonstrated Lee et al.’s scheme cannot provide user
anonymity under the forgery attack and then proposed an enhanced authentication scheme.
Nevertheless, Youn et al. [12] exhibited that Chang et al.’s scheme cannot achieve user
anonymity and cannot resist a known session key attack. Zeng et al. [13] too remarked that
Zhu et al.’s scheme [3], Lee et al.’s scheme [4] and Wu et al.’s scheme [6] cannot achieve
user anonymity. In 2010, He et al. [14] found Wu et al.’s scheme [6] does not provide user
anonymity and furthermore is vulnerable to replay and impersonation attack. They then
proposed a strong user authentication scheme with smart cards for wireless
communications.

In 2011, Li et al. [15] found that He et al.’s scheme [14] lacks user friendliness, and
cannot provide user anonymity and fairness in key agreement. Thus, Li et al. [15] proposed
a new authentication scheme with user anonymity for wireless communications. However,
in 2013, Jeon et al. [16] demonstrated that Li et al.’s scheme is inefficient due to com-
putational overhead and does not provide session key update. Subsequently, they proposed
an efficient user authentication scheme with smart cards for wireless communications.
Thereafter, Das [17] also showed that Li et al.’s [15] scheme fails to update the user’s
password appropriately in the password change phase and cannot withstand replay attack.
Additionally, Das proposed an improved scheme, but Wen et al. [18] pointed out that Das’s
scheme is insecure against impersonation attack and then they too proposed an improved
scheme. In the same year, Xu et al. [19] reanalyzed Lee et al.’s scheme [4] and proved that
it cannot achieve user anonymity, and proposed then a new authentication scheme to
achieve user anonymity. Rhee et al. [20] analyzed Wu et al.’s scheme [6] and Wei et al.’s
scheme [5] and presented that Wu et al.’s scheme fails to preserves user anonymity, and
that Wei et al.’s scheme [5] allows the user to login without smart card. Furthermore, Rhee
et al. proposed an improved authentication scheme and claimed their scheme achieves user
anonymity and restricts user login without smart card. However, Xiong et al. [21] show-
cased that Rhee et al.’s scheme does not achieve user anonymity and then proposed an
enhanced scheme. Later on, He et al. [22] and Yoon et al. [23] also proposed new schemes
and they claimed their schemes achieves all the security requirements.

In 2012, Niu and Li [24] showed that Yoon et al.’s scheme [23] cannot achieve user
anonymity and unfairness in key agreement, and then they proposed a novel user
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authentication scheme with user anonymity. Chun [25] also proved that Yoon et al.’s
scheme [23] can not resist insider attack and achieve user anonymity, and then the author
proposed an improved scheme. Subsequently, Mun et al. [26] reanalyzed Wu et al.’s
scheme [6], and remonstrated that Wu et al.’s scheme also fails to achieve user anonymity,
perfect forward secrecy, and discloses legitimate user’s password. Further, they proposed
an improved anonymous authentication scheme. However, Kim et al. [27] presented that
Mun et al.’s scheme is vulnerable to replay and man-in-the middle attack and then they
proposed an improved scheme.

In 2013, Jiang et al. [28] analyzed He et al.’s scheme [22], and pointed out that He
et al.”s scheme suffers from privileged insider attack, domino effect, session key and replay
attack, fails to achieve strong two-factor security, and there is no password change option.
Then they proposed an improved scheme to enhance the security strength of He et al.’s
scheme. However, Wen et al. [29] exhibited that Jiang et al.”s scheme [28] is vulnerable to
replay, stolen-verifier and denial of service attack, and moreover proposed an improved
scheme to withstand security flaws of Jiang et al.”s scheme. Later on, Li et al. [30], Xie
et al. [31] and Xu et al. [32] also proposed new authentication schemes and they claimed
their schemes achieve all the security requirements.

Recently (2014), Zhao et al. [33] found Mun et al.’s scheme [26] vulnerable to insider,
off-line password guessing, impersonation attacks, and it cannot achieve user anonymity,
user friendliness, local verification and proper mutual authentication. Subsequently they
proposed a new authentication scheme to overcome the security flaws of Mun et al.’s
scheme. Later on, Hu et al. [34] reanalyzed Li et al.’s scheme [15], and figured out that it is
vulnerable to off-line password guessing attack. To remedy this security flaw, they pro-
posed an improved scheme. Kuo et al. [35] too proposed an efficient and secure authen-
tication scheme for wireless network and claimed their scheme to be competent to increase
efficiency and improve security. Most recently, Ding et al. [36] showed that Li et al.’s
scheme [30] cannot provide user anonymity and is vulnerable to off-line password
guessing attacks. Furthermore, Ding et al. presented an enhanced scheme to overcome the
defects of Li et al.’s scheme. Later on, Zhou et al. [37], Jiang et al. [38] and He et al. [39]
also proposed new authentication schemes and they claimed their schemes achieve all the
security requirements.

However, in this paper, we present a brief review of Rhee et al.’s scheme [20] and
demonstrate the vulnerability of their scheme to off-line password guessing attack, user
impersonation attack. Besides, the scheme fails to provide user anonymity, perfect forward
secrecy and an option to change/update the password. Moreover, we find that Rhee et al.’s
scheme cannot detect incorrect password in login phase immediately-it is detected by the
home agent(HA) only in the authentication phase. Due to that, unnecessary communication
and computation is incurred. We also propose a new authentication scheme with user
anonymity for roaming service in global mobility, which is secure and achieves forward
secrecy. In our scheme, a mobile user can freely change his/her password of the smartcard
without the help of the home agent. We demonstrate that the proposed scheme can
withstand off-line password guessing attack and user impersonation attack. Also, our
proposed scheme can detect an incorrect password in login phase immediately. We also
show that our proposed scheme is well suitable for mobile environments, and manifest the
advantages of our scheme as compared to the related schemes [14, 20, 23, 28, 30].

The rest of the paper is organized as follows. In Sect. 2, we briefly introduce the discrete
logarithm problem, the one-way hash function, and the Diffie—Hellman problem; these
mathematical concepts form the basis of the security of our proposed scheme. In Sect. 3,
we review Rhee et al.”s scheme. Section 4 describes the weakness of Rhee et al.’s scheme.
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Our proposed scheme and corresponding scheme analysis are presented in Sects. 5 and 6,
respectively. The performance analysis and security requirement comparisons are pre-
sented in Sect. 7. We lastly present our conclusions in Sect. 8.

2 Preliminaries

In this section, we provide brief introductions to the discrete logarithm problem [40], the
one-way hash function (e.g., MD5 [41] or SHA-1 [42], and the Diffie-Hellman problem
[43]; these mathematical concepts form the basis of the security of our proposed scheme.

2.1 Discrete Logarithm Problem and Diffie-Hellman Problem

Until now, the discrete logarithm problem has been intractable. Detailed information about
the discrete logarithm problem can be found in [40], and we briefly introduce the discrete
logarithm problem in the following text. Assume that g is a generator of Z, and that p is a
large prime number. Consider the following equation:

X = g'modp (1)

If we know g, x and p, computing the modular exponentiation X = g‘modp is trivial.
However, if we know g, X, and p, it is computationally infeasible to find x due to the
factoring of prime numbers [44]. The problem of solving equation (1) for x is called the
discrete logarithm problem. Furthermore, given g, p, X = g*mod p, and Y = g"mod p, the
computation of K = g”mod p is termed the Diffie—Hellman problem [43].

2.2 One-Way Hash Function

A one-way hash function 4 : x — y is a function with the following properties:

e The function h(-) takes message of variable length as the input and converts it into the
output of a fixed-length message digest.

e The function A(-) is one-way in the sense that, given x, it is trivial to compute i(x) = y.
However, given y, it is difficult to compute A~ ! (y) = x.

3 Review of Rhee et al.’s Scheme

In this section, we review Rhee et al.’s authentication scheme [20]. It comprises of three
phases: registration phase, login phase, and authentication phase. The notations used in
Rhee et al.’s scheme are defined in Table 1. Rhee et al. consider the scenario where a
mobile user U;, associated with its home agent HA, is visiting a foreign network with
foreign agent FA. They assume that N is a secret key which is held only by HA. The
detailed steps of these phases are revealed as follows.

3.1 Registration Phase

In this phase, whenever a mobile user U; enrolls in his/her home agent HA, U; chooses his/
her identity /Dy and sends IDy to HA. After receiving identity /Dy of a mobile user U;, the
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Table 1 The notations used in

Rhee et al.’s scheme Notations Descriptions
U; ith mobile user
PWDy Password of U;
IDy Identity of U;
HA,FA Home agent, Foriegn agent
(X)k Encryption of a message X using a symmetric key K
Epa(X) Encryption of a message X using a public key P4
Ssa(X) Signature on a message X using a secret key Sy
N Secret key of HA
Certy Certificate of an entity A
h(-) Cryptographic one-way hash function
Ty Timestamp generated by an entity A

I Concatanation
@ Bitwise XOR operation

home agent HA generates PWDy, r; and r,, and stores IDyy, 1y, 1, and a one-way hash
function A(-) in the smart card of U;.
PWDy = h(N||IDy)
ry = h(N| ‘IDHA)
Iy = h(Nl ‘IDU) D IDHA D IDU

where N is a secret key kept by HA. HA then sends PWDy and a smart card containing
IDyy, 1y, r» and h(-) to U; via a secure communication channel.

3.2 Login Phase and Authentication Phase

A foreign agent FA authenticates mobile user U; by interacting with home agent HA as
follows.
Step 1: U,' — FA : {I’l7 (I’I(II)U)||X()||)C)L,]DHA7 TU}

1. If U; keys PWDy to U;’s mobile device, then U;’s mobile device selects secret random
values xo and x and computes n and L as follows.

n :h(TUHI’1) @ r @PWDU
L =h(Ty||PWDy)
2. U;s mobile device sends login request message {n, (h(IDy)||xo||x);,IDra, Ty} to
foreign agent FA, where Ty is a current timestamp.
Step 2: FA — HA : {I’l7 (h(IDU>||xOHx)L7TU7SSFA((h(IDU)||x0||x)L7TchertFA)’
CertFA, TF}
3. When FA receives the message at time T, it verifies the validity of Ty. On successful
verification, FA selects a random number b and sends the message
{n, (h(IDy)||x0||x) 1, Tu, Ssz, (R(IDy)||x0||x),, Tu, Certpa), Certpa, Tr} to home agent

HA, where T is a current timestamp, Spy is a FA’s private key and Certpy is a
certificate of FA.
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Step 3: HA — FA : {c,W,b,Ss,, (h(b,c, W, Certpa)), Certpa, Tn }

4. When HA receives the message, it verifies the validity of certificate Certpy and
timestamp Tr. If both conditions hold, then HA computes mobile user’s identity as

IDy = WTy||h(N||IDg4)) ®n @ IDia
= WTy||W(N||[ID g 4)) & W(Ty||r1) & 1o & PWDy & IDya
= Ty 7a) ® h(TullbHEDTA)) © 73 ® PWDy @ IDya
=10®PWDy & IDya
= W(N||IDy) @ IDga @ IDy ® PWDy @ [Dga
= PW-Dy © IDga © IDy © PWDy © IDga
=IDy

Then, it computes L = h(Ty||h(N||IDy) and decrypts (h(IDy)||xo||x); .

5. HA verifying if h(IDy) = h(IDj;). If verification holds, then HA computes W =
Ep,.(h(h(N||IDy))||x0||x) and generates its signature Ss,, (h(b,c, W, Certys)) using its
private key Spa. Then, HA sends a message {c,W,b,Ss,, (h(b,c,W,Certys)),
Certyp, Ty} to FA where Ty is current timestamp, Certy, is certificate of HA and ¢
is a random number.

Step 4: FA — U; : {(TCerty||h(xo||x)),}

6. When FA receives the message, it verifies the validity of certificate Certys and
timestamp 7. If both conditions hold, then FA issues temporary certificate TCerty,
which includes a timestamp and other information, to mobile user U;.

7. To attain (h(h(N||IDy))||xo||x), FA decrypts W with the secret key corresponding to
Pra. To establish session key k; for the ith session, FA saves (TCerty, h(PWDy), xo).
FA encrypts (TCerty||h(xo||x)), with session key k = h(h(h(N||IDy))||xo||x) and
sends (TCerty||h(xo||x)), to U..

8. U, can compute session key k = h(h(PWDy)||xo||x) and obtain TCerty by decrypting
the message (TCerty||h(xo||x)), using k. And mobile user U; can authenticate foreign
agent FA by verifying whether computed h(xo||x) is equal to decrypted A(xo||x).
Therefore, mobile user U; can be sure that it is communicating with a legal FA.

4 Cryptanalysis of Rhee et al.’s Scheme

Rhee et al. [20] proposed a simple authentication scheme, based on the public-key cryp-
tosystem, through which mobile users simply perform symmetric encryption and decryp-
tion. However, Xiong et al. [21] showed that the scheme of Rhee et al.’s fails to preserve
user anonymity due to an inherent design weakness. In this section, we will show that Rhee
et al.”s scheme is also vulnerable to other attacks. Before analyzing Rhee et al.’s scheme,
we make the following three assumptions regarding capability of an adversary .7 as
suggested by Xu et al. [45], Kocher et al. [46], Messerges et al. [47] and Ding et al. [48]
respectively. Note that these three assumptions, which are also made in the most recent
works [36, 48-56] and [57] are quite reasonable.

1. The adversary . has total control over the communication channel between the users
and the remote server. That is, .o/ may eavesdrop, block, insert, delete, modify, or
intercept any messages transmitted in the channel [45].
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2. .o/ may either steal a user’s smart card or pick up the user’s smart card for short time
period, and then extract the secret values stored in the smart card by side-channel
attack techniques [46, 47, 58]

3. The adversary ./ can off-line enumerate the password dictionary space [54].

Following above mentioned assumptions, in the subsequent discussions of the security
weakness of the scheme of Rhee et al., we assume that an adversary ./ can extract the
security parameters {/Dga, 1,72, h(-)} stored in the legal user’s smart card and that the
adversary .o/ can also intercept the login request message {n, (h(IDy)||xo||x);,Dpa, T}
sent out by the mobile user U; and all other messages transferred between home agent HA
and foreign agent FA. Now, we highlight various security loopholes existing in Rhee
et al.’s scheme:

4.1 Absence of User Anonymity

Assume that an adversary .o/ has registered as a valid user of home agent HA, then he/she
can find the identity of other users as long as they are registered at the same home agent
HA. Note that an adversary .o/ can derive PWDy,IDyy, 1, 1> and h(-) from the home agent
HA (see Sect. 3.1), where

PWD4 =h(N||ID,)
r :h(NHIDHA)
r2 =h(N||IDs) ® IDgs ® IDy = PWD4 @ [Dyp © ID,

Let U; be a mobile user who is registered at the same home agent HA and is executing the
first phase with a foreign agent FA. It is clear that .o/ can intercept the messages
{n, (h(IDy)||x0||x);,IDpa, Ty} from Step 1 in authentication phase because broadcast is
wireless and anyone within range of a wireless device can intercept the packets being sent
out without interrupting the data flow [3]. Later, an adversary .&/ can confirm that U; is a
legal user of home agent HA based on IDps. Then, ./ can compute h(Ty||r;) using
intercepted Ty and find out the original identity of U; as home agent HA does at Step 3 in
authentication phase. That is,

n®IDga ® h(Tyl|r1) = ML) ©ro @ PWDy © IDpa & WMTeftri)
=ro@® PWDy & IDga
= W(N||IDy) @ LDsx @ IDy ® PW Dy & IDgi
= PWPy @ IDy & PWHy
= 1Dy

The above attack demonstrates that it is trivial for an adversary ./ to find the identity of
mobile users and defeat the anonymity claimed by Rhee et al.’s scheme. The reason this
attack is successful is that home agent HA computes r; for each mobile user with the same
secret key N.

4.2 No Password Change Option

An ideal user authentication scheme allows the user to change his/her password freely and
it can be completed without assistance from the server to ensure user friendliness and the
efficiency. When the user’s password is expired or disclosed, mobile user may desire to
change PWDy for maintaining security. Nevertheless, it is a widely suggested security
policy for highly secure applications that user’s password should be updated or changed
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regularly. Conversely, in Rhee et al.’s scheme, in order to change/update the password,
there is no provision. Therefore, Rhee et al.’s scheme is not user friendly.

4.3 Vulnerable to Off-Line Password Guessing Attack

In password authentication schemes where the user is permitted to choose his/her pass-
word, the user tends to choose a password that can be easily remembered for his/her
convenience. However, these easy-to-remember passwords are potentially vulnerable to
password guessing attack, in which an adversary can try to guess the user’s password and
then verify his guess. Password guessing attacks include online and off-line password
guessing attacks. Online password guessing attacks can easily be thwarted by limiting the
number of failed logins and limiting the number of continuous login attempts that can
occur within a short time interval. However, in off-line password guessing attack, the
adversary .o/ intercepts some password related messages transmitted between the user and
the server, and then iteratively guesses the users password and verifies whether his/her
guess is correct or not in an off-line manner. The main defect of Rhee et al.’s is that, in the
login phase, a mobile user U; has to input a long and random password PWDy because
password PWDy = h(N||IDy) is computed by home agent HA. We wonder how any
common user will be able to remember such a lengthy password. If PWDy is a long string,
the Rhee et al.’s scheme is hardly usable; If PWDy is a short string, then an adversary .o/
can easily off-line guess password PWDy. Suppose the user’s smart card is lost, an ad-
versary .o/ can retrieve all the data {IDga,r,r2,h(-)} under Assumption 2. Moreover,
adversary .o/ can achieve user’s identity /Dy as discussed in Sect. 4.1. Further, with the
previously intercepted login request message {n, (h(IDy)||xo||x);,IDna, Ty } from the
public channel, .27 can obtain U;’s password PWDy as follows:

r EB ID[-]A @ IDU = I’l(N”]Du) @ IDHA @ IDU EB IDHA @ IDU
= h(N||IDy)
= PWDy

Therefore, Rhee et al.’s scheme is vulnerable to off-line password guessing attacks.
4.4 Vulnerable to User Impersonation Attack (Spoofing Attack)

An adversary .o/ can impersonate a legal mobile user by successfully logging in without a
smart card, and spoof the foreign agent and home agent HA as follows:

1. The adversary .o/ achieves user’s identity IDy as discussed in Sect. 4.1.

The adversary ./ achieves user’s password PWDy, as discussed in Sect. 4.3.
3. The adversary .o/ chooses a random number x and xé, and compute following values:

ry, =PWDy @ IDys @ IDy = h(N||IDy) & IDps & IDy

n :h(TA||r1) @rz @PWDU

L =h(T4||PWDy)
Then, .7 sends the login request message {n,(h(IDy)||x,|[x),, IDua,Ta} to foreign
agent FA where Ty is the current timestamp of adversary .o7.

4. After that, the foreign agent FA and home agent HA precede the subsequent Steps 2—4
of authentication phase successfully because the login request message
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,
ol

{n, (h(IDy)||%y||x ), IDga, Ta} sent by an adversary .¢/ is valid. Finally, foreign agent
FA sends the message (TCerty||h(xy||x)), to mobile user U;, where k=
h(h(h(N||IDy))||xy||x) is a session key. The adversary .o/ can intercept this message
and he/she can compute session key k = h(h(PWDy)||xy||x') and obtain TCert; by
decrypting the message (TCerty||h(x,||x ), using k. An adversary .o/ can authenticate
a foreign agent FA by verifying computed /(x,||x) is equal to decrypted h(x|x).

The above discussion shows that an adversary .o/ can pass the verification of the home
agent HA and establish the session key k. Therefore Rhee et al.”s scheme is vulnerable to
user impersonation attack/spoofing attack.

4.5 Wrong Password Cannot be Quickly Detected: Local Password
Verification

In the login phase of Rhee et al.’s scheme, the mobile user U; inputs his/her identity /Dy
and password PWDy; however the smart card does not verify the legality of user’s
password PWDy; and identity IDy. Therefore, even if the user U; incorrectly inputs his/her
password PWDy, or identity ID; or both by mistake, Steps 1-4 of authentication phase are
still performed. It shows the inefficiency of scheme in incorrect input detection. This leads
to unnecessarily extra communication and computational overheads during the login and
authentication phases. If Ty, Tyor and T,y denote the running time for a hash function,
XOR operation and encryption/decryption, respectively, then the computational overheads
are TThash + 4Txor + 2T, /4.

4.6 Absence of Perfect Forward Secrecy

Forward secrecy guarantees that the session key remains unbroken even after the disclosure
of systems secret key. However, Rhee et al.’s scheme is failing to provide perfect forward
secrecy is as follows.

1. .o/ achieves user’s password PWDy as discussed in Sect. 4.3.

2. .o/ can intercept the message {n, (h(IDy)||xo||x),,IDua, Tu}

3. o can compute L = h(Ty||PWDy) = h(Ty||h(N||IDy)) and decrypts (h(IDy)||xo||x),
by using L. As a result, .o/ can find xo, x and h(IDy).

4. .o/ can compute first session key k; = h(h(PWDy)||xo||x) by using xo, x and PWDy.

5. .o/ can intercept { TCerty,(x||TCerty||OtherInfo), } at first session and decrypt it by
using k;. As a result, .o/ can obtain x;.

6. .o/ can compute second session key ko = h(h(PWDy)||x1||x) by using x;, x and PWDy.
</ can guess further ith session key by using this attack method.

Therefore, Rhee et al.’s scheme does not provide perfect forward secrecy.

5 Proposed Scheme

In this section, we propose a secure authentication scheme with user anonymity for
roaming service in global mobility networks. Our scheme is divided into five phases: the
initialisation phase, the registration phase, the login phase, the authentication phase, and
the password change phase. Table 2 lists some notations used in our proposed scheme. We
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consider the scenario where a mobile user MU, associated with its home agent HA, is
visiting a foreign network with foreign agent FA. We assume that d is a secret key, and y is
a public key, which are held only by HA. It is assumed that before the system starts, each
pair of FA and HA shares a long-term common secret key Kry using any key agreement
method, such as the Diffie-Hellman key agreement protocol [43]. The detailed steps of
these phases are revealed as follows

5.1 Initialisation Phase

The home agent HA performs smart card issue operations whenever a new mobile user MU
registers through the registration phase.The detailed steps of this phase are revealed as
follows. Initially, HA selects two large prime number p; ¢ and generator g of a finite field in
Z;. It computes n = p x g and ¢(n) = (p — 1) x (¢ — 1). Next, it selects an integer e such
that ged(e, p(n)) =1 and 1<e<¢p(n). Since ged(e, p(n)) = 1, the inverse of e in the
finite group integer modulo ¢ (n) exists. It computes an integer d such that d = e~ 'mod
¢(n), where d is the secret key(private key) of HA, and y = g?mod n; y is the public key.
HA keeps (d,p, q) secretly.

5.2 Registration Phase

The detailed steps of this phase are revealed as follows

1. The mobile user MU freely selects his/her identity ID,,,, password PWD,,,, and a
random number b, which is used to protect PWD,,,,. Then, he/she sends the registration
request message M = {ID,,,, (b ® PWD,,,)} to the HA through a secure channel.

2. After receiving the registration request message M, HA computes

Table 2 Notations used in our proposed scheme

Notations Descriptions

MU, FA, HA Mobile user, Foriegn agent, home agent

PWD,,, Password of MU

ID,,,, IDga, IDya Identity of MU, Identity of FA, Identity of HA

p,q,n p and g are two larger prime numbers, and n = p X g
d Secret key of HA

y Public key of HA

(X)k Encryption/decryption of a message X using a symmetric key K
SesSkey Session key between MU and FA

Kry Pre-shared secret key between FA and HA

X, 77, X Random number generated by MU, FA and HA

h(-) Cryptographic one-way hash function

Ta Timestamp generated by an entity A

ATy Expected legal time interval for the transmission delay
I Concatanation

52 Bitwise XOR operation
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C; =h(h(IDyy) ® h(b & PWD,,,))mod n
K, :h(IDmuHIDHAHXmuHTR) ® h(b &) PWDmu)

where Ty is registration time of the mobile user MU and X,,, is a random number
chosen by HA corresponding to each user to make sure K, is unique for each user. HA
creates an entry for mobile user MU in its database and stores an encrypted form of
{IDyy, X, Tr} in this entry. Then, HA personalizes the smart card with
{Ci, g,y,n,IDya, Ky, h(-)} and issues it to MU.

3. After receiving the smart card, MU enters his/her random number b into his smart
card. Finally, the smart card contains {C;, g, ¥, n, IDga, Ky, b, h(:)}.

5.3 Login and Authentication Phase

The detailed steps of this phase are revealed as follows and also in Fig. 2. We assume that
the mobile user roams into a foreign network administrated by a foreign agent FA and tries
to access services, the foreign agent FA needs to authenticate the mobile user MU through
home agent HA.

Step 1: MU — FA:M, = {B] s S]D7 V],IDHA7 Tmu}

1. Mobile user MU inserts his/her smart card into a card reader and enters his/her identity
ID;,, and password PWD} . Then, smart card computes C; = h(h(ID},) ® h(b &

mu mu

PWD;,,))mod n and verifies whether C; = C; or not. If verification holds, then legality

mu

of ID;,, and PWD;,  is ensured. Otherwise, the session is terminated.
2. The smart card selects a random number x and computes
By =g*modn
B, =y*'modn
SID =(IDyu||B1)g, © h(B1 © Ba)
K =K, ® h(b ® PWD,,,,) = h(ID, || IDgA || X | TR)
Vi =h(K||B||SID||Tm,)
where the T, is current timestamp value observed from card reader’s clock. Finally

mobile user MU sends login request message My = {By,SID,V,,IDys, T, } to the
foreign agent FA.

Step 2: FA— HA : M2 = {W17IDFA,rf7Tp,Bl,SID, V],Tmu}

3. Upon receiving M;, FA verifies the freshness of T, by comparing Tr — T, < AT,
where TF is the current timestamp of FA and AT is the expected legal time interval for
the transmission delay between MU and FA. If the comparison fails, FA rejects the
login request message M.

4. FA generates a random number 7y and computes

Wi = h(Kpp||IDpal|ry||Tr||B1||V1||SID)

where Kpy is the pre-shared secret key between FA and HA. Then, FA sends the
message M, = {W] sIDgpp, 17, TF, By, SID,V,, Tm,,,} to HA.

Step 3: FA — HA: M3 = {K{, V2,5, Ty}
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MU FA HA

keys 1D, PW D,
C*—h(h(ID )@h(b@PWD

cr z C;

By = g*modn;Bs = y*modn

SID = (IDynu||B1) By @ h(B1 & Ba)
K =Kpy ®h(b® PWD,,,)

Vi = h(K||B2||SID||Tmu)

))mod n

mu mu

My={ By, SID, V1, IDga, Tmu}

Tp — Tmu < ATy
Choose
Wi = MErul|[IDpallrs||Tr||B1||V1]|SID)

My={ W1, IDpa, vy, Tr, B1, SID, Vi, Tpyu}

Ty —Tr < ATy

Wi = h(KFHHIDFAHTfHTFHBlHV1H51D)
wi L w,

B} = (B1)%modn = y"modn

SID & h(Bl @ By) = (IDmuHBl)32
Decrypts (I Dmw||B1) B,

Retrieves { X,u, Tr }

K* = h(IDmu||IDu Al Xmul||TrR)

Vl* = h(KHB;HSIDHTmu)

vitv

Sessgey = R(W(IDpmu||K*)||IDpAl|7¢||/I D || B1)
Ky = Sesskey [$3) h(KFHHTf)

Va = h(h(IDmu|| K*)IIDpallrs|[IDmu)

So = h(Sesskey|[IDpal|lrs||B1)

’
Mz = {K1, V2,82, Ty }

Tp — Ty < ATy
Sesspey = K1 ® h(Krgl|ry)
Sy = h(SeSSkeyHIDFAHTfHBl)
S; =S
My={ Va, vy, Tp}

T . —Th < ATy

V3" = h(h(IDymul|K) [ IDFallrs |1 D)

Vi L Ve

Sesskey = M(h(IDmu||K)|[IDpallrs||IDmu||B1)

[l 11

Fig. 2 Scene of the proposed scheme

5. Upon receiving M,, HA verifies the freshness of Tr by comparing Ty — Tr < AT,
where T is the current timestamp of HA and AT, is the expected legal time interval
for the transmission delay between FA and HA. If the comparison fails, HA rejects
message M,.

6. HA retrieves Kpy according to IDg4 and computes

1 = h(Krn||IDpal|rs||TF||B1|[V1||SID).

Then, it verifies whether W' = W, or not. If the verification holds, HA ensures the
legality of the foreign agent FA. Otherwise, HA terminates the session.
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7. HA computes B; = (B))*modn = y'mod n and derives

SID & h(By @ B3) = (IDmu||B1) s, ® W(Br&B3) & h(Br& B3]
= (IDmuHBl)BQ

Then, HA decrypts (ID,u||B1)p, using B to disclose ID,,,. Then, HA retrieves { X,

T } according to ID,,, from its database. It computes K* = h(ID,u,|[IDga||Xm||Tr) and
Vi = h(K||B5||SID||Tyu), and check whether Vi = V| or not. If true, the authenticity of
mobile user MU is ensured. Otherwise, the HA terminates the session.

8. HA computes the follwing

Sessiey =h(h(IDyu||K*)|[IDpa||ry 1Dy [B1)
K\ =Sessiey ® h(Kpp||rs)
Vo =h(h(IDy||K*)[[ID || 17| IDyn)
82 =h(Sesskey||IDFal|ry||B1)

and sends message M3 = {K;, V>, S, T}I} to FA
Step 4: FA — MU: My = {Va, 17, Ty}

9. Upon receiving M3, FA verifies the freshness of T'H by comparing T} — T1/1 < AT,
where T’F is the current timestamp of FA and AT is the expected legal time interval for
the transmission delay between FA and HA. If the comparison fails, FA rejects
message Ms;.

10. Then, FA computes

Sessiey = K1 & h(Kpg||ry)
= h(h(leu||K*)|‘IDFA‘|rf||IDintt
Sy = h(Sessiey|[IDpa||ry[|B1)

|B1)

Then, FA verifies whether S5 = S, or not. If the verification holds, FA ensures the
legality of the home agent HA and sends the message My = {V,, ry, T}} to MU.

11.  Uponreceiving My, MU verifies the freshness of T} by comparing YJmu — T} < AT;, where
T;W is the current timestamp of MU and AT is the expected legal time interval for the
transmission delay between MU and FA. If the comparison fails, MU rejects message M.

12. MU computes V5 = h(h(IDyy||K)||[IDga||r¢||IDmy) and verifies whether V; =V, or
not.

13. If verification holds, MU ensures the legality of FA and HA, and computes agreed
session key Sessey = h(A(IDyy||K)||IDpa||7¢| [ IDyu|B1)-

5.4 Password Change Phase

With this phase the mobile user MU can change his/her password whenever he/she wants

1. MU inserts his/her smart card into a card reader, enters his/her identity D} and
password PWD; . and submits a request to change his/her password.

2. Then, smart card computes C; = h(h(ID}, ) ® h(b ® PWD}, ))modn and verifies

whether C; = C; or not. If verification holds, then legality of ID; and PWD;  is

mu mu
mu mu

@ Springer



A Secure Authentication Scheme with User Anonymity for... 2069

ensured and smart card asks the mobile user MU to enter the new password
PWD,y, yew. Otherwise, the password change request is rejected.
3. Then, the smart card computes

Ci_new - h(h(IDmu) @ h(b ® PWDmu_new))mOdn
K, = Kp ® h(b@® PWD,y,) ® h(b® PWDy_new)
= h(leuHIDHAHXmu”TR) 5% h(b 5% PWDmu_new)

and smart card replaces {C;, K, } with {C;_ew, K}, }, respectively. Finally, the smart
card contains {C; v, & ¥, 1, IDya, K, b, h(-)}.

6 Security Analyses

In this section, we analyse the security of the proposed scheme and show that our scheme
can achieve all of the security requirements described in Sect. 1.

6.1 User Anonymity and Untraceability

A protocol with user anonymity protects an individual’s sensitive personal information,
such as preferences, lifestyles, social circle, shopping patterns, and so on, from being
acquired by an adversary through analyzing the login information, the resources, or the
services being accessed. Additionally, in mobile environment, the leakage of user-specific
information may facilitate an unauthorized entity to track the user’s login history and
current location. Moreover, anonymity makes remote user authentication mechanism
stronger as an attacker cannot track which users are interacting with the server. A simple
way to preserve anonymity is to hide the user’s valid identity during communication.

In our proposed scheme, the anonymity of MU is achieved by one-way hash function and
symmetric encryption technique. In the registration phase, the identity of MU is submitted to
HA through a secure communication channel, thus the attacker cannot obtain the identity of
MU. Suppose an attacker intercepts the message My = {By, SID, Vy,IDyy, T, } and extracts
the secret values such as {C;, g, v, n, IDua, Ky, b} stored in the mobile user’s MU smart card
by Assumption 2. Then, the attacker may try to retrieve information about ID,,, from the
intercepted parameters By = g*‘mod n and SID = (ID,u||B1)g, © h(B1 @ Ba). For retrieving
ID,,,,, the attacker must know the value of B, = y*mod n, but Bj is neither stored in the smart
card nor transmitted through any of the messages {M;, M,, M3, M }. An attacker cannot
compute B, without arandom number x and secret key d of HA. In addition, the values By and
B, are freshly generated for each session using the random number x. However, the attacker
cannot retrieve the real identity ID,,, of mobile user MU without knowing the secret key d and
arandom number x. Thus, the attacker cannot obtain the identity of MU. Only HA can obtain
the real identity ID,,, of MU by computing (ID,,,||B1), = SID © h(B; © B;) and decrypting
(ID,)|B1) B with Bj, since only HA compute B; = y*mod n using its secret key d. Therefore,
our proposed scheme can preserve user anonymity.

User untraceability is a stronger property than user anonymity, which requires that any
third party including the foreign agent FA cannot link two conversations originated from
the same mobile user MU. In other words, the attacker is not capable of identifying any
past protocol runs which have the same mobile user MU involved. In our proposed scheme,
By, SID and V are associated with random number x and dynamically changed. As a result,
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the login request message My = {By, SID, Vy,IDya, T, } is different at each login. Due to
the hardness of the discrete logarithm problem, the attacker is unable to tell whether two
protocol runs has the same mobile user MU involved. Therefore, our proposed scheme
achieves user untraceability.

6.2 Known-Key Attack

The Known-key attack means that a key agreement protocol should still achieve its goal in
the presence of an attacker who has found out some other session keys. Our proposed
scheme uses the timestamps {7, T,’,m, Ty, T'H, Tr, T/F} and the random numbers 7y, x each
session. Moreover, Sessiey = h(A(IDyy||K)||IDpal|rs|IDme||B1) is created by the legal
mobile user MU and the foreign agent FA in each session. The timestamps and random
numbers are independent in each session. Thus, the session keys are also independent.
Therefore, the awareness of previous session keys does not help to derive a new session
key, and vice versa. Therefore, our proposed scheme can withstand the known-key attack.

6.3 Perfect Forward Secrecy

Forward secrecy ensures that an attacker who knows a subset of old session keys cannot
find out consequent session keys. In our proposed scheme, value of x and 7, are freshly
generated in each session, all the past session keys will remain secure even if the secret key
d of HA is compromised at a later stage. Therefore, our proposed scheme achieves perfect
forward secrecy.

6.4 Insider Attack

Suppose an insider of the home agent HA has obtained a mobile user MU’s password
PWD,,,. Then, an insider of the home agent HA may try to impersonate the mobile user to
access any foreign agent. In our proposed scheme, the mobile user MU generates a random
number b and computes (b @& PWD,,,). Then, MU sends a registration request message
M = {ID,,,, (b ® PWD,,,)} to the home agent HA through secure channel. Hence, the
insider of HA cannot get the password PWD,,,, from (b & PWD,,,) without knowing the
random number b. Also, a legal MU cannot perform an insider attack to impersonate a
legal home agent HA because there is no way to obtain the secret key d of the home agent
HA. Although mobile user MU can extract y = g?mod n, g and n from his/her smart card
under Assumption 2, he/she still cannot obtain the HA’s secret key d because of the
hardness of discrete logarithm problem. Therefore, our proposed scheme can withstand the
insider attacks by the legal HA and the legal MU.

6.5 Off-Line Password Guessing Attack

Suppose an attacker (including a valid foreign agent and any other users except MU) steals
or finds a lost smart card of a mobile user MU and extracts all values
{Ci,g,y,n,IDys, Ky, b} from it under Assumption 2. As demonstrated above, throughout
our proposed scheme, the mobile user MU’s password PWD,,, only makes three appear-
ances as C; = h(h(IDyy,) ® h(b ® PWD,,,))modn and Ky = A(IDyu||[IDpa || Xomu||Tr) €
h(b ® PWD,,,) and K = K,,, ® h(b & PWD,,,). Obviously, the attacker cannot launch an
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off-line password guessing attack without knowing MU’s identity ID,,,. Since it has been
demonstrated that our scheme can preserve user anonymity (in Sect. 6.1), the proposed
scheme can withstand off-line password guessing attack with smart card security breach.

6.6 Replay Attack

A replay attack refers to the retransmission of earlier intercepted untrue messages. An
attacker may intercept messages {M;, M, M3, My } under Assumption 1, which are
transmitted among MU, FA and HA. An attacker might replay the old message M; =
{B\,SID, Vy,IDys, Ty} to FA and then receive the message My = {V,, ry, T'F} However,
an attacker cannot compute the session key Sessiey = A(h(IDyy||K)|[IDFal|rs||IDmul|B1)
without knowing the secret A(ID,,||K) and an identity ID,,,. Since it has been demon-
strated that our scheme can preserve user anonymity (in Sect. 6.1), an attacker cannot
compute h(ID,y,||K) and ID,,,. Thus, an attacker cannot access the service from FA. In
addition, our proposed scheme uses random number and timestamps. If an adversary
replays the transmitted messages, the receiver can detect the invalid timestamp and ter-
minate the protocol. Therefore, our proposed scheme can withstand the replay attack.

6.7 Stolen-Verifier Attacks

The stolen-verifier attack means that an attacker stole the password-verifier from the
server’s database and applied an off-line password guessing attack on it to get the user’s
password and hence, he can impersonate as a legal user. In our proposed scheme, the
password table or verification table is not stored on the home agent HA. Only the secret key
d and encrypted form of user-specific information {ID,,,, X,.,, Tr} are maintained by the
home agent HA. Besides, information stored on the HA are not password involved verifier.
Thus, the attacker cannot steal and modify user passwords. Therefore, our scheme can
withstand stolen-verifier attacks.

6.8 Forgery Attacks (Impersonation Attacks)
6.8.1 MU Forgery Attack

An attacker may intercept the login request message M; = {By, SID, Vi,IDga, T, } sent
out from a legal mobile user MU in Step 1 of the past authentication sessions and attempt
to impersonate the legal mobile user MU. Then, the attacker sends the login request
messages M; to FA in two ways. First, the attacker sends M; = {By, SID, Vi, IDga, Ty, }
without any alteration. Upon receiving M;, FA verifies the freshness of T, by comparing
Tr — Ty < ATy. As this comparison will fail, the attacker will not be considered a legal
mobile user. Second, the attacker sends M; with an alteration such as M} =
{B\,SID, V\,IDy,, T}, } where T, is the modified current timestamp. Upon receiving M7,
FA verifies the freshness of T by comparing Tr — T, < AT;. Now the comparison will
be true and FA will send the message M;={ W, IDg4, 1y, T, By, SID, Vi, T, } to HA.
Upon receiving the messages M, sent by FA, HA verifies if the messages are valid.
However, the verification will be unsuccessful, because V| = h(K||B||SID||T,y,) is not
equal to computed V| = h(K*||B;||SID||T},,) by HA in Step 3. Since it has been demon-
strated that our scheme can withstand password guessing attack (in Sect. 6.5), the attacker
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cannot create valid login request messages M; without knowing MU’s password PWD,,,.
Therefore, our proposed scheme can withstand the MU forgery attack.

6.8.2 FA Forgery Attack

Without knowing the pre-shared secret key Kpy between FA and HA, an attacker cannot
forge the message M, = {W,,IDga,r7,Tr,B1,SID,V,,T,,} in Step 2 of the proposed
scheme because FA cannot compute the correct Wy = h(Kpy||IDpa||rs||Tr||B1||V1||SID).
In addition, without knowing the shared session key Sessi., between MU and FA, an
attacker cannot forge the message My = {Va, ry, T}} Therefore, our proposed scheme can
withstand the FA forgery attack.

6.8.3 HA Forgery Attacks

Without knowing the secret key d of HA and pre-shared secret key Kry between FA and
HA, an attacker cannot forge the messages M3 = {K1, V,, S5, T},} in Step 3 of our proposed
scheme because he/she cannot compute W and cannot derive ID,,,. Therefore, our pro-
posed scheme can withstand the HA forgery attack.

6.9 Mutual Authentication

With the purpose of thwart forgery, the mobile user MU, the foreign agent FA, and the
home agent HA should authenticate each other. Our proposed scheme provides explicit
mutual authentication as follows:

6.9.1 Mutual Authentication Between MU and HA

In Step 3 of authentication phase, HA can authenticate MU by verifying V| = V;. Because
of K = h(IDyy||IDga||Xmu||Tr) in Vi = h(K||B2||SID||T,.,) shared secret authentication
key, only legal MU can generate a valid V;. Thus, MU is authenticated by HA. Similarly,
MU also can authenticate HA by verifying V5 = V; in step 4. Thus, HA is authenticated by
MU.

6.9.2 Mutual Authentication Between FA and HA

HA authenticates FA by verifying Wi = W; in step 3. Because of Kpy in W =
h(Kru||IDpa||r¢||Tr||B1||V1]|SID) shared secret authentication key, only legal FA can
generate a valid W;. Thus, FA is authenticated by HA. FA also authenticates HA by
verifying S5 = S5 in Step 4. Because of h(Kpy||rr) in K;, only legal HA can compute valid
h(Kpy||rg). Thus, HA is authenticated by FA.

6.9.3 Mutual Authentication Between MU and FA
MU can authenticate FA by verifying V; = V, in Step 4. Thus, HA is authenticated by MU.

FA can authenticate MU by session key Sessey = h(A(IDyy||K)||IDpa||r¢ || ID | |B1)-
Therefore, our proposed scheme can achieves proper mutual authentication.
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6.10 Man-in-the-Middle Attacks

In our proposed scheme, Man-in-the-middle attacks are thwarted because of the authen-
tication between MU and HA. Similarly, Man-in-the-middle attacks can be thwarted by the
establishment of a session key between MU and FA. Since it has been demonstrated that
our proposed scheme can achieve mutual authentication (in Sect. 6.9), Man-in-the-middle
attacks are thwarted.

6.11 Local Password Verification

In our proposed scheme, smart card checks the validity of MU’s identity ID,,, and pass-
word PWD,,, before logging into foreign agent FA. An attacker cannot compute the correct
C; = h(h(ID,,,) ® h(b ® PWD,,,))mod n without the knowledge of ID,,, and PWD,,, to
pass the verification C; = C; in Step 1. Therefore, our scheme can avoid the unauthorized
accessing by the local password verification.

6.12 User Friendliness

In our proposed scheme, MU can freely choose their own password PWD,,, and identity
ID,,,,. Also, MU is allowed to change his/her password PWD,,, without HA assistance in
less time because he/she need not go through the entire login-authentication procedure.
This makes proposed scheme user-friendly. Since the smart card can verify the correctness
of input efficiently, a MU can change his/her password correctly without any mistake.
Thus, the password change phase will not become a security loophole as any attacker will
not have all the sufficient data to modify the password. At the same time, for a legitimate
mobile user, the password change process is not cumbersome and is secure.

7 Performance and Security Requirements Comparisons

To evaluate our proposed scheme, we compare it with other, related schemes. We com-
pared the schemes of He et al. [14], Yoon et al. [23], Rhee et al. [20], Jiang et al. [28] and
Li et al. [30] to our own in terms of the security requirements satisfied and performance.
Because the login and authentication phases are executed much more frequently than the
other phases in password authentication schemes, we consider only the computational costs
of these two phases. Particularly, we focus on the number of cryptographic operations that
mobile user MU needs to perform, because mobile devices usually are low-powered
mobile devices and thus computation cost at the user end is always regarded as key criteria.
Note that we ignore the computational cost of lightweight operations such as XOR, con-
catenation and comparison because they require very limited computation. To facilitate the
computational costs analyses, we define the following notation:

t,: the computational cost of one hash operation;
ts.: the computational cost of one small-modular exponent;
® et the computational cost of one modular exponent;
® t,m: the computational cost of one symmetric key encryption or decryption;

Table 3 illustrates the results of the performance comparisons of our proposed scheme and
the other related schemes; from this table, it can be observed that the overall computational
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Table 3 Performance comparision

Schemes Computation cost on user side
He et al. [14] 10ty + 3ty

Yoon et al. [23] Sty + 2tym

Rhee et al. [20] 61y, + 2ty

Jiang et al. [28] 4t + texp

Li et al. [30] Sty + tym

Our scheme 8ty + 2tse + texp

t, the computational cost of one hash operation, #,, the computational cost of one small-modular exponent,
tmexp the computational cost of one modular exponent, t,, the computational cost of one encryption/
decryption

Table 4 Security requirements comparision

Schemes Security requirements (SR)

SR, SR, SR SR, SRs SR¢ SR, SRg SRg SR SRy, SR>

He et al. [14] N
Yoon et al. [23] N
Rhee et al. [20] N
Jiang et al. [28] Y
Li et al. [30] N
Proposed scheme Y

< KKK ZZ
< KK Z KK
< KKK ZX
< Z < Z <KX
< <K Z KKK
< <K Z <KX
< KK Z KK
e T T T
< =< ZzZzZ Z
< <K<K Z2ZK

Y achieved, N not achieved

costs of mobile user MU (low-powered mobile devices) of schemes of He et al. [14], Yoon
et al. [23], Rhee et al. [20], Jiang et al. [28], Li et al. [30] and our proposed scheme in the
login and authentication phases are, respectively, 10t + 3t,, Sty + 2tgm, Oty + 25y,
Aty + tnexp, Sty + teym and 8ty + 2t + tey,. It is worth noting that the small-exponent ex-
ponentiation operation is much less costly as compared to the common exponentiation
operation, i.e. ts < tyeyp. For example, Scott et al. [59] reported that, when the small-
exponent e is set to 2'° + I(and |n| = 1024 bit), one such small-exponent exponentiation
only takes 5.384 ms on a 32-bit 36 MHz RISC MIPS-based smart card, while one
common exponentiation costs 0.14 s. Therefore, from Table 3, it is obvious to see that our
proposed scheme maintains reasonable efficiency than He et al.’s scheme [14] and satisfies
more security requirements than He et al.’s scheme, as is shown in Table 4. Compared to
the related schemes of Yoon et al. [23], Rhee et al. [20], Jiang et al. [28] and Li et al. [30],
our scheme’s computation cost for the MU is little increased. For the reason that, in our
proposed scheme, smart card checks the validity of MU’s identity ID,,, and password
PWD,,, before logging into foreign agent FA(i.e. local password verification), and the other
related schemes do not.

Most of all, our proposed scheme exceeds He et al.’s scheme [14] in both security and
performance. Our scheme provides a great improvement over the related schemes of Yoon
et al. [23], Rhee et al. [20], Jiang et al. [28] and Li et al. [30] regarding security strength.
The comparisons of the security requirements satisfied by our proposed scheme and the
other schemes is summarized in Table 4; from this table, it can be seen that our proposed
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scheme is more secure than the other related schemes. Concisely, our scheme maintains
reasonable efficiency and is well suited to mobile environments.

8 Conclusion

In this paper, we have reanalyzed Rhee et al.’s scheme and shown that, this scheme cannot
provide perfect forward secrecy, user friendliness and local password verification, and
suffers from user impersonation attack, off-line password guessing attack. In order to
overcome the weaknesses of Rhee et al.’s scheme, we propose a secure authentication
scheme with user anonymity for roaming service in global mobility networks. Performance
and security analysis show the proposed scheme is secure against various attacks, and is
well suited to mobile environments.
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