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Abstract Context-aware computing is an important aspect of the pervasive computing
environment and its various dynamic context information brings new challenges to access
control systems. In this paper a new access control model, relation based access control
(RelBAC), is provided for context-aware environment with a domain specific Description
Logic to formalize the model. The novelty of Re/BAC is that permissions are formalized as
binary relations between subjects and objects which could evolve with the dynamic contexts.
The expressive power of RelBAC is illustrated in a case study of a project meeting event.

Keywords Access control - Re/lBAC

1 Introduction

A context-aware system is usually regarded as a component of a ubiquitous computing or
pervasive computing environment. Context-aware computing has been brought to us by the
evolution of wireless technologies such as bluetooth, global positioning system (GPS) and
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6 R. Zhang et al.

smart agents. It offers much easier ways to access resources. Thus comes the issue of access
control: how to protect the resources in a context-aware system?

Although several context definitions have been proposed in various papers such as [2,16],
a broad notion of context in a pervasive computing environment is the characters of ambi-
ent conditions and physical world situations which is relevant to performing appropriate
actions in the domain. The context of a person may consist of the physical location, the
portable devices, the network s/he is involved, etc. Environment attributes such as system
load, connection number, etc., build the context of the resources. Temporal attribute is a
special context which could be the character of not only the user, the resource but the access
activity as well. Thanks to the development of sensors and geographic information system
(GIS) technologies, various, changeable and vast amount of context information can be col-
lected in a context-aware computing system. This requires an access control mechanism with
the following characteristics:

— There should be a formal representation to describe the context aware system such that
formal method of validation and reasoning can be performed. As the amount of context
information increases every millisecond, simply manual administration is almost impos-
sible. A computer aided administration scenario becomes more and more compulsory
for access control in a pervasive environment.

— It should be adjustable to various contexts, personal preference and domain require-
ments. With the research going on in pervasive computing, context-aware systems will
be applied in diverse fields. A fixed model cannot catch all the aspects of a pervasive
environment, not to say more complex domains such as time which is not completely
studied.

— It should be easy to embed into smart agents or low performance devices. As a pervasive
computing system aims at information access at anywhere at any time, capabilities of
the devices should be paid plenty of attention from an efficiency point of view.

In this paper, a refined access control model, relation based access control (RelBAC),
is described together with the logical formalization. Considering the requirements above,
RelBAC has the following properties.

— RelBAC models the permissions of a subject onto an object as relations, which makes
permissions as a first class entity in the model. The abstraction of a permission as
(subject, object) pair is natural with respect to human intuition. Moreover, since per-
missions are regarded as a first class component, it is easy to analyze the characteristics
of a permission and the relations between permissions, such as to analyze the effects of
contexts on a permission and the interaction between permissions.

— RelBAC offers a set of logics based on Description Logic which has a compact language
and mature reasoners. Given the very same set of subjects S and set of objects O, the
rich expressiveness of RelBAC logic allows to assign different permissions such as to
grant each subject in S access to some, only, minimum/maximum n or all objects in
O. Similar assignments can be made from the object point of view.

— RelBAC offers an access control model with a simple extensible entity relationship dia-
gram which can be easily integrated into the system design. Thanks to the extensibility,
RelBAC can easily capture various contexts such as location attribute and related context
with the compulsory components such as subject, object and permission.

The paper is organized as follows. Section 2 gives a short survey of the related work that
inspires our model; Sect. 3 describes the Rel/BAC model; Sect.4 shows the RelBAC logic and
how to translate permission assignment into Re/BAC axioms; Sect.5 presents a conference
event case study of RelBAC; and we conclude in Sect. 6.
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Fig. 1 The ER Diagram
of the RelBAC Model

2 Related Work

Context aroused the interest of access control researchers many years ago. Many researchers
extended existing access control models such as RBAC [7] to support context information
such as in [4,11,17]. Environment contexts such as time and system information were mod-
eled as environment role by Moyer et al. [17] together with the extension to support object
role. Joshi and Bertino et al. studied the time context and its impact on access control in [11]
and offered a temporal RBAC model focusing on temporal constraints. Space related context
was studied by Damiani and Bertino et al. [4]. Covington et al. proposed a context-dependent
policy model in [3] where context is modeled with environment role to restrict and regulate
user privileges, but predefined static (attribute, constant) value pairs cannot adapt for
evolving policy and there were no reasoning mechanism for the context and policies.

With the study in the importance of temporal, spatial and environment context especially
in a pervasive computing environment where enormous amount of context information can
be used on access control. Predefined roles are used in [10] to assure context information
transmission between pervasive nodes. Zhang et al. [19] proposed dynamical adjust static
role and permission assignments based on context information but they depend on a central
authorizer to change the active role of user’s agent according to the change of context. Another
RBAC based context-aware model was proposed by Emami et al. [6]. It implements a two
step access control with the user session registration to the domain authority and the session
agent self govern of access with the session permission assignment database. Kulkarni et
al. concentrate on constraints in [14] with a programming framework based on XML for
building context-aware applications and a context guard mechanism to revoke role operation
sessions. Both work in [6, 14] are expressive in dynamic revocation, but are also application
specific that are not easily adjust to evolving contexts.

Another direction focuses on providing a policy language for the environment such as in
KAos [18], Rei [12,13] and Ponder [5]. From the reasoning ability point of view, KAos is
the best as Description Logic has not only more expressive power but also many efficient
reasoners.

3 The RelBac Model

A new access control model called Re/BAC (Relation Based Access Control) appears in
[9]. A revised model is shown in Fig.1 where SUBJECT, OBJECT are entity sets and
PERMISSION is relation set.

SUBJECT: A subject is an access requester, and a set of subject will be called a group
later.

OBJECT: An object is a resource under access control, such as hard disk files, web tags,
computers in GRID, etc. A set of object will be called a class.

PERMISSION: A permission is a named ordered pair (s, 0) € SUBJECT x OBJECT
with a name like ‘P’ as the operation that s can perform on o. For example ‘(rui, codel.0) €
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Flg 2 SpBJECT Hierarghy: D Rui's Social Network
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Read’ means intuitively that a SUBJECT ‘Rui’ represented by rui can access an OBJECT
codel.0 with the operation Read.

IS-A: The loops on SUBJECT, OBJECT and PERMISSION represent ‘is-a’ relations.
An IS-Arelation between SUBJECT groups (OBJECT classes) is a many-to-many mapping
among groups/classes, e.g., (Coder, KnowDive) € IS-A shows that according to some
social network, Coder is a sub-group of Know Dive. An IS-A relation between PERMIS-
SIONSs is also a many-to-many mapping between sets of pairs where (Write, Read) € IS-A
means that a pair (s, o) in set Write is also pairs in Read.

RULE (short for access control rule): A RULE associates a PERMISSTON to a specific set
of (SUBJECT, OBJECT) pairs by two means, subject-centric and object-centric. A sub-
Jject-centric rule states that a set of SUBJECT's is a subset of those that can access given set of
OBJECTSs with a given PERMISSION; an object-centric rule states that a set of OBJECTs
is a subset of those that can be accessed by a given set of SUBJECTs with a given PERMIS—
SION. Thus RelBAC allows us to define rules from either the subject or the object stand. For
example, in Linux system, access rights are attached to files which makes it easy to check
the accessibility of a user, given a file URI But it is hard to get all the users that have some
access to a given file. RelBAC offers the object-centric rule which makes this as easy as to
look from the object column in an access control matrix [15].

The scenario of personal desktop file access control is used as an example of Re/BAC.
Figures2, 3 and 4 are examples of SUBJECT, OBJECT and PERMISSION hierarchies,
respectively, where squares are sets and circles are individuals.

Now comes something more interesting that permissions may take the form of a tree
(Fig.4a) and an inverted tree (Fig.4b). By Fig.4a we state that to write or delete a file
is a more specific (intuitively more powerful) operation than read and to update is even
more specific. The circle denoting the pair (//ya, Codel.0) under ‘Update’ represents that
Ilya can update the Codel.0 and the pair at bottom of Fig.4a tells us that Rui can write
Codel.0 and Hao can read (view) the video named ‘Shrek II'. Figure 4b shows us that per-
missions may take the form of an inverted tree. Environment contexts such as accessing
time and system load are important standards for access control and we can have various of
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Fig.3 OBJECT Hierarchy: Rui’s N
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permissions defined accordingly. These permission hierarchies might be different even for
the same environment by different administrators, for example one may consider system load
first and anther emphasizes accessing time instead. Actually, Fig.4a is a Directed Acyclic
Graph as the two square labeled ‘Update’ are the same. Therefore Ilya is allowed to update,
delete and read Codel.0, and also perform write on it.

4 The RelBac Logic

RelBAC is described with an ER diagram in Fig. 1 not only because of the prevailing usage
of ER diagrams in system design, but also because the inner relation between ER diagram
and description logic (DL). In [1], Sattler et al. show a straight forward translation without
losing any semantics. This brings a decidable logical framework with powerful reasoning
ability which will automate the administration of access control.

Therefore, a family of Description Logics are used for the RelBAC model, named also
as RelBAC. 1t is not a single logic as different access control rules corresponds to different
kinds of constructors and leads to different complexity.

4.1 Language and Semantics

Here a ALC based Description Logic, ALCQZBQO, is used as the RelBAC logic. A more
detailed discussion of ALCQZBO is in [20]. Let Ng, Nr and Nj be pairwise disjoint and
countably infinite sets of concept names, role names and individual names. Then concept
expressions and role expressions are defined as follows:

C,D ==A | -C | CnD | =nR.C | {a;}
R,S :=P | R | R | RnS

where A € Ng, P € Ng,a; € Njandn € N.
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Fig. 4 PERMISSION
Hierarchy: permissions can be
organized as a tree, inverted tree
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A knowledge base (KB) is a pair £ = (7, .A) where 7, called TBox, is a finite set of
general concept inclusions (GClIs) of the form C C D and a finite set of general role inclu-
sions (GRIs) of the form R T S, while A, called ABox, is a finite set of concept and role
assertions of the form C(g;) and R(a;, a;), witha;, a; € N. An ALCQTBO-interpretation,
T, is a pair (A, -7) where A is a non-empty set called the domain of Z and -7 is a function
mapping each A € Ng to a subset AZ C A and each P € NRg to a relation PZ C A x A.
Furthermore, -Z applies also to individuals by mapping each individual name a; € N into an
element aiI € A such that aiI * alz ,foralli # j,i.e., we adopt the so called unique name

assumption (UNA). We extend the mapping -~ to complex roles and concepts as follows:

RHT={(.x) e Ax A|(x,y) € RT},

(=R :=Ax A\ RE, (-=C)T := A\ CZ,

(RnST:=RInSLZ, (cnD)Y? := cTnDI,

CnROT ={xeA|tlyeA|(xy) eRTandy € CT} = n}, {a;} = {al}.

An ALCQIBO-interpretation Z = (A, 'I) is said a model of a KB, IC, iff it satisfies
¢t c D forallCC D ek, RT ST forall RC S € K,aff € CZ, forall C(a;) € A,
and (aiI, az) e RZ, for all R(q;, aj) € A.In this case we say that K is satisfiable and write

J
Z = K. A concept C (role R) is satisfiable w.r.t. K if there exists a model Z of K such that

CT £ ¢ (RT # ¢). A number of useful abbreviations are as follows:
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CcuD for =(—Cn—-D)
(£nR.C) for =(=Zn+1R.C)
(=nR.C) for =(Zn+1R.C)Nn(=nR.C)
AR.C for (> 1R.C)
VR.C for (<0 R.—C)
T for AU —A (for some concept A)
1 for =T
VC.R for V=R.—-C

4.2 Hierarchy Representation

RelBAC uses subsumption axioms to represent the IS-A hierarchy among subjects, among
objects and among permissions. For example in Figs. 2, 3 and 4 we have relations as follows.

Coder T KnowDive Code C Work
Write T Read Connect C Weekends

In general, hierarchy of subjects, objects and permissions can be defined by partial order ‘>’
representing the IS-A relations.

S1>28Siff SIES, 01>0if O1C 0, P> Pyiff Py C P

S1 > S> means S is a subject group more specific than S>. A subject s in S has the properties
that the subjects in S> has. Moreover some other properties exist to make s classified into Sj.
For example, Hao is a member of group Coder because he is assigned to some coding task
of the projects in KnowDive research team. If these coding tasks are not assigned to Hao, he
might be classified only in group Know Dive as he has the identity of an exchange student
in the team. The partial order between subjects can grasp more than static subject properties.
In a pervasive environment, all the dynamic subject properties such as position, number of
access attempt, number of connections, access purpose, etc., can be used to classify subjects.
For example, a subject is classified into the group ConnectionLessT han2 for the moment
and dropped to the group NoConnection for the next moment. O; > O means O is an
object class more specific than class O, similar to the subject.

P; > P> means the pair (s, o) € Py has more specific properties than those pairs in P,.
These properties do not necessarily relate to s or o but rather concerning the permission itself.
For example, the operation to update implies the operation to read and write can be repre-
sented as as axioms Update > Read and Update > Write. In a pervasive environment,
actual access time could be an important property of permissions. For example in Fig. 4b,
access on weekdays and access on weekends should be treated differently.

A general intuition is that the more powerful, the smaller group; the more powerful, the
bigger class; the more powerful, the more specific permission with less (u, o) pairs.

4.3 Rule Representation
A PERMISSION in Rel/BAC is a binary relation which can be represented in Re/BAC logics

as a DL role. With the default DL constructors full existential quantifier, value restriction, a
RULE in Rel/BAC may have the following forms:

@ Springer



12 R. Zhang et al.

Sc3r.o (1)
SCVP.O (2)
SCE>nP.O 3)
SE <nP.O C))
SCVO.P 3)
ocC3rP.s (6)
OCVYP™.S (7
OC>nP™ .S 8)
OC<nP™.§ ©
OCVS.P~ (10)

Different access control rules can be designed with the same (S, P, O) tuple thanks to
the formulas above. Formula (1) assigns to each member in S the permission P to some
objects in O without specifying which concrete object should be accessed. For example,
Coder E IWrite.Code states that a coder can access (write) some code, but not necessarily
Code1.0, maybe some other code files. This rule is mainly used for general access description,
and specific access control will have to be specified later to clarify the meaning. A further rule
such as Write(Rui, Codel.0) may be added to the rule base. On the other hand, Formula
(2) assign permission on specific object class to subject such that for subject in S the range
of P is only O. For example, Coder T YWrite.Code states the write permission for group
Coder means to write Code file only, nothing else can be written except those in Code.

Besides, general rule can express cardinality permission assignment with help of num-
ber restriction constructors. In addition to rule form (1) and (2), we can express cardinality
related rule as (3) and (4). Moreover, with conjunction, disjunction and negation construc-
tor, we can express exact cardinality such as ‘coders can write exactly 2 code files’ in rule
SC—=>n+1P.On > n P.O or strict cardinality such as ‘coders can write more than
2 code files’ S E> nP.O LU —~ < nP.0O. As a special case, when n = 1, we have function
relation with one-to-one mapping.

We discussed rule representation in Re/BAC starting from a subject group, while rules start
with object class follow a similar intuition with inverse of permissions with Formulas (6-10).
They are not discussed in details, but equally important as subject starting rules because they
offer a way to administrate access control where object information are clearly studied and
emphasized such as in a GRID computing environment, a rule may state that only those
computers with system load under 40% can be accessed.

RelBAC can enforce rules about individuals thanks to the set constructor mentioned in
Sect.4.1 as {a;}. For example, {hao} T Coder states that Hao is a member of the group
Coder; Coder M —{hao} € AUpdate.(Alpha U {codel.0}) states that all the coders except
Hao can update some Alpha code plus Code 1.0.

5 Using RelBac on Access Control in Pervasive Environment

Here is a case study of an access control scenario under pervasive environment: a project
meeting event. Practical issues such as the evolving environment and scalability are also
addressed in this section.

Suppose there will be a meeting for project named ‘OpenKnowledge’ in Room 7 of
Faculty of Science on Aug. 28th from 16:30 till 17:30, 2008. Each attendant (local or outer)
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15:00~16:00 16:30~17:30

IS-PART-OF  IS-P F

#{ 28th 29th

IS-PART-OF -PART-OF 1SYPART-OF

IS-PART-OF K

H{ August [ #{ OpenKnowledge Meeting
IS—PiRT—OF

# 2008

Fig. 5 Time Hierarchy. Year, Month, etc., sets are predefined and new entity sets such as August of 2008
can be extended to the model to capture the contexts. Here we use the crow’s foot notation of ER diagram for
simplification

of the meeting should be the partner of the project. There exists a monitor system of dig-
ital cameras that can recognize the people who join the meeting and also an IP analyzer
to associate digital device location to the device user. All the attendants should be able to
access the content file and demo scripts while in the room during the meeting. The demo will
be accessible for a week afterwards for demonstration purpose. People may leave the room
without mentioning the AC admin. The meeting could be extended for some time rather than
strictly ends at 17:30.

In this scenario, the subjects of the access control could be anonymous (outer) or iden-
tifiable (local). On entering the meeting room, a person might be identified by the camera
through face recognition and the location of the person is reported to the pervasive informa-
tion center. When the wireless device such as a PDA or a laptop is in use, the URI of the device
could be identified by the information center and evaluated with the predefined association to
the owner of the device. The access control system may enforce that Rui’s laptop connection
will be valid only if Rui is located together with it. In the view of the sample user Rui, he
can import part of the social network in Fig.2, i.e., the branch of ‘KnowDive’ to a new user
classification specially for the meeting. He may refer to the hierarchies shown in the Figs. 5
and 6 to classify the subjects with the dynamic information of the contexts provided by the
environment. Here in Fig. 5, the entity in each concept are not individual time events, but the
subjects, objects and even permissions at the corresponding events. For instance, the entity
set named ‘16:30—17:30 refers to all the subjects and objects in that time event. These enti-
ties should be further filtered by conditions such as type (Subject or Object) and location
information in Fig. 6. Thus a meeting partner in the case will be a member of the group

KnowDive LI (OpenKnowledge Meeting 1 Room?7)
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14 R. Zhang et al.

Fig. 6 Position Hierarchy

IS-PART-OF

| Faculty

IS-PART-OF

Fig. 7 Purpose Hierarchy

R

Delegation Demo

Administration

in which Know Dive specifies those attendants from the local group and the second part
of the concept represent those appear in Room 7 during the meeting which includes all the
outer partners who join the meeting. Here in Figs.5 and 6, ‘IS-PART-OF’ relation is used
as an extension of Re/BAC to represent precise relations between components of groups or
classes. And it can be formalized with subsumption axiom in Re/BAC logic as ‘IS-A’ relation.
Similarly, permission Read can be specially constraint to Read During the OpenKnowledge
Meeting or a week afterwards with

Read N (OpenKnowledge Meeting L Aug29—-Sep4)

where Aug29-Sep4 is the concept for anything during the time event from August 29th till
September 4th.

With the user group and permission represented above, RelBAC can enforce with the fol-
lowing rule that attendants of the meeting can read during the meeting project content files
including demos and demos are still available for the coming week after the meeting with
demonstration purpose.

KnowDive LI (OpenKnowledge Meeting M Room7T) &
VY((ProjectContent LI Demo) M Room7T).(Read 1 OpenKnowledge Meeting)
LV Demo.(Read M Aug29—Sep4 M Demonstration)

The context-aware environment helps to collect real-time information such as the camera
recognize an attendant’s leaving the room so that she is revoked from the group of ‘Room 7°. If
she is not a local ‘KnowDive’ member, she will be deprived the access to the project contents
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during this absence. Neither her laptop identified by IP recognition technologies in Room
7 can access the contents anymore. This will prohibit a mis-use of others’ devices. Another
instance is that the meeting is delayed for 15 min because of some VIP’s late and will not end
till 18:00 because of some heat discussion. The content files should be still available for the
attendants even after the scheduled ending time 17:30 because we may have a rule as follows.

16 : 30-17 : 30 C OpenKnowledge Meeting

6 Conclusions and Future Work

The access control problem for context-aware computing becomes serious because of the
vast amount of various data to be protected. In this paper, we proposed a new model in
ER diagram, RelBAC (Relation-Based Access Control) for context-aware environment. A
Description Logic based access control domain specific logical framework is also proposed
to formalize and reason about the model. Re/BAC offers a compact formal language and rich
expressiveness in arity related access control. Automated reasoning can be performed on the
knowledge base formed by Rel/BAC formulas.

RelBAC has been implemented with subject and object hierarchy into light-weight ontol-
ogies [8]. Preliminary evaluation shows challenges and potentials of automated reasoning.
The future work of this research could be the optimization of general purpose DL reasoners
for RelBAC and the implementation of Rel/BAC in more challenging fields. Automated or
semi-automated tools can be developed via the automated reasoning through state of the art
DL reasoners.
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