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Abstract Communication networks and mobile devices integrate an increasing number of
access technologies. At the same time, new business roles emerge, which lead to new cooper-
ation schemes between access providers providing different types of access connectivity. As
a result, a variety of access technologies will be available for users at the same time. In this
article we present an architecture and a framework capable of integrating different access
systems into a multi-access system and selecting the best suited access for users. A utility-
based approach is proposed for the evaluation of different access allocation choices, which
is based on user and network policies, the performance of access bearers, and the availability
of access resources. We present a general multi-access management framework, which inte-
grates the different multi-access related functions: access detection, access evaluation and
access selection, which can then lead to an access handover.

Keywords Heterogeneous networks - Multi-radio access - Access selection

1 Introduction

The area of wireless communications has seen a tremendous expansion in the last 15 years;
the number of subscribed users to cellular communication services alone exceeded 3 billion
by mid-2007. This growth has been accompanied by an increasing diversity of radio access
technologies that are being developed and deployed. For instance, wide-area cellular mobile
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communications systems are based on 2G (e.g., GSM, EGPRS) and 3G (e.g., UMTS, HSPA)
radio access technologies, with the next evolution (long-term evolution, LTE) already under
development. Similarly, the number of wireless local-area access networks has increased
enormously. These are mainly based on different versions of the IEEE 802.11 standards and
are often operated by private persons.

Further, regional-area networks are being deployed, for example based on IEEE 802.16. In
parallel on the fixed access side, a substantial and growing number of households is connected
via fixed broadband access to the Internet—often extended with wireless local area networks.
While access to packet data networks, like the Internet, is getting more and more ubiquitous,
the heterogeneity of access technologies increases constantly, and mobile devices, like lap-
tops or smartphones, integrate a growing number of access technologies. This development
requires an increasing effort in managing the complexity of integrating these heterogeneous
access technologies into so-called multi-access systems.

For network operators, a key driver motivating multi-access systems is deployment cost.
Different access technologies have different characteristics and properties, like capacity and
range. In a network with multiple access technologies being jointly deployed, the access prop-
erties can be exploited by placing the radio access points of each different access technology
where it is the most efficient one. If mobile devices can switch the connectivity between
different access technologies, it is not required to provide full coverage with all access tech-
nologies. Load balancing between different access systems allows to reduce the margin of
spare capacity in each access system, and enables more cost efficient network deployment.
The multi-access system extends the service coverage of an access system to areas where
other access technologies are available. Lowered deployment costs may be viewed as mainly
an operator benefit, but on a competitive market it will ultimately benefit end users. In an
environment where connectivity is provided by different business entities, cost savings may
be even more important since each actor (business entity) targets smaller segments that may
not be financially viable on their own. Several quantitative studies have shown that deploy-
ment cost can be reduced substantially in suburban and urban areas with typical geographical
traffic demand patterns if a multi-access system is used [1-6].

For end users, the benefit of multi-access systems is not only reduced costs and a choice
of selecting access providers but also an increased service experience due to the fact that
multi-access provides a continuous service area out of heterogeneous access networks. The
user can thus exploit the full access capabilities when they are available. End users are always
best connected [7] with an always best experience.

Standardisation efforts to integrate different access technologies have started in several
standardisation fora, like 3GPP [8], IEEE [9], with a focus on architecture design. A general
approach towards managing and integrating heterogeneous technologies—denoted as Ambi-
ent Networking—has been proposed in [10], which develops a common network control
framework, the Ambient Control Space, for configuration and management of heteroge-
neous networks and cooperation and inter-working between different networks. This article
describes the part of the Ambient Control Space that manages different available accesses
for a user.

The article is structured as follows: in Sect. 2 we introduce the business environment and
business scenarios on which a multi-access system is based. In Sect. 3 we present the multi-
access system model in which the multi-access control functions operate, and in Sect. 4 we
introduce the multi-access architecture. Section 5 presents a general framework to manage
different accesses. It is followed in Sect. 6 by a discussion about the objectives of access selec-
tion and the evaluation of the utilities of accesses selection choices. The article is summarised
in Sect. 7.
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2 Business Environment

In a multi-access environment connectivity can be provided by different business entities. For
example, different network operators can provide access connectivity to a user. In order to
understand the motivation and objectives for performing access selection we have to under-
stand the involved business players and their interests and relationships. In this section we
define business roles and discuss how these roles are provided by business entities in different
business scenarios. We discuss objectives and utilities for the different business roles.

2.1 Business Roles

Different roles can be distinguished in the service provisioning chain that provides a ser-
vice to the end-user. In the following we discuss the elementary roles of a communication
chain, as depicted in Fig. 1, in the context of enabling a user to utilise the best suited access.
The different business roles can be taken by different business entities in varying business
scenarios, as we describe later.

The content provider provides the content transmitted in acommunication session. Content
can be either stored or live-generated. Examples for stored data are music download, mobile-
TV, video-on-demand, or general data exchange, when data is uploaded to or downloaded
from a remote storage (messaging, file access, blogging, WWW-access, data backup). For
live-generated content, the communication peers provide the content directly, as for example
in voice or video telephony.

The service provider provides the communication service to the end-user. It provides
content in a useful format for the end-user and manages the communication sessions. One
example is telephony service providers that offer audio-/video telephony, telephone con-
ferences, or group communication (e.g., push-over-cellular), which can be enriched with
messaging, and file sharing. Another example is the provisioning of mobile-TV, video or
audio services to the end-user in suitable formats. The service provider has a direct business
relationship with the end-user and it typically also acts as re-seller of the content stemming
from third party content providers.
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The connectivity provider provides connectivity for the end-user to external networks, like
the internet, corporate networks or telephony networks. Further it provides reachability for
the user, so that a communication session can be established when initiated from communica-
tion peers. It coordinates the different accesses available to the user and enables dynamically
changing the access in use.

The access provider provides the access connectivity to a user. For different types of
access technologies the coverage of the access service differs. It can be on local, regional or
national level.

The access broker facilitates the business cooperation of access providers with connectiv-
ity providers. Connectivity providers typically operate on national level, or at least covering a
larger region. Access providers can, in contrast, operate in small local areas only, in particular
if based on local area radio access technologies. Access brokers bundle a number of access
providers into a business relationship with the connectivity provider, and thus circumvent
a large number of peered business relationships between access providers and connectivity
providers.

The user compensates the received services in monetary form. For the communication
connectivity, the user pays the connectivity provider. This compensation can be either per
service, per amount of resources used during the session, a flat-rate compensation package,
or a combination of all these types. The connectivity provider distributes a part of the income
to the access broker, which in turn provides compensation to the access providers. For the
communication service, the user compensates the service provider. If the content of the com-
munication service is not for free, the service providers compensate the content provider.
These business-to-business compensation schemes can be based on the real contributions
of different entities in the provisioning of the end-user service, or based on a compensation
package. If a business relationship exists between the service provider and the connectivity
provider, a discount on the costs can be provided to the user for the bundled communication
and connectivity services.

If different business entities provide complementary functionality they can reduce the
costs of their operation. For example, if different access providers supply access in different
regions or have only limited capacity in their networks, they can, by cooperation, provide
access with wider coverage and increased capacity. Thereby each access provider can save
investment costs, which is beneficial in particular for new access providers with high start-up
investment costs. On the other hand, every business relationship is associated with a cer-
tain overhead. First, some technical functionality is required to enable the cooperation; and
second, the setup of business relationships involves certain costs.

2.2 Business Scenarios

In traditional cellular networks the mobile network operator combines and integrates all the
business roles described above. Roaming agreements, in addition, provide a means for coop-
eration between multiple mobile network operators. A visited network, which has a roaming
relationship to the home network of the user, takes the access provider role towards the end
user. The connectivity provider role remains either in the home network or it can be shared
between the visited network and the home network. The development of new communication
technologies lead to the appearance of new types of networks. Local and regional access net-
works are provided by private persons, corporations, municipalities or cities. These access
networks can be either wireless networks, for example based on WiFi or WIMAX wireless
access technologies, or fixed access, for example based on xDSL or fibre. Also new service
providers appear that are decoupled from connectivity and access provisioning, for example,
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voice-over-IP service providers. The partial disintegration of the communications market
leads to some separation of business roles. As a result new business entities can emerge,
which provide some of these different roles. The development of business scenarios has been
investigated and discussed in [11-15]. To manage the increasing heterogeneity and resulting
complexity, convergence of networking technology is required. To facilitate the diversity in
business scenarios, dynamic cooperation of networking domains is a pre-requisite, which
is a key concept developed in [10,16]. Business relationships can be diverse and complex,
covering the complete range from competitive to cooperative scenarios. In this work we limit
ourselves to cooperative scenarios. The business scenarios considered in our multi-access
setting comprise a single operator with multiple access technologies integrated into a com-
mon packet core network. In addition, there can be different networks each comprising one
or more access technologies. The cooperation can be similar to today’s roaming scenarios
between “equal” operators, but can also include cooperation with small access providers. It
can also include the case of an untrusted access, without direct cooperation between the access
provider and the home connectivity/service provider. These different cooperation scenarios
can be realised with the evolved packet core network architecture that is currently developed
in 3GPP [8,17,18].

3 Multi-access System Model
3.1 Requirements

This article considers multi-access systems constructed to operate with any kind of access
technology, which can be very different from each other in their designs. To put this into
praxis it is necessary to build the multi-access system around a generic model of what access
technologies are capable of and how they work. A key component in such a model is a rep-
resentation of how access technologies keep track of, and manage application data flows.
The model needs to capture how an application data flow is characterized from a policy
and quality-of-service requirements point of view, how an application data flow is addressed
and located, and what application data flow management procedures to use when enforcing
multi-access decisions. It is also necessary to model the capabilities of access technologies in
relation to the policy and quality-of-service requirements model of an application data flow.
This capability model can be used as a first filter when validating the accesses that can be
used for some particular application data flow.

Another key component in the model concerns the performance of an access, that is, how
good and efficient it is at fulfilling the application data flow requirements. The access per-
formance is relevant both for an access in use as well as for candidate alternative accesses.
A multi-access system needs measurements of access performance frequently, at least in the
order of application data flow session durations; how often depends on the access perfor-
mance variability and the application data flow requirements. In many access technologies
and access networks the performance is limited by one bottleneck link, for example, the radio
link in cellular radio access networks. In such cases the term link performance is often used
instead of access performance.

A resource-aware multi-access system also needs a model of access technologies’ resource
structures. It needs to know how many resources there are, how the resources are distributed
geographically and among network nodes, and in what way an application data flow consumes
resources. An access technology manages its resources on its own (to varying extents) using
Access Resource Management (ARM) procedures, in wireless systems usually called Radio
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Resource Management (RRM). The particular ARM/RRM scope of operation needs to be
reflected in the multi-access system resource model. It is also advantageous if the multi-access
system can interact with the access technology specific ARM/RRM functionality.

In summary, the multi-access systems considered in this article require abstraction models
of the application data flow (requirements, addressing) and the access technology charac-
teristics (capabilities, resource structures, performance, control procedures). The following
sections describe these abstractions in more detail.

3.2 Connectivity Abstraction

A multi-access system is typically only one part of a larger communication system in which
an application data flow is being transmitted. The application data flow will pass through the
multi-access system, but the end-systems, or at least one of them, are not necessarily visible
to the multi-access system. A generic connectivity abstraction model that can be used for
modelling multi-access systems has been developed in [16,19,20]. We extend this connec-
tivity abstraction model and apply it to the terminology and connectivity framework used in
3GPP [21-24]. This multi-access connectivity abstraction is presented in Fig. 2.

The application data flow (ADF) is the data connection used between two application
entities located at the end-systems to transmit application data of an application session. An
application data flow is unidirectional, and for most applications bidirectional connectivity
is provided by a pair of application data flows. A typical example of an application data flow
is an IP flow, that is, the communication connecting two IP sockets in the end-systems. The
path through the network is determined by the IP routing infrastructure. Within the network,
the application data flow can be transmitted by different means. This depends on the network
domains and the technology used therein. In the easiest case the ADF is directly routed end-
to-end in an IP infrastructure. In reality, in many network domains on the end-to-end path,
transmission is done via different communication technologies in different network domains.
Within the multi-access network, multiple application data flows which are governed by the
same policy rules and which have similar quality of service requirements are combined into a
service data flow (SDF). The SDF is defined by a template of SDF filters, which characterise
the application data flows that are part of the SDF. Such filters operate on the header fields
of the IP data packets of the ADF, for example the source and destination addresses, the
identification field of the higher layer protocol, the source and destination port numbers, the
flow identifier and type of service information (like DiffServ Code Point [25]). The SDF
embeds all application data flows which match the template of SDF filters. For every service
data flow, quality of service requirements and policy rules are determined by the policy deci-
sion function (PDF)—for example the policy control and charging rules function (PCRF) in
[22]—and enforced by the policy enforcement function (PEF)—for example the policy and
charging enforcement function (PCEF) in [22].

An interaction with an application function (AF) enables the PDF to obtain application
level session information, like service requirements. An example for an application func-
tion is a session control function in the IP Multimedia Subsystem (IMS), which allows to
specify the requirements of user services, like voice-over-IP (VoIP) or multimedia telephony
(MMTel) services. Not all application sessions support an application function. The service
requirements for those application data flows can be signalled in-band via the RSVP [26] or
NSIS [27] protocol, or are marked in the packet headers via DiffServ code points [25]. If the
service requirements cannot be determined, best-effort service requirements are assumed as
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default. A service data flow is mapped to an access bearer.! In a multi-access system multiple
such access bearers are available. The SDF binding determines via which access bearer the
SDF is transmitted. In a multi-access system the available accesses may belong to differ-
ent (access) network domains, and hence, use different schemes for transporting the SDF
within access bearers. For example, in order to support user mobility the transmission path
of an access bearer is controlled by a mobility protocol (e.g., GTP [28], Mobile IP [29,30],
NETLMM [31], PMIP [32,33]). For traffic engineering purposes or for virtual bridging of
network domains, routing can be controlled via for example MPLS [34], GRE [35] or IPsec
[36]. For the access specific transmission over the last hop, typically access technology spe-
cific bearers are used, like radio access bearers as defined for UMTS and LTE [37,38]. Thus,
an access bearer can stretch over multiple technology domains, and in each domain it is
embedded into a technology-specific bearer. This leads to a hierarchical mapping of access
bearers to technology-specific bearers. Figure 3 depicts different access bearer realisations
as specified by 3GPP, like a 2G EGPRS access bearer [23], a generic access network (GAN)
access bearer [39], a3G UMTS access bearer [21], an Interworking-WLAN (IWLAN) access
bearer [40], a long-term evolution (LTE) access bearer [17] and a non-3GPP access bearer
[18] that is based on any other access technology. The multi-access system can manage bear-
ers (setup, monitoring, and tear-down) in general, regardless of the access technology. It is
not necessarily the case that all multiple access bearers are maintained at the same time. In
some cases the user network has not attached to multiple access networks but has detected the
availability of different access networks. In this case, access bearers are not yet established
and the multi-access system needs to keep track of this on the user network level.

In Fig. 2 the applications are located in a multi-access terminal (e.g., a mobile phone
or a laptop) that has attached to multiple available access networks and established access
bearers. However, the application can also be located in other nodes. For example, multiple
devices can be connected to a personal area network or moving network. The node which
terminates the service data flow and contains the SDF filters and bindings acts as a gateway
or bridge for the moving network to the multi-access system. We use the general term user
network to describe the user controlled device(s) which connect to the multi-access system.

3.3 Service Data Flow Requirements

A service data flow contains multiple application data flows that have the same quality of
service requirements and that abide by the same policy rules. The SDF maintains a generic
description of the SDF requirements that are relevant for determining the suitability of an
access bearer for the service data flow. The suitability of the access bearer is mainly deter-
mined by the performance provided by the access bearer, which is typically governed by the
performance of the (bottleneck) access link.

Three main requirement types are defined for a service data flow:

e data rate b,y ; discrete or elastic,
e delay dmay; delay sensitive or delay insensitive,
e (residual) error ratio ep,x; error sensitive or error tolerant.

All applications have a strictly positive minimum average data rate requirement by, since,
even for best effort applications, there is some practical time limit beyond which the com-
munication session becomes obsolete (for example, user patience, device battery life, age
of information). The suitability of a service can be expressed by a utility value, which is a
function of the performance metrics of the access bearer: the data rate, the delay and the

' In 3GPP terminology, an access bearer is denoted as IP connectivity access network (IP-CAN) bearer.
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Fig. 4 Utility of a service data flow depending on the data rate of the access bearer for (a) elastic traffic,
(b) discrete services, (¢) speech telephony

reliability. The service requirements of a SDF determine the shape of the utility functions. A
study and evaluation of suitable utility functions is beyond the scope of this article. However,
we briefly discuss the characteristics of the utility functions.

The utility of any service data flow increases with increasing data rate. For service data
flows carrying elastic traffic the utility function is increasing with diminishing marginal
increase, i.e., the function is concave as depicted in Fig. 4(a). Examples of applications for
elastic traffic are internet applications using the transmission control protocol (TCP), like
file transfer and web surfing. The larger the obtained data rate, the larger the utility. Other
types of service data flows carry discrete services. With discrete services we mean any ser-
vice that has a number of pre-determined data rates at which the utility of the service data
flow increases sharply. Examples of such services are rate-adaptive video telephony or video
streaming applications, where the video is encoded in discrete data rates. Whenever, the data
rate provided by the access bearer reaches a next higher data rate requirement, the application
can switch to the higher-encoded video stream. The corresponding utility for the service data
flow is depicted in Fig. 4(b). The utility has discrete service rate values by to b,, at which
a significant increase in utility is perceived. Depending on if audio or video data is vari-
able-rate encoded or has a constant service rate, the utility function follows more or less the
step function. A special case of a discrete service with a single service rate—like a speech
telephony service—is depicted in Fig. 4(c). If a speech service does not achieve the required
service rate by, the utility drops to zero. In environments with scarce capacity, as typically
the case in access systems, admission control is a key resource management function to limit
the amount of services sharing the bottleneck resource. If the number of services exceeds a
threshold, several of them drop below the critical rate ry and the utility drops to zero.

The descriptor of the data rate requirements of the SDF includes an indicator whether it
is of the discrete or the elastic type, and the set of service rates b; for elastic services.

As with data rate, all applications have some (large) upper bound on the maximum accept-
able delay dpyax beyond which the communication sessions become obsolete. Some appli-
cations have much stricter requirements. For delay sensitive applications, like voice/video
telephony and other interactive media sessions such as multi-player on-line games, the max-
imum delay is upper-bounded by roughly 200ms. The delay requirements of streaming
applications are determined by the length of the play-out buffer size, which is in the order of
several seconds. Delay insensitive applications, for example, file transfer, have requirements
that are orders of magnitude larger than typical transmission delays. As with the data rate
requirements types there is a difference between delay sensitive and insensitive applications
with respect to the utility of the provided delay: the delay sensitive type shows an approxi-
mately step-wise utility profile (similar to Fig. 4(c) but using 1/d on the x-axis), while the
delay insensitive type is gradually affected by the delay (similar to Fig. 4(a), again using 1/d
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on x-axis). The SDF descriptor includes an indicator whether it is of the delay sensitive or
insensitive type (to flag the utility behaviour) and the dpy,.x value.

Finally, applications have requirements on the (remaining) error rate emax provided by an
access bearer. In general application data can be corrupted during communications transmis-
sion. Access technologies employ error detection (CRC) and error correction (forward, FEC,
and backward, ARQ) mechanisms to control the rate of erroneous data bits (or data packets);
still a residual amount of errors can remain and thus become noticeable by the application.
Error tolerant applications, for example, voice, audio, and video, can accept a certain amount
of bit (or packet) errors, which may lead to some tolerable signal distortion that the end user
may not perceive. Setting the error control mechanisms to accept errors at the tolerable rate
may allow the access technology to use its resources more efficiently. Error sensitive appli-
cations, for example, file transfers have, on the other hand, basically zero tolerance for errors
as a single bit error may invalidate a whole file. The SDF descriptor includes an indicator
whether it is of the error tolerant or sensitive type and, for error tolerant, the epax value.

3.4 Access Bearer Resources

An access bearer is provided by different connectivity systems that provide the necessary
transmission resources. In general, these resources can be divided into access resources and
connectivity resources as depicted in Fig. 5. Access resources provide the direct connectivity
for the end user to the multi-access infrastructure, i.e., to the point of attachment. Access
resources can provide either fixed connectivity, like DSL or fibre, or they provide wireless
connectivity. Connectivity resources connect the point of attachment to the (multi-)access
anchor, which serves as mobility anchor and provides connectivity to external networks. The
access anchor contains the service data flow filters and bindings (cf. Fig. 2).

3.4.1 Access Resources

An abstract description of an access resource (AR) is necessary to capture the resource
structure of different access technologies, in part to know the current capabilities (available
resources) for handling service data flows, and in part to support operation when there is
no service data flow active but an access system has been detected (for example, through
reception of a beacon). The AR is a resource on which an access link can be established.
This access link is part of the connectivity provided for the access bearer. The access bearer
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can span further than the access link (for example, to an anchor node) and may use other
(non-access) connectivity resources for the remaining (non-access) connectivity. In wireless
networks the AR corresponds to the radio resources of a radio cell, where the radio resources
are allocated to active access links using some multiple access scheme (for example, TDMA,
FDMA, CDMA, SDMA, or some combination thereof). In a fixed network the AR can
correspond to, for example, the resources (transport, ports) of a DSL Aggregator/Multiplex-
ing (DSLAM) node.

At the setup of an access bearer for a particular service data flow, admission control can
be performed and access resources can be reserved. If resource reservation and admission
control is used or not is dependent on the type of access technology and the service require-
ments associated with the service data flow. For best-effort service data flows typically no
reservation is performed. In the case of service data flows with minimum quality of ser-
vice requirements, 2G, 3G and LTE access bearers (cf. Fig. 3) apply admission control and
resource reservations [17,24]. For many other access technologies, like WLAN in a GAN
access bearer (cf. Fig. 3), no dedicated resources are reserved.

For evaluating the suitability of an access bearer for a service data flow, the load and
availability of access resources are important parameters. When different alternative access
bearers with sufficient access bearer performance exist, the resource situation of the different
access resources can be used to balance the load between the access systems. A difficulty
in this evaluation is the fact that the resources of different access technologies cannot be
directly compared. Therefore, a generic abstraction of access resources for different types of
access technology is required. For example, the number of available time slots in a TDMA
access technology cannot be directly compared to the amount of remaining transmit power
in a CDMA access technology. The generic resource abstraction allows to describe the total
and available access resources in a common way, and to specify which impact the allocation
of a service data flow has on the resource situation.

In addition to a resource abstraction, the performance perceived by the service data flow is
amain criterion to assess the suitability of an access bearer. For this the access bearer needs to
be characterised, for example based on measurement of the access link quality. It is desirable
to derive the utility that the access bearer provides to the service data flow (for a formal
description see Sect. 6). Thus the generic performance abstraction needs to characterise the
data rate, delay and reliability of the access bearer in a generic way. Generic abstractions of
access resources and access performance have been developed in [19,20].

3.4.2 Connectivity Resources

Although the access resources constitute in most cases the bottleneck of an access bearer,
there exist other constellations when rather the connectivity resources are the bottleneck. An
obvious example is a WLAN access point with a net peak data rate of approximately 27 Mb/s,
which is connected to the access anchor via a DSL line with 6 Mb/s peak rate. Even if the
capacity of the connectivity network is larger than the capacity of an access resource, conges-
tion can occur due to traffic aggregation of service data flows from a possibly large number
of access resources. In these cases the limitations of the connectivity resources determine
the suitability of the access bearer. It is not trivial to evaluate the performance and resource
situation of the connectivity resources. In some case, it may be a single connectivity link that
connects the point of attachment of the access resource to the multi-access anchor of the
access bearer. In other cases, the point of attachment and the anchor can be connected via a
connectivity path through a complete connectivity network. In this case traffic engineering
methods can be applied in the connectivity network to avoid resource limitations. In the case
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of cooperating networks, the point of attachment can be even located in a visited network
with the anchor being located in the home network; the connectivity path then leads through
two connectivity networks connected via a third interconnection network. This plethora of
options makes a general description of the resource situation and the performance provided by
connectivity resources to a service data flow difficult. A practical solution has been presented
in [41], where a bottleneck of the connectivity resources is determined by a constraint value.
This constraint could be obtained, either dynamically by network management functions, or
more static by operation and maintenance procedures. In some cases it may not be possible
to detect a bottleneck of the connectivity path at all. The constraint value of the connectivity
resources is used as a weight to the service utility of an access bearer in the assessment of
the access bearer suitability.

4 Multi-access Architecture

The multi-access architecture is described in terms of three main entities, as shown in Fig. 6.
The Multi Radio Resource Management (MRRM) is the key control entity in the multi-access
system. It monitors available access bearers for each user network and allocates one or more
of these to a service data flow. It thus performs access selection, as well as other MRRM func-
tions like admission control and load management. The access selection algorithm depends
on (static and dynamic) input information and how it is obtained, the objectives (selection
criteria), and the degree of cooperation in multi-operator cases. A result of access selection is
typically either to stay with the current access or that a handover towards another access shall
be executed. The Generic Link Layer—Interface and Context Transfer (GLL;_ct) provides
a generic interface towards MRRM and support functionality for transmission over an access
link. GLL_cr performs the abstraction [19,20] of the resource status and performance of
an access bearer, as shown in Fig. 7. Thus GLL;_ct provides MRRM with generic descrip-
tors about access bearer characteristics, which enable MRRM to compare different access
bearers independent from the access technology that is used. The reporting from GLL;_cr
to MRRM are controlled by certain rules and thresholds in order to perform event classifica-
tion and filtering. In this manner the granularity and frequency of GLL to MRRM reported
link events (triggers) is determined. The control of event classification, filtering and reporting
allows to balance the precision (and benefit) of access selection versus signalling overhead
and scalability. This trade-off needs to be adapted to every individual multi-access system
realisation. In case that a flow is handed over between different GLL entities, it supports link
layer context transfer [42,43]. Figure 7 depicts the relationship of the Generic Link Layer
with respect to the access technology specific functions and the multi-access functions.

The Multi-Access Anchor (MAA) (see Fig. 6) is a routing decision point that maps ser-
vice data flows to access bearers. The MAA is the entity where handovers are executed. Each
MAA entity needs to store the active mapping (i.e., SDF binding) of service data flows to
access bearers. Note that there can be multiple MAAs which are then typically structured in
a hierarchical manner. In addition the MAA may be combined with the GLL context anchor
functionality (GLLc4) to support link layer context transfers where copies of data pack-
ets are kept in the GLLc 4 until the GLL;_c7 entities signal that the packets have been
successfully transmitted.

The multi-radio access entities can be implemented in different ways to suit different net-
working scenarios. While the MRRM is often depicted as a single box, it has to be stressed that
it generally comprises multiple physical entities that are typically located in different nodes.
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Figure 6 shows an example of a physical implementation of multi-access with a distributed
MRRM. The following MRRM entities are included in this architecture:

e MRRMsEk: The access selection function which is the master MRRM entity responsible
for deciding on the best-suited access bearer for a service data flow. It maintains the sets of

useable access bearers and determines the utility of access bearers for SDFs as described
in detail in Sects. 5 and 6.

@ Springer



Multi-access Management in Heterogeneous Networks 21

e MRRMxnNr: The access network control function which configures measurements in the
access network via the GLL;_cTt and monitors access network related parameters like
cell-load.

e MRRMcwpE: The connection management function which monitors the performance of
access bearers for the user network.

Such an approach is in particular useful, in case that the MAA and the MRRMsF are high
up in the network hierarchy, and need to manage a very large number of users and radio
cells. For scalability reasons, it is then advantageous if the MRRM g receives only limited
information. For example, the MRRMasr does not need to know the exact link quality for
every access link of all user networks, but it is only informed by MRRMcwmr if a link quality
becomes critical or a new link is discovered.

It has to be noted that the initial access selection—when the user terminal/user network
tries to establish connectivity to access networks—always takes place in the user terminal/user
network. Once the user network is connected, it reports service data flow requirements to the
access network as well as measurements on the actual access/link performance. Additional
discovered accesses are also reported to the access network. Based on this information and
information collected in the access network, access selection takes places as described in the
next section.

The multi-access architecture depicted in Fig. 6 can be applied in different business sce-
narios, as described in Sect. 2. For example, different access networks can belong to different
business actors. Depending on the type of cooperation the distribution of functionality may
vary. For example, an untrusted access network may not comprise MRRM and GLL func-
tionality; instead the multi-access functionality is only located in the access network core
and the user network. The distribution of functionality between network domains of differ-
ent network operators can be based on pre-established business agreements (e.g., roaming
agreements) or establishing dynamic cooperation agreements based on network composi-
tion [10,16,44,45]. The distribution of multi-access functionality in different networking
scenarios has been discussed for example in [46—49].

5 Management of Accesses

Although the selection of the best suited access is the prime objective of multi-access man-
agement, it is part of a larger access management process. Before access selection can be
performed, it is required to learn which accesses are available for each user network. Fur-
ther, information needs to be collected from which the suitability of every access for a data
session can be determined. It also has to be determined, when connectivity with an access
is established. In a practical scenario, there can be limitations for a user network concerning
the capability to monitor or connect to multiple accesses at the same time. These limitations
can stem from the implementation of the radio modems. For example, a device based on soft-
ware defined/reconfigurable radio design [50] has only a single configurable radio front-end;
most access technology specific operations are realised by software. Such a device can only
connect to a single radio access technology at a time. Before changing to another access, the
radio front-end needs to be reconfigured to the new carrier frequency and carrier bandwidth,
and the software modules must be reconfigured for the access functions. The access functions
include the coding and modulation scheme, multi-antenna configuration and algorithms, as
well as, radio protocol functions, like medium access control and scheduling, segmentation
and automatic repeat request, ciphering and header compression. As a consequence, the user
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network first needs to disconnect from one access before it can connect to the new access.
Already for making measurements on other accesses, the radio front-end must be temporarily
reconfigured. But also terminals with multiple separate implementations of radio modems
face limitations. For example, due to interference between RATs in close frequency bands,
it may not be possible to connect to two such RATs simultaneously. Also measurements
in the terminal of one RAT can be hampered if simultaneously on another RAT in a close
frequency band data is transmitted. Finally, even if no further restrictions on simultaneous
usage of different RATs remain, simultaneous connectivity and RAT measurements require
substantial battery resources; wise usage of measurements and connectivity via multiple
RATs is required for battery-powered mobile devices.

5.1 Access Sets

For the management of accesses we propose the usage of access sets, as shown in Fig. 8,
which extends the approach described in [19,46,51]. These access sets are shared between
the MRRM entity in the user network and the MRRM entities in the network. The detected
access set (DAS) contains all access links that are detected by the user network, including
those to which it is already connected. The elements are included, when a new cell of an
access system is detected by scanning for beacon signals broadcasted in the radio cells. An
element is removed from the detected set, if a beacon signal cannot be observed anymore.
The validated access set (VAS) contains all accesses of the DAS, which are validated by local
policies. For example, certain networks can be barred for usage for the user network. When
a service is invoked and a service data flow is setup, it has to be decided which access to use
for that service data flow. MRRM determines a candidate access set (CAS), which includes
those accesses with capabilities that match the requirements of the service data flow. Also in
this process policies may restrict the admitted accesses, for example, if the usage of a partic-
ular access for a particular service requires an agreement between the user and the network

Multi-Access
data base
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[T e ]

User / Network Policies

User / Network Policies [«

’ General access characteristics ’ General access characteristics

Candidate Set

Candidate Set
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Fig. 8 Access sets for a user network and its service data flows
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provider. If the user policy requires that a minimum security level is required for a service data
flow, only accesses with sufficient security levels are admitted. Thereby, already active acces-
ses are preferred over new accesses. This policy-based restriction of accesses is equivalent to
a filtering process to determine suitable candidates accesses. For all elements of the CAS a
utility is derived from the service requirements, as well as dynamic system parameters, like
the access performance and load level for an access. More static parameters can also impact
the utility. For example, depending on the agreement of the user and network provider, like
gold/silver/bronze subscriptions, users can be assigned certain preference values for each
access which can also take the cost-of-use into account. The utility can be further weighted
with a preference value according to cross-service aspects. For example, if the user is already
running some services via some accesses, it may be desirable to limit the total number of
RATSs that are active simultaneously. More parameters can be considered in the utility func-
tion. Different RATSs can cope differently with user mobility, for example, the capability of the
radio transmission to adopt to time-varying radio channels, or to support efficient handover
procedures. Therefore the user mobility—derived from location measurements, handover
rates or user indications—combined with an access-specific mobility support knowledge,
can be included as parameter to determine the utility of an access. Also the reliability of a
RAT with respect to fulfilling the service performance can influence the utility. For exam-
ple, the grade of coverage can describe the reliability of an access for providing continuous
service coverage. Based on this set of parameters, a utility is determined for every access in
the CAS for the service data flow. The access selection decision is then to select the access
with the highest utility. This access is included in the active access set (AAS), which contains
the access in use for the service data flow. It is, in general, possible to split a service data
flow onto several accesses, so the AAS can contain multiple elements. However, typically
the AAS contains only a single access. The selection of the best suited access is a dynamic
process, since the parameters which determine the utility are time varying. In particular the
radio link performance and the cell load can change dynamically and require a re-evaluation
of the CAS to determine the best suited access. For an already ongoing session, it has to be
considered that any handover between different accesses comprises a signalling overhead
and can also temporarily degrade the service experience, depending on the access handover
procedure. Therefore, a minimum utility benefit margin is required in the access selection
process. An access handover is only triggered, if an access in the CAS exceeds the utility
of the active access by at least the utility benefit margin. This provides a hysteresis to avoid
ping-pong effects of changing between accesses, and also accommodates for the handover
costs implied in the change of access.

In order to accommodate for the limitation of a terminal to scan all available accesses,
two extra access sets are used. The expected access set (EAS) contains the accesses that
a terminal is expected to be able to connect to. It is determined from the user position—
given geographically or by the radio cell(s) it is currently connected to—and multi-access
neighbour list information. A multi-access database containing neighbour cell relationships
can be dynamically maintained based on terminal measurements, or by network configu-
ration. A terminal can maintain a local copy of the multi-access database. From the EAS
a scanning access set (SAS) is determined, which contains accesses that the terminal is
directed to scan for. The policy rules, according to which the SAS is determined, include
terminal capabilities about which accesses can be used by the user network, roaming relation-
ships based on which accesses are provided by cooperating roaming partners, the estimated
benefit that can be achieved by detecting a new access and adding it to the existing can-
didate access sets. The SAS provides hints to the user network to scan for new accesses.
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These hints contain, for example, the type of RAT, the carrier frequency and the provider
name.

5.2 Access Handover

Once an access selection decision has made the decision to change the active access, it is
required that the service data flow is redirected from one access bearer to another one. For
this the SDF binding has to be modified in the multi-access anchor and the user network. As
discussed in Sect. 3.2, access bearers can be based on different types of access technologies
and mobility protocols. Consequently, access bearers are identified by different descriptors,
for example, the locators of the access bearer endpoints. Such a locator can be a Mobile IP
care-of-address, an IPsec security association or a GTP tunnel-endpoint identifier. Depend-
ing on the technology also the handover procedures can vary by which the SDF binding is
updated. A multi-access anchor may need to support multiple handover procedures for differ-
ent access bearers. Multi-radio resource management steers handover execution function to
perform the access handover according to the appropriate handover procedure. In [52,53] this
handover execution functions is referred to as handover and locator management (HOLM).
It keeps track of the locators of an access bearer and the handover procedure/protocol that
is required to update the SDF binding. It thus contains a toolbox of handover tools, from
which the appropriate tool is selected depending on the source and target access bearer. The
handover toolbox can also comprise handover optimization tools. Such tools can support
context transfer and data forwarding for seamless and lossless access handover, or network
mobility for moving networks. Depending on the capability of the source and target access
bearers, such optimization tools can be used to increase the access handover performance.
When a handover command is initiated by MRRM to perform a handover between two access
bearers, HOLM determines the suitable mobility protocol for the access bearers. It further
determines what handover optimization tools can be applied, for example for context transfer.
For the handover execution, the SDF binding is updated in the corresponding multi-access
anchor and in the user network with the appropriate handover protocol (e.g., GTP, MIP,
PMIP).

6 Access Selection

We will now derive a formulation for access selection, which is in a sense the key mechanism
in a multi-access system: given multiple available accesses, which one should be picked?
The central role of access selection is reflected in the large body of literature treating various
access selection schemes and algorithms, see, for example, [54—63]. Previous work, however,
only considers a single or few parameters as criteria for access selection, like the radio link
quality or costs of access. In this section we describe a general framework for access selection
which can comprise a large number of criteria to be considered in the evaluation process. This
section focuses on the snapshot access selection decision problem: how to choose the best
access (or accesses) among the available ones. To be more precise using the terminology of
the connectivity abstraction model of Sect. 3, the access selection decision concerns selecting
the best access bearer (or access bearers) to use for a particular service data flow. There are
two main aspects of this problem: (1) how to define “best” and, (2) how to determine the best
access bearer. The first relates to the objective of the decision-making, what is the measure
and what information is needed, while the second relates to the algorithm and mechanisms
for maximizing (or minimizing) the objective.
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6.1 Access Selection—Objectives

There are many parameters that characterize and influence access selection objectives, includ-
ing different policies (like security), user, operator, and service preferences (for example, a
particular service is best handled in a specific access bearer type), the capabilities and current
performance of the available access bearers (if the access bearer is capable of meeting the
SDF quality of service requirements and how well and/or efficient it is at doing it momentar-
ily), the resource status in different access systems, the cost of using an access (for the user or
operator), and whether or not a particular access bearer is already in use for an SDF (changing
to another access bearer may incur performance degradation during handover). Some of these
parameters may be conflicting with each other, for example, service preferences and current
access bearer performance. Parameters may also exist in multiple instances corresponding to
different actors with different roles. Apart from the user and operator roles mentioned above
there may be multiple operators and other cooperating actors with preferences and policies
that would influence a particular access selection decision, possibly in conflicting ways. Some
of the parameters have an inclusive/exclusive impact on the access bearer candidates, that is,
an access bearer is either allowed or forbidden. Other parameters instead indicate the relative
merits of the different available access bearers. In formulating access selection objectives it
is necessary to treat the diversity of parameters, the different roles that the involved actors
have, and the way that the parameters affect the list of candidate access bearers. A general
approach for a decision problem of this type is to pose it as a mathematical optimization
problem using utility functions. Utility functions, as already introduced in Sect 3.3, are well
suited in the context of access selection since they provide means to quantify the relative
merits of satisfying the differennt SDF quality-of-service requirements. For every SDF s the
access selection problem can be stated as:

max u(x, P,s)

subjectto x € X(P,s) M

Here the objective function is a utility function u(x, P, s) that returns a real value repre-
senting the utility of choosing access bearer x for SDF s given the set of parameters P; the
outcome of the access selection process is the access bearer that is best suited for SDF s.
The feasible set X (P, s) is the set of available (candidate) access bearers for SDF s given
the set of parameters P. It can be viewed as a validation filter on available (detected) access
bearers for the inclusive/exclusive type of parameters (such as policies and access bearer
capabilities), that is:

X(P,s)={x e D:g(x, P, s) =TRUE} 2)

where D is the set of available (detected) access bearers, P, is the set of inclusive/exclusive
type of parameters, and g(x, P,, s) is a boolean function that is TRUE if access bearer x
is allowed for SDF s according to the parameters P,. Note that the filtering “process” is
here defined on a per SDF basis starting from an available (detected) set of access bearers.
In practice some of the filtering applies to a per user (or user network) basis, which can be
performed even before an SDF exists. This filtering is equivalent to the construction of the
candidate access set from the detected access set as discussed in Sect. 5.

Returning to the utility function u(x, P, s), it is clear that it will be composed of several
different parts. The approach in this article is to structure it at the top level according to
the different actors or entities that are involved in the multi-access system. For the business
scenario considered with users U having user networks UN connected to an operator having
multiple access technologies/networks AN integrated into a common multi-access network
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N, possibly in combination with other cooperating multi-access networks (AN and N), the
following decomposition is suitable:

u(x, P,s) = f (us,uy, uyn, Uan, un) - (3)

Here us, uy, uyn, uan, uy are separate utility functions (the dependence on x, P, s is sup-
pressed for brevity) that reflect the utility from the service (S), user (U), user network (UN),
access network (AN), and overall network (N) perspectives respectively.

The service S utility function ug(x, P, s) measures how well an access bearer fulfils the
quality-of-service requirements for SDF 5. Section 3.3 introduced service type, bit rate, delay,
and error ratio as the quality-of-service descriptors and discussed the shape of individual util-
ity functions for the latter three (see Fig. 4). The individual bit rate, delay, and error ratio
utilities can be combined in different ways—one approach is multiplicatively:

ug (x, P,s) =wgs-up (b(x),s) ug(dx),s)- uecle(x),s), 4

where b(x), d(x), e(x) are the bit rate, delay, and error ratio provided by access bearer x
respectively, and wg is a weight factor, which can, for example, be used to represent a service
priority. Note that the service type is captured in the shape of the individual utility functions
(shown by the dependence on s) and that b, d, e € P.

The user U utility function uy (x, P, s) captures user satisfaction defined through policies
or preferences. An example is where a user requests an elastic service (Fig. 4(a)) and where
different access bearers have different costs, corresponding to different degrees of provided
quality-of-service. To capture the trade-off between cost and the service utility in ug(x, P, s)
the user utility function uy (x, P, s) can include an inverse cost dependence.

The user network UN utility function uyy(x, P, s) characterizes how well resources,
such as transmission power, are used in the user network. For example, two different access
bearers may require different amounts of transmission power in the user network to provide
the same service.

The access network AN utility function u 4y (x, P, s) measures how well resources are
used in the access network. Since the access network is shared between many users it depends
on the current distribution of allocated resources between the user networks and on aggre-
gated measures such as the current load level, total data rate, total number of users in the
access network, or total resource-usage efficiency.

Finally, the (common multi-access) network N utility function uy (x, P, s) represents the
preferences of the overall network, for example policies on priorities for different users.

6.2 Access Selection—Algorithms and Mechanisms

The access selection algorithm concerns how to find the solution to Eq. 1 above, that is, how
to find a feasible access bearer x that maximizes the total utility for SDFs given the set of
parameters P. Looking at Eq. 1 from an optimization point of view the problem has a very
small feasible set corresponding to the available (candidate) access bearers, typically only a
handful, and the goal is to pick one of them. The best algorithm is simply to:

1. Determine the feasible set of available (candidate) access bearers X (P, s) from the set
of detected access D bearers according to Eq. 2.
2. Compute the utility values u(x, P, s) for each access bearer in X (P, s) according to
Eq. 3.
3. Choose the one with the largest value of u (x, P, s), that is:
X =argmax u(x, P,s) )
subjectto  x € X(P,s)
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This straightforward general scheme becomes in reality more complicated. First, the dis-
cussion so far has focused on selecting exactly one access bearer for an SDF, but it may be
desirable for the multi-access system to be able to select more than one access bearer at the
same time. Multiple access bearers can be used jointly to, for example, increase total data
rate or enhance resilience to failures. If this option is included in the system then the utility
functions need to be redefined for multiple access bearers u (x1, ..., x,, P, s), the set of avail-
able (candidate) access bearers X (P, s) needs to be extended to all feasible combinations of
access bearers, and the evaluation effort of the combinations increases greatly.

Another aspect is that the access selection algorithm above is defined for one particular
SDF only. Even if the proposed structure of the utility function is used, which, for exam-
ple, includes an access network AN component to reflect the effects of multiple users on
the resource-situation, it is still a localized decision in a system that must simultaneously
manage many SDFs and access bearers. A particular choice for a given SDF could imply
that the choice for another SDF should be changed. Ideally the system should solve, in each
snap-shot situation, a joint access selection problem where all current SDFs are assigned
to access bearers at the same time, but this would likely be too complex. Nevertheless, the
individual SDF access selection scheme may be complemented with a joint SDF scheme
working on a slower time scale proposing re-allocation to improve overall performance.

A third problem with the algorithm above is architectural and concerns where it is exe-
cuted in relation to the information that is available to it. Some service utility parameters may
easily be collected in the user network, for example, current data rate throughput, whereas
access network utility parameters, for example, resource load, is derived in the access net-
work. The collected parameter information needs to be distributed to all the access selection
decision points. If the access selection decision function is very distributed, for example, if
it is located in the user network, then this signalling may be costly, in particular when it is
over radio links. There may also be synchronization problems if multiple decision points
(user networks) receive resource load parameter information and then react independently
and simultaneously in the same way, which may overall result in a poor solution. In practice
the full utility function structure, with service, user, user network, access network, and net-
work components, may only work with a network-based distribution of the access selection
decision function.

A fourth problem with the general, single-SDF access selection algorithm arises from the
fact that many SDFs are “bundled” to the same user and user network, for example, there may
be a simultaneous downlink and an uplink SDF for the application in use, such as in a voice
call. The access bearer is a unidirectional abstraction but it may nevertheless be mapped to
a bidirectional bearer in an access system (for example, a 3GPP RAN). If this happens for
an access selection decision for, say, the downlink SDF, then the subsequent access selection
decision for the uplink SDF should clearly choose the same access bearer since the resources
are already there. This problem, and similar issues from SDFs that are correlated, can be
handled by extending the single-SDF access selection algorithm with a “memory”, a list of
recently allocated SDFs containing information on how they correlate with other SDFs, and
means for modifying the utility function evaluations through a correlation utility value [19].

In spite of the complicating issues discussed above for the single-SDF access selection
algorithm, the proposed structure of the utility function still captures the essence of the
multi-access system functionality. However, it must be framed in a general machinery for
management of accesses to handle all aspects from detecting that an access bearer is available
to carrying out the changes needed to enforce an access selection decision.

The access selection function is triggered whenever significant changes to the input param-
eters occur. The input parameters for the access selection are:
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(a) Requirements of the service data flow(s),

(b) Policies and preferences of the user, as well as, of the operator(s) that provide access,

(c) Cost of usage for each access,

(d) Capabilities and performance of the available access bearers,

(e) Availability of resources for the available access bearers, and resource efficiency of
using an access bearer for the service data flow.

Access selection is triggered from the service requirements (a) at setup and termination of a
data session. Also during changes of the service requirement, for example when switching
a video transmission to a higher resolution, access selection is triggered. When policies,
preferences (b) or cost of usage (c) change, the filtering rules in Eq. 2 that determine the
candidate access sets are adapted. Access selection events of type (a—c) occur only infre-
quently in typical usage scenarios. In contrast, the resource situation (e) and performance (d)
of access bearers can change dynamically due to radio channel fluctuations, user mobility
and handover, as well as, dynamic changes of the traffic load. The frequency of events to this
dynamic access selection depends on the event classification and filtering that is performed
by GLL for reporting link events to MRRM. It needs to be configured to the topology and
realisation of a specific multi-access system as discussed in Sect. 4.

7 Conclusion

Communication networks contain an increasing number of access technologies for both fixed
and wireless access. Similarly, end user networks and terminals integrate multiple access
technologies to provide connectivity to access networks. This provides a choice of how user
networks and terminals are connected to the communication infrastructure. At the same time
the number of access networks increase and the characteristics of these access networks
diversify depending on the access technology in use. In this article we have presented and
discussed the challenges and complexity stemming from such a multi-access system. We
have investigated the roles that network providers can play in this diversified market setting
and illustrated new business scenarios, which can differ from the roles found in the com-
munication market of today. We have presented approaches to design and create a realistic,
functioning multi-access system that integrates various heterogeneous access and networking
technologies. For this we have developed a multi-access system model and a multi-access
architecture that abstracts and describes access bearers, based on different access technol-
ogies, in a common way. We have presented a framework for access selection based on
determining a utility for different accesses. This utility-based approach balances the interests
of different entities in the communication system. For example, it considers the performance
of an access allocation for a data service, but at the same time includes the resource situation
in the access network, as well as, user and network preferences and policies. Finally we have
presented how the different multi-access functions—access detection, access selection and
access handover—are integrated into a general multi-access management framework.

It remains for future work to investigate how this multi-access management framework
can be integrated into mobile network architectures.
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