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Abstract

The use of wireless transmission networks in various environments has become widespread. One of the main challenges in
wireless networks is that the wireless transmission is highly vulnerable to eavesdropping attacks. In this paper, an amplify-
and-forward cooperative relaying wireless system with relay selection is considered to improve the physical layer (PHY)
security of the wireless system in the presence of multiple eavesdroppers, under two cases, namely, perfect channel state
information (CSI) and outdated CSI cases. To evaluate the PHY security of the system, we derive closed-form expressions
for the PHY security performance metrics, including the probability of non-zero secrecy capacity, the average secrecy
capacity, and the secrecy outage probability. Then using those expressions, we obtain several numerical results under
system parameters. The results show that relay selection provides significant improvement in the PHY security of the
system. Moreover, it is observed that, when the CSI used to select the best relay is outdated, the PHY secrecy performance
is relatively inferior compared to that of the perfect CSI case. Finally, the obtained mathematical expressions are also
validated using Monte-Carlo simulation.

Keywords Physical layer security - Network security - Secrecy capacity - Cooperative networks

1 Introduction However, encryption protocols face several challenges due

to the rapid growth of computing systems.

Wireless networking has become an essential part of our
daily life and is widely used in different applications. One
of the major challenges of wireless networks is that the
transmission between legitimate users can easily be over-
heard by eavesdroppers due to the broadcast nature of the
wireless communication and is highly vulnerable to
eavesdropping attacks. In order to increase the security of
signal transmission, existing communication systems typ-
ically use encryption techniques to prevent eavesdropping
attacks on transferring data between legitimate users.
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Recently, physical layer (PHY) security methods have
been considered as an efficient way to overcome the
problems caused by eavesdropping attacks. These methods
are usually considered as the alternative and complement
methods to create security in wireless communications
using the physical properties of the wireless channel. The
basis of the physical layer security scheme is the infor-
mation theoretic approach, which is based on Shannon
complete security concepts [1]. The concept of physical
layer security was first proposed by Wyner with examining
the memoryless wiretap channels [2]. In the considered
system, two legitimate users communicate with each other
via a main channel, in the presence of an eavesdropper that
has access to the reduced version of the channel authorized
for the legitimate receivers. Then, the memoryless wiretap
channel model proposed by Wyner were extended to the
Gaussian wiretap channel and the secrecy capacity concept
was introduced [3]. The secrecy capacity is defined as the
difference between main channel capacity and wiretap
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channel capacity. Accordingly, secure communication is
not possible unless the signal-to-noise ratio (SNR) of the
main channel is higher than that of the wiretap channel. To
improve the secrecy capacity of the system, it is desirable
to introduce a technique which causes an increase in the
capacity of the main channel, and/or a decrease in the
channel capacity of wiretap channel. To this end, several
theoretical and practical research works have been reported
for improving the physical layer security of digital com-
munication systems, in which some effective approaches
have been proposed such as modulation, channel coding
and diversity methods, cooperative relaying, space-time
coding, and multiple-input multiple-output (MIMO)
methods [4-16]. In several research works, the PHY
security performances of a direct communication system
have been evaluated, in which a source transmits infor-
mation to the destination while single or multiple eaves-
droppers were able to receive the information [17, 18]. On
the other hand, it has been shown that cooperative networks
with AF relay selection have better system performances
than direct communication networks (non-cooperative
communications) and the average SNR gain is increased
with the number of available relays [19, 20]. Therefore, the
concept of relay selection in AF relaying systems can also
improve the PHY secrecy performance of the system. It
was shown that the security in multicasting through gen-
eralized fading channels can be improved with the best
relay selection [21].

The performances of cooperative communications with
opportunistic relaying have been examined with a perfect
channel state information (CSI) in [22] and [23]. However,
in time-variable environments, the CSI used for the relay
selection, at the moment of selection may be different from
the CSI at the moment of signal transmission. Therefore,
relay selection based on the outdated CSI can yield a
decrease in the performance of opportunistic relay selec-
tion [10, 24-26]. For example, in [26], authors have ana-
lyzed the Shannon capacity of the opportunistic relaying
technique in amplify-and-forward cooperative systems
over Rayleigh fading channels under outdated channel
information. They have evaluated the effects of outdated
channel information on the channel capacity and the outage
performance. In [9], the secrecy performance has been
evaluated for a cooperative transmission in a dual-hop
MIMO relay system using a combined transmit antenna
selection (TAS) and maximum ratio combining (MRC)
scheme, denoted TAS/MRC scheme, over the Nakagami-m
fading channels. The secrecy performance of the TAS/
MRC scheme is then evaluated and the impacts of outdated
CSI have been studied using the numerical results obtained
from closed-form expressions of exact ergodic secrecy rate
and exact secrecy outage probability. In [27], the impact of
imperfect CSI on the PHY secrecy performance of a space
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time block coded MIMO system is evaluated over Rician
fading wiretap channel, showing the advantages of using
MIMO system, with respect to the PHY security.

In this paper, we analyze and evaluate the PHY secrecy
performance of a cooperative network with multiple AF
relays, in which to improve the physical layer security, an
opportunistic relay selection is employed in the presence of
multiple eavesdroppers. The main contributions of this
paper are summarized as follows: (1) We obtain mathe-
matical expressions for three important PHY security per-
formance criteria: the probability of non-zero secrecy
capacity, the secrecy outage probability, and the average
secrecy capacity of the system. (2) Using the obtained
expressions, we evaluate the secrecy performance of signal
transmissions in the AF cooperative network. (3) We
evaluate and analyze the physical layer security of AF
cooperative relaying systems with relay selection under
outdated CSI in the presence of multiple eavesdroppers.
We also examine the effects of outdated channel infor-
mation for relay selection using mathematical expressions,
obtained for the probability of non-zero secrecy capacity,
the secrecy outage probability, and the average secrecy
capacity of the system. The validity of the obtained
mathematical expressions are also verified using Monte-
Carlo simulation.

The rest of this paper is organized as follows: Section 2
presents the system model and the assumptions. In Sect. 3,
the PHY secrecy performance analyses of the system are
presented and closed-form expressions are derived for the
probability of non-zero secrecy capacity, the secrecy out-
age probability, and the average secrecy capacity of the
system, where the analysis of the system under outdated
CSI is given in Sect. 4. In Sect. 5, several numerical
evaluation results which are verified by computer simula-
tions are presented and discussed. Finally, concluding
remarks are given in Sect. 6.

2 System model

We consider a cooperative communication system over
Rayleigh fading channel shown in Fig. 1. The source (S)
communicates with the desired receiver (D) through N AF
relays Ri,R,,---,Ry, in the presence of multiple eaves-
droppers E;, Es, - - - , Ex. The main channel consists of S —
D link and S - R, — D links (n=1,---,N), and the
wiretap channel consists of S — Ey links (k =1,---,K),
and R;, — E links. In the first time-slot, the received sig-
nals for S — D link in terminal D, S — R, link in R, and
S — Ex link in Ey¢ can be respectively written as:
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1
YR,0 = Gn—=="hg,pYsr, + Nr,D (7)
Y
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1
YR, = Gn d—“hRnEk.VSR,, + 1R, E; - (8)
V “RuEx

———» Main channel
....... » Wiretap channel

Fig. 1 System model

1
ysp =——=—=VPshsps + nsp (1)
Vdp
1
VSR, === \/P_shSRns + ngg, (2)
V dSRn
b

VsE, = NG VPshsg,s + nsg, (3)
where P, denotes the source transmit power, « is the path
loss exponent. dsp, dsg,, and dsg, are the distances of S
from D, from n-th relay (R;) and from k-th eavesdropper
(Ex), respectively, hsp, hsg, and hgsg, are the fading coef-
ficients of S — D, S — R, and S — Ej links, respectively,
and s is the normalized information signal in S terminal
with &[|s|*] = 1, where £(-) is the expectation operation.
The parameters ngp, nsg, and ngg, are zero mean additive
white Gaussian noises (AWGN) in D terminal with vari-
ance agD, in relay R, with variance O%Rn, and in E; with
variance aéEk, respectively. From (1), (2) and (3), the
channels’ SNRs can respectively be written as

P s\hSD|2
YsD =% 3 (4)
ngO_.%D
Ps|hSR |2
VSR, = TR (5)
ng,l °'§Rn
Pylhsg, |
VSEe = w2 - (6)
¢ dggEk O%Ek

In the second time-slot, the received signal for R, — D and
R, — Ex links are given by

where G, is n-th relay amplification coefficient that is equal
to G, = P

Ps |p 2, 2
e s, | o
SRy "

of R, from D and Ej, respectively. The parameters hg,p
and hg g, parameters are the fading coefficients of R, — D
and R, — E, respectively, and the parameters ng,p and
ng,g, parameters are zero mean additive white Gaussian
noise (AWGN) in D terminal with variance o ;. in R,

and dg, p and dg, g, are the distances

with variance a_%Rn and in E; with variance o,%n £, respec-
tively. The SNRs of the channels can be respectively
expressed as:

2

Pylhg,p

VRD =g 5 — 9)
dR,,Dalzi,lD
Ps‘hRnE |2

VRE =Ty 3 — (10)

 ga 2 :
di, 5, O, E,

The relay selection algorithm selects the best relay (b) such
that

b = argmax{ys,p} (11)
ner

where R = {1,2,---,N} and yg p is the SNR of S —
R, — D channel. The SNR yg , can be written as [19, 20]:

VSR, VR,D

R — 12
L+ ysg, + Vr,p (12)

VSR,D =
For the sake of simplicity, we consider an upper bound for
the equivalent SNR as the approximate SNR that is given
by [19]

. e > VSR, VR,D
VSR.D = mln())SR”, VRHD)

. 13
I+ ysr, + Vr,D (13)

This approximation has been widely used in the literature
and has shown to be tight enough especially at medium to
high SNR values [19, 28, 29]. Moreover, in Sect. 4,
simulation results have been provided to show the validity
of the use this approximation in this work.

Therefor, the SNR of the best relay link S — R, — D
can be expressed as:

Vsr,p = max{y,}
ner (]4)

= maX{min(VSRna VR,,D)}~
ner

Since the main channel consists of S — D and S — R, —
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D links, then, due to the maximum ratio combining (MRC)
used at terminal D, the main channel’s SNR can be written
as:

Yu = Ysp + Vsr,D

= ysp + max{min(ysg , V&,p)}- (15)

ner

Since eavesdroppers do not know the channel information
of S — R,, then the wiretap channel consists of S — Ex
and R, — Ey links. Therefor, using MRC at k-th eaves-
dropper receiver, the SNR of k-th wiretap channel can be
written as

Yw, = VsE, T VR.E- (16)
In addition, the SNR of the wiretap channel for multiple
eavesdroppers can be obtained from [18]:

max, {7} (17)

“/W—k{l

In the following, we express the probability density func-
tion (PDF) and cumulative distribution function (CDF) for
the main channel’s SNR as well as for the wiretap chan-
nel’s SNR, which enable us to obtain and derive closed-
form expressions for the probability of non-zero secrecy
capacity, the outage probability and the average secrecy
capacity of the considered system.

As shown in [19], the PDF and CDF of the main
channel’s SNR are respectively given by:

o =3 (N> ey

n=1 Yc — "Vsp (18)
y [ ( nx) ( X >]
exp| —=— | —exp| —=—
Vc Ysp
and
1)}1 1
£ (R
Z Y — Wsp (19)
_ X ?C nx
o))
|: sp Vsp n Yc
where g =g p =7 and J¢ = :;R,fk;n .

On the other hand, similarly to the approach in [30], we
can express the CDF and PDF for the k-th eavesdropper as:

VRE exp( L) 4o Vse exp(—L)
YRE — VsE YRE VrRE — VSE VsE

(20)

Fvwk =1~

and

_ Sy Y
f/wk (y) B YRE — VsE {exp( VRE) exp( VSE)] (21)

where Jsg, = Vg and g g, = Vge-
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According to (17), the wiretap channel’s SNR is given

by yw = e f(nax {yw, }- Therefore, using the order statistic
..... K
theory [31], the CDF of y, can be obtained from
F,,(y) = [wak ()], and using (20), we obtain:
— = K
VSE y VRE y
F, =|l4+—""—ex —— | ————¢&X - .
w0) [ VRE — VsE p( Vss) YRE ~ VSE p( yRE):|

(22)

Employing the binomial expansions that are (1 4 x)* =
K\ . K P

zfo<i>x', and (1x)’<zf<0(i> (—=1)" x, the

expression in (23) can be written as:

20506
(vl (2 L)

(23)

Using the fact that f, (v) :dinyW(y), by obtaining the
derivative of (23), the probability density function of the
wiretap channel’s SNR can be expressed as

S 0) < ) Z (r) (vRE - ySE) Fi(mziEv'w)j
< (-1 ( Vs vi;;) =P [_ <% " 71:)4 '

(24)

3 Secrecy performance analysis

In the scenarios where the eavesdropper is passive, the CSI
of the eavesdroppers and the intended receiver are not
available at the source terminal, hence perfect secrecy is
not guaranteed. In this Section, we analyze the PHY
secrecy performance of the considered system. Considering
the AF relaying system shown in Fig. 1, and using the
definition of the capacity of additive white Gaussian noise
(AWGN) channels, with SNRs y,and 7y, we can express
the channel capacity of the main channel C); and that of the
Cy =1logy(1 4+ 7y) and
Cw = 3log,(1 + yy), respectively. Hence, the instanta-

wiretap channel Cy as

neous secrecy capacity can be written as

—logy (1 +yw)l vm > 7w
0 " <Yw
(25)

1
C, = E[logZ(l +VM)
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where the coefficient of 1/2 is due to the fact that trans- Pour(Rs) = Pr(ypy <u|yye > vw) Pr(vy > vw)
mission in AF relaying system is done in two time-slots. + [1 = Pr(yy > vw)]
. . = 1+Pr(py <yy <) — Pr(yy > vw)
3.1 Probability of non-zero secrecy capacity
(PNZSC) —i+ [ / Fou @y () ey 0
y=0 Jx=y

According to the definition of the instantaneous secrecy
capacity in (25), when y,, > 7y, the secrecy capacity is
positive and when y,, <7y, the secrecy capacity is zero.
Thus, since y,, and 7y, are statistically independent, the
probability of non-zero secrecy capacity can be expressed as

Pr(C; > 0) = Pr(yy > yw)

= [ putr o) avas 26)
x=0 Jy=0

By inserting (18) and (24) into (26) and solving the inte-
grals, we obtain the following expression

Pr(cs>0)=zN:<)( )? () <J)

n=1 VC

3 Y :
" (_ sE_ > (_ RE_ ) (—1)
YRE — VSE YRE — VsE

.\ -1 1
n i—j 1 i—j
(_—+—+ )—(—+—+_) |
Y VsE  VRE Ysp  VsE  VRE

(27)

3.2 Secrecy outage probability (SOP)

An important performance measure for evaluating the PHY
secrecy is the secrecy outage probability denoted P, (Ry).
The secrecy outage probability is a probability that the
secrecy capacity is lower than the threshold of R, and can
be written as [17]:

Poui(Ry) = Pr(Cs<Ry)
=Pr(C, <R, |VM > 9w) Pr(vy > vw) (28)
+ Pr(Cs <yw) Pr(vm <7vw)-

According to the expression in (25), for y,, <y, Cs =0,
and since R; >0, we can readily conclude that
Pr(Cs<Rg|yy <yw)=1. Also, we can  write
Pr(yy <vyw) =1—"Pr(yy > 7w). Therefore, using (25),
the secrecy outage probability in (28) can be written as:

I+vy
Pout( ) Pr(10g2<1 + ’))M) <RS|A))M > ’VW)
w

x Pr(yy > yw) + [1 = Pr(yy > vW)}

(29)

where assuming p=[2%% (1 + yy,) — 1], the expression in

(29) can be written as

I yfw( 0, () drdy

X=y
= l _/ / -f)M IW dXdy
y=0 Jx=p

Assuming A = 2%F

follows:

Pout( )—1_/ [1_
y=0
= [ P14 2, 00
y=

By inserting (19) and (24) into (31) and solving the inte-
gral, we obtain the closed-form expression of the secrecy
outage probability as follows

N =1y 1 K
Poul ,,Z; (") Tc — "sp ‘=5 ( ) (J)
)
VRE — VSE VRE — VSE Vse VR
. N
22R l — + L) exp (_ n(22R — 1))
Vs VRe Yc

R A 2R |
—Vsp (— +— / + ,L) exp <— (,—)) .
Ysp Yse VR Ysp

(32)

s, we solve the inner integral in (30) as

W (2= 1+ )]f, () dy
(31)

\il

3.3 Average secrecy capacity (ASC)

The average secrecy capacity can be obtained by averaging
the instantaneous secrecy capacity over the joint PDF of
(Yars7w)> where assuming 7,, and 7y, are statistically
independent, it can be expressed as [18]:

ES B ~/+OC /+oo Cs(x’y)f}'M (x)f:/w (y) dXdy' (33)
0 0

By inserting (25) in above equation, we obtain

Comg [ [ toma(1-4. ~logs(1 ), (415, ) ey

1

=5 —h)

(34)

where
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L = /x:() [_Ologz(l —|—x)fyM(x) yw(y)dxdy

& (33)
= [ o1+ 215, (0, () 0

By inserting (18) and (23) in above equation, and solving
the integral, we get

N n—1 K
i ()2 0)
I, = ——
! ;()VC_HVSDZO Z
« <_ 7SE_ )” (_ 7RE_ >j(_1)j
YRE — VSE YRE — VSE
X / log, (1 + x) {exp (— <_£ + _L>x>
x=0 Yc Vs VRE
1 i—
—exp<—<_+]+ J > )}
Ysp  Vse  VRe

Using

(36)

Joo In(1 + x) exp(—px) dx = Lexp()Ei (1), we
obtain the solution of integral, which yields:

n—1
S WESS A
n:I Ve — "Vsp ‘=5
= i—j = J
% (_ VSE ) (_ VRE_ )
VRE — VsE YRE — VSE
. . . —1 . . .
n o i— n i—
(_—+ _ J+_i> exp(_—+_—J+_L)
Yc Vs VRE Yc Vs VRE
0 i . 1 P AN |
x E; (_ -‘r_—]‘f']—) - (_—-l- — J+_J )
Yc Vs VRE Yso Vs  VRE
1 1 i—j
X eXp —+ +— Eflm—+—+—]|.
Ysp Vs VrE Ysp  VsE  VRE
Similarly, in (34), we have

b[olﬁ%ﬂ+ﬂmwmwM®

(37)

y (39)
= /7 logy (1 + y)fy, () [1 = Fy, (v)] dy.

y=0

By inserting (19) and (24) in above equation, and solving
the integral, we get
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N )n 1
s ()i 2 (1) 2 0)
5 i—j 5

X(_/SE_) (_/RE_)(I)J< J_’__L)

YRE — VSE YRE — VSE Yse Y

> y y
X/ logy (1 +) |:_Cexp<__>_VSDeXp( _—H

*'=0 Ysp
><exp< ( J+L) )dy.

Yse VR

By solving above integral, we obtain:

1 L /NN n(—1)"!
v ()52 (1) 5 0)
H(Z) n—1 Yc — MYsp i=0
% (_ VSE_ )ij (_ 7RE_ ) (_l)j-H
YRE — VSE YRE — VSE
. . . — . . . —1
i— n i—
x (_—J+_i> V—C(_—+_—J+_i)
Yse Vre/ | M \Vc¢ Vse VRE
X exp( +—+—)
Yc Vs VRE
xE| <_1+’_—j+_i)
Yc Vs VRE
A T A )"
—Vspl=—+—=—+=—
P (VSD Yse  YRE
1 . .
X exp (_—+Z_—J+_L>

Ysp  Vse  VRE

1 i—7J j
XE1<_—+_ ]+_] ):|
Ysp Vs  VRE

Substituting expressions of I; given in (37) and I, given in
(40) into (34), we obtain the following closed-form
expression for the average secrecy capacity:

— 0.5 & (N> n(—1)"" ! K ( > <J>
Cs = —_—
ln(z); nj) Ve —Nspi= Z
« ( ?SE7 )l_J ( 7RE7 ) (-1
YRE — VsE YRE — VsE
G )G mls)
VsE  VRE Yo Vs “/RE
xexp( +—+—>E1( +—+ )
Yc Vs VRE Yc  VsE
P . 1 i
e )
Yse  VRE Ysp Vs VrE
J

1 i—j j 1
xexp(_ yy )E1<—+—J+_ )}
Ysp Vs VRE Ysp Vs VRE

(41)

(39)

—_

(40)
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4 Secrecy performance of the system
under outdated CSI

In practice, in the AF system with relay selection, the CSI
of S — R, — D link, used for relay selection at the deci-
sion time ¢, may differ from its value at the signal trans-
mission time ¢+ 7. This difference can be due to several
factors such as channel variations with time, feedback
delay and the channel estimation errors. In other words, the
best relay selected according to the outdated CSI at time ¢
may not be the best relay at the time of the data trans-
mission (time ¢ 4 7). Therefore, it is of interest to evaluate
the effects of outdated CSI on the secrecy performance of
the system. In the outdated CSI scenario, in general, we

have an estimate of the channel & denoted /. , defined by the
following model:

h=ph+(V/1—p?e (42)

where 7 is the estimate of the channel 4, and € is a complex
Gaussian noise CN'(0, 7). The correlation coefficient p,
0 <p <1 is a constant value which determines the average
quality of the channel estimation. That model is a widely
used model in the literature, which models the effects of
outdated CSI and imperfect CSI [32].

In this Section, we evaluate and analyze the impacts of
outdated CSI on the PHY secrecy of considered AF
relaying system. To that end, we obtain closed-form
expressions for the probability of non-zero secrecy capac-
ity, the secrecy outage probability, and the average secrecy
capacity average of the system under outdated CSI. Then
using numerical evaluations, we study and evaluate the
impacts of outdated CSI on the secrecy performance of the
system. According to [20], for the AF cooperative system
with relay selection under outdated CSI, the probability
density function and the cumulative distribution function of
the main channel’s SNR are given by:

. B N N (—1)n71
A =2 () ST = p) + l/n T

n=1

Lo rmataa) ool
and

1 N /N (—=1)"!
F=1-2 (n>mn(1 S SRy .

n=

[ nen(Gpa i) ool

(44)

(43)

where p is the correlation coefficient between the SNR of
S — R, — D link, at time ¢ and the SNR of S — R, — D
link at time ¢ + 7, where 0 < p <1 [20]. In fact, there is two

extreme cases, where p = 1 corresponds to a perfect CSI
case and p = 0 corresponds to a completely outdated CSI
case. It is also worthy to notify that for the wiretap chan-
nel’s SNR, the PDF and CDF expressions are the same as
those given in expressions (23) and (24).

4.1 Probability of non-zero secrecy capacity
under outdated CSI

Similarly to the steps shown in Sect. 3, the expression for
the probability of non-zero secrecy capacity under outdated
CSI can be obtained from:

a0 [ [ o

:/_0 f?M (x)F.y,W(x) dx.

By substituting (43) and (23) into (45), we obtain:

Pr(C; > 0) = /T{i (Z) Pon(1 (_)llnp}l/n ~Tsp
) )]

(.€ nx
P\ 3=

(OO
) vl ()

(40)

y) dydx

We solve the integrals in (46), and we obtain a closed-form
expression for probability of non-zero secrecy capacity, as
follows:

B N N (_1)}171
PG> 0) =D () N P sy

n=1

—VRE

K i . = i—j = J
EOZ06E) o
im0 \!/ %% YRE — VSE YRE ~ VSE
.. AN
i—
X ( + = J+_] >
Vel +po] Vs Vre
-1
i—j
_(—+—+—> |
Ysp  Vse  VRE

X

(47)

4.2 Secrecy Outage Probability under Outdated
csi

Similarly to the steps followed in Section 3, the expression
for the secrecy outage probability of the system under
outdated CSI can be obtained from:
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0 N n—1 K
PanlR) = [ F5 (2= 1+ 29)f, () w) -t (M) > ()
y=0 n 'yc p)+p]/n_ySD i—o \!

where A = 22Rs, Substituting (44) and (24) into (48) yields:

Foul) = /::{‘ - Z (+) AT
X F—‘ [n(1 = p) + plexp <4[nu L Ay)) - VSDCXP(__(;L _—,l - iy))] }

1—p)+p] Ysp

n
K i/ 5 i=j 5 j
K ! VsE ) ( VRE )
X . N/ = —_—
{; (‘) ,:ZO (/) <7RE —VsE VRE — VSE
x(—1y* (l_;j+ A ) exp [f <'_;J+_i>y} }dy-
Vs TRE 7se VRE

Solving the integrals in (49), yields the closed-form
expression for the secrecy outage probability of the system
under outdated CSI, which can be written as

L N N (_l)n—l
rea®) =1 =3 (L) =1 o7

n=1

L [ VSE iij YRE /
X — —
; ; < ) <’> (VRE - VSE) (VRE - Vszz)
x (—=1y*! ( —J + L)
Yse  VRE

x [% [n(1—p)+p] (50)

22Rx i—j - 2R
—Vsp|l =— +—+ —) exp <— - > .
P ( Vsp Yse  YRE Vsp

4.3 Average secrecy capacity under outdated CSI

(49)

The expression for the average secrecy of the system under
outdated CSI can be obtained following similar steps given
in Section 3 (using (34)), which can be written as

1
Co=>
2(

=5 [ towa(1 218 (F,, (1) 51)

=0

—3 [ Jors(1-4 9, 01 - 5, )] v

I — D)

M

By inserting (43), (44), (23) and (24) into (51) and using
S In(1 + x) exp(— ) dr = Lexp(W)E)
integrals and we obtain the following expression for the
average secrecy capacity:

(1), we solve the
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n:l

AN C)( sk )”( VR )J
‘= I/ \Vre = Vs YrE — VSE

‘e <%+7IJTE) (M( >+p]) 1

n i—j J
Yeln(1=p)+p] T3 VsE *3 VRE

X exp(++l_—J+_L>
V(1 —p)+p]  Tse  Vre

« E (—n - >
= - =
Yem(1—=p)+p] Ve Tre

N o
VSD(vsﬁm) +1exp(i+’_J+L)

Yso  Vse  VrE
i

x E| ( +—J+J—)}.
Ysp Vs  VRE

It is worthy to mention that, considering p = 1 (which
corresponds to the perfect CSI), expressions (47), (50) and
(52), reduce to the expressions (27), (32) and (41), which
were obtained for the perfect CSI case in Sect. 3. In other
extreme case, setting p =0 (which corresponds to the
completely outdated CSI), into expressions (47), (50) and
(52) yield the corresponding expressions for the PHY
secrecy of AF relaying system with one relay in the pres-
ence of multiple eavesdroppers. This implies that under
completely outdated CSI, relay selection is equivalent to
the random relay selection, where no diversity advantage
can be achieved from using multiple relays.

(52)

5 Simulation and numerical results

In this section, we provide numerical and simulation results
for three important PHY secrecy performance metrics for
the considered AF relaying system, namely, the probability
of non-zero secrecy capacity, the secrecy outage proba-
bility and the average secrecy capacity under different
parameters. Numerical results are obtained from derived
expressions (27), (32), (41), (47), (50) and (52), where to
verify the validity of the numerical results and the analysis,
we also provide Monte-Carlo simulation results. We con-
sidered the path loss for the channel to be o« =0 in all
Figures. We also assumed that the links corresponding to
the main channel have the same average SNR values, i.e.,
Ysp = Vsg, = Vg,p» for n=1,2,--- N, but the SNRs
associated to the eavesdroppers Jgz and 7p; may have
different SNR values.
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The simulation results are obtained as follows: First,
using Monte Carlo simulations, we generate several real-
izations of the random Rayleigh distributed channel coef-
ficients. For the outdated CSI case, we use the formula
described in (42), in which we first generate several real-
izations of the random Rayleigh distributed channel coef-
ficients h, and generate e that is a complex Gaussian noise

CN(0,032), then we obtain outdated channel coefficient h.
We then, calculate instant SNR values for each time-slot,
i.e.. the values for ygp, Vs, » Vr,p- the SNRs associated to
the eavesdroppers ygg, and yg;. Then, we obtain the instant
SNR values for y, , and y,, using (15) and (17). Then, using
(25), we obtain several instantaneous values for the secrecy
capacity C,. Finally, for the given system parameters,
defined for each figure, and using the obtained several
realizations of the secrecy capacity, the average secrecy
capacity (ASC), and the probability of non-zero secrecy
capacity (PNZSC), the secrecy outage probability (SOP)
are calculated for a total number larger than 107 channel
realizations, where ASC = mean(Cy),
PNZSC = Pr(Cy > 0), and P, (R;) = Pr(Cs; <R;), have
been used.

Fig. 2 shows the probability of non-zero secrecy
capacity versus Ygp, for the system assuming N = 5 relays
and K = 5 eavesdroppers. We observe that increasing 7)),
yields an increase in the probability non-zero secrecy
capacity. Also, we can observe that increasing g, and/or
Vre cause a decrease in the probability of non-zero secrecy
capacity, as expected.

Fig. 3 shows the secrecy outage probability versus g,
for the system with N = 5 relays and K = 5 eavesdroppers
and R, = 0.1 bits/s/Hz. We observe that increasing 7gp,
decreases the secrecy outage probability. We also observe
that increasing gz and gy increases the secrecy outage
probability of the system.

Fig. 4 shows the secrecy outage probability versus g,
with Ygz =5 dB, ygz = 10 dB, K =5 eavesdroppers and

—3sg =5dB, g =15

© simulation

0 2 1 6 8 10 12 4 16 18 20
Tsp = Tsm, = Tr,p (dAB)

Fig. 2 Probability of non-zero secrecy capacity versus 7Jgp With
N=K=5

s Tre = 10 dB
==Fop =5 dB, Tpp = 15 dB
s © simulation
0 5 10 15 20 25 30 35

Ysp =7Tsg, = Tgr.p (dB)

107H

Fig. 3 Secrecy outage probability versus s, with N =K =5 and
R, = 0.1 bits/s/Hz

Tsp = Tsr, = Tap (dB)

Fig. 4 Secrecy outage probability versus yg, with gz =5 dB, Jpp =
10 dB, K =5 and R; = 0.1 bits/s/Hz

R, = 0.1 bits/s/Hz, for different number of relays N. It can
be observed that, increasing the number of available relays,
decreases the secrecy outage probability. To show the
tightness of the upper bound approximation SNR, the SOP
results are obtained for both cases of the upper bound

approximate SNR yge , = min(yg , Vg p) and the exact

7SRy VRyD
1+ysr, + 70D

simulations. We observe that the approximate results are
tight enough to the exact results, especially at the medium
to high SNRs.

Fig. 5 shows the secrecy outage probability versus R
with N =K =5, 75z = 0 dB and yz; = 5 dB. We observe
that increasing Ry, increases the secrecy outage probability.
Also we can see that increasing yg; and 7y increases the
secrecy outage probability.

The secrecy outage probability versus yg;, is shown in
Fig. 6, where it is assumed that K = 5, R; = 0.1 bits/s/Hz,
ysg =0 dB and gz =5 dB. It can be observed that
increasing the number of available relays decreases the
secrecy outage probability and therefore, the physical layer
security is significantly improved.

SNR expression ygg p = , which is obtained via

@ Springer
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Fig. 5 Secrecy outage probability versus Ry with N = K =5, ¢ =0
dB and yz; =5 dB

—N=5
5[ © Simulation S
10 . : 4
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Fig. 6 Secrecy outage probability versus 7, with K =5, Ry, = 0.1
bits/s/Hz, ysz = 0 dB and Jz; =5 dB

The secrecy outage probability versus N and K, are
shown in Fig. 7 and Fig. 8, respectively, where Ry = 0.1
bits/s/Hz and 7y, = 20 dB are assumed. We observe that
increasing N the number of relays, decreases the secrecy
outage probability. It is also observed that the secrecy
outage probability increases with the number of
eavesdroppers.

22 25sp =5 dB, Ta5 = 10 dB
==Tgp =0dB, 7pz =5 dB
i © simulation

SD TSR

Fig. 7 Secrecy outage probability versus the number of relays N with
K =5, R, = 0.1 bits/s/Hz and 75, = 20 dB
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Fig. 8 Secrecy outage probability versus the number of eavesdroppers
K with N =5, R, = 0.1 and ¥, =20 dB

Fig. 9 and Fig. 10 show the average secrecy capacity.
We observe that increasing yg, and/or N, increases the
average secrecy capacity. Also, it can be observed that
increasing 7Jg; and ygp decreases the average secrecy
capacity.

In Fig. 2 to Fig. 10, the results are obtained assuming
that the CSI used for relay selection is perfect. However, in
the following, we provide the results of PHY secrecy
performance under outdated CSI.

Fig. 11 shows the probability of non-zero secrecy
capacity as a function of g, with N = 5 relays and K = 3
eavesdroppers. We observe that increasing g, increases
the probability of non-zero secrecy capacity and also
increasing gz and Y, decreases the probability of non-
zero secrecy capacity. Also, we can observe that decreasing
o which corresponds to the case where CSI becomes more
outdated, cause a decrease in the probability of non-zero
secrecy capacity.

Fig. 12 and Fig. 13 show the secrecy outage probability
versus ygp for K =1 and K = 3 eavesdroppers, respec-
tively, and N = 5 relays, Yz = 0 dB, 73z =5 dB and R, =
0.1 bits/s/Hz for different value of p. Increasing 7gp,
decreases the secrecy outage probability and increasing K,

6 T T T T
- | |
5 : i
Tsg £0dB;Tap=5dB | 4" A
| i - N
4 : ; ; i NA L
Tsp =5 dB, 3g5 = 10 dB /e
5 : Powd LA
K 3 : 3 H 24 '
IC s CAT I
2 : i
i 1 e ’;,f
1 '/“fir ¥
! «4/ /‘;{’
0o » -"'f—-é’" 1 1

0 5 10 15 20 25
Tsp =7s = Trp (dB)

Fig. 9 Average secrecy capacity versus yg, With N =K =5
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Fig. 10 Average secrecy capacity versus 7, with K =5, y; = 0dB
and ygr =5 dB

o simulation
10 15 20
Ysp =Tsm, = Tr.p (dB)
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o

Fig. 11 Probability of non-zero secrecy capacity versus ygp, for N = 5
and K =3

10
107

; |—p=09
10 : : ——p=1

|_© simulation

Tsp = Tsr, = Ta,p (dB)

Fig. 12 Secrecy outage probability versus yg, for N =15, K =1,
7sg = 0dB, yzz =5 and R, = 0.1 bits/s/Hz

increases the secrecy outage probability. Also, it can be
observed that increasing p decreases the secrecy outage
probability. Moreover, it can be seen that for p = 0, the
secrecy outage probability is equal to that of the considered
AF relay system with one relay, indicating that with p = 0,
no diversity advantage can be achieved from relay selec-
tion. In the other extreme case, with p = 1 (perfect CSI),

5 10 15 20 25 30 35 40
Tsp =Tsr = 7&p (dB)

Fig. 13 Secrecy outage probability versus yg, for N =5, and K = 3,
Jse = 0dB, Jgg = 5, and Ry = 0.1 bits/s/Hz

10°

-'il.~._ T T T
S-.
S \Q‘i
107 F AR
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=1
ﬂ_D 10 3 L
10-4 b
10-5 b
10-6 L L
0 5 10 15 20 25 30 35

Ysp =TVsr = Tr.p (dB)

Fig. 14 Secrecy outage probability versus Y, with g = 0 dB, Y =
5dB, N =5, K =3 and R, = 0.1 bits/s/Hz

Fig. 15 Secrecy outage relays with

probability versus N
Ysp = Vsg, = Vr,p = 20dB, Jgz = 0dB, Ygz =5 and Ry = 0.1 bits/s/
Hz

the diversity order is equal to N + 1, as expected. For
0<p<1 (outdated CSI), the outage probability curves
have the same slope at high SNRs, implying that the
diversity order in the outdated CSI is equal to 2 that is the
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diversity order of the AF relaying system with a single
relay and S — D direct channel.

In order to show the tightness of the upper bound
approximation SNR ygz =~ min(yg ,7x,p) to the exact
lation results for the secrecy outage probability versus ygp
are given assuming that y¢; =5 dB, Yz =10dB, K =5
eavesdroppers and R; = 0.1 bits/s/Hz, for different values
of p. We can see that the approximate results are tight
enough to the exact results, especially at the medium to
high SNR values.

Fig. 15 shows the secrecy outage probability versus N
with Ygp =Yg, = Tg,p = 20 dB, 75z = 0 dB, Jgp =5 dB
and R, = 0.1 bits/s/Hz. It can be seen that increasing K,
causes an increase in the secrecy outage probability. Also,
we can observe that increasing p, decreases the secrecy
outage probability. However, when p decreases to
(p = 0.5), the improvement in the secrecy outage proba-
bility due to the increasing of N, is small because of poor
channel knowledge. Moreover, when p = 0, increasing N,
the secrecy outage probability does not increase, since the
system behaves similar to the AF relay system with one
relay and S — D direct link.

Fig. 16 shows the secrecy outage probability versus p
with N =5, K =3, 55 = 0 dB, Yz =5 dB and R; = 0.1
bits/s/Hz. We observe that increasing p, decreases the
secrecy outage probability.

The average secrecy capacity versus 7, is shown
Fig. 17 with N =5, K =3, J5; = 0 dB and yz; = 5dB .
We observe that increasing 7y, and/or p, increases the
average secrecy capacity.

Fig. 18 shows the average secrecy capacity versus N
with K = 3, gz = 0 dB and y,; = 5 dB. We can observe
that in the case of completely outdated CSI, p =0, by
increasing N, the average secrecy capacity does not change.

SNR expression ygg p = in Fig. 14, the simu-

----- )
FEE=S
o IR - =T S
Y A 5
o 180 = tsm = Tpp = 10:dB Spom,
10 : i =
S %
5,3 \\{J
llo 10 i :
e iy Ll Lt
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\X
N,
10* 3
5
===:Theory | ‘\\
5|L_© Simulation | : ;
10 i i
0 0.1 0.2 0.3 04 0.5 06 0.7 0.8 09 1

P

Fig. 16 Secrecy outage probability versus p with N =5, K =3,
Vse = 0dB, 7gr = 5dB and R; = 0.1 bits/s/Hz
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Fig. 17 Average secrecy capacity versus ygp with N =5, K =3,
Vse = 0dB and 7z =5 dB
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Fig. 18 Average secrecy capacity versus N, with K = 3, gz =0 dB
and Yz =5 dB

This is the extreme case and implies that the relay selection
based on the completely outdated CSI does not provide
diversity to the system, as explained earlier.

In Fig. 2 to Fig. 18, it can be observed that the obtained
numerical results obtained from theoretical mathematical
formulas derived in this paper match closely with the
simulation results, indicating the validity of the obtained
mathematical expressions.

6 Conclusion

In this paper, we have analyzed and evaluated the PHY
secrecy performance of an AF relaying system with relay
selection under two cases, namely, perfect CSI and out-
dated CSI cases. We derived closed-form expressions for
the probability of non-zero secrecy capacity, the average
secrecy capacity and the secrecy outage probability. We
provided numerical results to show the significant advan-
tages of relay selection for improving the physical layer
security. Moreover, we evaluated the effects of outdated
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CSI for relay selection on the physical layer security of the
AF relaying cooperative communications systems with
relay selection. It is observed that when the information
used to select the relay is outdated, the PHY secrecy per-
formance can be deteriorated. We also used Monte-Carlo
simulation to verify the validity of the obtained mathe-
matical expressions.
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