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Abstract
Mobile Ad-hoc Network (MANET) is a prominent technology in the wireless network in which the mobile nodes operate in

a distributed manner and collaborate with each other in order to provide the multi-hop communication between the source

and the destination node. Generally, the main assumption considered in the MANET is that each node is a trusted node.

However, in a real scenario, there are some unreliable nodes which misbehave and launch the attack in network like black-

hole in which the misbehaving nodes attract all the traffic towards itself by giving false information of having a shortest

path towards the destination with a very high destination sequence number. In this paper, we discussed different possible

nature of the nodes in the network that can lead to the different possible attacks. We have also presented the different

classification of the techniques and discussed the merits, drawbacks, and suitability of the various techniques in different

scenarios which need to be taken into consideration while designing an efficient protocol.

Graphical Abstract

Keywords MANET � Black-hole � AODV � Overhearing � Clustering � IDS � Sequence number threshold �
Cross checking � Byzantine attacks

1 Introduction

Mobile Ad-hoc Networks (MANETs) are the collection of

independent mobile nodes which operate in distributed

manners and coordinate with each other in providing

communication between the source and the destination

node. These networks can be set up easily and quickly at a

low cost without requiring any type of fixed infrastructure

like base station which is required in case of setting up the

cellular network. It provides multi-hop communication
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through the intermediate node which plays an important

role in providing the communication path between the

source and the destination node as well as in forwarding the

data packets. It is a self-configurable, temporary and

infrastructure-less networks [1] of mobile devices that

communicate with each other if within the direct radio

transmission range of each other or through the interme-

diate nodes. The nodes in MANET have limited compu-

tation power due to its small size, small memory, and low

processing power capabilities. Each node not only acts as a

host and but also as a router. In order to communicate with

each other, the routing protocol such as Ad-hoc On-de-

mand Distance Vector (AODV) [2], Dynamic Source

Routing (DSR) [3] etc is used which helps in finding the

optimal route between the source and the destination node.

The conventional MANET routing protocols assume that

all nodes are trusted node and cooperate with each other

but in a real situation, the behaviour of the nodes can be

different and hence may not cooperate with other nodes.

Due to this assumption, MANET’s routing protocols have

many weaknesses that can be exploited by the attacker in

order to disturb the communication process. Therefore,

MANET’s routing protocols are more vulnerable to a

denial of service (DoS) attacks. In this paper, the main

contributions are that we have discussed about the different

possible nature of the node, classification of techniques,

and provided merits, drawbacks, and suitability of the

various mitigation techniques in MANET.

The remainder of the paper is organized as follows.

Section 2 explains about black-hole attack and different

possible nature of the node in the network. In Sect. 3, we

describe various techniques that deal with the black-hole

attack and its classification into various categories. In Sect.

4, we discuss the merits and drawbacks of various schemes

that need to be considered for designing efficient routing

protocols and also discuss the suitability of scheme in the

scenarios as per the simulation result in the available lit-

erature. At last, Sect. 5 concludes the paper.

2 Black-hole attack

Black-hole attack is also known as packet dropping attack

which seriously degrades the performance of the network

[4–6]. In this type of attack, there can be a single legitimate

node or multiple legitimate nodes in the network. When

there are two or more than two legitimate nodes which

collaborate with each other in order to disrupt the com-

munication, they are called as cooperative black-hole

attack. The attacks which are launched by the authorized

nodes are known as byzantine attacks [7]. In normal

AODV routing protocol, whenever the source node wants

to communicate with the destination node, it broadcasts

route request packet if it does not have a path towards the

destination. The destination node sends back reply packet

on receiving the route request from the intermediate node.

But in black hole attack, the black hole node on receiving

route request packet sends reply packet with false infor-

mation of having a minimum path towards the destination

with a very high sequence number. The high sequence

number indicates the freshness of the path. On receiving

reply packets from the malicious node, the source nodes

start sending the data packets from the path which contains

malicious node and then the malicious node starts dropping

the data packet.

In order to launch a black-hole attack in MANET, the

main thing is that the attacker should have knowledge of

about attracting the traffic towards itself which is possible

by giving false route information in the reply header packet

to the source node. In any routing protocol, the source node

always communicates with the destination node through

the optimal path and that path should not be a stale path. In

AODV routing protocol, the two main field’s information

in reply header packet plays the important role in selecting

the final established path which is hop count and destina-

tion sequence. The high destination sequence number

indicates the freshness of the path. Therefore, the attacker

always utilizes the vulnerability of the underlying routing

protocols which are generally designed by considering the

mutual cooperation among the nodes in the network. The

attacker always gives the false information by providing

the minimum hop count to 1 with a very high destination

sequence number in the reply packet due to which the

source node selects the path which contains malicious node

and thereby leads to the packet dropping attack. Thus, any

node in MANET can easily misbehaves and creates a

severe damage to the network. There can be different

nature of the node in a mobile ad-hoc network which is

represented in Table 1 [8]. If a node is not malicious; it will

not send incorrect information of having the shortest path

and incorrect information about destination sequence

number. In the Table 1, 0 represents incorrect information

and 1 represents correct information. If a node is malicious,

it can send incorrect information of having the shortest path

with incorrect destination sequence number leading to

black-hole attack in the network and start dropping the data

packet when receiving the data packets. If a node is

malicious, it can send correct information regarding des-

tination sequence number but with incorrect information of

having the shortest path toward destination due to which

source node starts sending data packets and then malicious

node drops it. If a node is malicious, it can send the correct

information of having the shortest path with incorrect

information of the destination sequence number that can

also lead to the black-hole attack in the network. At last, if

a node is malicious, it can send correct information of
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having the shortest path with correct destination sequence

number but even then it can also lead to the gray-hole

attack in the network which is a selective packet dropping

attack by behaving normally during route discovery pro-

cess and then behaving as malicious.

3 Literature review

There are various techniques as proposed by many

researchers for combating with the black-hole attack in

MANET which are described in detailed in the Sect. 3.3.

These techniques have been classified into various cate-

gories as shown in Fig. 1.

3.1 Classification of techniques

3.1.1 Cryptography based scheme

It includes all those solutions in which cryptography

technologies such as symmetric key cryptography, digital

signature or hashing are used for encryption, verification

and integrity purpose so as to be able to secure the network

from the possible attacks.

3.1.2 Overhearing based scheme

It consists of all the solutions in which each node can

overhear its neighbour’s transmission to check its honesty.

If its neighbor node is found to be doing some unexpected

event, it is declared as a malicious node and the informa-

tion is propagated in the network.

3.1.3 Sequence number threshold based scheme

In this category, the source node calculates a threshold

value by using the destination sequence number parameter

of the reply packet and drops the reply packet if it contains

the sequence number greater than the threshold.

3.1.4 Acknowledgment based scheme

In this category, an acknowledgment packet is sent by the

node to confirm about the well reception of the packets.

3.1.5 Clustering based scheme

In this scheme, the network is divided into the cluster in

which the cluster head detect the black hole attack and

inform about it in the network.

Fig. 1 Classification of techniques

Table 1 Nature of the node
Malicious Destination sequence no. Shortest path Packet drop Attack Type of attack

No 1 1 No No No attack

Yes 0 0 Yes Yes Black-hole

Yes 0 1 Yes Yes Black-hole

Yes 1 0 Yes Yes Black-hole

Yes 1 1 Yes Yes Gray-hole
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3.1.6 Cross-layer collaboration based scheme

In this section, it encompasses all those solutions in which

more than two layers cooperate with each other to detect

the malicious activity in the network.

3.1.7 Cross-checking based scheme

In this scheme, cross-checking is done by the source node

with the next hop or previous hop of the intermediate node

so that the nature of the intermediate node can be found

out.

3.1.8 Trust-based scheme

It includes the solutions that compute the node trust values

based on neighbour transmission which helps in identifying

the nature of the node whether malicious or normal. If a

trust value of a node is less than a threshold, it is declared

as malicious otherwise normal nodes.

3.1.9 IDS based scheme

This scheme is based on special nodes called as IDS nodes

which have the capability to detect the malicious activities

by overhearing its near transmission and when an anomaly

is detected, it broadcast the message in the network to

isolate it.

3.1.10 Other schemes

In this section, there are many solutions which do not come

under the above categories.

3.1.11 Hybrid scheme

These are those schemes which can be the combination of

above categories.

3.2 Parts

The summary of existing techniques has been done on the

following basis and is presented in Table 2.

3.2.1 Reference

In this part, the reference of the existing technique is

provided.

3.2.2 Base protocol

In order to deal with packet dropping attack in the mobile

ad-hoc network, many researchers have used the different

protocol as a base protocol which does not have any

security mechanism for dealing black-hole attack. Mostly

base protocols such as DSR and AODV have been used.

3.2.3 Protocol modification

In order to add security features to the base protocol, many

researchers have made some modifications. Some of these

modifications have mitigated the impact of black-hole

attack. Some modifications are able to detect the malicious

node while others are able to prevent the malicious node

from doing any malicious activity in the network. Any

modification done in the base protocol is marked by ‘Y’

(Yes) and where there is no modification in a base protocol

is marked by ‘N’ (No).

3.2.4 Extra control packets

In order to make the network secure from the malicious

nodes, some modifications led to the addition of new extra

control packets. These extra control packets help in miti-

gation, detection, and prevention of the malicious nodes in

the network. Any extra control packet added in the base

protocol or used in methodology is shown as ‘Y’ i.e. Yes

and where there is no extra control packet, it is shown as

‘N’ i.e. No.

3.2.5 Control packets name

Many researchers have proposed the different approach for

dealing with black hole attack. Some of them have given

the special name to their control packets that help in coping

up the problem of black hole attack in MANET. There are

some protocols where no extra control packets are added.

They are represented by the term ‘Not used’.

3.2.6 Proposed protocol or scheme

Some researchers have proposed protocol by adding

security features in the base protocol and have given new

name while some have made changes in the base protocol

but have not mentioned the new protocol name which is

mentioned as MAODV (modified AODV) protocol. Others

have proposed a scheme that helps in the security of the

network.

3.2.7 Merits

The existing techniques have some merits which can be

taken into consideration in designing an efficient protocol

for the different environment.
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3.2.8 Drawbacks

All the techniques which have been proposed by the

researcher also have some drawbacks which have been

discussed.

3.2.9 Parameters and metrics

In this, the various parameters and metrics used by the

researcher for the evaluation of techniques are discussed.

3.2.10 Year

In this, the year is mentioned in which different researchers

have proposed a protocol or scheme.

3.2.11 Simulators

Network simulators like NS-2, Glomosim, and OPNET etc

have been used by many researchers for validating the

efficiency of their proposed protocol or scheme. It has been

found that NS-2 is used many times by different

researchers.

3.3 Schemes

3.3.1 Cryptography based schemes

In [9], the author has designed new protocol named

Security Enhanced AODV protocol for wireless mesh

networks that makes use of Blom’s key pre-distribution

scheme for computing the pairwise transient key (PTK)

through the broadcasting of extended HELLO packet and

then uses the established PTK to distribute the group

transient key (GTK). In order to authenticate the unicast

and broadcast routing messages, PTK and GTK key are

used respectively. Each pair of nodes shares a unique PTK

key, while GTK key is secretly shared between the node

and all its one-hop neighbours. In this technique, the

standard AODV routing message is extended to include

message authentication code (MAC) for the guarantee of

the message’s authenticity and integrity in a hop-by-hop

fashion. The simulation results show that SEAODV avoids

routing attacks in the network and perform better in com-

parison with ARAN and SAODV in terms of route acqui-

sition latency and computation cost. The disadvantage of

this approach is that it incurs high communication cost due

to the exchange of keys.

A new key exchange mechanism called Instant Key

Generation Mechanism [10] is proposed for eliminating the

pre-distributed keys requirement. In the pre-distributed

scheme, keys are already installed at the nodes between

group members to set up common secret key which

requires memory and are distributed over the network due

to which the attackers can identify the key and make forge

acknowledgment. In order to avoid this pre-distribution of

key requirement, they proposed a new scheme in which

new keys are generated instantly by every node when it

takes part in the communication. All acknowledgment

packets generated by the nodes are digitally signed before

they are sent out and are verified. Therefore, in this tech-

nique forging of acknowledgment packet by the attacker is

not possible. The simulation results show that the proposed

approach is having better performances as compared to

other acknowledgment schemes. The disadvantage of this

approach is huge computation cost due to frequently

computation of new keys by the nodes.

3.3.2 Overhearing based schemes

In [11], the authors have proposed a scheme that is the

combination of two major components, termed watchdog

and path-rater, for detecting and mitigating routing mis-

behaviour node in the network. In this scheme, all nodes

are in a promiscuous mode in which it overhears the

activity of its neighbor node. If the next hop node is

cooperating and working as a normal node by forwarding

the data packet then the data packet is cleared from the

buffer of the node which is watching its neighbor activity.

If a data packet continues to be in the buffer for a long

time, the watchdog component declares its next hop

neighbor as a misbehaving node whereas the path-rater

component rates every path in its cache and finally selects

the path that best avoids malicious node. But there is some

limitation of this technique that fails to detect malicious

node and gives false information of its next neighbor node

as a misbehaving node in the presence of ambiguous col-

lisions, limited transmission power, and receiver collisions.

This false information about the genuine node as a mis-

behaving node is termed as false positive.

In [12], the author proposed an approach to mitigate the

black hole attack by judgment process. In this approach,

each node gives their opinion about the honesty of its

neighbor’s nodes by overhearing its activities. Whenever a

node gets all the opinions of neighbors, it decides whether

the replying node is the malicious node or not based on

number rules. If a node is the first receiver of a reply

(RREP) packet, it forwards packets to source and starts the

judgment process on about replying node. Therefore, the

judgment process is totally dependent on the opinion of the

network’s nodes about the replying node. The disadvantage

of this approach is that opinions are not always correct

because any node can give a false opinion of others.
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3.3.3 Sequence number threshold based schemes

Dynamic Learning Method is proposed in [13] which based

on a threshold that calculates the dynamic threshold value

at the regular interval of times according to changing

network environment. It used a multidimensional feature

vector to express the state of the network at each node. In

traditional schemes, static training data is used for defining

the state of the network. Due to dynamic network topology

characteristic of mobile ad hoc networks, such static

training method could not be efficiently used. In order to

define the state of network, three features are used i.e.

number of sent out request packet, number of received

reply packet and the average of difference of destination

sequence number in each time slot between the sequence

number of reply packet and the one held in the node list

which is maintained by each node.

Dynamic threshold based protocol is proposed by [14] in

which the threshold value is dynamically updated in every

time interval. This solution also removes the limitation of

those solutions which were using a static threshold value.

According to their solution, the source node checks to find

out whether the reply’s sequence number is higher than the

threshold value. If it is found to be higher than the

threshold value, the node is declared as a malicious and it

adds the node to the blacklist and broadcasts the alarm

packet to inform other nodes about its id so that further

communication by this node is discarded. The threshold

value is computed by taking an average of the difference of

destination sequence number in each time slot between the

sequence number in the routing table and the reply packet.

In [15], a new protocol called Reverse Ad-hoc On-de-

mand Distance Vector (R-AODV) is proposed which not

only deals with black hole attack but also deals with the

gray-hole attack in the network. The authors have modified

the functionalities of node receiving request (RREQ)

packet, sending the request (RREQ) and receiving the reply

(RREP) packet. It dynamically calculates PEAK value

which is based on the number of RREQ packet sent,

number of received reply (RREP) packet and sequence

number in the routing table. After every RREP packet

received, the value of PEAK is calculated by the addition

of these three parameters to the previous value of PEAK.

Before a route is to be established, each node checks the

destination sequence of RREP packet with the PEAK

value. If it is greater than PEAK value then the node marks

this RREP as DO_NOT_CONSIDER and marks the node

sending RREP as a malicious node. Therefore, RAODV

not only detects the malicious node but also isolates the

multiple malicious nodes present in the network during the

route discovery phase which helps in the establishment of

the short and secure route towards the destination. The

advantage of this approach is that it has low routing

overhead as it does not use any extra control packet for

notifying other nodes regarding the black-hole or malicious

node. It uses standard RREQ and RREP packet to notify

other nodes about the presence of malicious node.

In order to further enhance the performance of MANET,

the author made some modification in the functionality of

node receiving reply (RREP) packet in R-AODV protocol

and proposed an extension of above protocol called as

Modified Reverse Ad-hoc On-demand Distance Vector

(MR-AODV) [16]. In this protocol, the intermediate node

does not forward the reply (RREP) packet back to the

source node on the reverse path once it detects the node

sending RREP as a malicious and also it does not require

DO_NOT_CONSIDER parameter. Therefore all RREPs

packet reaching source node are from the genuine node and

the RREP packet containing the shortest and fresh path is

selected for the data transmission. The main advantage of

MR-AODV is that it has low routing overhead as compared

to R-AODV by not forwarding RREP packet after detec-

tion of the misbehaving node in the network.

Secure Route Discovery for the AODV protocol (SRD-

AODV) is proposed in [17] for dealing with black hole

attacks. In this protocol, it is required that the source node

and the destination node has to check the sequence num-

bers in the route request and route reply packet respectively

with threshold value before creating a connection with the

destination node for transmission of data packets. Three

fixed threshold values have been defined for classifying

real nodes and malicious nodes in three different types of

environments which is small, medium and large. The

drawback of this approach is that the threshold value is

fixed which may not be feasible in a high mobility

environment.

Dynamic Sequence Number Threshold protocol is pro-

posed in [18] in which sequence number based threshold

value is calculated which is compared with the reply packet

sequence number. An additional field named grade is added

in the routing table. When a node receives an RREP packet

it checks reply packet’s destination sequence number with

the sequence number threshold value. If the value of

sequence number in reply packet is less than the threshold

value then the packet is accepted otherwise the node grade

in the routing table is changed to malicious’ from which the

reply packet is received and finally reply packet is dropped.

In [19], the packet processing technique of normal

AODV is improved in order to detect routing misbehaviour

and alert other nodes by using default AODV control

packets i.e. HELLO packets so that there is no additional

overhead. In this approach, the authors have calculated the

threshold value based on a number of requests sent and

reply packet received.

Mitigating black-hole attack through detection and

prevention Ad-hoc On-demand Distance Vector (MBDP-
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AODV) protocol based on dynamic threshold value of the

destination sequence number is proposed in [20]. In this

approach, the source node sends the data packets after

receiving the reply packet. Whenever it receives the min-

imum three replies packets, it calculates the threshold value

and detects the black-hole attack. The drawback of this

approach is that it has high routing overhead due to mul-

tiple replies packets sent by the destination node.

3.3.4 Acknowledgment-based schemes

Two hop ACK [21] approach is proposed which is based on

acknowledgment scheme that use a special acknowledg-

ment packet called as TWOACK packets, that are given a

fixed path of two hops (or three nodes) in the direction

opposite to that of data packets. In order to implement this

approach, an authentication mechanism is used so that the

next hop is prevented from sending a forged ACK packet

on behalf of the intended two-hop neighbor. If no

acknowledgment is received from the two-hop neighbor, it

suspects the link as misbehaving links which is not chosen

in the next route discovery process. The drawback of this

method is that it has cannot detect misbehaving nodes and

has high routing overhead.

2ACK is proposed by [22] that help in detecting routing

misbehaviour and mitigating its adverse effect. The 2ACK

methodology is based on the idea of sending two-hop

acknowledgment packets in the opposite direction of the

routing path. The receiving node only sends two hop

acknowledgment packets for a fraction of received data

packets. It can be incorporated as an add-on to the standard

routing protocols for MANETs, such as DSR for detecting

routing misbehaviour in the network.

The AACK [23] is a scheme which is based on network

layer acknowledgment and consists of the combined

approach of Enhanced-TWOACK and an End-to-End

acknowledgment scheme. It enhances the performance of

TWOACK scheme by using end-to-end acknowledgment

scheme for reducing the routing overhead of TWOACK

and maintaining good performance. In this approach, if the

source node receives the acknowledgment, it means there is

no malicious node in the network. It has also taken timeout

threshold value as a parameter which is used to detect the

misbehaving node when it is dropping the data packets

more than this timeout threshold value. The advantage of

this approach is that its detection efficiency is increased as

compared to TWOACK by applying node detection algo-

rithm for detecting malicious node more accurately.

In [24], the author proposed an approach for detecting

the malicious node. According to this approach, when a

path is established the source node forms different sets that

consist of three consecutive nodes which are left, middle

and right node. Each node of the network maintains a list of

misbehaving nodes. When LeftNode forwards the packets;

it makes entry of forwarded packets in list data structure

and waits for two acknowledgment packets. If none of the

acknowledgment packets is received within their threshold

time limit T1 and T2 respectively, that set is considered as

a malicious set. Within threshold time T1, if

E-2ACK1acknowledgment packet is received then Left-

Node waits for E-2ACK2 acknowledgment packet else

observers its MiddleNode by rating the behavior in

promiscuous mode and if rating falls threshold Time TS,

LeftNode declares its MiddleNode as misbehaving nodes

and if not, Left node declares its RightNode as misbe-

having nodes and then flood this information. Within

threshold time T2, if E-2ACK2 acknowledgment packet is

not received then after time T2 both MiddleNode of that

group starts rating their next hop nodes (i.e. RightNode) for

time T3 and if number of dropped packets exceeds

threshold TS within time T3 then that RightNode is

declared as malicious node otherwise LeftNode of second

set is declared as malicious node. At last, information of

the malicious node is broadcasted across the network and

separated. The drawback of this approach is that routing

overhead is increased due to 2ACK packets.

The authors in [25] proposed a new approach in which

all intermediate nodes have to send acknowledgment on

receiving the data packets. Through these acknowledg-

ments, the source node creates a Merkle tree and compares

the tree root value with a precalculated value. The end-to-

end route is free from packet droppers if both values are

equal but this approach is quite resource-demanding.

Through simulation, it has been found that the detection

efficiency and performance of the proposed approach is

better as compared to watchdog approaches in terms of the

best delivery ratio of packets and the highest detection

ratio.

3.3.5 Cross-checking based schemes

In [26], the author has dealt with the black hole problem

and proposed a solution in which it is required that each

intermediate node has to send back the information about

its next hop whenever it sends back a reply packet. This

solution requires the addition of next hop information in

the original AODV header. In this solution, it ignores the

further reply from the inquired intermediate node. The

drawback of this solution is that it works by making an

assumption that malicious node does not cooperate with

each other which is called as cooperative black hole attack,

as it always checks only one next hop node. Although in a

real scenario it can be possible.

In [27], a new approach is proposed which is used to

identify multiple black-hole nodes cooperating with each

other. It removes the limitation of the above solution by
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making use of two bits of additional information in data

routing information (DRI) table which is maintained by

each node. In data routing information (DRI) table, 1

means ‘true’ and 0 means ‘false’. The first bit ‘‘From’’

convey information on routing the data packet from that

node while the second bit ‘‘Through’’ convey information

on routing data packet through that node. As the black hole

node does not forward the data packets to its next hop, the

‘‘Through’’ field in DRI table of the next hop would be zero

which means it has not routed the data packets through its

next hop but the black-hole node gives false information in

DRI table of having routed the data packets through its next

hop. The source node verifies with the next hop of the

intermediate node whether the intermediate node is has

routed the data packers or not by comparing the DRI

table of an intermediate node with the DRI table of next

hop. If there is the mismatch in the DRI table information

of the intermediate node and next hop, then the interme-

diate node is declared as a malicious node. The drawback

of this approach is that it increases average end to end

delay along with routing overhead when mobility increases

due to frequent path break up. The author proposed the

approach for cooperative black hole detection and pre-

vention but did not test this approach in any network

simulator or in a real environment.

A distributed and cooperative mechanism is proposed by

[28] for combating with the multiple black-hole attack that

consists of four steps i.e. local data collection, local

detection, cooperative detection, and global reaction. This

approach uses an estimation table similar to DRI table with

extra two fields of RTS/CTS and Suspicious field.

According to this approach, the first local data is gathered

through overhearing for detecting the suspicious node. If

there is suspicious one, the detecting node initiates the

local detection procedure to check whether the suspected

one is a malicious black-hole node. After that, the initial

detection node starts cooperative detection by first broad-

casting and informing all the nearby neighbors of the

possible suspicious node to participate cooperatively

whether the suspicious node is a malicious node. When it is

found to be a malicious node, the global reaction is started

immediately to alert the other nodes of the malicious node

identity.

The authors in [29] proposed a solution for the pre-

vention of cooperative black-hole attack. It has been found

that the solution resulted in good performance in terms of

minimum packet loss percentage and throughput. It can

accurately detect and prevent the cooperative black-hole

attacks. The drawback of this approach is that the routing

overhead and delay increases when mobility increases

because it uses more route request and further requests

packet to check every next hop.

The authors in [30] presented a solution for mitigating

the black-hole attack in the network that consists of three

steps in which the first step is about finding the freshest

path, second is about checking the path and last is about

eliminating the malicious node. In this approach, when a

node sends the reply packet it must put its next hop

information and previous hop information along with the

DRI entries for both of them in the reply packet. The

source node firstly checks the next hop of reply generator

and request for next hop id and DRI table entries for pre-

vious node and its own next hop in the path. On receiving

DRI tables, the source checks whether the intermediate

node is a malicious node or not. Through the simulation

results, it has been found that this approach has reduced the

packet overhead and processing time of detecting black

hole nodes by 56% and 64% respectively. The drawback of

this approach is that it increases the average end to end

delay of data packets due to cross-checking.

3.3.6 Trust-based schemes

In [31], the authors proposed a common neighbour listen-

ing mechanism for combating with black hole problem in

which common neighbour is selected that neighbour of two

different nodes. The common node with a higher trust

value is chosen when there are two common neighbours

and listen to the network to check the neighbour trans-

mission. If any node is dropping packet the common node

will decrease its trust value and checks with trust threshold

value. If any trust value is less than the threshold value, it is

declared as a malicious node otherwise normal node. The

drawback of this approach is that it has taken an assump-

tion that the density of node in the network should be high

and there is not much change in the neighbour set during

route discovery but when mobility speed increases the

neighbour set keep on changing and the chances of com-

mon neighbour becomes very less. Therefore, this approach

cannot work in the highly dynamic network topology.

In [32] the author has proposed a trust-based routing

protocol in which every node maintains a trust value for

each of its neighbors. In order to maintain the trust value, a

new control packet is used called as trust packet which is

periodically exchanged between the nodes. This approach

deals with two kinds of attacks, namely, the black-hole

attack and the gray-hole attack. In this protocol, only the

destination node is allowed to send reply packet due to

which average end to end delay of data packets increases. It

also has drawbacks of routing overhead due to a periodic

exchange of trust packet.

In [33], the author has proposed a new framework called

as Reputation-based internet protocol security framework

which provides not only protection from external attacks

but also provides security from internal attacks. The
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external attacks are prevented through encryption while

internal attacks are mitigated by behavior grading that

assigns trust values to nodes based on their participation

during the routing process. In this technique, the sender and

relay nodes overhear downstream nodes to check whether

the packets have been received and acknowledged or not.

The upstream nodes increase the reputation index for

downstream relay nodes that acknowledge receipt of

packets. The simulation result shows that the number of

routing errors was reduced by approximately 52% but due

to the security provided by the framework, the throughput

of the network decreases which is acceptable for increasing

the security. The advantage of this approach is that it

improves the network availability by using round-robin

multipath routing algorithm.

In order to overcome with black hole attack problem, the

authors proposed an enhanced Ant-based defense mecha-

nism for selective forwarding attack [34] in MANET. In

this mechanism, the trust model is used that defines the

trustworthiness of the node based on the number of time

the packet is dropped. The authors have used two ant

agents which are forward ant agent that performs trust

mechanism and the backward agent that detects the mis-

behaving node in the path. The forward ant agent estab-

lishes the path to the source whereas the backward ant

agent establishes the path to the destination. In order to

send secure acknowledgment packet, S-ACK scheme is

implemented. The forward ant agent collects the informa-

tion of S-ACK packet and when it reaches the destination;

it sends back the digitally signed S-ACK packets through

the backward ant agent to detect the malicious node by

comparing trust value of S-ACK packet with the predefined

threshold value. In this approach, the challenge and mon-

itoring packet is also sent by the source node for moni-

toring the neighbor node. The drawback of this technique is

that routing overhead is increased due to extra control

packets.

3.3.7 Cross-layer collaboration based schemes

In [35], the author introduced a new approach for detecting

the malicious node in which session layer interacts with the

network layer for detecting misbehaving nodes that drop

data packets in MANET. There are two stages in this

approach, the first stage is the monitoring stage in which

each node checks its direct neighbours whether they are

forwarding data packets of a traffic session in the network

or not, and the second stage is the decision stage in which

decision is taken whether the monitored node misbehaving

or not. The advantage of this approach is that it is able to

detect malicious activity in the network under power con-

trol employment with a low communication overhead.

However, the disadvantage of this approach is that it does

not deal with the mobility of nodes and cooperative attack.

Two-level secure re-routing (TSR) is a two-level

approach [36] that deals with black hole node by detecting

it at the transport layer and then communicating it at the

network layer. The detection of malicious activity is done

by observing any variations in the size of the transmission

control protocol (TCP) congestion window. If there is any

abnormality then re-routing process takes place at the

network layer to find a new route towards the destination.

Two modules have been used i.e. local supervision and

congestion window surveillance (CWS) modules that

confirm the presence of any malicious activity in the

network.

3.3.8 Clustering based schemes

Clustering based approach is proposed in [37] for the

prevention of black-hole attack in which the network is

divided into clusters and cluster head (CH) is elected from

the cluster for the detection of black hole attacks locally.

The authors have used three parameters to give weight to

each node for the election of the cluster head. In the first

parameter, i.e., relative stability value, the longer time life

of clusters can be guaranteed. In the second parameter, i.e.,

connectivity value, the good connectivity used to shape

communication between cluster head and cluster members

can be achieved. In the third parameter, i.e., the credit

value, the packets dropping behavior is taken into consid-

eration so that it impossible for black hole nodes to be

elected as CHs. As the network is monitored by the cluster

head, this technique is able to prevent black hole attacks

even in the network where many separate or collusive

black hole nodes exist. The drawback of this technique is

that gray hole can become as cluster head because it

behaves genuinely sometimes due to which if it is selected

then it can cause degradation of the network.

In [38], the author proposed Cluster-Based Datagram

Chunk Dropping Detection and Prevention technique in

which the cluster head (CH) detects the malicious node.

The node is elected as a cluster head which has high battery

back up in the cluster. In this approach, the data to be

transmitted is divided into chunks. Each chunk is assigned

a number and then transmitted from source to destination

through the optimum path chosen within the cluster. These

chunks which have been sent from source make their entry

in a buffer at the source node. The source node sends its

buffer to the cluster head which compares its values with

the buffer values maintained at each intermediate node. If

the values of the chunk number do not match at a particular

intermediate node, it means there is a malicious node in the

network dropping datagram chunks. The drawback of this

technique is that there can be chances that the gray-hole
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node becomes a cluster head which can lead to perfor-

mance degradation of the network. This approach also

introduces some delay and requires high battery backup.

The authors in [39] proposed a solution for mitigating

the black-hole attack in MANET by using mobile trust

points with clustering. The proposed scheme uses some

mobile trust points which monitor the activities of cluster

heads in order to detect the attack and then generate

ALERT in the network if any black hole node is detected.

The drawback of this approach is that monitoring of

activities is required due to which there will be energy

consumption in such resource constraint network.

3.3.9 IDS based schemes

In [40], a new mechanism called as Anti Black Hole

mechanism is proposed in which special node i.e. IDS node

is deployed in the network. According to this mechanism,

the IDS node increases the suspicious value of node

according to the abnormal difference between the request

and reply packet transmitted from the node. The interme-

diate nodes are forbidden to send the reply to the request

packet. If any intermediate node is not the destination and

that has never broadcasted a request packet for a specific

route, but forwards a reply packet for the route, then nearby

IDS node will increase its suspicious value by 1 in the

nearby IDS node’s suspicious node table. When the sus-

picious value of a node exceeds the threshold value, IDS

node broadcast block message to all nodes in the network

for isolating suspicious node from the network. In this

approach, if the reply is sent by a node which does not

forward the corresponding request packet previously, they

are suspected to be malicious nodes and if the suspected

value exceeds the threshold, they are isolated. But the gray

hole nodes behave normally during the route discovery

process by sending true information about destination

sequence number and hop count. Once the path is estab-

lished containing that node, it drops data packets selec-

tively. The drawback of this approach is that it cannot

detect gray-hole nodes.

In [41], the author has given a new solution for detecting

the gray-hole node based intrusion detection system (IDS).

When destination node does not receive the actual number

of data, it sends a query request packet to the node which is

at a 2-hop distance from it and waits for query reply. The

query reply packet contains information about the number

of data packets a node has forwarded to its next hop

neighbor in the source route. After receiving query reply

packet, the destination node checks whether its previous

hop neighbor has forwarded all the data packets that it

received from its previous node. If not the makes its entry

into the suspected list and notifies to the nearby IDS nodes

about the suspected nodes present in the network. The IDS

nodes that are deployed in the network monitor the mali-

cious node’s transmission and broadcast the block message

to all the nodes whenever it finds an anomaly in the net-

work and then isolates the misbehaving node from the

network. The Glomosim simulator is used to validate the

effectiveness of the proposed intrusion detection system.

The advantage of this approach is that it helps in less

energy loss due to the fact the IDS nodes are set into

promiscuous mode only when destination node notify it

which makes it suitable for the resource-constrained net-

work. The simulation results have shown that the packet

loss rate in the proposed approach is better than DSR in

presence of multiple gray-hole nodes.

In [42], an approach called Genetic Algorithm and

Artificial Immune system (GAAIS) based on genetic

algorithm (GA) and artificial immune system (AIS) is used

for dynamic intrusion detection in an AODV-based net-

work. Each normal feature vector taken from network

traffic is represented by a hypersphere with fix radius. The

features are divided into four categories in which three

features are related to the constant bit rate (CBR) traffic,

ten features are related to routing discovery process, five

features are related to path disruption and four features are

related to routing protocol specific, which is used for

anomaly detection in network traffic. In order to detect the

anomaly in network traffic, spherical detectors are used

which is generated by using the algorithm for covering the

nonself space. The advantage of this approach is that

GAAIS adapts itself according to changes in network

topology by making use of two updating methods: partial

and total. The performance of GAAIS has been evaluated

in the ns-2 simulator under different types of routing

attacks such as black-hole, flooding, rushing, and worm-

hole. The drawback of this approach is that some genuine

nodes are detected as malicious node i.e. false positive

problem.

In [43], the authors have launched the smart gray-hole

attack and proposed a new mechanism for mitigating the

impact of the smart gray-hole attack. The special nodes

called as Gray hole-intrusion detection system (G-IDS)

have been used for detection and prevention of smart gray-

hole attack. These special nodes overhear the transmission

of its neighbouring nodes and when it detects that the node

is dropping the data packets which are greater than the

threshold value then it broadcast the alert message in the

network. The drawback of this approach is that it is based

on the static threshold value. The threshold value may be

different for the different scenario.

3.3.10 Other schemes

The authors in [44] proposed a mechanism in which the

intermediate node sends the reply packet to the source if it
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has a route towards the destination. After that, it would

send a confirmation request to its next hop. If the next hop

has a route towards the destination it would send confir-

mation reply packet back to the source node and the source

node compares the information contained in reply packet

which is sent by the intermediate node with the information

contained in confirmation reply packet so that it is able to

learn whether the path in reply (RREP) is valid or not. If

the intermediate would be black hole node then its next hop

would send correct information in the confirmation reply

(CREP) packet about the hop count towards the destination

and sends it to the source node. The assumption made in

this approach is that the CREP packet cannot be modified.

This approach has the drawback as it cannot detect the

cooperative malicious node because the intermediate node

and its next hop can give false information.

According to the approach proposed in [45], the source

node waits and checks the replies from all the neighbouring

nodes to find a safe path. After expiry of the timer, it first

checks in collect route reply table whether there is any

repeated next hop node. If any repeated next hop node is

found in the reply paths it assumes the paths are correct or

the chance of malicious paths is limited. The drawback of

this approach is that it increases the average end to end

delay due to waiting for multiple replies coming from

neighbours.

In [46] Intrusion detection system Ad-hoc On-demand

Distance Vector (IDSAODV) protocol is proposed in

which the impact of black hole attack is mitigated by

ignoring the first reply and responding to the second reply.

According to this protocol, the author has made an

assumption that the first reply always comes from black

hole node whenever there are multiple replies. The draw-

back of this protocol is that there may be a scenario in

which malicious node is far away from the source node and

the destination node is near to source node. In that case, the

first reply will come from original destination node and

according to the protocol it would ignore the first reply and

responds to next reply which is coming from black hole

node and it is accepted by source node resulting into black

hole attack. Their solution improved the network perfor-

mance by about 19% in the presence of a black hole.

In SAODV which is proposed in [47] for combating

with the black hole attack, the destination node is verified

by using a random number. In this protocol, when source

node receives a reply packet, it stores the reply packet in its

routing table, and immediately sends a verification packet

to the destination node along the opposite direction route of

received reply packet. Each SRREQ (request) packet

contains a random number which is generated by the

source node. When destination nodes receive two requests

(SRREQ) packets from multiple neighbour nodes, it

directly stores them in the table and compares the content

of request (SRREQ) packets whether it contains same

random number or not. Similarly, the source node also gets

more than two SRREP packets from the neighbour nodes

and compares the data to check whether the random

number is the same or not. If any of the reply packets are

having the different random number, it means that the path

contains the malicious node. The drawback of this

approach is that the extra control packets are used and

routed through different paths due to which routing over-

head increases. The delay also increases due to verification

of the multiple paths.

In [48], the author proposed a new solution for dealing

with the black hole attack in which all the reply packets are

collected and stored in the newly created table for a

specific time period. Once the timer is expired, it starts

analyzing the sequence number of the received reply

packets from the table. If there is any reply packet which

contains a very high sequence number, that reply packet is

discarded. The proposed approach also maintains the

identity of the misbehaving node as so that in future, it can

discard any control packets coming from that node.

In AODV Secured Against Black Hole attack (AODV-

SABH) [49], the destination node rejects the packet which

contains the sequence higher than its sequence number.

Every node receiving the request packet is required to

include its address and the sequence number of the desti-

nation node. When black hole nodes receive the request

packet, it sets the sequence number of the destination to a

high value and forwards the request packet. On receiving

this request packet, the destination compares the sequence

number with its own sequence number. If it is less than its

own sequence number it sends back the reply otherwise it

would reject the request packet. The drawback of this

approach is that it increases routing overhead.

Secure Adhoc On-demand Distance Vector (SAODV)

protocol is proposed in [50] for dealing with black hole

attack. It has two phase namely suspicion and confirmation.

Through random number, the destination node is verified

for each received reply packet by the source node which

indicates that multiple paths that are identified are verified.

In the first phase, source node extracts the sequence num-

ber from each reply packet and also delay is calculated for

each of these. If anyone of the value is greater than the

average of other value and delay for that reply packet is

also low then that source node suspects about the existence

of a malicious node in the network. In order to confirm the

malicious node, additional control packets are used which

are MREQ and MREP which contain an extra field of

random numbers. The source node sends MREQ packet

with the different random number for the different route

and on receiving this packet by the destination node, it

sends MREP packet containing the same random number

for each MREQ packet. There is a very low probability that
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the malicious node will send the same random number as

that of the destination node.

In [51], the author proposed a cooperative bait detection

scheme for the black hole attack detection which consists

of three stages namely the initial bait stage, reverse tracing

stage and reactive defense stage. In this scheme, the source

node stochastically selects an adjacent next hop node and

cooperates with it by taking the address of this next hop

node as bait destination address to make malicious nodes to

send a reply message. By using a reverse tracing technique,

malicious nodes are detected and prevented from the par-

ticipation in the route discovery process. In this approach,

it has taken assumptions that whenever there is a significant

drop in the packet delivery ratio (PDR), an alarm packet is

sent by the destination node back which makes source node

to start the detection mechanism again. In this scheme,

proactive detection is done in the initial stage and reactive

response at the subsequent stage in order to reduce the

resource wastage. The drawback of this approach is that it

can take its adjacent next node as a bait address which can

be malicious node [52].

Anti Near Blackhole Adhoc On-demand Distance Vec-

tor (ANB-AODV) is proposed in [53] in which the author

has made some modification in order to mitigate the impact

of the black hole in the network. According to ANB-

AODV protocols, it responds to the first reply and then

responds to the subsequent replies packet. In this protocol,

not only the source node but the intermediate node also

updates its routing table whenever subsequent reply pack-

ets are processed.

The authors in [54] have proposed a mechanism that

uses a dynamic threshold cumulative sum (CUSUM) test in

order to detect abrupt changes in the normal behavior of

AODV’s sequence number parameter. The advantage of

the proposed mechanism is that it accurately detects black-

hole attacks with minimum false positives rate even if the

malicious nodes are dropping the packets selectively. The

drawbacks are that it assumes that no attack takes place

during the training phase and the false positive ratio of the

standard CUSUM increases when speed increases and

decreases.

Explore-based active detection (EBAD) is proposed in

which the basic idea is that a source node broadcasts a

route request packet with a fictitious destination node to

lure potential malicious nodes to reply a fake route reply

packet. The EBAD is also incorporated with a digital sig-

nature technique in order to detect faulty information in the

route reply packet. A route expiry timer is deployed to

reduce the effect of route cache pollution caused by the

fake route reply [55]. The drawback is that EBAD is not

originally designed to deal with an adversarial scenario in

which the malicious node is located on the shortest path to

the destination node. According to solution proposed in

[56], malicious nodes are identified by getting reply of the

fake route request packet which contains the address of

non-existing destination node. This scheme cannot detect

the smart gray-hole attack in which malicious node par-

ticipates genuinely in route discovery process. In [57], each

node maintains an activity table and when it receives reply

packet, it checks the value stored in activity table and

decides whether the node is trusted or not. The drawback of

this approach is that it cannot detect smart gray-hole attack

in which malicious node participates genuinely in route

discovery process and does not send any false reply packet.

Hybrid schemes Trust-aware fuzzy clustering and fuzzy

Naı̈ve-Bayes (trust-aware FuzzyClus-Fuzzy NB) is pro-

posed in [58] which is based on trust and clustering

schemes. The drawback of this scheme is that it will be not

suitable for high mobile-based network due to clustering

formation & maintenance overhead.

4 Merits, drawbacks, and suitability
of schemes

As we have described the drawbacks of various techniques

in Table 2, some of the main drawbacks of these techniques

are common which are presented in Table 3. Table 3 also

discuss about merits and suitability of schemes as per

simulation results in the available literature. In overhearing

based schemes, the major drawbacks is that every node is

required to be in sniffing mode due to which there will

more energy consumptions and also in promiscuous mode,

there are high chances of false positive.

Acknowledgment based schemes also result in high

routing overhead due to extra control forwarding of

acknowledgment packet by the node after receiving the

data packets. Due to this, routing overhead increases and

more energy is consumed which is not suitable for resource

constraint network.

Trust-based solutions also have similar problems as

there is the periodic exchange of trust values between the

nodes which also results in routing overhead and more

energy is also consumed due to monitoring and calculation

of threshold values as compared to overhearing based

schemes.

Sequence number threshold based schemes do not

identify the malicious node completely due to openness

nature of MANET, the smart attacker has an idea of

ongoing communication between the nodes and based on

communication, it will try to send a sequence number that

is enough to attract the traffic towards itself and escape

from detection.

Cryptography based scheme although provides protec-

tion from the external threats but an internal attacker can

create havoc in the network. This scheme requires high
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Table 3 Merits, drawbacks and suitability of various schemes

Schemes Merits Drawbacks Suitability

Overhearing-

based scheme

Detects single and multiple

black-hole nodes

High False positive

Energy consumptions

From the simulation results, it has been proved that

during moderate and extreme mobility scenario,

the overhearing based scheme gives good packet

delivery ratio and throughput

Acknowledgment-

based scheme

Good detection rate at low

mobility speed

Huge routing overhead due to the extra

control acknowledgment packets

False positive increases in case of high

mobility

From the simulation results, this scheme is mainly

suitable for static or low mobility scenario because

acknowledgment packet is sent after reception of

data packets which may not be received by the

source node when high mobility scenario is used

leading to very high routing overhead

Trust-based

scheme

Detects single and multiple

black-hole nodes

Routing overhead due to the periodic

exchange of trust values

Energy consumptions due to monitoring the

traffic of neighbor nodes and calculation

of threshold values

In this scheme, the trust value of the node is

calculated based on its activity in the network.

From the simulation result, the performance is

good in the static network rather than in a dynamic

environment in which there is a high delay and

routing overhead as the mobility speed increases

Sequence number

threshold-based

scheme

Detects single and multiple

black-hole nodes

If within the threshold value, it will not able

to detect and prevent the attack

Delays and routing overhead increase in

case of waiting for multiple reply packets

by the source node

This scheme is suitable in both scenarios i.e. static

and dynamic. Dynamic threshold values give better

result as a comparison with static threshold value

because MANET is dynamic in nature. In a highly

mobile environment, destination sequence number

keeps on increasing after frequent disconnection

due to which static based threshold approach will

not be efficient

Cryptography-

based scheme

Good against external threats Computation and communication overhead The cryptography scheme is generally good for the

static network and gives good PDR and throughput

as the nodes have to share a key with other nodes

secretly. In a dynamic environment, due to

movements of nodes, the key sharing process will

be difficult due to which malicious node will

escape and there will be high communication and

routing overhead

Clustering-based

scheme

Good against the single black-

hole, multiple black-hole

and collusive black-hole

attacks

Cluster formation and maintenance

overhead in a high mobility scenario

Possible chances for a malicious node to

become CH because gray-hole node

behaves sometimes as a genuine

This scheme is suitable in static or low mobility

scenario because cluster head is elected among the

nodes whereas, in case of high mobility scenario,

there will be more computational overhead

Cross-layer-based

scheme

Ensure High detection

accuracy

Low false alarms

Layer dependency

Requires changes in multiple layers

This scheme is based on multi-layer cooperation and

is generally suitable for the static network

Cross checking-

based scheme

Good against cooperative

black-hole attacks in case of

cross-checking with DRI

table

Increases routing overhead and delay

Energy consumptions

This scheme is mainly suitable in static or low

mobility scenario because due to less movement,

the source node will be able to cross check with the

intermediate nodes which will give good PDR and

throughput but routing overhead will be high in

high mobility scenario due to frequent

disconnection and extra control packets. In high

dynamic scenario, delay increases due to cross-

checking

IDS-based

scheme

Single and multiple black-hole

attacks can be detected by

IDS nodes

Randomly placement of IDS nodes will

lead to less detection of the malicious

nodes. Require full coverage of network

area

The scheme is suitable for static as well as dynamic

as the special nodes are to be deployed in the

networks which monitor the activities of nodes in

the network and have low routing overhead. The

more is the IDS nodes in the area, the more is the

detection rate with 100% packet delivery rate and

zero false positives if the proper threshold value is

set in case of black-hole attack
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computation and communication cost which is not feasible

in resource constraint network.

In the clustering based scheme, cluster maintenance is

an overhead in case of high mobility scenario due to

dynamic network topology. Sometimes cluster head (CH)

is selected based on residual energy, if it has the high

energy it will become CH. If the gray-hole node becomes

cluster head of the cluster, it would cause performance

degradation of the network.

In the cross-layer based scheme, more than two layers

communicate with each other in order to detect the mali-

cious nodes. This scheme may fail if there is an attack in

other layers due to which intercommunication between

layers will not be possible and hence attacker may escape

from detection.

Cross-checking is another scheme that helps in identi-

fying the nature of the node by doing cross-checking with

its next hop or previous hop node. By sending an extra

control packet for cross-checking, there is more con-

sumption of energy and an increase in routing overhead.

IDS based schemes have a special node called IDS

nodes which are always in sniffing mode. Although energy

consumption is less due to fact that all other nodes in the

network are not in promiscuous mode but if there is

improper placement of IDS node then some of the mali-

cious nodes cannot be detected. Full coverage by IDS can

provide the security in the network.

These are the major drawbacks of various schemes

which need to be taken into consideration for designing the

effective protocols that can combat with the black-hole

attack with fewer energy consumptions, minimum routing

overhead, minimum delay and with accurate detection of

malicious node.

5 Conclusions

In this paper, we have presented about the black-hole

attack problem and different possible nature of the node in

the mobile ad-hoc network. There are various techniques

which have been proposed by the researcher for dealing

with the black-hole attacks and these techniques have been

classified into various schemes according to their basic

operation. In this paper, we have also presented summary

of various existing techniques with its merits and draw-

backs. Finally, some important merits, drawbacks and

suitability of the different techniques have been discussed

that need to be taken into consideration for developing an

efficient protocol. Moreover, the study done in this paper

will be helpful for the researchers who are engaged in

designing the protocols for combating with packet drop-

ping attack in MANET.
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