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Abstract
It is known to all that mobile ad hoc network (MANET) is more vulnerable to all sorts of malicious attacks which affects

the reliability of data transmission because the network has the characteristics of wireless, multi-hop, etc. We put forward

novel approach of distributed & adaptive trust metrics for MANET in this paper. Firstly, the method calculates the

communication trust by using the number of data packets between nodes, and predicts the trust based on the trend of this

value, and calculates the comprehensive trust by considering the history trust with the predict value; then calculates the

energy trust based on the residual energy of nodes and the direct trust based on the communication trust and energy trust.

Secondly, the method calculates the recommendation trust based on the recommendation reliability and the recommen-

dation familiarity; adopts the adaptive weighting, and calculates the integrate direct trust by considering the direct trust

with recommendation trust. Thirdly, according to the integrate direct trust, considering the factor of trust propagation

distance, the indirect trust between nodes is calculated. The feature of the proposed method is its ability to discover

malicious nodes which can partition the network by falsely reporting other nodes as misbehaving and then proceeds to

protect the network. Simulation experiments and tests of the practical applications of MANET show that the proposed

approach can effectively avoid the attacks of malicious nodes, besides, the calculated direct trust and indirect trust about

normal nodes are more conformable to the actual situation.
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1 Introduction

Mobile ad hoc network (MANET) is a kind of wireless

mobile communication network composed of logical

equivalence mobile nodes with wireless transceiver [1]. It

does not rely on any default infrastructure, but through the

collaboration among the mobile nodes with limited com-

munication scope to maintain the network connectivity and

realize the data transform [2, 3]. Its characteristics are as

follows: mobility, multi-hop, self-organizing, distributed

control, wireless, dynamic topology, limited link band-

width and the limited calculation ability [4–7]. When the

distance of the two nodes is larger than the range of one

hop communication radius, the two nodes can conduct

multi-hop communication by using others as intermediate

nodes. Figure 1 shows a simple structure of self-organizing

network topology. Because of the limitation of communi-

cation radius, node 1 and node 5 cannot communicate

directly, but they can conduct multi-hop communication by

using others as intermediate nodes on the path.
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Since MANET has the characteristics of flexible using,

rapid networking and strong robustness, etc. It can be

widely used in the field of civilian emergency rescue,

medical health monitoring and military battlefield rescue

[8–10], etc. However, the characteristics of MANET makes

the network more vulnerable to malicious attacks. So it is

very important to ensure the data security of MANET.

Nowadays, a variety of security mechanisms have been

proposed to deal with hacking attack, data forgery attack,

such as security authentication, verification of the integrity

of message, message encryption mechanism, etc. [11–15].

But these methods are not effectively against many other

attacks, such as node capture attack, denial of service

attack, etc. Traditional security mechanisms can effectively

resist the external attacks, but for internal attacks caused by

node captured, the efficiency of the resistance is lower. In

order to guarantee communication security, we need to

select a node which within the communication scope of

forwarding nodes to transmit data. In this way, we can

make sure the data transmission more security.

Our method calculates the communication trust by using

the number of data packets between nodes, predicts the

trust based on the trend of this value, and calculates the

comprehensive trust by considering the history trust with

the predicted value; then calculates the energy trust based

on the residual energy of nodes and the direct trust based

on the communication trust and energy trust. The detection

process of our method can help to mitigate the various

attack types mentioned in the paper. The technology is

called activity- based overhearing, iterative probing, and

unambiguous probing. Our proposed trust calculation

attempts to resolve the relative issue by adopting a dynamic

source routing mechanism. The experiments show that our

proposed approach can effectively avoid the attacks of

malicious nodes, besides, the calculated direct trust and

indirect trust about normal nodes are more conformable to

the actual situation.

2 Related work

At present, many kinds of trust models have been put

forward to calculate the trust value between nodes, to

achieve the purpose of reliable data transmission [16–21].

Literature [22] proposed a Parameter and Localized trUst

management Scheme named PLUS. It considered the direct

trust and recommendation trust comprehensively when the

distance of two nodes is smaller than the communication

radius. Within the scope of each region, PLUS sets a judge

node to evaluate the trust value of every node. Source node

sends the data to the judge, and the judge node would test

the integrity of packets. If the packet integrity fails in the

test, the judge node decreases the trust value of this source

node without considering whether it is really a malicious

node. Therefore, the calculated trust value may not be

accurate enough. Literature [23] proposed a node behaviors

between trust evidence (NBBTE) algorithm based on the

D-S trust theory. In NBBTE, first of all, according to the

history communication behaviors between neighbor nodes,

it sets up various communications trust factors. Then, it

calculates the direct trust between nodes by using the fuzzy

set theory. Finally, considering the recommendation trust

between nodes, NBBTE calculates the integrate trust by

using the theory of D-S, direct trust and recommendation

trust. Literature [24] proposed an extended distributed trust

model (EDTM) for wireless sensor networks. This model is

divided into two modules: when the distance is smaller

than the communication radius, it enters into one-hop

module; otherwise, it enters into multiple-hop module.

One-hop module contains the calculation of direct trust and

recommendation trust, and multiple-hop module contains

the calculation of indirect trust [25–27]. To the best of our

knowledge, NBBTE and EDTM are relatively better,

NBBTE and EDTM performs better than other algorithms

[28–32]. So we will compare our algorithm (namely

DATEA) with these two methods in the experiments.

According to the above analysis, we can find that

[33–37]: 1) It is not completely reliable to calculate the

trust value just considering the communication behavior

between nodes. We also need to consider the energy. Only

if the nodes have enough energy, they have enough ability

to transmit the data. 2) When the distance of two nodes is

smaller than that of the communication radius, the calcu-

lation of trust contains not only direct trust but also rec-

ommendation trust. The recommendation trust is achieved

from the common neighbors of these two nodes. But not all

of the recommendations are reliable; there might be mali-

cious or exaggerated recommendation. So we need to
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Fig. 1 One simple structure of MANET
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analyze the recommendation trust of the node. A more

reliable calculation of the recommendation trust depends

on the recommendation reliability and recommendation

familiarity. 3) Due to the characteristics of mobility and

dynamic topology of MANET, the existing methods to

calculate the trust are not good enough to solve the problem

of the real-time and the trend of trust value. 4) In view of

multiple-hop, self-organizing, trust propagation distance is

not considered in those proposed methods to evaluate

indirect trust. In order to solve some aforementioned

problems, we propose an approach of distributed and

adaptive trust evaluation (DATEA) for MANET in this

paper.

3 Network model

3.1 Topology of the network

Assuming the applicable network has the following char-

acteristics [38–42]: The area of the network topology is

M 9 M, where M is a limited positive integer that is used

to local an area for modeling, and the number of nodes in

this area is NodeNums. All the nodes are randomly dis-

tributed in the area. Every node generates data and ran-

domly transmits data to others. As shown in Fig. 2, in this

multiple-hop network, nodes are divided into three cate-

gories: the source node, the destination node and the for-

warding node. The source node can directly communicate

with the other nodes within the communication radius of

the source node. Otherwise, it needs the forwarding nodes

to transmit data.

At the same time, we assume that the nodes have the

following features [43–47]: Each node has a unique ID;

Each node has the same initial energy, capability of

communication and computing, and the same storage

capacity; The nodes have the ability of location-aware,

with Beidou device or GPS device or other devices

(nowadays, these devices are very common, the calculation

of trust is distributed, if the GPS coordinates of all nodes

may be expensive to achieve, the cheaper Beidou coordi-

nates can be used to replace GPS coordinates); The nodes

calculate the distance between nodes according to their

location; Each node stores ID of its neighbor nodes within

communication radius; The nodes can adjust the trans-

mission power according to the communication distance;

With the multi-hop feature, every node only can directly

communicate with their neighbor nodes within communi-

cation radius [48–51].

3.2 Model of the energy consumption

A typical node is mainly composed of four modules: data

sensing unit, communication unit, processing unit and

batteries. The energy consumption is shown in Fig. 3.

As shown in Fig. 3, the communication unit has the

largest proportion of total energy consumption, and the

transmit unit consumes the most energy, receive unit and

monitor are less than transmit unit, and the sleep state has

the minimum energy consumption. The energy consump-

tion of sensing and processing units are far less than the

communication unit. So, compared with the total energy

consumption, the energy consumption of sensing and pro-

cessing unit can be neglect. According to the radio con-

sumption model [25–27], after transmits a k-bit message,

the formula of energy consumption is as follows.

ETxðk; dÞ ¼ ETx�elecðkÞ þ ETx�ampðk; dÞ

¼ kEelec þ kef s� d2 d� d0

kEelec þ kemp � d4 d[ d0

�
ð1Þ

Source Node

Destination Node

Forwording Node

Direct Trust

Recommendation Trust

Indirect Trust

Fig. 2 Node category structure in Multi-hop network
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Fig. 3 Energy consumption distribution of WSN
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where d0 ¼
ffiffiffiffiffi
e fs
emp

q
, k is the number of transferred bytes, d is

the transmission distance. When the transmission distance

is smaller than d0, the power amplification adopts free-

space mode, otherwise adopts the multi-fading model.

Eelec(nJ/bit) is the energy coefficients of radio frequency.

efs and emp are coefficient of energy consumption of two

modes of amplifier circuit.

Receiving a k-bit message, the formula of energy con-

sumption is as follows.

ERxðkÞ ¼ ERx�elecðkÞ ¼ kEelec ð2Þ

As we know, the above Eqs. (1) and (2) are realistic

power consumption model of wireless subsystems typically

used in many sensor communication node devices. Simple

power consumption models for major components are

individually identified, and the effective transmission range

of a sensor node is modeled by the output power of the

transmitting power amplifier, sensitivity of the receiving

low noise amplifier. Using this basic model, conditions for

minimum sensor network power consumption are derived

for communication of sensor data from a source device to a

destination node. Power consumption model parameters

are extracted for two types of wireless sensor nodes that are

widely used and commercially available. It is shown that

whenever single hop routing is possible it is always more

power efficient than multi-hop routing. Single hop routing

will be more power efficient compared to multi-hop routing

under realistic circumstances. This power consumption

model can be used to guide design choices at many dif-

ferent layers of the design space including topology design,

node placement, energy efficient routing schemes, power

management and the design of wireless sensor network

devices.

3.3 Attack model

Malicious attacks on MANET include the following kinds:

Denial of service (DoS) attack, data forgery attack, Sybil

attack, flooding, selective forwarding attack, bad/good-

mouthing attack, wormhole attack, etc. Like bad/good-

mouthing attack, if the source node wants to get the inte-

grate trust value of destination, it has to get the recom-

mendation trust from the third party. If the third party is the

malicious node, namely the third party maliciously

describes the destination node and decreases the recom-

mendation trust about destination node, then the integrate

trust between source and destination node will be

decreased. On the other hand, if the third party exaggerates

the recommendation trust about destination node, the

comprehensive trust will be increased. To sum up, there is

a difference between recommendation trust and the actual

value. This work adopts the flooding, the bad/good-

mouthing, and the selective forwarding attack into our

experiments.

4 Specific design of DATEA

4.1 Structure of trust model

Definition 1 Trust. Through communication behavior of

packets transmission between nodes, we calculate the

integrated trust by factors including packet loss rate, energy

of nodes and the recommendation trust, and it is called trust

of node. The range of trust value is set from 0 to 1, and 0 is

distrust completely, 1 is trust completely. Characteristics of

Trust: Asymmetry, transitivity and composability. Asym-

metry, if node A trusts node B, it does not necessarily

means that node B trusts node A. Transitivity implies that

if node A trusts node B and node B trusts node C, it can be

inferred that node A trusts node C at a center level.

Composability means that trust values received from

multiple available paths can be composed together to

obtain an integrated value.

4.1.1 One-hop trust module

When the source node wants to obtain the trust value aims

at destinations, first of all, it calculates the distance

between nodes based on the location. If the distance is

smaller than communication radius, enter into one-hop

module. One-hop module contains direct trust module and

recommendation trust module. Direct trust module contains

communication trust module and energy trust module.

Definition 2 Communication Trust. When the distance

between source nodes and destination nodes is smaller than

that of the communication radius, they can transmit data

directly. Based on the number of transferred data packets,

the communication trust can be calculated.

Definition 3 Energy Trust. When the source nodes send

message to destination nodes, the trust is calculated based

on the neighbors’ remain energy, to make sure that the

forwarding nodes have the ability to receive and forward

data packets.

Definition 4 Direct Trust. When the distance between

source nodes and destination nodes is smaller than that of

the communication radius, by combining communication

trust with energy trust, the direst trust between nodes can

be calculated.

Definition 5 Recommendation Trust. When the distance

between source and destination nodes is smaller than that

of the communication radius, they can directly transmit

data packets. But if the number of communication packets

is not large enough, just calculating the direct trust may not

be able to correctly reflect the actual trust value. Set the

3590 Wireless Networks (2019) 25:3587–3603
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common neighbors of source and destination nodes as the

third party, and the third party provides their own trust aim

at destinations to the source nodes, the provided trust is

called recommendation trust.

Therefore, in one-hop module, the integrate trust

between nodes depends on two aspects: direct trust and

recommendation trust. If the number of communication

packets is larger than or equal to the threshold, only the

direct trust needs to be computed. Otherwise, the direct and

recommendation trust need to be comprehensively

calculated.

4.1.2 Multi-hop trust module

When the distance between source and destination nodes is

larger than that of the communication radius, with the

characteristic of multi-hop, establishing a transfer path by

using other intermediate nodes, and depending on the direct

trust and trust propagation, the indirect trust between

source and destination nodes can be obtained.

4.1.3 Trust update module

Since MANET has the characteristics of dynamic topology

and self-organizing, the nodes would join and exit network

randomly. So the trust between nodes needs to be updated

in real time. The trust evaluation model is as shown in

Fig. 4.

4.2 Calculation of direct trust

We use the number of communication packets between

nodes to calculate the communication trust. But with var-

ious internal or external interference, it is not accurate

enough to calculate the direct trust just based on commu-

nication trust. The node consumes a certain amount of

energy after transmits a data packet. Normally, the energy

consumption rate is quantitative or fluctuates within a

certain tolerance. But if the node is damaged or attacked,

the energy consumption rate will be largely difference with

normal nodes. Like flooding, the node sends large numbers

of packets, the energy consumption will be very large, and

the energy consumption rate per unit of time is bigger than

the rate of normal nodes. On the other hand, because of the

characteristic of selfish, the selfish-node does not forward

data packets, so its energy consumption rate is smaller than

the rate of normal nodes [26].

4.2.1 Calculation of communication trust

Calculate the communication trust based on the number of

successful communication packets. Assume that s is the

number of successful communication packets; f is the

number of unsuccessful communication packets. Accord-

ing to the subjective logic framework (SLF) theory [27],

trust is composed by 3-dimensional vector T = {b,d,u}.

The parameters b,d,u respectively represents trust, distrust

and uncertain. b,d,u[[0, 1], b ? d?u = 1. The calculation

formula is shown as follows.

Tfwd1 ¼ 2bþ u

2

Tdrp1 ¼ 2d þ u

2
Tfls1 ¼ u

ð3Þ

where b ¼ s
sþfþ1

; d ¼ f
sþfþ1

; u ¼ 1
sþfþ1

,Tfwd1 is forward

packet trust, Tdrp1 is drop packet trust, Tfls1 is uncertain

factors trust.

According to the Eq. (3) with SLF theory, the trust

networks consist of transitive trust relationships, e.g. as

reputation scores or as subjective trust measures, trust

between parties within the community can be derived by

analyzing the trust paths linking the parties together. Trust

network analysis using subjective logic provides a simple

notation for expressing transitive trust relationships, and

defines a method for simplifying complex trust networks so

that they can be expressed in a concise form and be com-

putationally analyzed. Trust measures are expressed as
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beliefs, and subjective logic is used to compute trust

between arbitrary parties in the network.

Because of the dynamic topology, the trust between

nodes changes along with the network status in MANET.

Just relying on the history number of communication

packets to calculate the trust between nodes may not be

able to reflect the actual value. Introducing aggregative

reputation (AR) model to predict the trust value [28, 29],

combining history trust value with predict trust, the com-

prehensive communication trust can be obtained. The AR

is a regression model, based on the past p status before

current moment, by using a set of linear prediction for-

mulas to predict the communication trust at the next

moment.

TfwdðtÞ ¼ K1 þW1 �
Xp
i¼1

Tfwdðt � iÞ þ E1ðtÞ

TdrpðtÞ ¼ K2 þW2 �
Xp
i¼1

Tdrpðt � iÞ þ E2ðtÞ

TflsðtÞ ¼ K3 þW3 �
Xp
i¼1

Tflsðt � iÞ þ E3ðtÞ

ð4Þ

where Tfwd is forward packet trust, Tdrp is drop packet trust,

Tfls is uncertain factors trust. W1, W2, W3 are weight values,

E1(t), E2(t), E3(t) are noise, K1, K2, K3 are constants which

usually can be neglect to simplify the calculation. From

formula (4) we can calculate the node trust at moment

t after obtaining Wi and p. For Wi, there are many differ-

ence algorithms, such as least squares, canonical equations,

etc. p is the size of sample set. Normally, it is considered

that the larger size of sample set, the more accurate the

trust value is. Actually, if the sample is too early, the

calculated trust cannot reflect the actual trust at that

moment. p is calculated by Final Prediction Error Criteria

or Akaike Information Criterion (AIC). Here we adopt the

least squares to calculate Wi and adopt AIC to calculate p.

According to the above theory, we can obtain the for-

mula as follows.

Tfwd ¼ k1 � Tfwd1 þ k2 � TfwdðtÞ
Tdrp ¼ k3 � Tdrp1 þ k4 � TdrpðtÞ
Tfls ¼ k5 � Tfls1 þ k6 � TflsðtÞ

ð5Þ

where k1, k2, k3, k4, k5 and k6 are weights. Tfwd1, Tdrp1, Tfls1
respectively represents forward packet trust, drop packet

trust and uncertain factors trust at present. Tfwd(t), Tdrp(t),

Tfls(t) respectively represents forward packet trust, drop

packet trust and uncertain factors trust at time t.

The Eq. (5) with Akaike Information Criterion has had

an important impact in statistical model evaluation prob-

lems. We studied the general theory of the AIC procedure

and provided its analytical extensions in two ways without

violating the main principles. Asymptotic properties of

AIC and its extensions are investigated, and empirical

performances of these criteria are studied in choosing the

correct degree of a polynomial model in two different

Monte Carlo experiments under different conditions.

Calculating the instant communication trust based on

Subjective Logic Framework, predict the communication

trust based on AR model. The integrate communication

trust computed by combining the instant trust with the

predict trust is more real-time and more in line with the

dynamic characteristic of topological structure.

For example, at the initial state, node B and C are one-

hop neighbors of node A. And the distance between A and

B is smaller than the distance between A and C. So, at the

initial state, the number of communication packets between

A and B is larger than that between A and C. Then the

calculated trust between A and B is larger. Due to the

dynamic characteristic, the factors like congestion may

lead the trust between A and B to trend to decrease

(0.9 ? 0.8 ? 0.7 ? 0.6). With many factors, the number

of successful communication packets between A and C

may increase. So the communication trust between A and

C trends to increase (0.3 ? 0.4 ? 0.5 ? 0.6). Only based

on SLF, the communication trust obtained between A and

B is 0.6, the trust between A and C is 0.6 either. At this

moment node A is confused to transmit packets to B or C.

By using AR model, the trust value obtained between A

and B is 0.5, and the trust between A and C is 0.7. Combine

the trust obtained from SLF with the predict value obtained

from AR, and respectively set the weight of SLF and AR to

1/2. The integrate communication trust obtained between A

and B is 0.55, and 0.65 between A and C. So, node A is

going to sends the packets to C.

Combine SLF with AR, set b = Tfwd, d = Tdrp, u = Tfls.

The formula to calculate the comprehensive communica-

tion trust is as follows.

Tcom ¼ 2Tfwd þ Tfls

2
ð6Þ

4.2.2 Calculation of energy trust

Under the condition of invariable environment in the net-

work, the energy consumption rate of node is basically

stable after sending or receiving a certain message, or the

rate fluctuates with a certain tolerance. However, if the

node is malicious, such as flooding, then the energy con-

sumption rate is much bigger than the rate of normal nodes.

On the other hand, because of the characteristic of selfish,

the selfish-node does not forwards data packets, so its

energy consumption rate is smaller than the rate of normal

nodes.

According to the energy consumption model, the energy

trust can be calculated by obtaining the residual energy of
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nodes. The calculation formula of the energy trust is as

follows.

Tene ¼
1

Nij

� Eij

Eaveij

if Eij � h

0 else

8<
:

Eavgij ¼
1

Nij

�
XNij

j¼1

Eij

ð7Þ

where node j is a neighbor node of node i. Eij is the residual

energy of node j. Nij is the number of neighbors of node

i. Eaveij is the average residual energy of all the neighbor

node j. h is the threshold of residual energy. With the

characteristics of mobility and dynamic topology, the

neighbor nodes continual change.

The threshold need to be adaptively adjusted, so we set

h ¼ Eaveij

2
.We set the adaptive threshold to make sure

neighbor nodes live longer and the entire network is longer.

The Eq. (7) is obtained by us based on our analysis &

deduction and relative experiments under different

conditions.

Based on the calculation formula of energy trust and

adaptively adjust the threshold, the calculated energy trust

is much more in line with the dynamic topology of net-

work, and helps to extend the survival time of nodes.

For example, Node i has 5 neighbors within the scope of

one-hop, and their residual energy are 0.2, 0.4, 0.7, 0.9 and

0.5 respectively. By using the above formula (7) to cal-

culate the energy trust, we obtain the trust are 0, 0.148,

0.26, 0.34 and 0.185 respectively. It can be found that the

node with largest energy 0.9 has the largest energy trust.

Besides, if there are 4 neighbors with the scope of one-hop

and their residual energy respectively are 0.2, 0.2, 0.2 and

0.8, by using the above formula (7) to calculate the energy

trust, the trust obtained are 0.143, 0.143, 0.143 and 0.57. It

is also found that the node with largest energy 0.8 has the

largest energy trust. Therefore, the above formula (7) can

effectively calculate the energy trust of each node, and

choose the most reliable nodes as the next forwarding

nodes. In this way, it can effectively prolong the survival

time of nodes.

Integrating the communication trust and the energy

trust. When the distance between source node and desti-

nation node is smaller than that of the communication

radius, the formula to calculate the direct trust is as follows.

Tdirect ¼ wcom � Tcom þ wene � Tene ð8Þ

where wcom and wene are weight, and wcom? wene = 1, wcom,

wene[[0,1].

4.3 Calculation of recommendation trust

When the distance between source and destination nodes is

smaller than the communication radius, they can directly

transmit data packets. But if the number of interactive

packets is not large enough, just considering the direct trust

is not enough to reflect the actual situation. In the range of

communication radius, we select a set of common neigh-

bors between source and destinations. The neighbors pro-

vide recommendation trust aim at destinations to source

node. The topological structure of recommendation trust is

shown in Fig. 5.

As shown in Fig. 5, Node A is the source, Node B is the

destination, and the distance between A and B is smaller

than the communication radius. We select a set of common

neighbors of source node and destination named C1,C2,-

C3,…Cn and the direct trust of node A aim at Ci must be

larger than the threshold 0.5. And we can adopt the

threshold during different network conditions. Ci provides

the recommendation trust aims at B to node A, but not all

of the recommendations are reliable. So, we need to eval-

uate the reliability and familiarity about the recommenda-

tion trust (Fig. 6).

4.3.1 Calculation of recommendation reliability

During the calculation of the recommendation trust of

nodes, not all of the recommendations are reliable. We

need to filter out the malicious and exaggerated recom-

mendations [29]. The formula to calculate the differences

between recommendation trusts is as follows.

Diff ¼ RTave � RTij j
RTave

RTave ¼
1

N
�
XN
i¼1

RTi

ð9Þ

C1

B
C2

A

Source Node

Destination
Node

Recommender

Direct Trust

Recommendation
Trust

Fig. 5 Topology structure of recommendation trust
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where RTi is the recommendation trust of node Ci aims at

node B, N is the number of Ci. RTave is the average rec-

ommendation trust from C1 to Cn aims at node B. And the

value of Diff must not be bigger than 1.

According to the above theory, we can get the calcula-

tion formula of the recommendation reliability as follows.

Trel ¼ 1 � Diff ð10Þ

When the source node wants to obtain the effective

recommendation trust from the set of common neighbors

aim at the destination, we need to calculate the recom-

mendation reliability, and the reliability obeys the above

formula with calculation efficiency.

Assume that the distance between node A and B is

smaller than the communication radius, and Ci is a set of

common neighbors of node A and B. The recommendation

trust of C1, C2, C3 aims at node B respectively is 0.3, 0.8

and 0.4. And the average recommendation obtained is

(0.3 ? 0.8 ? 0.4)/3 = 0.5. According to the above for-

mula, the recommendation reliability of C1 aims at B is

1 - (|0.3–0.5|)/0.5 = 0.6, and the reliability of C2 aims at

B is 1 - (|0.8–0.5|)/0.5 = 0.4, and the reliability of C3 aims

at B is 1 - (|0.4–0.5|)/0.5 = 0.8. According to the above,

the reliability of C3 is the largest. Because of the average

recommendation trust is 0.5, and the recommendation trust

of C3 aims at B is 0.4 which is nearest to the average value.

Go along with the normal distribution, the more the value

is closer to expectation, the higher reliability of the value

is. And the effectiveness of method which we propose is

verified.

4.3.2 Calculation of recommendation familiarity

Normally, as literature [24] and [30] proposed that the

higher the credibility of the source node, the more reliable

the recommend-er is and the more reliable

recommendation trust is. But that is not the case. There-

fore, we introduce the recommendation familiarity.

Depending on the times of successful communication

between source and destination nodes and the numbers of

the common neighbors, we can obtain the formula to cal-

culate the recommendation familiarity as follows.

Tfam ¼
NumB

Ci

NumCi

�
mB

Ci

MCi

ð11Þ

We can count the number of communication packets

between nodes. where NumB
Ci

is the number of successful

communication packets between the recommend-er Ci and

node B. NumCi is the number of successful communication

packets between Ci with other nodes.
mB

Ci

MCi
is an adjust factor,

as the related degree of B and Ci: m
B
Ci is the number of the

common neighbors of B and Ci. MCi is the number of

neighbor in one-hop of Ci.

When the source node wants to obtain the effective

recommendation trust from the set of common neighbors

aim at the destination, we need to calculate the recom-

mendation familiarity, and the familiarity obeys the above

formula with calculation efficiency.

Assume that the distance between node A and B is

smaller than that of the communication radius, and Ci is a

set of common neighbors of node A and B. The number of

communication packets between C1 and B is 200. The

number of communication packets between C1 and all of

the others is 1000. The number of common neighbors of C1

and B is 4. The number of one-hop neighbors of C1 is 7.

According to the above formula, we can get the recom-

mendation familiarity as (200/1000) 9 (4/7) = 0.11. To

node C2, the corresponding parameters are 400, 1000, 4

and 7 respectively. We can obtain the recommendation

familiarity as (400/1000) 9 (4/7) = 0.23. To node C3, the

corresponding parameters are 200, 1000, 6 and 7 respec-

tively. We can obtain the recommendation familiarity as

(200/1000) 9 (6/7) = 0.17. To node C4, the corresponding

parameters are 400, 1000, 6 and 7 respectively. We can get

the recommendation familiarity as (400/1000) 9 (6/

7) = 0.34. The above analysis shows that, if the number of

successful communication packets between Ci and B is

larger, or the number of the common neighbors of Ci and B

is larger, the recommendation trust obtained from the

recommenders is much more familiarity. The above anal-

ysis shows node C2 and C3 have the highest familiarity to

node B.

According to the direct trust TCi of node A aims at Ci,

the direct trust value of TB
Ci

of node Ci aims at B, and the

recommendation reliability Trel and familiarity Tfam, we

can obtain the formula to calculate the recommendation

trust as follows.

B

A

Source Node

Forwarding Node

Destination Node

Trust Relationship

Fig. 6 Topology structure of indirect trust
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Trecom ¼

Pn
i¼1

½0:5 þ ðTB
Ci
� 0:5Þ � Trel � Tfam�

n
ð12Þ

4.4 Calculation of integrate direct trust
in one-hop module

By what we discussed above, when the distance between

source and destination nodes is smaller than the commu-

nication radius, enter into one-hop module. And if the

number of communication packets is larger than or equal to

the threshold, just calculating the direct trust as integrate

direct trust is accurate enough. Otherwise, we need to

consider the recommendation trust which obtained from

the common neighbors aim at the destination nodes.

In one-hop module, the calculation formula of integrate

direct trust is as follows.

TðPi;PjÞ

¼
TdirectðPi;PjÞ if h�H

w1 � TdirectðPi;PjÞ þ w2 � TrecomðP;PÞ if 0\h\H

0 if h ¼ 0

8><
>:

ð13Þ

where h is the number of communication packets between

source and destination nodes. H is the threshold of com-

munication packets. w1 and w2 are weights to adjust the

proportion of direct and recommendation trust. The exist-

ing methods to set the weight are almost too subjective,

such as the expert opinions and average weight method.

These methods decrease the scientificity of trust evaluation

and lack of flexibility. Once the weights are determined, it

is hard to dynamically adjust the value of weight. So, the

existing methods to calculate the trust are lack of

adaptability.

And we introduce node activeness b(j)[[0,1] which

reflects the active degree of nodes in the network. The

larger the value of node activeness is, the more of inter-

active nodes are with this node. That is to say the node has

higher credibility.

We set w1 ¼ 1
1þbðjÞw2 ¼ bðjÞ

1þbðjÞ.b(j) 2 [0, 1], so 1
1þbðjÞ is

not smaller than
bðjÞ

1þbðjÞ. The weights w1 and w2 are auto-

matic calculation based on the systematic mathematics

model. The formula to calculate b(j) is as follows.

bðjÞ ¼ 1

2
� UðLjÞ þ UðntotalÞ
� �

ð14Þ

where Lj is number of the common neighbors between

source node and node j. ntotal is the number of neighbors

within the scope of communication radius of node

j.UðxÞ ¼ 1 � 1
xþd, d is a constant value larger than 0, which

used to control the speed of U(x) to tend to 1. From the

above formula, the node activeness b(j) is decided by Lj
and ntotal. The more the number of interactive node is with

j, the larger the value of b(j) is.

The Eq. (14) is obtained by us based on our analysis &

deduction and relative experiments under different

conditions.

Above all, in one-hop module, the calculation formula

of integrate direct trust is as follows.

TðPi;PjÞ

¼

TdirectðPi;PjÞ if h�H

1

1 þ bðPjÞ
� TdirectðPi;PjÞ þ

bðPjÞ
1 þ bðPjÞ

� TrecomðPi;PjÞ if 0\h\H

0 if h ¼ 0

8>>><
>>>:

ð15Þ

4.5 Calculation of indirect trust in multi-hop
module

MANET is a kind of multiple-hop network. When the

distance between source and destination nodes is larger

than the communication radius, we need to calculate the

indirect trust based on the trust propagation. First, we need

to obtain the recommenders between source and destina-

tion node, namely all of the nodes on the path from source

to destination. Second, according to the trust propagation

between neighbors on the path, we can calculate the indi-

rect trust between source and destination node.

Among them, we should consider various factors to

choose the best nodes to establish the path from the source

to the destination node. And the rules to choose nodes are

as follows: The node selects the next forwarding node

which is the nearest to itself, and the minimum energy

consumption during transmit messages; The node selects

the next forwarding node which has the maximum residual

energy and within the scope of communication radius. That

ensures the next forwarding node has enough power to

receive and transmit messages; The node selects the next

forwarding node which has the maximum integrate direct

trust, that is, in order to make the message transmission

more reliable.

All of the nodes on the path should propagate the trust.

Firstly, the source node sends a message to all its one-hop

neighbors, then the neighbors check whether the destina-

tion node is its neighbors, besides, the neighbors also check

whether there is a path to the destination from itself. If the

destination is not the neighbors of itself, then it sends the

message to its one-hop neighbors except for the source

node, and so on. Once the neighbors of a node contain the

destination, the neighbor node would responses to its par-

ent node. And the parent node calculates the indirect trust

aims at the destination node based on integrate direct trust

to its son node and the recommendation trust achieved
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from the son node aims at the destination. In this way, until

the response message arrives the source node, the source

node calculates the indirect trust aims at the destination

based on the integrate direct trust to its one-hop neighbor

and the indirect trust is obtained from the one-hop neighbor

aims at the destination node.

Because of the characteristics of mobility, dynamic

topology and so on, we need to consider the distance factor

of trust propagation in the network. The calculation for-

mula of the trust propagation distance is as follows.

L ¼ ln n

ln k
ð16Þ

where n is the number of nodes in the network, k is the

average number of neighbors of each node in the network.

We can get the value of n and k according the routing

table of each node.

The Eq. (16) is obtained by us based on our analysis &

deduction and relative experiments under different

conditions.

According to the above, we can get the formula to cal-

culate the indirect trust between nodes as follows.

Tindirect
B
Ciþ1

� �

¼

ln n

ln k
� TCi

Ciþ1 � Tindirect
B
Ci

� �
if TindirectðBCi

Þ� 0:5

ln n

ln k
� ð0:5 þ TCi

Ciþ1 � 0:5
� �

� Tindirect
B
Ci

� �
Þ else

8>><
>>:

ð17Þ

TindirectðBC2
Þ ¼

ln n

ln k
� TC1

C2
� TB

C1
if TB

C1
� 0:5

ln n

ln k
� ð0:5 þ ðTC1

C2
� 0:5ÞÞ � TB

C1
else

8><
>:

ð18Þ

where Tindirect
B
Ciþ1

� �
is the indirect trust of Ci?1 aims at

B; TCi

Ciþ1 is the integrate direct trust of Ci?1 aims at

Ci,Tindirect
B
Ci

� �
is indirect trust of Ci aims at B. When the

message nearly arrives the destination nodes, assume that

C1 is the one-hop neighbor of B, then the indirect trust of

the two-hop neighbor C2 aims at B relies on the integrate

direct trust of C2 aims at C1 and the recommendation trust

of C1 aims at B.

The Eqs. (17) and (18) are obtained by us based on our

analysis & deduction and relative experiments under dif-

ferent conditions.

4.6 Trust update

Because of the characteristics of dynamic topology and

self-organizing, the nodes may randomly join in or leave

out of the network. So, the trust between nodes should be

periodically updated. Firstly, the update should not be too

frequent due to the nodes in the shorter period would

consume more energy. This is not good for the survival

cycle of the network. Secondly, the period of update should

not be too long. Because if the update period is too long,

the calculated trust value would not accurately reflect the

current trust of node. So, we obtain the calculation formula

of trust update as follows.

Tnþ1 ¼ w1 � T1 þ w2 � T2 þ � � � þ wn � Tn ð19Þ

where T1, T2, T3,…Tn respectively represents the history

trust value of each node. And we use the IOWA algo-

rithm31 to calculate the weight wi, and the algorithm 1 is as

follows.

According to the above algorithm, the weight coeffi-

cients are mainly determined by two parameters: the

parameter a and n. n is the round of calculation in the

network. a is same as to the learning factor in machine

learning algorithms. a reflects the degree of forgetfulness

about the history communication behaviors. The more a
tends to 1, the more easily can be forgotten about the

history behaviors.

4.7 Integrated description of DATEA

According to the above theory and formula, integrated

description of the distributed and adaptive trust evaluation

algorithm as algorithm 2 is as follows.

1. When the distance between source node and desti-

nation node is smaller than or equal to the commu-

nication radius, it enters into the one-hop trust

module;

1) When the number of communication packets

between source and destination nodes is larger

than or equal to the threshold, it is effective

enough to just calculate the direct trust. And

the direct trust contains communication trust

and energy trust;
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� Use the formula (3) to calculate

the communication trust based on

SLF model;

` Use the formula (4) to predict the

communication trust based on AR

model;

´ Use the formula (5) and (6) to

calculate the integrate communi-

cation trust based on SLF and AR;

ˆ Use the formula (1) and (2)

according to the energy consump-

tion model to calculate the resid-

ual energy of nodes after transmit

messages;

˜ Use the formula (7) to calculate

the energy trust;

Þ Use the formula (8) to calculate

the direct trust between nodes,

based on the communication trust

obtained from step´ and the

energy trust obtained from step˜;

2) When the number of communication packets

between source and destination nodes is

smaller than the threshold, we need to consider

the recommendation trust from the third party;

� Use the formula (9) and (10) to

calculate the recommendation

reliability;

` Use the formula (11) to calculate

the recommendation familiarity;

´ Use the formula (12) to calculate

the recommendation trust, based

on the recommendation reliability

obtained from step� and the rec-

ommendation familiarity obtained

from step`.

3) Use the formula (13), (14) and (15) to calculate

the integrate direct trust in one-hop module,

based on the direct trust obtained from step 1)

and the recommendation trust obtained from

step 2).

2. When the distance between source and destination

node is larger than the communication radius, it

enters into the multi-hop trust module;

1) Following the rules to select the best forward-

ing node as the next hop node to transmit

messages;

2) Use the formula (16) to calculate the distance

of trust propagation;

3) Use the formula (17) and (18) to calculate the

indirect trust between nodes;

3. Update the trust

According to the above, step 1) calculates the integrated

direct trust in one-hop module, and step 2) calculates the

indirect trust in multi-hop module. Use the formula (19) to

update the integrated direct trust and the indirect trust.

Besides, the algorithm 1 puts out the way to calculate the

weights of history trust values.

5 Simulation results & analysis

In order to explain the proposed trust calculation can mit-

igate attacks and show how a malicious node is detected,

the detection accuracy, what decision is made with respect

to malicious nodes, according to the aforementioned theory

and formula, integrated description the distributed and

adaptive trust evaluation algorithm, we do many experi-

ments [49–52], which includes the MATLAB simulations

and tests of the practical applications of MANET.

Our experimental simulations are performed using

MATLAB. First, we evaluate the performance of DATEA

in different parameters conditions, like the different

threshold of communication packets, different weights, etc.

Then, we compare the performance of DATEA, EDTM and

NBBTE at the aspects of the detection ratio of malicious

nodes and the energy consumption of nodes. The area of

network topology is 500 9 500, and randomly distributes

100 nodes. And we adopt three malicious attacks like

flooding, select forwarding attacks and bad/good-mouthing

attacks. The network topology of MANET is shown in

Fig. 7a. We introduce the calculation of trust value under

the ideal state. Under the ideal conditions, the nodes are

without moving, the network is without malicious nodes

and interference like network latency, etc (Table 1).

In Figs. 8 and 9, (a) is the trust of normal nodes under

the ideal condition; (b) is the direct trust of normal nodes

under common condition; (c) is the integrate direct trust of

normal nodes in one-hop module under the common con-

dition; (d) is the trust of malicious nodes under the ideal

condition; (e) is the direct trust of malicious nodes under

common condition; (f) is the integrate direct trust of

malicious nodes in one-hop module under the common

condition.

As shown in Fig. 8. Under the ideal state, the network is

without any malicious attacks such as interference, so the

trust of normal nodes remains for the initial value 1, and

the trust of malicious nodes decreases continually. Under

the normal condition, due to the effects like delay, network

congestion and malicious attacks and so on, the trust of

nodes cannot perform best. It can be seen from Fig. 8,
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when the number of communication packets is larger than

the threshold, the direct trust of normal nodes is closer to

the ideal state and better than the integrated direct trust.

The graph is decline first and then rise. That is because

each node sends packets to the links in the initial state,

which leads to link congestion and the lower packet submit

rate. And the communication trust between nodes becomes

lower. With the stable of network, the nodes enter into the

state of listening, sending and receiving orderly. The trust

of nodes is rising. But to malicious nodes, we can find that

when the number of communication packets is larger than

the threshold, the calculated direct trust is closer to the

ideal value, and keeps the trend of decline.

As shown in Fig. 9. When the number of communica-

tion packets is smaller than the threshold, under the ideal

state, the network is without any interference, so the trust

of normal nodes remains to the initial value 1, and the trust

of malicious nodes decreases continually. We can find that

the integrated direct trust of normal nodes is closer than the

ideal state and better than the direct trust in one-hop

module. To malicious nodes, we can find that the calcu-

lated integrate direct trust is closer to the ideal value, and

keeps the trend of decline.

Figure 10 shows the relationship between the trust of

normal nodes, the number of communication packets and

the threshold of communication packets. (a) is the trust of

nodes when the threshold is 20% of the number of com-

munication packets. (b) is the trust of nodes when the

threshold is 40%. (c) is the trust of nodes when the

threshold is 60%. (d) is the trust of nodes when the

threshold is 80%. When the number of communication

packets is lower than 250, the trust under the condition of

threshold 40% performs best and closer to the ideal state.

When the number of packets is larger than 250 and smaller
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Fig. 7 Network topology of MANE for experiments

Table 1 Simulation parameters

Area of network topology 500(m) 9 500(m)

Total number of nodes NodeNums 100

Communication radius 100 (m)

Length of data packets 2000bit

Threshold of communication distance d0 87

Initial trust of nodes 1

Initial energy of nodes 0.9 J

Coefficient of circuit energy consumption 5.0 9 10–8 J/bit

Coefficient of energy channel propagation

model

efs:1.0 9 10–11 J

(bit�m-2)

emp:1.3 9 10–15 J/

(bit�m-4)

Threshold of trust that source aims at

recommenders

0.5
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Fig. 8 Trust of nodes when the number of communication packets is

larger than the threshold
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than 450, the trust under the condition of threshold 60%

performs best. When the packets is larger than 450, the

trust under the condition of threshold 20% performs best.

So, we can adjust the threshold value according to different

network conditions.

In the one-hop module, the integrated direct trust is

depended on the direct and the recommendation trust. As

shown in Fig. 11, we adaptively adjust the weight to cal-

culate the trust value. There is a certain proportion of

malicious nodes in the network. Compare the adaptive

weighting in DATEA with manual set the weight, we can

get that, when the malicious nodes are less than 5%, the

weight of (0.2, 0.8) performs best. With the increase of

proportion of malicious nodes, the adaptive weight by

using DATEA performs better than others.

In Fig. 11, (a) is the adaptive weighting of DATEA.

(b) is the weight of (0.2,0.8). (c) is the weight of (0.4,0.6).

(d) is the weight of (0.6,0.4). (e) is the weight of (0.8,0.2).

In Figs. 12 and 13, (a) is DATEA, (b) is EDTM, (c) is

NBBTE.

As shown in Fig. 12, we compare the indirect trust by

using three different methods. For example, the trust of

nodes is 0.7 under the ideal state, and the direct trust from

its one-hop neighbor is 0.7, the indirect trust from its two-

hop neighbor is 0.6. According to NBBTE, we can obtain

that the indirect trust from its three-hop neighbor is

0.6 9 0.6 9 0.7 = 0.294. In EDTM, we can get the trust

value as

0.5 ? (0.6 - 0.5) 9 (0.5 ? (0.7 - 0.5) 9 0.7) = 0.564.

Based on DATEA, we can get the trust value as (ln100/
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Fig. 9 Trust of nodes when the number of communication packets is

smaller than the threshold
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Fig. 12 Comparison of indirect trust between nodes
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ln14) 9 0.5 ? (0.6 - 0.5) 9 (0.5 ? (0.7 - 0.5) 9 0.7)

= 0.581. And 0294\ 0.564\ 0.581\ 0.7, so we can find

that the DATEA performs best which is nearest to the ideal

state.

In order to explain how the malicious nodes are simu-

lated, they perform any real attack by good/bad-mouthing

nodes, selectively forwarding packets or flooding the net-

work and the implemented method, according to the

aforementioned theory and formula, DATEA algorithm, we

do many experimental tests of the practical applications of

MANET. The MANET structure of our experimental tests

of the practical application is as Fig. 1 with simple struc-

ture, Fig. 2 with Multi-hop network and Fig. 7b with

practical application topology of MANET.

The feature of the proposed method is its ability to

discover malicious nodes which can partition the network

by falsely reporting other nodes as misbehaving and then

proceeds to protect the network. During the implemented

process, we focus on the detection phase and present dif-

ferent kinds of sensors that can be used to find selfish

nodes. The detection process of our method is called

activity-based overhearing, iterative probing, and unam-

biguous probing. Our proposed trust calculation attempts to

resolve the relative issue by designing a dynamic source

routing mechanism, which is referred to as the cooperative

bait detection scheme, that integrates the advantages of

both proactive and reactive defense architectures. Our

method implements a reverse tracing technique to help in

achieving the stated goal.

As shown in Fig. 13, we set a percentage of the mali-

cious nodes in the network, by using these three methods to

detect malicious nodes, compare the detection rate with

each other. In the experiments of the practical application

of MANET, we adopt the flooding, selective forwarding

attacks and the bad/good-mouthing attacks. The Fig. 13

shows that DATEA performs better than NBBTE and

EDTM. Because of NBBTE is just effective of detect the

selective forwarding attacks, and EDTM is effective in the

detection of selective forwarding and bad/good-mouthing

attacks. But when the number of packets is large enough,

due to the non-adaptive of weight coefficient among direct

trust and indirect trust in EDTM, the calculated trust is

largely different with the actual value. From Fig. 13, we

can find that the DATEA has a better robustness to against

these attacks.

As shown in Fig. 14. We set a proportion of malicious

nodes with flooding and selective forwarding attacks.

Compare the robustness of different methods and the

detection rate of malicious nodes. And (a) is DATEA faced

with selective forwarding, (b) is EDTM faced with selec-

tive forwarding, (c) is NBBTE faced with selective for-

warding, (d) is DATEA faced with flooding, (e) is EDTM

faced with flooding, (f) is NBBTE faced with flooding.

From Fig. 14, we can conclude that DATEA and EDTM

have a nice performance faced with selective forwarding.

But when it comes to flooding, the DATEA performs better

than the two others due to the adaptive weight. Figure 14

shows that DATEA performs better than EDTM and

NBBTE.

As shown in Fig. 15, (a) is DATEA, (b) is EDTM, (c) is

NBBTE. We know that detecting the malicious nodes will

consume energy of nodes. Calculate the residual energy of

all nodes in the network during the detection rate reaches a

certain proportion. From Fig. 15, we can find that when the

detection rate is smaller than 35%, DATEA has a better

performance than the two others. But with the increasing of

detection rate, the energy consumption of DATEA is larger

than EDTM. That is because EDTM keeps only the

information of one-hop neighbors. But in DATEA, to

calculate the indirect trust, the nodes need to keep all

0 5 10 15 20 25 30 35 40 45 50 55
0

10

20

30

40

50

60

70

80

90

100

% of malicious nodes

)
%(

oita
R

noit ce te
D (a)

(b)
(c)

Fig. 13 Comparison of detection rate of malicious nodes

0 5 10 15 20 25 30 35 40 45 50 55
0

10

20

30

40

50

60

70

80

90

100

% of malicious nodes

)
%(

oita
R

no it cet e
D

(a)
(b)
(c)
(d)
(e)
(f )
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information of nodes in the trust propagation path. The

more information is stored, the more energy the nodes

consumes. Thankfully, DATEA mainly considers the reli-

ability of data transmission. The DATEA is suit for

MANET and different from EDTM in WSN. The nodes

like phones could be battery charging, so the DATEA is not

very urgent in energy consumption.

6 Conclusions

We propose a novel approach of distributed & adaptive

trust metrics for MANET (DATEA) in this paper. In

DATEA, we define the one-hop module and multi-hop

module. The one-hop module contains the calculation of

direct trust and recommendation trust, and the multi-hop

module contains the calculation of indirect trust. The direct

trust includes communication trust and energy trust. When

we calculate the communication trust, not only consider the

current value, but also predict it according to the state of

network. The method adaptively sets the weights in one-

hop module, and calculates the integrate trust both con-

sidering the direct and recommendation trust. In the cal-

culation of indirect trust, we consider not only direct and

recommendation trust, but also the propagation distance of

trust. And the trust updated method is discussed in this

paper. Our experiments and tests of the practical applica-

tions of MANET show that the DATEA performs better

than that of EDTM and NBBTE at the aspects of evaluate

node trust and detect the malicious in the network.
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