
A frequency hopping method for spatial RFID/WiFi/Bluetooth
scheduling in agricultural IoT

Tao Chi1,2 • Ming Chen1,2

Published online: 12 October 2017

� Springer Science+Business Media, LLC 2017

Abstract Currently, a variety of wireless modules are

purposed for different criteria in the area of the agricultural

internet of things; however, there is a lack of appropriate

methods enabling these wireless modules to operate in the

same frequency band. The goal of this paper is to make a

very thorough quantitative analysis on the theoretical

maximum collision time and collision probability of WiFi

or Bluetooth network with RFID interferers. We propose

the interference avoidance scheme which requires the

knowledge of the theoretical maximum collision time and

collision probability between RFID and WiFi/Bluetooth

packets. This scheme generates an optimal channel based

on the current usage of the adjacent frequency channels

thereby reducing the interference. We also propose two

solutions from this scheme: a frequency hopping combined

with white space exploitation method and an intelligent

frequency hopping scheme; for maintaining a quality

connection of the WiFi or Bluetooth network in the pres-

ence of heavy RFID interferers. We implement a hybrid

backscatter-based RFID architecture in existence of the

WiFi/Bluetooth infrastructure for efficient operations

within the 2.4 GHz ISM band. Results obtained are very

encouraging and indicate that quantifying the maximum

collision time and collision probability is a vital step for the

interference avoidance scheme, which can be adopted in

the avoidance of the interference from RFID modules.

Keywords Wireless communication � Agricultural IoT �
Coexistence solution � RFID � WiFi � Bluetooth

1 Introduction

Today agriculture is embedded with advance services such

as internet of things (IoT), agriculture intelligent products

that enable to communicate to each other analyze the data

and also exchange data among them [1]. For example,

given such RFID, WiFi and Bluetooth as the communica-

tion modules of IoT in Agricultural Sector, the agricultural

IOT demands an environment characterized by wireless

technologies coexistence. Because the physical medium of

connectivity is not required in the agricultural IOT, inter-

ference can occur with multiple wireless modules operating

in the same frequency band. Especially when RFID module

transmits more power, it may cause a decrease in the

performance of other modules and could even make them

lose connectivity. Due to this potential for interference,

effective methods are necessary to achieve successful

coexistence of RFID and WiFi/Bluetooth modules, in

particular in the presence of heavy RFID interferers.

The main contribution of this paper is the exact calcu-

lation of the theoretical maximum interference caused by

RFID modules sharing a 2.4 GHz band. Information

regarding the calculation of these data is available in the

ISO 18000 and IEEE standards. In the paper, an interfer-

ence pattern is established between RFID and WiFi/Blue-

tooth networks operating in the same 2.4 GHz band. This

study performs in-depth analysis on the influence of

interference factors, i.e., the spread spectrum, Path Loss,

transmission power, antenna gain, RF physical channel,

packet format, throughput, and medium access control

protocols [2]. To determine the effect of RFID as a source
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of interference, the bit error rate (BER) and Path Loss are

observed to determine the amount of interference in the

physical layer. The BER is calculated to check the accu-

racy of wireless communication, and Path Loss is calcu-

lated to evaluate interference from RFID devices. In

addition, a packet collision model for RFID and WiFi

packets and a packet collision model for RFID and Blue-

tooth packets have been constructed in the MAC layer.

These models incorporate the collision time in the time

domain and the collision probability in the frequency

domain.

Our technique is based on a hybrid RFID design that is

protocol-compatible with existing WiFi and Bluetooth

standards as well as existing RFID standards. Using the

hybrid infrastructure, two sets of baseline performance

tests of the WiFi/Bluetooth network without interferers and

two sets of coexistence performance tests of the WiFi/

Bluetooth network with RFID interferers have been per-

formed. These experiments show that when RFID and

WiFi/Bluetooth modules are at a reasonable distance from

one another, both obtain a large majority of the throughput

that would have been obtained with no interference. In

addition, these experiments also demonstrate that the

interference caused by RFID modules can significantly

degrade the performance of the WiFi or Bluetooth network

when RFID modules are moved within three meters of the

WiFi and Bluetooth modules. To maintain fairness between

RFID and WiFi/Bluetooth modules, two solutions are

presented in this paper: one is frequency hopping combined

with a white space exploitation method for improved

coexistence of RFID and WiFi devices; the other is an

intelligent frequency hopping scheme for improved coex-

istence of RFID and Bluetooth devices. The core of the two

solutions is the interference avoidance scheme, which

requires the knowledge of the theoretical maximum colli-

sion time and collision probability between RFID and

WiFi/Bluetooth packets. The primary elements of the

interference avoidance scheme are the interference detec-

tion scheme and smart channel selection. Using the inter-

ference avoidance scheme can facilitate optimal

interference detection and make the hybrid infrastructure

itself determine which channel is the best to use, depending

on the current usage of the adjacent frequency channels.

The remainder of this paper is organized as follows: We

survey the related wireless coexistence research and

explain the novelty of our work in Sect. 2. The causes of

the interference with WiFi and Bluetooth networks from

RFID interferers are analyzed, and then the packet collision

model for RFID and WiFi packets and the packet collision

model for RFID and Bluetooth packets are constructed in

Sect. 3. Section 4 details a hybrid backscatter-based RFID

infrastructure and coexistence testing. Two proposed

solutions for achieving successful coexistence are

explained in Sect. 5. Finally, Sect. 6 concludes the paper.

2 Related work

Recent work has provided solutions to the problem of

modeling interference between wireless devices. For

example, in [3], Ivan Howitf has made a general exposition

of the interference between WPAN and WLAN and

established a complex mathematical model to study the

interference caused by the two systems. In [4, 5], Glomie

et al. have analyzed the interference between WLAN and

Bluetooth and constructed a theoretical model of the

impact of interference on the performance of the networks.

In [6, 7], the authors made an analysis on the interference

between Bluetooth and WLAN and examined all the pos-

sible factors that produce the interference. In [8, 9], the

authors laid special stress on analyzing the performance of

WLAN under interference caused by Zigbee and deduced a

formula to calculate the error rate. In [10, 11], Shin et al.

did an analysis of the interference caused by WLAN on a

Zigbee network, using the error rate as a measure of the

performance of the networks. In [12], the authors investi-

gated existing spectrum sharing methods facilitating

coexistence of various RF systems. In [13], the authors

examined the mutual interference effect of 2.4 GHz devi-

ces widely deployed at home via both theoretical analysis

and real-life experiment. In [14–16], the authors proposed a

dynamic cooperative MAC mechanism (DCMAC) for

wireless networks. The IEEE has established an 802.15.2

group to study the problem of the special interference

between a WLAN and WPAN, releasing the IEEE 802.15.2

standard. This standard analyzes the interference between

WPAN and WLAN and develops a mathematical model of

the theoretical interference in the physical layer and MAC

layer.

However, the literature published domestically and

abroad lacks a thorough study on the interference between

RFID and wireless systems. Our work is based on analysis

of the existing research results on the interference between

various wireless systems; it continues the study of RFID

interference, mainly in terms of WiFi/Bluetooth networks.

We analyze the causes of the interference between RFID

and WiFi/Bluetooth networks and propose a quantitative

model for the theoretical maximum collision time and

collision probability between RFID and WiFi/Bluetooth

packets.
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3 Analysis of interference with the wireless
network from RFID devices

In this section, the causes of the interference from RFID

devices are analyzed in two parts: interference with the

WiFi network and interference with the Bluetooth network.

Addressing the physical layer and MAC layer, these anal-

yses are premised on Path Loss, interference distance,

transmission power, antenna gain, RF physical channel,

packet format, traffic load and a medium access control

protocol [17–19]. To determine the effect of the interfer-

ence from RFID devices on the performance of existing

wireless network, several parameters, such as BER, PER,

average packet delay, and network throughput, are used for

quantitative evaluation of RFID interference [20, 21]. The

BER and Path Loss for the wireless network are calculated

according to the Path Loss Model in the physical layer, and

then the causes of the interference are analyzed to quantify

the interference from RFID devices. To obtain the theo-

retical maximum collision time and collision probability

between RFID and WiFi or Bluetooth packets, the packet

collision model for RFID and WiFi packets and the packet

collision model for RFID and Bluetooth packets are

established in the MAC layer. These packet collision

models include the collision time in the time domain and

the collision probability in the frequency domain.

3.1 Analysis of interference with the WiFi network

from RFID devices

Using interference distance, transmission power and the

path loss model, the BER for the WiFi network with RFID

interferers can be obtained; then, Path Loss, which is

expressed as a quantitative evaluation of the RFID inter-

ference with the WiFi network, is calculated in the physical

layer. According to the MAC sub-layer protocol of RFID

and WiFi networks, the packet collision model for RFID

and WiFi packets has been established. The packet colli-

sion model includes the collision time in the time domain

and the collision probability in the frequency domain.

(1) Path Loss Model in the Physical Layer

Given scene parameters such as transmitting frequency,

distance and antenna gain, Path Loss can be calculated. In

this work, the 2.4 GHz Indoor Path Loss Model is used for

the theoretical calculation of the WiFi network [22, 23].

LP;WLAN ¼ 40:2þ 20 lg d 0:5\d\8

58:5þ 33 lgðd=8Þ d[ 8

�
ð1Þ

Due to near field affect, the model mentioned is a seg-

mented path loss model. Similarly, the path loss model of

the 2.45 GHz RFID system is calculated [24] as follows:

LRFID ¼ �147:6þ 20 lg d þ 20 lg f � 10 lgGrGt ð2Þ

d is the distance in meters from the interrogator to the tags

or to the WiFi receiver. f is the carrier frequency of

2.45 GHz. Gr and Gt are the antenna gains of the receiver

and transmitter. When the transmission power and path loss

are known, the reception power of the WiFi network is

determined by the following formula:

Pr ¼ Pt � LP;WLAN ð3Þ

Pr is WiFi reception power, and Pt is WiFi transmission

power. Given the distance from the RFID interferer to WiFi

transmitter, the Path Loss can be calculated using the path

loss model of the 2.45 GHz RFID system.

Prr ¼ Prt � LP;RFID ð4Þ

When the RFID transmitter emits continual wave energy

in a frequency-hopping pattern, WiFi devices can be fed

with the continual wave. Prt is expressed as RFID trans-

mission power, and Prr is defined as the energy that is

transmitted by RFID devices and received by WiFi devices.

Because RFID and WiFi devices transmit in different ways

using different protocols, these signals which are trans-

mitted by RFID devices and then received by WiFi devi-

ces, are the interference signals in terms of the WiFi

protocols.

(2) Collision Time in the MAC Layer

The packet collision model for RFID and WiFi packets

is constructed in the MAC layer, which involves the col-

lision time in the time domain and the collision probability

in the frequency domain.

a. Collision Time in the time domain

Each WiFi network maintains the same frequency usage

over time and only utilizes an available subset of

83.5 MHz. The WiFi standard defines 11 possible channels

that may be used. Each channel is allocated by its center

frequency. The center frequencies are at intervals of

5 MHz from one another. When RFID and WiFi devices

operate on the same RF channel or on the adjacent RF

channel, there is typically a time-domain collision for some

packets on the transmission.

According to the MAC sub-layer protocol of two stan-

dards (IEEE 802.11 and ISO/IEC 18000-4), the packet

collision model for RFID and WiFi packets is built, as

shown in Fig. 1 and Table 1.

In the time domain, the collision time is defined as the

overlap in time when an RFID packet is being transmitted

while a WiFi packet is also in the transmission. From the

IEEE 802.11 standard and the ISO/IEC 18000-4 standard,

the payload sizes of the RFID packet and WiFi packet are

varied. According to the packet size of the RFID packet

Wireless Netw (2019) 25:805–817 807
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and WiFi packet, the collision time is detailed in different

cases.

The collision time, (TC), can be expressed as follows:

If TW � TR&TW � Tidle, then

TC ¼

TW 0�X� TR � TW
TR � X TR � TW\X\TR
0 TR �X\LR � TW
TW þ X � LR LR � TW �X� LR

8>><
>>:

ð5Þ

If TW � TR&TW [ Tidle, then

TC ¼

TW 0�X� TR � TW
TR � X TR � TW\X� LR � TW
TW � Tidle LR � TW\X� TR
TW þ X � LR TR �X� LR

8>><
>>:

ð6Þ

If TR\TW\Tidle, then

TC ¼

TR � X 0�X� TR
0 TR\X\TR � TW
TW þ X � LR LR � TW �X\LR þ TR � TW
TR LR þ TR � TW �X� LR

8>><
>>:

ð7Þ

If TW [ TR&Tidle � TW � TR, then

TC ¼

TR � X 0�X� TR � TW
TW � Tidle LR � TW\X\TR
TW þ X � LR TR\X� LR þ TR � TW
TR LR þ TR � TW\X� LR

8>><
>>:

ð8Þ

Since there is no synchronization mechanism between

RFID and WiFi networks, we can design a scheme to set

the transmission time.

b. Collision Probability in the frequency domain

While Direct Sequence Spread Spectrum technology

(DSSS) is used for WiFi devices in the 2.4 GHz ISM band,

the RFID system in the 2.4 GHz band utilizes frequency

hopping spread spectrum technology (FHSS) to fight multi-

path fading and interference. The RFID system can ran-

domly hop over 100 channels, and the internal of each

channel is 0.8192 MHz, less than the bandwidth of the

channel. Since the bandwidth of the WiFi network is fixed

to 22 MHz, interference can occur when the RFID’s

operating frequency jumps within the bandwidth of the

WiFi network. Therefore, the collision probability in the

frequency domain between the WiFi and RFID networks

can be calculated as follows:

PC ¼ 22

0:8192 � 100 ¼ 0:268 ð9Þ

(3) Performance of the WiFi Network with RFID

Interferers

When RFID and WiFi packets do not overlap in the

frequency domain, interference does not occur even if there

is a collision in the time domain. Therefore, the collision

time of the coexistence system between the RFID and WiFi

packets can be defined as the product of the collision time

in the time domain and the collision probability in the

frequency domain.

TCF ¼ TC � PC ¼ 0:268TC ð10Þ

Assuming that the offset time is a uniform distribution

of 0 to L, the mean interference time can be determined by

the following integral function:

TCE ¼ E TCF½ � ¼ 1

LR

Z
LRTCFðxÞdx ð11Þ

Using the BER and the collision time, the PER of the

WiFi network can be calculated, which is a function of the

packet length, bit time and collision time. In the following

formula, Pb0 is the BER for the WiFi network with no

interference in the physical layer, and Pb is the BER for the

WiFi network with RFID interferers in the physical layer.

PER ¼ 1� ð1� PbÞ
TCE
Tb ð1� Pb0Þ

ðTW�TCE Þ
Tb ð12Þ

Fig. 1 The packet collision model for RFID and WiFi packets

Table 1 Parameters of the packet collision model for RFID and WiFi

packets

Symbols Specified parameters

Tw Duration of the WiFi packet

Tack Duration of the WiFi ACK packet

Tbackoff Average backoff time of WiFi

Tidle;w Idle time between two consecutive packets

Tbusy;w Duration of a whole packet transmission

TR Duration of RFID command and response packet

Tidle Idle time between two RFID packets

LR Interarrival time between two RFID packets

DIFS DCF interframe space of WiFi

SIFS Short interframe space of WiFi

808 Wireless Netw (2019) 25:805–817
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In actual application, the Carrier Sense Multiple Access

with Collision Avoidance (CSMA/CA) is used for WiFi

devices. The CSMA/CA mechanism requires two param-

eters: the maximum contention window (Wmax) and the

minimum contention window (Wmin). According to the

channel situation, the contention window (Wx) takes a

value in ½Wmin;Wmax�. Provided that M is a random number

of 0 to Wx at an equal probability, the Backoff-avoid-time,

(Tbackoff ), is the product of a random variable (M) and the

slot time

Tbackoff ¼ M � Tslot ð13Þ

In accordance with IEEE 802.11 standards, the time

required for a successful transmission, (Tsucc), is the sum of

DIFS, Tbackoff and packet length (Tw).

Tsucc ¼ DIFSþ Tbackoff þ Tw ð14Þ

Similarly, the required time when a packet transmission

error occurs, (Tfail), is the sum of DIFS, Tbackoff , Tw and the

timeout time waiting for an ACK packet.

Tfail ¼ DIFSþ Tbackoff þ Tw þ Tack�timeout ð15Þ

3.2 Analysis of the interference with the Bluetooth

network from RFID devices

Due to the more power transmitted by RFID devices, there

is serious interference caused by RFID devices in the

Bluetooth network. To determine the effect of RFID as an

interferer on the performance of the Bluetooth network, the

BER for the Bluetooth network with RFID interferers can

be calculated, and then Path Loss, which is expressed as a

quantitative evaluation of RFID interference with the

Bluetooth network, is obtained in the physical layer.

According to the MAC sub-layer protocol of RFID and

Bluetooth, the packet collision model for RFID and Blue-

tooth packets is built. The packet collision model includes

the collision time in the time domain and the collision

probability in the frequency domain.

(1) Path Loss Model in the Physical Layer

To illustrate the attenuation degree of the electromag-

netic wave in propagation space, a 2.4 GHz indoor path

loss model is used for the Bluetooth network [25].

LBluetooth ¼
40:2þ 20 lg d 0:5\d\8

58:5þ 33 lgðd=8Þ d[ 8

�
ð16Þ

The model is a segmented path loss model. Due to the

near field effect, the model is not suitable for calculating

path loss of\ 0.5 m. When the distance is\ 8 m, the path

loss is the same as the path loss in free space; When the

distance exceeds 8 m, the signal is attenuated faster.

Similarly, the path model of 2.45 GHz RFID devices is

defined as follows:

LRFID ¼ �147:6þ 20 lg d þ 20 lg f � 10 lgGrGt ð17Þ

d denotes the distance in meters from the RFID inter-

rogator to the RFID tag or to the Bluetooth receiver. f is the

RFID carrier frequency. Gt is transmitter antenna gain, and

Gr is receiver antenna gain. Given Bluetooth transmission

power Pt and received power Pr, signal attenuation can be

calculated as follows:

LBluetooth ¼ Pt � Pr ð18Þ

Since the transmission power of RFID is much greater

than that of Bluetooth, the Bluetooth device may easily

receive the signal transmitted by the RFID device, thus

forming the interference signal. The power of interference

from the RFID device can be calculated as follows:

PInterferece ¼ Pt � LRFID ð19Þ

(2) Collision Time in the MAC Layer

The packet collision model for RFID and Bluetooth

packets is constructed in the MAC layer, which involves

the collision time in the time domain and the collision

probability in the frequency domain.

a. Collision Time in the time domain

When RFID devices are operating in the same 2.4 GHz

band, there may be overlap in the time domain between

RFID and Bluetooth packets. According to the MAC layer

protocols of the IEEE 802.15.1 and ISO/IEC 18000-4

standards, the packet collision model for RFID and Blue-

tooth packets is established, as shown in Fig. 2. The

Bluetooth device uses a slotted protocol, and each slot is

625 ls long. Although a transmission can occupy 1, 3 or 5

slots, there is a certain interval between transmissions.

Since the RFID’s packet cannot be automatically syn-

chronized with the Bluetooth’s packet, a time offset is used

for setting the starting time of each packet. The minimum

time offset is 0, and the maximum time offset is the interval

Fig. 2 The packet collision model for RFID and Bluetooth packets
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between two continuous packets transmitted by RFID

devices.

Collision time is defined as the overlap time between

RFID and Bluetooth packet transmissions. According to

the ISO/IEC 18000-4 standard, the 2.4 GHz RFID system

does not exceed the maximum data rate of 40 kbps. At

such a low data rate, the header length of the RFID packet

is longer than that of the whole Bluetooth packet.

According to the size of the RFID packet and the Bluetooth

packet, the collision time is analyzed in different cases.

Collision time, (TC), can be expressed as follows:

If TB � TR&TB � Tidle, then

TC ¼

TB 0�X� TR � TB
TR � X TR � TB\X\TR
0 TR �X\LR � TB
TB þ X � LR LR � TB �X� LR

8>><
>>:

ð20Þ

If TB � TR&TB [ Tidle, then

TC ¼

TB 0�X� TR � TB
TR � X TR � TB\X\LR � TB
TB � Tidle TR � TB �X\TR
TB þ X � LR TR �X� LR

8>><
>>:

ð21Þ

In practical applications, the RFID interrogator trans-

mits a carrier modulated with data. The tag can absorb

energy from the carrier. When carrier power is adequate,

the tag drives the internal chip circuit and then demodu-

lates data from the carrier. RFID interrogators not only

transmit a modulated carrier in the return link but also

transmit a non-modulated carrier in the forward link to

supply energy to the tag. Therefore, whether the RFID

interrogator transmits data or receives data, interference

transmitted by the RFID interrogator has an important

impact on the performance of the Bluetooth network.

b. Collision Probability in the frequency domain

A Bluetooth device uses frequency hopping spread

spectrum technology, and each channel occupies 1 MHz

bandwidth. The Bluetooth RF channel can be expressed as

f ¼ 2402þ kMHz; k ¼ 0; 1; 2; . . .; 78 ð22Þ

Since a Bluetooth device hops randomly with even

probability in the 79 channels in the physical layer, the

probability that the Bluetooth device occupies any one

channel is 1/79. Although the Bluetooth signal occupies

only 1 MHz at any point in the time domain, it actually

occupies 79 MHz due to the fact that the Bluetooth device

can hop over 79 center frequencies. Therefore, it is not

possible to have both RFID and Bluetooth products in the

same area without the chance of interference.

Similarly, a 2.4 GHz RFID device utilizes frequency

hopping spread spectrum technology and hops over 100

channels of 1 MHz bandwidth. Since the interval of center

frequency of each channel is 0.8192 MHz, less than the

bandwidth of each channel, there is overlap in adjacent

channels of the RFID device. The RFID RF channel can be

expressed as

fRFID ¼ ð2931þ mÞ � 0:8192; m ¼ 0; 1; 2; . . .; 99 ð23Þ

In Fig. 3, the shaded part of the overlap of the two

signals is the interference portion. The collision probability

between RFID and Bluetooth signals in the frequency

domain is the product of the probability of any occupied

channel for the Bluetooth signal and the average proba-

bility of an RFID channel overlapped with the Bluetooth

channel.

PC ¼ PBluetooth � P ð24Þ

(3) Performance of the Bluetooth network with RFID

interferers

The collision time of the coexistence system is defined

as the product of the collision time in the time domain and

the collision probability in the frequency domain.

TCF ¼ TC � PC ¼ TC=79 ð25Þ

Assuming that Pb0 is the BER for the Bluetooth network

with no interference and Pb is the BER of the Bluetooth

network with RFID interferers, the PER of the Bluetooth

network can be calculated depending on the BER of the

Bluetooth network.

PER ¼ 1� ð1� PbÞ
T
Tbð1� Pb0Þ

ðTB�TÞ
Tb ð26Þ

When a Bluetooth master device needs to exchange data

with a slave device, a time division duplex (TDD) is used

to achieve full-duplex communication, where two different

frequency channels are utilized by the up-link and return-

link at the same time. When many slave devices need to

exchange data with a master device, time division multiple

access (TDMA) is applied to assign multiple channels for

many slave devices. Because a Bluetooth packet trans-

mission is synchronized with the allocated slot and each

packet is transmitted in each slot time, the device waits

until the next slot time and then retransmits the packet

Fig. 3 The frequency collision model for RFID and Bluetooth

packets

810 Wireless Netw (2019) 25:805–817

123



when a packet error occurs. The interval time from the

beginning of the packet transmission to the packet

retransmission can be defined as an integer multiple of the

slot time.

Twaiting ¼ iTslot ð27Þ

4 Coexistence testing between RFID and wireless
networks

In this section, the hardware setup is designed as a hybrid

RFID combined with wireless network infrastructure. To

demonstrate the impact on the performance of the WiFi or

Bluetooth network with RFID interferers, different types of

coexistence experiments have been performed. The coex-

istence tests have been run with actual products to deter-

mine their level of coexistence.

4.1 Hardware setup

Our custom hardware design is inspired by Rowitch’s

patent [26], which is used in the design of an RFID/WiFi/

Bluetooth coordinator to target the control of different

wireless modes. The hardware contains a coordinator and a

set of paired modules such as the RFID, WiFi and Blue-

tooth modules, which are responsible for their respective

initial wireless transmissions. To simulate a strong inter-

ference environment in the 2.4 GHz band, the coordinator

is designed as a hybrid RFID combined with the wireless

network infrastructure, which is a complete embedded

system integrating the RFID module, WiFi module and

Bluetooth module on a circuit board. In addition, all the

protocols on the infrastructure are compatible with existing

IEEE 802.11 and Bluetooth standards as well as existing

RFID standards. We construct Bluetooth and WiFi proto-

cols compatible with RFID by retaining the frame struc-

tures and channel access mechanisms while adding the

capability of back-scatter radiation and amplitude-shift

keying (ASK) carrier modulation to the RFID front-end.

The setup is essentially an RFID solution that can operate

within the standardized RFID communication specifica-

tions, but it can also operate the WiFi and Bluetooth

standards.

The hybrid RFID infrastructure is shown in Fig. 4; it

consists of two signal generators: RFID signal generation

using Backscatter Radiation mode and WiFi/Bluetooth

signal generation using RX/TX Communication mode. The

infrastructure can maintain protocol compatibility by

switching the antenna impedance in synchronization with a

Bluetooth/WiFi frame organized bit stream.

First, the hybrid infrastructure can be automatically

switched to Backscatter Radiation mode; a continual radio

wave energy is then emitted in a frequency-hopping pat-

tern. Through their antenna, RFID tags are fed with a

continual radio wave that represents a wake-up command.

Once a tag wakes up, it can maintain communication with

the infrastructure by means of radio waves. To improve the

level of coexistence between the RFID and WiFi/Bluetooth

networks, an asynchronous wake-up mode is designed

whereby the RF signal on the infrastructure antenna is

utilized to trigger the RFID chip, WiFi chip, or Bluetooth

chip, and then the system records their responses. It is

noted that the performance of the wireless devices can be

observed by using the described setup.

The final major components of our custom hardware are

appropriate RFID/WiFi/Bluetooth transceivers. We design

our system with a generic interface suitable for use with a

variety of RFID/WiFi/Bluetooth modules. Our choice of

RFID/WiFi/Bluetooth modules is dominated by two fac-

tors. First, it is fairly easy to integrate from a hardware

design perspective. Second, it must provide an integrated

2.4 GHz transceiver. In our experiments, we use the

nRF24LE1 module as an RFID module, the TiWi-BLE

module as a WiFi module and the Broadcom BCM2046

chip as a Bluetooth module.

4.2 Performed experiments

Using the proposed setup, four sets of major experiments

have been performed: two sets of baseline performance

tests of the WiFi/Bluetooth network without interferers and

two sets of coexistence performance tests of the WiFi/

Bluetooth network with RFID interferers. The tests were

intended to obtain empirical data on network performance

corresponding with certain realistic scenarios in which both

RFID and WiFi/Bluetooth connections may coexist.

Experiment 1 (WiFi Baseline Performance) In this

experiment, baseline tests for the WiFi network have been

performed when there is no interference. The experiment

consists of a serial of baseline tests, such as the signal-to-

Fig. 4 A hybrid backscatter-based RFID combined with WiFi/

Bluetooth infrastructure
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interference power ratio (SIR), the bit error rate (BER), the

packet error ratio (PER), the average delay and throughput.

In each baseline test, four communication rates are used in

the WiFi network: 1, 2, 5.5 and 11 Mbps. By changing the

distance from the WiFi Access Point to the infrastructure,

the data SIR, BER, PER, throughput and delay can be

measured. This experiment can detail the optimal param-

eters of the performance of the WiFi network without

RFID interferers according to the distance.

Experiment 2 (WiFi Performance with RFID Interfer-

ers) This experiment demonstrates the impact on the per-

formance of the WiFi network when RFID devices are

operating in a neighboring area. In the experiment, the

transmitted power of RFID transmitters is 300 mW, and

the transmitted power of WiFi transmitters is 100 mW. The

RFID tags were located within ten meters of the WiFi

Access Point. By changing the distance from the WiFi

Access Point to the infrastructure, the data SIR, BER, PER,

delay and throughput are measured. We expect the impact

on the performance of the WiFi network to be substantial

when RFID interferers are very close to the WiFi Access

Point.

Experiment 3 (Bluetooth Baseline Performance) In this

experiment, baseline tests for the Bluetooth network are

performed when there is no interference in the neighboring

area. In analogous fashion to the WiFi baseline perfor-

mance testing, all testing was performed with Bluetooth

devices.

Experiment 4 (Bluetooth Performance with RFID

Interferers) This experiment demonstrates the impact on

the performance of the Bluetooth network due to interfer-

ence from RFID devices. In the experiment, the transmitted

power of RFID transmitters is 300 mW, and the RFID tags

were located within ten meters of the infrastructure. By

changing the transmission rate of the RFID transmitters

and the distance from the infrastructure to Bluetooth

devices, the data SIR, BER, PER, delay and throughput are

measured. The results of this experiment show that the

performance of the Bluetooth network is impacted when an

RFID transmitter is very close to Bluetooth devices (less

than 0.5 m). If the RFID transmitter is moved away, the

performance of the Bluetooth network can be improved

significantly to approximately ninety percent of the base-

line performance independent of range.

4.3 The seriousness of the interference

The experiments demonstrate that the seriousness of the

interference can be accurately measured by means of sev-

eral parameters, i.e., SIR, BER, PER, the average delay and

throughput. Figure 5 displays the curve of BER versus SIR

for the WiFi network with RFID interferers in the case of

four different communication rates. It can be seen from the

curve that the data BER of the WiFi network is minimized

when the WiFi network is working at 1 Mbps and at the

same time the reliability of the WiFi network is also the

highest. When a channel is in deep fading or communi-

cating parties are far apart, the WiFi network can be run at

the lowest rate (1 Mbps) to improve the lower performance

that arises from interference by RFID devices.

Similarly, the changing curve of BER vs. SIR for the

Bluetooth network is shown in Fig. 6. The solid line repre-

sents the data BER of the Bluetooth network with the mini-

mummodulation index, and the dashed line denotes the data

BER of the Bluetooth network with the maximum modula-

tion index. In the IEEE 802.15.1 standard, the modulation

index is a variable in a range of variationwhere theminimum

modulation index is 0.28 and the maximum modulation

index is 0.35. According to the experimental circumstance,

the modulation index can be set to a specific value.

Although there are some differences in the coexistence

tests, the seriousness of the interference from RFID devices

remains the same. These experiments show that when

RFID and WiFi/Bluetooth devices are located at a rea-

sonable distance from each other, both can obtain a large

majority of throughput, and interference is negligible.

However, these experiments also demonstrate that the

interference from RFID devices can significantly degrade

the performance of the WiFi/Bluetooth network if the

Fig. 5 BER versus SIR for the WiFi network with RFID interferers

Fig. 6 BER versus SIR for the Bluetooth network with RFID

interferers
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RFID device is close to the WiFi/Bluetooth devices. In the

following sections, the causes of the interference are ana-

lyzed in the time domain and in frequency domain, and

then two solutions for improved coexistence are proposed.

5 Methods for improved coexistence

To maintain fairness between RFID and WiFi/Bluetooth

networks, two approaches to achieving successful coexis-

tence between RFID and WiFi/Bluetooth networks through

time division and frequency isolation are presented

[27–29]: One is frequency hopping combined with a white

space exploitation method for improved coexistence of

RFID and WiFi networks; the other is an intelligent fre-

quency hopping scheme for improved coexistence of RFID

and Bluetooth networks. The core of the two solutions is

the interference avoidance scheme, which requires

knowledge of the theoretical maximum collision time and

the collision probability for RFID and WiFi/Bluetooth

packets. The primary elements of the interference avoid-

ance scheme are the interference detection scheme and

smart channel selection. The interference detection

scheme is used to facilitate optimal interference detection.

Using smart channel selection can make the RFID inter-

rogator itself determine which channel is preferable,

depending on the current usage of the adjacent frequency

channels.

5.1 Frequency hopping combined with the white

space exploitation method for improved

coexistence of RFID and WiFi devices

To improve the coexistence level of RFID and WiFi

devices, a method that combines frequency hopping with

white space exploitation is proposed. This method consists

of two parts: the interference avoidance scheme and white

space exploitation. The interference avoidance scheme is

used for the RFID interrogator to choose the clearest

channel and dynamically avoid decreasing the WiFi per-

formance. White space exploitation could auto-size the

RFID packet based on the white space length detected in

the WiFi traffic.

(1) The Interference Avoidance Scheme

The primary elements of the interference avoidance

scheme are the interference detection scheme and smart

channel selection. Each RFID interrogator utilizes a

response-counter to record the number of failed transmis-

sions (RFID tag) and detects interference using energy

detection. If the channel is available, the interrogator

transmits the command successfully before the response-

counter reaches the threshold value. If the response-counter

exceeds the threshold value, the interrogator instructs the

tags to perform an energy detection scan for the available

channels in accordance with the channel classification

table and then selects the channel with the least interfer-

ence according to feedback from the energy detection

scans. Once the channel is determined, the tags perform an

active scan to ensure no other RFID device occupies this

channel.

a. The Interference Detection Scheme

Due to the RFID’s low duty cycle, where transmitting a

packet (RFID command/response) only requires a few

milliseconds, the RFID interrogator can successfully send

an RFID command or response during the retransmission in

most situations. To minimize redundant procedures of

interference detection for the RFID, it is efficient to use a

regular packet rather than signal detection. Therefore, a

regular packet can be utilized to detect interference for

RFID devices. When the RFID response is not received

within the specified timer value, the response-counter can

be incremented in values of one, and the interrogator

retransmits the command. If the response-counter exceeds

the threshold value, the interrogator stops retransmission

and performs energy detection to ensure it is interference

leading to transmission failure. Once the energy detection

result RSSI exceeds the threshold, the interrogator calls the

corresponding interference avoidance scheme and then

initiates migration to a safe channel.

b. Smart Channel Selection

WiFi uses a 2.4 GHz frequency band, and there are 13

overlapping channels with 22 MHz of bandwidth. Only 3

non-overlapping channels, namely, channels 1, 6, and 11 in

the US and channels 6, 7, and 13 in Europe. In the RFID

system, data transmission from interrogator to tag is per-

formed in the forward link, and data transmission from tag

to interrogator is assigned to the return link. The tests show

that when the offset frequency is larger than 8 MHz, the

interference with the WiFi network is negligible. When the

offset frequency is\3 MHz, the WiFi packet transmission

experiences significant interference. The interference

avoidance scheme utilizes energy detection and active

scans to determine which channel is appropriate for each

tag. To improve detection efficiency, the RFID channels

are divided into four groups based on offset frequency.

Group 1 consists of the channels whose offset frequency is

larger than 12 MHz; group 2 consists of the channels

whose offset frequency is larger than 8 MHz and smaller

than 12 MHz; group 3 consists of the channels whose

offset frequency is larger than 3 MHz and smaller than

8 MHz; group 4 consists of the channels whose offset

frequency is smaller than 3 MHz. Group 1 has the highest

priority, and group 4 has the lowest priority. Upon receipt
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of an interference detection report, the interrogator trans-

mits an energy detection scan request to all the devices to

check the status of channels from high priority to low

priority until an available channel is found.

(2) White Space Exploitation

To obtain high spectral efficiency, resource sharing is

necessary. For example, a significant amount of white

spaces are left between WiFi frames, as shown in Fig. 7.

Using these white spaces, the throughput of an RFID can

be maximized while bounding the packet collision proba-

bility. White space exploitation involves two components

that reside between the physical and MAC layers: the white

space modeling component and the packet adaptation

component. The white space modeling component can

build a white space-aware model based on maximum

likelihood estimation. The packet adaptation component

can compute the size of a packet that maximizes

throughput efficiency while limiting the collision

probability.

a. Splitting the Packet and Optimizing Size

If an RFID packet (RFID command/response) cannot

finish its transmission before the arrival of the next WiFi

packet, the transmission time of the RFID should be shorter

than the remaining lifetime of the current WiFi white space

in order to reduce the collision probability. The simplest

method is to split the packet into sub-packets, and the size

of each sub-packet is determined by predicting the

remaining lifetime of the white space. Each sub-packet

carries a session ID and delimiters.

b. Packet Session Management

When a packet needs to proceed, session management

can compute the sizes of all the sub-packets and then start a

session to transmit them. Each sub-packet is composed of a

1-byte header and payload. The header includes a 1-bit

start session delimiter, 1-bit end session delimiter and 6-bit

session ID. Each sub-packet in a session carries the same

session ID. The session ID is assigned by the sender. The

sender initiates the session by transmitting a session reg-

istration frame (SRF), which is identified by setting 1 in the

start session delimiter bit. The receiver maintains the states

of sub-packets in a session to keep the integrity of the

original MAC frame. Due to the criticality of SRF, the

collision probability of SRF can be controlled as follows:

When the packet size is smaller than the sum of the

physical header, sub-packet header and MAC header, the

transmission is deferred by a random backoff, and then the

sender repeats this process until it can transmit the entire

MAC layer header within one sub-packet.

5.2 An intelligent frequency hopping

scheme for improved coexistence of RFID

and Bluetooth devices

To improve the coexistence level of RFID and Bluetooth

devices, an Intelligent Frequency Hopping scheme is car-

ried out in this section. Because RFID and Bluetooth

devices use the frequency hop transceivers based on Fre-

quency Hopping Spread Spectrum (FHSS) structuring, both

of them do not continually transmit at the fixed frequency

and hop across a given frequency band. Because of the lack

of knowledge of the interference in the band, frequency

hopping is a blind hop, and it is likely that the transceiver

will collide with the transmission of another transceiver at

any particular time. If the hop sequences can be designed to

actively avoid other devices in the band, the performance

of RFID and Bluetooth devices can be improved by hop-

ping through a given sequence rather than hopping

randomly.

Fig. 7 The channel utilization trace captured in WiFi frames

Fig. 8 The Intelligent Frequency Hopping scheme for RFID and

Bluetooth devices
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Based on the interference avoidance scheme mentioned

above, the Intelligent Frequency Hopping scheme adds the

active scan process to determine which channel is appro-

priate for the devices to change to. The scheme consists of

energy detection (interference detection), active scan and

smart channel selection. To improve hopping efficiency,

such hopping sequences are divided into ‘‘good’’ (clear)

hop frequencies and ‘‘bad’’ (interfered) hop frequencies.

Upon receipt of an interference detection report, the master

(Bluetooth device) sends an energy detection scan request

to all slaves to check the status of channels till an available

channel is found. After completion of the energy detection

scan, the slaves commence an active scan on the proposed

channel selected by the master, and then the master can

send out a slot request to determine whether any other

slaves or RFID transceivers are currently active in that

channel. If a conflict is detected, the master can select a

new channel. The Intelligent Frequency Hopping scheme is

detailed in Fig. 8.

5.3 Network performance evaluation with certain

realistic scenarios

Place the sensor nodes with RFID, WiFi or Bluetooth mod-

ules in the test for farmland in 500� 800 m, as shown in

Fig. 9, according to the characteristics of actual field infor-

mation collection, information acquisition and the routing

process of the scene. In the experimental area, the RFID

transmitters transmit power at 300 mV, and the signal

wireless transmitting distance is significantly shortened.

The test is divided into two parts: non-prediction

channel selection test (direct use of chip’s built-in protocol)

RFID tag

RFID tag

RFID tag

RFID tag

RFID tag RFID tag RFID tag

WiFi

Bluetooth
Bluetooth

WiFi

Fig. 9 Communication

structure of agriculture of IOT

Table 2 Interference calculated

at the transceivers after running

SMART channel selection

Transceiver type Assignment results

Frequency assignment (GHz) Interference (dBm) Lasting time (S)

RFID 2.471 - 31.7856 31

RFID 2.445 - 28.7621 28

RFID 2.4245 - 23.6732 19

RFID 2.457 - 27.0845 32

Bluetooth 2.407 - 20.6549 17

Bluetooth 2.444 - 27.0123 21

Bluetooth 2.439 - 25.7921 23

Wi-Fi 2.452 - 23.4335 219

Wi-Fi 2.422 - 24.6164 225

Wi-Fi 2.462 - 25.9625 432

Wi-Fi 2.437 - 21.0332 543

Wi-Fi 2.412 - 26.9548 523
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and SMART channel selection test. The average bandwidth

occupied in the three network modes experimental data is

presented in Table 2.

Figures 10 and 11 are the network performance test results

of twokinds of networkmodeswithRFID interferers. The test

results show that the WiFi network with smart channel

selection has better performance (P_loss_max = 5%) com-

pared to channel selection with DSSS (P_loss_max = 11%);

the network delay of both are similar. The results also show

that the performance of the Bluetooth network with intelli-

gent frequency hopping significantly improves from

P_loss_max = 21% to P_loss_max = 7%; network delay

using intelligent frequency hopping is more than that using

Adaptive Frequency Hopping (AFH, a built-in frequency

hopping pattern found in most Bluetooth devices today).

6 Conclusion

In this paper, we presented a quantitative analysis of the

theoretical maximum collision time and probability for a

WiFi or Bluetooth network with RFID interferers. To

determine the effect of the interference from RFID devices,

the bit error rate of the wireless network and the Loss Path

are calculated in the physical layer. The data BER is used

to check the accuracy of wireless communication, and Path

Loss is the basis of evaluation of the interference from

RFID devices in the physical layer. The packet collision

model for RFID and WiFi packets and the packet collision

model for RFID and Bluetooth packets have been

constructed in the MAC layer. Using our hybrid infras-

tructure, coexistence testing is performed with actual

products to determine their level of coexistence. To

maintain fairness between RFID and WiFi/Bluetooth

devices, two solutions are present in this paper. Frequency

hopping combined with the white space exploitation

method is used for improved coexistence of RFID and

WiFi devices, and an intelligent frequency hopping

scheme is used for improved coexistence of RFID and

Bluetooth devices. The core of the two solutions is the

interference avoidance scheme, which requires knowledge

of the theoretical maximum collision time and probability

of the RFID and WiFi/Bluetooth packets. The interference

avoidance scheme incorporates the interference detection

scheme and smart channel selection: The former is used to

facilitate optimal interference detection, and the latter can

make the interrogator itself determine which channel is the

best to use depending on the current usage of the adjacent

frequency channels. These coexistence tests show that by

using the interference avoidance scheme, the two solutions

can aid in the avoidance of interference from RFID devi-

ces, making it possible for WiFi and Bluetooth networks to

perform well in the presence of heavy RFID interferers.
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